Hacking printers:
for fun and profit
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. Andrel Costin
- Author of MFCUK

MiFare Classic UniversaltoolKit

Day-time programmer (after-8pm type of hobbyist hacker)
Not part of printing industry though

Generally interested In:
Programming/hacking: RFID, GSM, biometrics, embedded
Almost everything which:
Is connected to networks/communications lines
Have smart-cards (contact and contactless)

Have crypto involved somewhere down the line
Is or should be secure

Corporate/Enterprise IT support software & security
TEMPEST and ISS
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http://andreicostin.com/
http://code.google.com/p/mfcuk/
http://code.google.com/p/mfcuk/
http://code.google.com/p/mfcuk/
http://code.google.com/p/mfcuk/
http://en.wikipedia.org/wiki/TEMPEST
http://www.issworldtraining.com/

While more and more new devices (routers, smartphones, etc.) are getting
connected to our SOHO/enterprise environments, all -colour hats are
getting plenty of focus on their security: defend and harden on one side;
exploit and develop malware on the other.

However, a special class of network devices (specifically network
printers/scanners/MFPs), which are networked for more than 15 years, are
constantly out of the modern security watchful eye.

And even though we entrust them even the most confidential documents or
the most sacred credentials (LDAP,
realize closely how weak and unsecured they are, despite the few minor
securri]ty bulletins that started to pop -up here and there in the recent few
months.

In this presentation, we will try to analyze the reasons why hacking
network printers/MFPs is a reasonable and accomplishable idea. Also, we
will take a look at current state of (weak) affairs in the vulnerability and
security research available. Then we will try to envision types of possible
exploitation scenarios, backed-up with a printer remote -exploit demo. We
will conclude the presentation with possible solutions and what can be
done to protect ourselves as well as our network environments.
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No Warranties or Liability. Information is provided as -is, though every effort has
been made to ensure the accuracy of the information presented Author of the
presentation is not legally liable under any circumstances for any damages such as
but not limited to (including direct, indirect, incidental, special, consequential,
exemplary or punitive damages) resulting from the use or application of the
presented information.

Unless explicitly noted in forms such as but not limited to "the XYZ Company says",
etc., the opinions expressed in this presentation are solely and entirely my own.
They should not be interpreted as representing the positions of any organization
(past, present, future, existent, non-existent, public, private, or otherwise) with
which | may or may not have been, are or are not, or will or will not be affiliated at
some time in the past, present, or future.

All trademarks and registered names are the property of their respective owners. All
the effort has been made to link to the original material used as exhibition items in
the presentation, and those items are property of their respective owners.

This presentation: E 2010, ‘@(D@@\Costil

*big fat one i because everybodyloves fineprints
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- This presentation is about:

Hacking nthe PC inside printe
Why would someone hack a printer/MFP
How would someone hack nthe PC
How easy/feasible is MFP fir malware creation and exploitation
How to protect yourself and your so-much-loved MFP?
Laying foundation for further community security
research/development/ PoC

- This presentation is NOT about:

Printersodo display hack (RDYMS
Printerso e-sebvertatks (mosthenbt)
Printersod SNMP configuration
Exhaustive guide to hack every and last MFP (ot yet!)
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MFPs Exploitation T Why?

O

First, my term for MFP = Mfp, Fax, Printer

Many would ask nWhy woul d vy
answer derives from questions below:
How many persons would expect their MFP infected?

How many users/admins/security -auditors audit and hard -secure
their/network MFPs?

Even if they do, do MFP vendor pay attention to security?
o Bottom-l i ne 1 s always Altos just a

How many persons or anti-malware products could clean such a
malware?

Afaik, O(zero) antimalware products for (huge) printers/MFPs market

Why not (net/port/ vuln)scan the network from a printer which is not
suspected/cleanable?

Why not hide the malware/payload on a network printer and then
make your way through the network/data?

Etc., etc., etc.
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MFPs Exploitation T Why?

O

- First of all T (most) printers/MFPs are already full -

blown computers! (or even spaceshipsJ )

. Have goodies to play/own:

Some flavor of (RT)OS (VxWorks, LynxOS, Nucleus, Linux)
Embedded Java VM (eg.: ChaiServer)

Embedded Web Server gg.: Virata EmWeDb)

Ethernet/ WiFi
Not covering TCP/UDP/IP stack attacks, but there are examples

Eventually HDD 1 nice to scan/dump
Eg.: recent CBESNewsinvestigation Caset with much hype

Eventually SecureJetlike extensionsi sweet thing J !
Eventually Fax board

Eventually Mailboxes
ANDREI COSTIN, HACK.LU, 2010



http://www.exploit-db.com/exploits/12095/
http://www.exploit-db.com/exploits/12095/
http://www.exploit-db.com/exploits/12095/
http://www.securiteam.com/securitynews/6Y00H1PC0G.html
http://www.cbsnews.com/video/watch/?id=6412572n&tag=mg;eveningnews
http://www.cbsnews.com/video/watch/?id=6412572n&tag=mg;eveningnews
http://www.cbsnews.com/video/watch/?id=6412572n&tag=mg;eveningnews

MFPs Exploitation T Why?

O

- MFPs interact with (hence can get access to):
. RFID badges Fe /'

,_\\~

[EEY

Smart/swipe cards

[EEY

Fingerprints

PINs

[EEY

[EEY

LDAP/domalin passwords
Arenot t {ofesweet tlngawme are hunting after all?

[EEY




MFPs Exploitation T Why?

O

- Looking for confidential documents?

- Why taking the trouble for infecting a PC -host on a network
(eg. both elements being secured, updated & monitored) just
to get a document with strong crypto using long-enough key
and then not being able to dec

éwhen 1 nstead w-arinterddcrypted{eg t o
SecureDimm) and printed (and | guess secret documents are
still being printed on paper occasionally for selected eyes) so
you get it decrypted in plain text




MFPs Exploitation T Why?

O

Not so much information in this area (compared to PC or
mobile devices)

PJL UPGRADET approx 6 results

PJL LPROGRAMENGT O results

PJL LPROGRAMRIP 1 result (security paper)

PJL DMINFO 1 approx 300 results

PJL DMCMD T approx 75 results

Compare withthisPDF " / L & approxtb% Min results

- Too few known (more or less) public research:
slobotron, phenoelit, irongeek, Protek Re s e a r ¢ IDSecRGIS&EG |
Consult + few other brave enthusiasts
Recent disclosures mainly focused on webadmin, snmp,
XSS anduncontrolled buffer overflows

Not too much detailed analysis on OS, kernel and firmware level
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http://www.google.com/search?q="@PJL+UPGRADE"
http://www.google.com/search?q=PJL+LPROGRAMENG
http://www.google.com/search?q=PJL+LPROGRAMRIP
http://www.google.com/search?q=PJL+DMINFO
http://www.google.com/search?q=PJL+DMCMD
http://www.google.com/search?q=PDF+"/Launch"

MFPs Exploitation T Why?

O

+ Big number of devicesT according to Gartner:

YWorldwide: Page Printer ¥endor Shipment Estimates, 2005
(Thousands of Units)

2005 2004

c 2005 Market 2004 Market||2004-2005
ompany Shipments |Share ||Shipments |Share {;hn}w

(%) (%)

Hewlett-

Pookord  ||10,527,966 |l49.0  |lg,828405 (487  (|19.3
Samsung

Eae 1,874,820 (8.7 1,901,933 (|105  ||-1.4

|Lexmark |[1,z68,080 |[5.9 1,131,213 |[6.2 [12.1

|[Brother 1,178,039 |[5.5 1,018,642 |56 [15.6

|canon  |[1,154,208 ||5.4 ELEREE 5.0 |26.9
Cther

vendors ‘5,468,926 ‘25.5 ‘4,322,420 ‘24.0 ‘25.5

|Total |21,472,043[100.0 [[18,112,105/|100.0 |[18.6

Source! Gartner Dataguest (Februgry 2008

- Theoretically, magnitude of 10 x mins of devices (24 mins/yr):
- Perfectly exploitable & non-easy-cleanable
- Always on, no antivirus & firewall running inside of them



http://www.cpaadvisor.us/sub/2_printers.htm
http://www.gartner.com/it/page.jsp?id=492247

MFPs Exploitation T Why?

O

- The Holy Grai |l aswodsarintbreo t

Currency/financial assets printing machines
Unfortunately limited to very closed circles L - for obvious reasons
No updates/patches on internet to poke around

Industrial currency check/count machines

More or less accessible

From BPS 2000/3000 Banknote Processing Systems for Central
Bank Appl The gpéeratimgsysteniisoftware and all
production data can be authenticated to protect data integrity

and guard against tampering ( optional)oi i s ndot 1 tJ j u

Passport/ID printing machines
Eg.: Oberthur, Giesecke&Devrient, others

These are not part of this presentationL é yetJ !
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http://en.wikipedia.org/wiki/Security_printing
http://www.intergraf.eu/AM/Template.cfm?Section=Security_Printers
http://www.banknotes.com/printers.htm
http://www.currencyconference.com/
http://www.gi-de.com/portal/page?_pageid=44,75136&_dad=portal&_schema=PORTAL
http://www.gi-de.com/pls/portal/maia.display_custom_items.DOWNLOAD_SEEALSO_FILE?p_ID=5345&p_page_id=54728&p_pg_id=42
http://www.oberthurcs.com/getpage.aspx?id=181
http://www.gi-de.com/portal/page?_pageid=44,75136&_dad=portal&_schema=PORTAL
http://steynian.files.wordpress.com/2009/04/printing_money_for_aig.jpg?w=450&h=385 - ORIGINAL

Current available public research

O



http://www.phenoelit-us.org/stuff/BHLV.pdf
http://www.phenoelit-us.org/stuff/BHLV.pdf
http://www.phenoelit-us.org/stuff/BHLV.pdf
http://www.irongeek.com/i.php?page=security/networkprinterhacking
http://www.irongeek.com/i.php?page=videos/notacon2006printerhacking
http://www.irongeek.com/i.php?page=videos/notacon2006printerhacking
http://www.irongeek.com/i.php?page=videos/notacon2006printerhacking

Canon

Fujitsu

HP

Konica Minolta
Lexmark

Dell is selling Lexmark i i S o , Lexmar k makes Del |

Eg.. BRQP205.ffb is for Lexmark E342N/Dell Personal Laser 1710
Xerox

Sharp

Kyocera Mita

Kodak

Brother

Samsung

Toshiba

Ricoh, Lanier, Nashuatec, Infotek , OCE, OKI
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http://www.pacificink.com/link.php?pg=dell-faqs

Current state of vulnerabillities

O

- Xerox 1 Total 44

XRX04/10, XRX05/9, XRX06/7, XRX07/2, XRX08/10, XRX09/4, XRX10/2
HP 1T CVE-HP-printer , CVE-HP-MFEP = Total 20

More and more
Lexmark 7 CVE-Lexmark-printer = Total 7
Canoni CVE-Canon-printer = Total 2
Kyocerai CVE-Kyocera-printers = Total 2
OKI'T CVE-OKI =Total 2
Fuji v CVE-Fuji = Total 2
RicohT SBO5-005 =Total 1
OCEiT CVE-OCE=Total 1
Brother 1 CVE-Brother-printer = Total 1
Nashuatect CVE-Nashuatec= Total 1

- Too few for such acomplex, big & old industry!
Thi s ¢ an{the expleits are thieee waiting for us J
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http://www.xerox.com/information-security/xerox-security-bulletins/enus.html
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=HP+printer
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=HP+printer
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=HP+printer
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=HP+printer
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=HP+printer
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=HP+MFP
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=HP+MFP
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=HP+MFP
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=HP+MFP
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=HP+MFP
http://www.rapid7.com/vulndb/lookup/snmp-hp-0001
http://www.doecirc.energy.gov/bulletins/t-247.shtml
http://support.lexmark.com/alerts/
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=lexmark
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=lexmark
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=lexmark
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=lexmark
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=lexmark
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=canon
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=canon
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=canon
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=canon
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=canon
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=kyocera+printers
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=kyocera+printers
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=kyocera+printers
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=kyocera+printers
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=kyocera+printers
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=OKI
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=OKI
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=OKI
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=fuji
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=fuji
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=fuji
http://www.us-cert.gov/cas/bulletins/SB05-005.html
http://www.us-cert.gov/cas/bulletins/SB05-005.html
http://www.us-cert.gov/cas/bulletins/SB05-005.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2006-2108
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2006-2108
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2006-2108
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=brother+printer
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=brother+printer
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=brother+printer
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=brother+printer
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=brother+printer
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=nashuatec
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=nashuatec
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=nashuatec

MFPs Exploitation T Real (miss)use scenarios

O

- PDOSaka bricking
Can be at most a teenage prank. Fun first 12 times.
HDMoore:nl't seems | 1 ke 1 f you ca
firmware, it would better to deliver a Trojan'ed firmware
| mage, i nstead of jJjust a DOSO

- ldle-time processing
Port/network/exploits scanner
Computing/hash -cracking/sniffing

- Malware/upload storage
- A St e auhctednable command and control
- Unencrypted data theft
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http://eusecwest.com/esw08/esw08-smith.pdf
http://www.darkreading.com/security/management/showArticle.jhtml?articleID=211201088

MFPs Exploitation 7 Real (miss)use scenarios

O

- Corporate/enterprise/intelligence assets data theft

Exploiting security extensions and data those process:
SecurelJet
FollowMe
SecureDIMM

- Produce PDFs with O-day exploits

Just infect/replace the PDF output engine or replace output
PDF file

Usually, DSS and scanners are trusted internal sources

- Spam inside/outside networks

Many devices have emailing capabilities (not all configured
though)

ANDREI COSTIN, HACK.LU, 2010




MFPs Exploitation T Scanned data theft

Also independently discoverQJy Zscaler
Root causel lax security/policy on MFPs
HP specific:

http://host/scan/ imagel.pdf?id=1&prev=1&time=0&type=4
http://host/scan/ imagel.jpqg?id=1&type=44&size=1&fmt=1&time=0

Abusel:

Find the target host (intranet or internet)
Start with current time in epoch format

Optionl: Go downwards in increments of 1 (1 sec)
Makes sense to stop once a period of 6 months were iterated

Opti on?2: Keep polling the ncurrent

Anowo
Try to retrieve the documents
Hopefully retention is set in out favour
And the device has enough space imamdisk/hdd

Abuse?2:

Configure device so that all scans areBCCedto attacker
ANDREI COSTIN, HACK.LU, 2010



http://research.zscaler.com/2010/08/corporate-espionage-for-dummies-hp.html
http://host/scan/image1.pdf?id=1&prev=1&time=0&type=4
http://host/scan/image1.pdf?id=1&prev=1&time=0&type=4
http://host/scan/image1.pdf?id=1&prev=1&time=0&type=4
http://host/scan/image1.jpg?id=1&type=4&size=1&fmt=1&time=0
http://host/scan/image1.jpg?id=1&type=4&size=1&fmt=1&time=0
http://host/scan/image1.jpg?id=1&type=4&size=1&fmt=1&time=0
http://www.epochconverter.com/epoch/clock.php

MFPs Exploitation i Real (miss)use scenarios

9,

Ransomware (as it becomes more widespread

. |nstall the ransom -ware, which takes care to overtake the firmware
upgrade module

+ Soransomware accepts onlysecured&signedupgrades/unlocks from
| t 6 s d ramythihgelsesrejected

- Store & forward (if external connection detected) documents-to-print
to the creator

+ But instead of printing any document, print something like:
~AThis printer is hij awvk.erdterhjg@Gletconun nding ¢ kK ¢
these details: [brand] [model] [ serial_number] [ethernet MAC] [other_bits] 0
+ Based on printer model (i1 tds pri
decided (obviously a fraction of the catalog/second-hand cost)

+If the victim pays, unlock code/firmware is provided (customized for
that printer only based on serial#/MAC/etc)

- Ot herwise, victim ri s ksmdimesdguiteo o s
expensive- $32K)

\S -4



http://en.wikipedia.org/wiki/Ransomware_(malware)
http://www.pcworld.com/article/190967/wave_of_ransom_malware_hits_internet.html
http://www.printerhijacker.com/
http://www.newluxuryitems.com/most-expensive-printer.html
http://www.newluxuryitems.com/most-expensive-printer.html
http://www.newluxuryitems.com/most-expensive-printer.html
http://www.newluxuryitems.com/most-expensive-printer.html
http://www.newluxuryitems.com/most-expensive-printer.html

MFPs Exploitation T Futuristic/unreal scenarios

- Espionage/blackmail (high -profile)
- Very-unlikely, but possible. Target mainly models with HDD in
high-profile organizations (those afford HDD models J )

- Store the documents which hit keywords (Eg.: strategic, attack,
intelligence, transactions, $$$) 1 hint: good as MFPs Al
research!

+ When storage is full, display [critical dummy ] error
document the err-fake-ses viesdatap t
from HDD , ship back J

.+ fiSpies in the Xerox Machineo

- Russiansayinggoesi Ever yt hi ng ne wfongaitena ct
ol do



http://ere-security.com/blog/beware-of-the-photocopier-as-an-information-thief
http://www.thestar.com/news/gta/article/781567--high-tech-copy-machines-a-gold-mine-for-data-thieves
http://books.google.com/books?id=KIEIX2X-na8C&pg=PA68&lpg=PA68&dq=hidden+camera+in+photo+copier+espionage&source=bl&ots=2hsZBN0EVK&sig=iW2xcM1UMn6G2xHv3EsJeh3J_fY&hl=en&ei=mg9UTKaCEI6oOMzv-J4O&sa=X&oi=book_result&ct=result&resnum=4&ved=0CCcQ6AEwAw

NThe paper's speed keeps it from burning as it passes through
t he f user.Terpappnon I8y°&/ 365 °F

Attackl: Supply paper impregnated match-head powder/
KNO3/ NH4NO3

Attack2: Firmware -controlled motors speed + fuser temp +

thermo-sensors
Supported by default: set fuser to HIGH2, motors auto slows to
lower ppm and then usethin paper /transparency

Custom firmware under research i gives more control

ANDH



http://articles.techrepublic.com.com/5100-10878_11-1054860.html
http://www.fireworksafety.com/ignite.html
http://www.fireworksafety.com/ignite.html
http://www.fireworksafety.com/ignite.html
http://www.youtube.com/watch?v=dCtA-ZRcQDQ
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=bpl08620
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c00254451&lang=en&cc=us&taskId=101&prodSeriesId=412144&prodTypeId=18972
http://bizsupport1.austin.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&taskId=120&prodSeriesId=1846088&prodTypeId=18972&objectID=c00207675
http://www.roll-ups.co.uk/ishop/images/879/smokingrolls2.jpg
http://www.linuxhaxor.net/?p=787

- Visualization (of target/enemy) is powerful!

Useful if interest lies in specific:
Geo-locations, Device Class, Vendors, Models

Basic scripting gives us a nice map like below:
Live demo

ANDREI COSTIN, HACK.LU, 2010


http://www.vizsec.org/

Main printer specifications

Myriad of specs and languageé %)

UEL T Universal Exit Language
- Just one command

- <esc>% -12345X (<esc> is 0x1B aka\H1B aka ESCape
+ Harmless by itself, lethal in specific combinations

PJLT Printer Job Language
- Developed by HP

+Job level controls: printer language switching, job separation,
environment, status readback, device attendance andfile system
commands

.+ Have essential security design flaws, hence exploitable
.+ Examples:
- <esc>%-12345X@PJL JOBr\n
@PJL RDYMSG = fASarmmmpl e PJL Jobo
@PJL ENTER LANGUAGE = PCl\r\n
é
@PJL EOAr\n<esc>%-12345X

e
e
e
e



http://www.undocprint.org/formats/
http://h20000.www2.hp.com/bc/docs/support/SupportManual/bpl13205/bpl13205.pdf
http://en.wikipedia.org/wiki/Printer_Job_Language
http://h20000.www2.hp.com/bc/docs/support/SupportManual/bpl13208/bpl13208.pdf

Main printer specifications

PCL71 Printer Control Language
- Developed by HP

t Well, actually itocPhbti @) €eomame
confugdi oné
It 0s mor e -aontfoldanguage, tike Sy

=

Harmless, but parsers and interpreters could be exploited
Examples:
- Usually PCL jobs start with:
o <esc>E\r\n
- Sample commands in the job:

o <esc>&I1T
/. Toggles the printer's job separation mechanism

o <esc>&I3X
/. Instructs to print 3 copies
- Mandatory PCL jobs end with:
o <esc>E\r\n

=



http://en.wikipedia.org/wiki/Printer_Command_Language
http://h20000.www2.hp.com/bc/docs/support/SupportManual/bpl13205/bpl13205.pdf

Main printer specifications

O

PST PostScript Language
- Developed by Adobe

+ Mostly formatting -c ont r o | | anguage, but has
as wellJ
- On top, 1t i1 s a programming | angua

[N

Also, parsers and interpreters could be attacked
Hence can be exploited

Examples:

- %!PSAdobe-3.0\r\n

%%LanguagelLevel 2

%%BeginFeature: *PageSizeAd

11sub-=

%%EORr

PPDT Adobe PS Printer Description

+ Describe the entire set offeatures and capabilities available for their
PostScript printers

+ Contains the PostScript code (commands)i way to hack

[N

[N

@ @D @D @



http://en.wikipedia.org/wiki/PostScript
http://partners.adobe.com/public/developer/en/ps/5003.PPD_Spec_v4.3.pdf
http://msdn.microsoft.com/en-us/library/ff559911(VS.85).aspx

Main printer specifications

PML T Printer Management Language

+ HP O s eobentedaequest-reply protocol to exchange device
management information

+ PML can be usedto query SNMP valuesfrom a printer device
+ Soé turning SNMP off dé&édesndt sol ve
- Examples:
- @PJL DMI NFO A PGRdqueEMM™N
o ASCI | HEM{Replyd r\n\f
- @PJLUSTATUS TRART\n
o ASCI | HEn{TrapRequestd\ r\ n\f
GPDT Generic Printer Description
+ Windows GDI-based specsimilar to PPD
+ Used for creating unidrv.dll minidrivers for non-PS printers
+ Something like a customization plugin over unidrv.dll (not a bad idea)
+ Usually here: c:\windows \ system32\ spool\ drivers \
- Examples of attack later



http://www.undocprint.org/formats/printer_control_languages/pml
http://techref.massmind.org/techref/printer/hp/lj/4050/pmlfaqs.htm
http://ftp.chg.ru/pub/unix/print/LPRng/RESOURCES/SNMPDesignJetpassthru.pdf
http://www.osronline.com/ddkx/graphics/nt5gpd_5u3r.htm
http://msdn.microsoft.com/en-us/library/ff550564(VS.85).aspx
http://en.wikipedia.org/wiki/Unidrv

Specifications .......

PJL holes:

O

No provisions for standard, secure and vendor/arch/ os-
Independent way for binary/firmware upload/upgrades

ANDREI COSTIN, HACK.LU, 2010
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http://www.youtube.com/watch?v=eKxEvN8LETA

Specifications .......

O
PJL holes:
- No standard provisions for strong authentication
- No standard provisions for encryption
e All usernames, PINs & passwords are in cleaftext

o @PJL SET US EHabkihdWPEters "

o @PJL SET HOLDKEY="1234

o @PJL SETKM USERKEY?2 = "passwordni

- Print job PIN security (@PJL HOLDKEY)
- We are in 20107 we get09 999 PI N/ passidor d
- Also, specs say nothing about Ntries-and-fails scenario actions

o Again, the wheel e

r

([ah)


http://www.amazon.com/Network-Security-90s-Solutions-Professional/dp/0471547778
http://www.amazon.com/Network-Security-90s-Solutions-Professional/dp/0471547778
http://www.amazon.com/Network-Security-90s-Solutions-Professional/dp/0471547778

Specifications .......

PS/PPD holes:

setdevparamg setsystemparams
Can be powerful (and dangerousJ )
Can be helpful, if you trust .PS file or know what you are doing
Can also set security/password settings on device sweet

Think this: *.doc/*.pdf attacks PC, *.ps attacks MFP

Also, since PS is an interpreted programming language
Fuzz/smash the stack with PSrecurssion or stack operations

*Password PS-field in the PPD file is in clear-text

PPD have nice*PatchFile and *JobPatchFile commands
Explained later

ANDREI COSTIN, HACK.LU, 2010



http://www.math.ubc.ca/~cass/graphics/manual/pdf/ch9.pdf
http://www.math.ubc.ca/~cass/graphics/manual/pdf/ch9.pdf

MFPs Exploitation i How to approach?

O

- Remote-initiated printing (RIP) exploiting channel
Java Is our best friend here

FI ash and Silverlight are not
JavaScript is good as welli use CrossSitePrinting

Will Google Cloud Printing be as well? Time will show

- Locally-initiated printing (LIP) exploiting channel
MS Word can somewhat help us

Adobe LiveCycle XDC files can help us

GhostView is not too friendly yet

" Exploiting Atest printo
Not always available

Easy to patchi though easy patches are hard to get right for
S 0Omeeé

ANDREI COSTIN, HACK.LU, 2010



http://aaron.weaver2.googlepages.com/CrossSitePrinting.pdf
http://code.google.com/apis/cloudprint/docs/overview.html

MFPs Exploitation T How to approach?

O

- Exploit printer management software

MITM+XSS

Successful on HP WebJetAdmin

To be tested on: Lexmark MarkVision , Xerox CentreWare
I nternal |l nterpreterso ex
PostScript, PCLT most widely used interpreters

Can borrow ideas from GhostScript exploits

- Locally-executed applications with rogue firmware
Requires social engineering

- Printer subsystem hacks

Printer driver hacks for furher MFP exploitation
Printing hacks for host PC exploitation

ANDREI COSTIN, HACK.LU, 2010




Gj The applet has requeste d s to the printer. Do you
want to allow this actiol | =

Mame: HackingPrinters

1Y ot

Print your ticket here
: _ _y
Lure the users to a site and then trick to print

Eg: print tickets, print discount coupons, print charity -related stuff,
print government/tax related forms/discounts, etc.

- Auto-start printing trick
Amayscripto y e s , N s c rjso p IS@Qlpett.gedWindaw(thes),
jso.call( startPrintingPPE O € )

Can be successful using social engineering/nagging
Similar to VBScript F1/Help KeypressVulnerability

ANDREI COSTIN, HACK.LU, 2010


http://www.microsoft.com/technet/security/advisory/981169.mspx
http://www.microsoft.com/technet/security/advisory/981169.mspx
http://www.microsoft.com/technet/security/advisory/981169.mspx
http://www.microsoft.com/technet/security/advisory/981169.mspx
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Printer explmted reset malware upload, etc.
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Possible exploitation problems

User doesnot check the box
This can be detectable by subsequent calls to java print services

Then annoy user until user checks the box (detectable by time
based analysis between java print services calls)

o Eg: JS- window.location.reload

Printer name != precise target name
Java print services gives us only printer name L
Use 1 binary with all known printers exploits

o Hope one sub-firmalware hits the target, others will be
discarded

o Big data file is not quite invisible

Use fnNmagi caegddt et indaHP(%0) and

subset offirmalwares
ANDREI COSTIN, HACK.LU, 2010



Remote-initiated printing exploit

- Restart (on HPs) is accomplished by
. @PJLDMINFO ASCIIHEX ="04000602 0501010301040104fi

+ Same asp h e n o &icki( BH2GD?2 )
- SNMP set.is0.3.6.1.2.1.435.1.1.3.1=4
~However, PJL DMI S\WEthiu$Jlact ual |y

- Java hints
+ PrintService
+ PrintServiceLookup
+ DocPrintJob
+ JobName
- SimpleDoc
e a batPrintJob.print ()



http://techref.massmind.org/techref/printer/hp/lj/4050/pmlfaqs.htm
http://www.phenoelit-us.org/stuff/BHLV.pdf
http://ftp.chg.ru/pub/unix/print/LPRng/RESOURCES/SNMPDesignJetpassthru.pdf

Locally-initiated printing exploit

O
- MS Word

cAPrint and get your printer o
+ Wil video demo in next slide

- Adobe LiveCycle XDC files (XML files)

. UsedinSAPE environments

Al nfecto/replace all XDC fil e
~Doesndt necessarily need admin

+ Good example how to do this ishere on page 15

<xdp:xdp xmins:xdp="http://ns.adobe.com/xdp/"=

<xdcname="ps_plain" xmins="http://www.xfa.org/schema/xdc/1.0/">

<pdl>

<seqid="preDoc"><ESC/>%12345X@PILRDYMSG DISPLAY=""8#13;&#10;
@PJLUPGRADESIEE=1D24&#13L%#1U;[hex encoded pﬂylﬂﬁd]ﬂESCf?%—lEE-ﬂ-EK{féng}
</pdl=

<fxdc>

</xdp:xdp=



http://help.adobe.com/en_US/livecycle/9.0/workbenchHelp/001157.html
http://help.adobe.com/en_US/livecycle/9.0/workbenchHelp/001157.html
http://help.adobe.com/en_US/livecycle/9.0/workbenchHelp/001157.html
http://dsecrg.com/files/pub/pdf/SAP_Security_-_attacking_SAP_clients.pdf
http://www.sdn.sap.com/irj/scn/index?rid=/library/uuid/802ca378-5689-2a10-5298-e537562ba939&overridelayout=true

Demo 1 Locally-initiated printing exploit
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Demo 1 Locally-initiated printing exploit
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Demo 1 Locally-initiated printing exploit




