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about us

I whoami: a security team, focused on detecting security incidents.
I this prezo covers selective case studies of malicious activities (last 12

months)
I we will share tools and methods that we use to automate the detection.
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You are or will be compromised

If you are under attack, your AV,Firewaslls, IDS, etc. are in THE
ATTACKER THREATS MODEL. The option you have - read between the
lines. When you are compromised, what is the action plan? Are you able
to:

I Detect
Properly:

I Categorise
I Mitgate
I Investigate
I . . .
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Threat Landscape

I Assumption - Not isolated big networks are (almost) always somehow
compromised During the last year about 30% of monitored hosts was
attacked by cybercrimes at least once. For Basic setup Host AV, Proxy
with AV, firewalls, IPS, etc. . . Success rate 3-15% If you have 10k hosts
network in Russia, about 3k host will be attacked and 90-450 will be
compromised on average. Approximate this situation to 40M hosts. . .

What to do?
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Threat Identification

I Identify threats within detection capabilities of your organisation.
I There always will be threats your org can’t detect or handle. You have

to accept the risk (or allocate additional resources to mitigate it).
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Identify your Attack Surface

I browser? mail? vpn? rewmovable devices?publically accessable
asset? Untrusted vendor?
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Attacker information gathering

I Targetted Attackers want your data.
I They have time.
I Not every javascript serves exploit. Some are just recording

information on your environment.
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Attacker exploitation

vuls vs kits (based on Mila/contagiodump repo data):
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Campaigns

Domain category When seen unique hosts/day
Youtube.com Summer 2013 - Winter 2014 Alexa N 3
mail.ru email Winter 2013 - Spring 2014 Alexa N 40
auto.ru Autos Summer 2014 - Autumn 2014 ~320 000
soccer.ru Sport Winter 2014 ~220 000
irr.ru Ad Boards Spring 2014 - Autumn 2014 ~175 000
job.ru HR Autumn 2014 ~140 000
glavbukh.ru Accountants Spring 2013 - Summer 2014 ~70 000
hr-portal.ru Finance / HR Winter 2013 - Spring 2014 ~55 000
tks.ru Finance Summer 2013 - Spring 2014 ~38 000
Bankir.ru Finance Spring 2013 - Autumn 2014 ~33 000
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Intermediate victims, companies
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Intermediate victims, companies
pp.ua domain:
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Intermediate victims
MIME Sequence based detection:
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Example
url ip mime type size code
cuba.eanuncios.net/1/zf3z9lr6ac8di6r4kw2r0hu3ee8ad.html 93.189.46.222 text/html 118162 200

cuba.eanuncios.net/2909620968/1/1399422480.htm 93.189.46.222 text/html 37432 200

cuba.eanuncios.net/2909620968/1/1399422480.jar 93.189.46.222 application/java-archive 18451 200
cuba.eanuncios.net/2909620968/1/1399422480.jar 93.189.46.222 application/java-archive 18451 200
cuba.eanuncios.net/f/1/1399422480/2909620968/2 93.189.46.222 application/octet-stream 115020 200
cuba.eanuncios.net/f/1/1399422480/2909620968/2/2 93.189.46.222 - 327 200

What just happened?
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Proxy Detection in Malware campaigns

17/74



Introduction Campaigns overview Campaigns Tools Questions

Redirect via good-rep source

Google redirect, sold on forum:
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Google redirect to install monster:
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EK/malware serving hosts by country
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Serving hosts

France: - Hosted by OVH OVH SAS, ONLINE SAS Good reviews on SEO
forums:

I http://searchengines.guru/showthread.php?t=785378&page=30
I http://searchengines.guru/archive/index.php/t-818231.html

(slow abuse response :-))
Netherlands: - Hosted by Webzilla
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Lurk Campaign

Historical overview

(http://malware.dontneedcoffee.com/2014/08/
angler-ek-now-capable-of-fileless.html?m=1)

I but actually lurk campaign is at least 3 years old. (and mainly
targetting .ru IP ranges).
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Lurk in 2011

Intermediate victims:
I glavbukh.ru
I inosmi.ru
I ria.ru
I riarealty.ru
I ura.ru

Attack vector/reditect via ad servers.

date referrer ip url
03/Nov/2011 http://ria.ru/incidents/ 50.97.204.116 http://as5t3hjlsddk.com/BVRQ
03/Nov/2011 http://inosmi.ru/ 50.97.204.116 http://as5t3hjlsddk.com/BVRQ
03/Nov/2011 http://www.ura.ru/ 50.97.204.116 http://as5t3hjlsddk.com/BVRQ
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Lurk Evolution
date ref. dom ip port method url apptype bytes out/in
22.01.2013 16:33 vesti.ru 64.79.67.220 80 GET http://cetapetrar.info/ISOQ text/html
28.01.2013 15:15 vz.ru 64.79.67.220 80 GET http://mgsinterviews.biz/ISOQ text/html 629/58214
28.01.2013 15:15 - 64.79.67.220 80 GET http://mgsinterviews.biz/0ISOQjq application/java-archive 668/21460
28.01.2013 15:15 - 64.79.67.220 80 GET http://mgsinterviews.biz/1ISOQjq application/octet-stream 597/123280
2013-02-05 15:27 vz.ru 208.110.73.74 80 GET http://ferpolokas.info/ISOQ text/html 366/57061
08.02.2013 15:26 3dnews.ru 208.110.73.75 80 GET http://footmanage.info/XZAH text/html
2/11/2013 16:22 vz.ru 208.110.73.75 80 GET http://croppingvietnam.biz/XZAH text/html 478/194
19.02.2013 15:13 klerk.ru 208.110.73.75 80 GET http://interfacesfeaturelimited.org/XZAH text/html
2/20/2013 12:52 newsru.com 208.110.73.75 80 GET http://solvesautoplay.info/XZAH text/html 653/58233
2/20/2013 12:52 - 208.110.73.75 80 GET http://solvesautoplay.info/0XZAHwj application/java-archive 684/21422
2/20/2013 12:52 - 208.110.73.75 80 GET http://solvesautoplay.info/1XZAHwj application/octet-stream 613/119184
20.02.2013 12:52 newsru.com 208.110.73.75 80 GET http://solvesautoplay.info/XZAH text/html
20.02.2013 13:22 vz.ru 208.110.73.75 80 GET http://solvesautoplay.info/XZAH text/html
20.02.2013 13:24 vesti.ru 208.110.73.75 80 GET http://solvesautoplay.info/XZAH text/html
3/5/2013 13:51 glavbukh.ru 208.110.73.75 80 GET http://birdsricher.info/XZAH text/html 619/194
3/6/2013 14:32 klerk.ru 74.82.203.10 80 GET http://comprisefuse.info/XZAH text/html 875/194
21/Aug/2013:11:53 tks.ru 70.32.39.108 80 GET http://frilpertesemota.info/indexm.html 585/203
21/Aug/2013:11:53 tks.ru 70.32.39.108 80 GET http://frilpertesemota.info/054RIwj 4999/0
8/23/2013 12:58 slon.ru 173.234.60.86 80 GET http://sabretensar.info/indexm.html 4137/460
03.09.2013 14:12 rg.ru 173.234.60.83 80 GET http://miopades.info/indexm.html
09.09.2013 14:49 tks.ru 209.123.8.35 80 GET http://kilkadukas.info/indexm.html
9/20/2013 12:50 gazeta.ru 216.55.166.53 80 GET http://lpakuwiera.info/indexm.html text/html 157/1025
9/20/2013 13:52 rg.ru 216.55.166.53 80 GET http://lpakuwiera.info/indexm.html 4134/613
9/23/2013 12:41 aif.ru 209.123.8.183 80 GET http://liapolasens.info/indexm.html 4137/334
8/20/2014 16:57 auto.ru 188.165.229.195 80 GET http://kopwa.linogeraxa.info/indexm.html 189/353
9/1/2014 12:02 irr.ru 188.165.229.195 80 GET http://apobda.kiqpoltar2.in/indexm.html 4251/618
01/Sep/2014:16:54 bankir.ru 188.165.229.195 80 GET http://snkua.kiqpoltar2.in/indexm.html 634/7027
9/4/2014 14:16 smotri.com 188.165.229.195 80 GET http://xbxa72.bsoyetrad.in/indexm.html 4248/433
04/Sep/2014:12:03 auto.ru 188.165.229.195 80 GET http://snkua.kiqpoltar2.in/indexm.html application/x-empty 593/6903
04/Sep/2014:15:26 irr.ru 188.165.229.195 80 GET http://boreas.gohasellor.info/indexm.html text/html 436/82493
04/Sep/2014:15:26 188.165.229.195 80 GET http://boreas.gohasellor.info/3MSKMcx text/html 344/1181
04/Sep/2014:15:26 188.165.229.195 80 GET http://boreas.gohasellor.info/sxvutirwbfexedbjmqqn.html text/xml 362/1629
04/Sep/2014:15:56 job.ru 188.165.229.195 80 GET http://boreas.gohasellor.info/indexm.html application/x-empty 696/182
05/Sep/2014:15:24 bankir.ru 188.165.229.195 80 GET http://snkua.kiqpoltar2.in/indexm.html 634/7027
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Case studies from Asia-Pacific

The network traffic/protocol usage patterns are quite different from what
we observe in Russia.

I different use of standard protocols
I different software is popular (AV: 360, messanger: QQ, media player:

xunlei)
I mobile platforms: popular games and apps
I different underground economy structure and monetization

techniques
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- IRC - legit and non-legit uses

IRC protocol is still very wide-spread.
There is new, non-standard use of the protocol that is asking for abuse.
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IRC: alot of non-messaging use there
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IRC: android game
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IRC: alternative uses

Sina.com.cn - web push implemented via IRC
I http://live.video.sina.com.cn/room/csllive1
I runs multiple IRC servers listening to port 80
I ad loader is also an IRC client
I http://i2.sinaimg.cn/woocall/cli/webpush/unstable_s1029.swf
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Embedded Devices: a Kaiten variant in action
I Kaiten/Tsunami is an open-source irc-controlled DDoS bot
I Observed large infection of MacOS machines in Sept-2014 (starting on

02-09-2014)
I initial infection vector: yet unknown
I Observation: 2014-09-02 - now
I target - mainly .CN (mostly), TW
I small number in KR, NP, JP, MY
I iocs:

Executables :
cbf5a6d2fba422caa5913e48ef68a6ab
http : //5 . 1 0 4 . 1 0 6 . 1 9 0/ . . . / cores

98bb67d91476d8ac4e71d39c92564b3b
http :// l inux . microsoftwindowsupdate . org/poke . sh
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IOCs
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IOCs

IOCs
5 . 1 0 4 . 1 0 6 . 1 9 0
− eventuallydown . dyndns . b iz
− f a s t foodz . dlinkddns . com
− updates . dyndn−web . com
54 . 6 8 . 5 3 . 1 8
− f l i pp i n f l op s . dyndns . tv
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Indicators

I Hosted on german IP and Amazon ec2. Hosts an IRC server, DNS
server, Web server (used to wget new binaries/updates).

I controlled from an .il IP address

i r c se rver s
1 9 2 . 3 1 . 1 8 6 . 4
8 5 . 2 1 4 . 4 5 . 2 0 8
− eichwalde . de
− ho r t bun t s t i f t e . de
− channel # c o r e
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Kaiten ops:
I controlled by iseee me@rox-9042F9E0.bb.netvision.net.il.
I PRIVMSGs commands, manipulates DNS resolver settings

35/74



Introduction Campaigns overview Campaigns Tools Questions

Kaiten: summary

I 18247 Unique IP addresses within 3 days
I 3k bots are simultaneously
I Botnet growth limited by IRC server stability
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Bossa bot
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Bossa bot
I compromises Embedded ARM, PPC, MIPS or X86 machines
I attack vector: default passwords, a vuln. in /cgi-bin/php
I primary targets:
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Bossabot target
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Bossa bot - affected target examples:

Dahua camera - arm AFoundry switch - mips Tera EP Wifi Broadband
Switch - mips
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Bossa bot behaviour

I binds port 58455, which serves payload (/mips, /arm, /mips)
I does MNC coin mining via p2pool.org
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Bossa coins

coin mining - follow the trail
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Bossa coins

coin mining - follow the trail
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APT ..?
Interesting correlations:
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APT ..?
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Maybe APT :p
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Bad guys in your net ;-)
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And we see them:

coming from a KR IP address (bounce), redirecting a shell to CHINANET
SICHUAN :)
14.63.225.20 and 118.123.116.177 -
http://bobao.360.cn/learning/detail/43.html
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Other interesting APT techniques
Use of public resources to bounce C2 access is prevalent.
Recent use of PlugX (secondary b-door), keeps C2 encoded at:

I http://dl.dropboxusercontent.com/s/206qd1beqznk2ya/plan.txt
I content: DZKSFDAAIDOCIDOCIDOCIDDZJS
I points to 8.8.8.8:53 when not in use

Other indicators related to the campaign:
I Prevalent use of web backdoors (Caidao) - one-liner on server side.

Rarely detected by AVs (due to high FP rate).

I PlugX installed as backup measure to regain access.
I HTRAN used widely to channel the data.
I Initial compromise - through exposed staging environment
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Passive HTTP - anomaly detection

An shellshock-based vulnerability
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Shellshock on the wire
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Neural network detection
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Neural network detection
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C2 communication: DNS

Passive DNS traffic acquisition and analysis
a couple of examples (last week)

domain ip owner
rtvwerjyuver.com 69.164.203.105 linode
tvrstrynyvwstrtve.com 109.74.196.143 linode
cu3007133.wfaxyqykxh.ru . . .

what does your DNS traffic look like..?
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DNS viz01
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DNS viz02
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DNS anonymizer traffc
Anonimizer

8/13/2014 9:59:12 PM - ##.##.##.## - 0s.o53xo.pfxxk5dvmjss4y3pnu.dd34.ru
8/13/2014 9:59:12 PM - ##.##.##.## - o53xo.pfxxk5dvmjss4y3pnu.dd34.ru
8/13/2014 9:59:12 PM - ##.##.##.## - o53xo.pfxxk5dvmjss4y3pnu.dd34.ru
8/13/2014 9:59:12 PM - ##.##.##.## - 0s.om.pf2gs3lhfzrw63i.dd34.ru
8/13/2014 9:59:12 PM - ##.##.##.## - 0s.om.pf2gs3lhfzrw63i.dd34.ru
8/13/2014 9:59:12 PM - ##.##.##.## - nbxxe33tnbuxsllwnn2xg.mjuxultvme.dd34.ru
8/13/2014 9:59:12 PM - ##.##.##.## - nbxxe33tnbuxsllwnn2xg.mjuxultvme.dd34.ru
8/13/2014 9:59:12 PM - ##.##.##.## - 0s.ne.pf2gs3lhfzrw63i.dd34.ru
8/13/2014 9:59:12 PM - ##.##.##.## - 0s.ne.pf2gs3lhfzrw63i.dd34.ru
8/13/2014 9:59:15 PM - ##.##.##.## - obuwg4y.nruxmzlkn52xe3tbnqxgg33n.dd34.ru
8/13/2014 9:59:15 PM - ##.##.##.## - obuwg4y.nruxmzlkn52xe3tbnqxgg33n.dd34.ru
8/13/2014 9:59:15 PM - ##.##.##.## - 0s.o53xo.mzqwgzlcn5xwwltdn5wq.dd34.r
8/13/2014 9:59:15 PM - ##.##.##.## - 0s.o53xo.mzqwgzlcn5xwwltdn5wq.dd34.ru
Time: Today 09:59:15pm

Description: Phishing.bpwh
Confidence Level: High
Destination DNS Hostname: 0s.o53xo.mzqwgzlcn5xwwltdn5wq.dd34.ru

Malware Action: Malicious DNS request
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Covert channel communication

8/13/2014 5 : 4 9 : 0 4 PM − x . x . x . x − 5141017 .mtdtzwdhc .mdgtmtmmdgtmtma . in
8/13/2014 5 : 4 9 : 0 4 PM − x . x . x . x − 5141017 .mtdtzwdhc .mdgtmtmmdgtmtma . in

Time : Today 13 : 1 9 : 2 5
Descr ipt ion : REP . b i l s c z Detected at Today
13 : 1 9 : 2 5
I n t e r f a c e Name: bond1 .382
I n t e r f a c e Direc t ion : outbound
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Sinkhole in DNS

Credit: domaintools.com
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Sinkhole in DNS

Credit: domaintools.com
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DNS
Suspicious activity: DNS lookups: kojxlvfkpl.biz:149.93.207.203
kojxlvfkpl.biz:216.66.15.109
kojxlvfkpl.biz:38.102.150.27
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Look for holes :)
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Sinkhole traffic
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Other things in DGA

DNS amplification attacks and DDoS on DNS servers, are common. A
pattern that we’ve seen this morning:
ifibmxqx.appledaily.com.hk ibalsxwl.appledaily.com.hk
gbaredivgpab.appledaily.com.hk izojgz.appledaily.com.hk
gbaredivgpab.appledaily.com.hk iharij.appledaily.com.hk
iharij.appledaily.com.hk af.appledaily.com.hk
yfvcarbvjrx.appledaily.com.hk yfvcarbvjrx.appledaily.com.hk
ozfuxxzpbov.appledaily.com.hk ahqtmzgdonivcn.appledaily.com.hk
ahqtmzgdonivcn.appledaily.com.hk wp.appledaily.com.hk
mb.appledaily.com.hk gt.appledaily.com.hk ghahulov.appledaily.com.hk
gxyheh.appledaily.com.hk ghahulov.appledaily.com.hk
gxyheh.appledaily.com.hk gxsfurevqlofkhwd.appledaily.com.hk
ifwhgbupkludar.appledaily.com.hk ifwhgbupkludar.appledaily.com.hk
ixwbgtmfobub.appledaily.com.hk
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Validating your findings

There is a lot of public knowledge you could mine. CIF is a fantastic tool
for that. https://github.com/collectiveintel/cif-v1
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CIF: example

grabbing shadowserver data:

67/74



Introduction Campaigns overview Campaigns Tools Questions

CIF: example
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Honeypot: as source of indicators
HPFeeds could be used to share honeypot data feeds in controlled manner
via your own broker.
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Detection with moloch

I Moloch
I Moloch supports Yara (IOCs can be directly applied)
I Moloch allows you to develop your own plugins
I Moloch has awesome tagger plugin:

# t a g g e r . s o
# p r o v i d e s a b i l i t y t o impor t t e x t f i l e s wi th IP and / o r hos tnames
# i n t o a s e n s o r t h a t would c au s e a u t o t a g g i n g o f a l l match ing s e s s i o n s
plugins=tagger . so
t agge r IpF i l e s=b l a c k l i s t , tag , tag , tag . . .
taggerDomainFiles=domainbasedblackl is ts , tag , tag , tag
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Extending Moloch
Moloch is easily extendable with your own plugins

I https://github.com/fygrave/moloch_zmq - makes it easy to
integrate other things with moloch via zmq queue pub/sub or push/pull
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Moloch ZMQ example

CEP-based analysis of network-traffic (using ESPER):
https://github.com/fygrave/clj-esptool/
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Questions

Q&A
@fygrave @sinitros89
at gmail dot com
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