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Those exploit guys

• Exploits started accumulating

• Written in many different languages

• Everyone kind of hacked their own framework

• Some commercial ones popped up early 2000s

• HD Moore figured it out and started 
Metasploit



10 years later

• Malware samples all over the place

– Forgetting what they are

• Analysis scripts all over the place

– Hard to maintain coherently

– Hard to integrate them

– Lots of redundancy and re-engineering

– Many just suck ass





VxCage

• First attempt at making sense of my filesystem

• Quickly realized its shortcomings

• Was never a finished project

• I never made a pretty logo for it

– FAILED





Why did I start Viper?

• Cause I was tired of being the Cuckoo Guy

• Cause I was tired of being the FinFisher Guy

• Cause “the Viper Guy” sounds a lot cooler

• And in the end marginally cause I think it 
could be useful to some



What’s that

• It’s a framework, release as BSD 3-Clause

• You can store and organize your samples

• It provides analysis modules to inspect your 
samples

• It provides an easy interface to create new 
modules

• Right now just a shell, other UIs are possible

– Ok well, there’s REST API



Structure

• File repository

• Database

– Metadata on samples

– Notes, Tags, etc.

• Shell history file

• Core commands

• Modules

– About 30 now



Projects

• Separate repository

• Separate SQLite database

• Separate command history file



Sessions

• Currently opened file

• Previously opened files

• Modules can interact with them





Sort all the samples

• Divide samples across thematic projects

• You can tag samples and search for them

• You can add notes to samples and search for 
them

• You can add Yara signatures and make Viper 
automatically classify and tag samples



Modules

• They’re what makes Viper powerful

• Python modules

• They are loaded dynamically from modules/

• They can do pretty much anything

– Interact and alter the database

– Interact and alter sessions

• Generally perform parsing and analysis of 
specific file formats



Current modules

• apk
• clamav
• cuckoo
• debup
• editdistance
• elf
• email
• exif
• fuzzy
• html
• ida
• idx
• image

• jar
• office
• pdf
• pe
• r2
• rat
• reports
• shellcode
• strings
• swf
• virustotal
• xor
• yara
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Philosophy

• Analyze file formats

• Cluster your collection files

• Find files with similar properties to the one 
you’re analyzing

• Interact with other tools and security systems



Module Skeleton



Interact with Database



Interact with Sessions



Shall we create a 
module right 

now?



What’s to be done?

• Some modules are incomplete

• There’s plenty of missing analysis features

• Yara support is great, but needs ordering

• Scripting and automating?

• Store command results in a database



Contribute

• This is not MY project, it’s a community 
project

– Without contributions it will never be successful

– I come up with decent ideas I leave up to others to 
make actually work

• Join ###viper on FreeNode

• Send Pull Requests and pester me on IRC

• Looking for developers!
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