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| PwC Luxembourg

We have built asteady growing team of Cyber Security and Information Risk
experts to help companies assessand improve their security level in term of
confidentiality, integrity and availability .

Our usual activities are:

- Vulnerablility Assessments

- Risk Assessments

- Standards compliance (ISO 27k)

- Strategy, Governance & Management for Information Security

- Penetration tests
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Section 17 Introduction

| Introducing Virtual Desktop

Virtual Desktop Infrastructure

Infrastructures

(VDI) hosts users' desktop environments

on remote servers which are accessedover a network using a remote display
protocol from specific client software or hardware.

Local User

s\d‘a o

_ Offshore

W
Teleworker\\{‘/
—

PwC

Thin -Client (or software  -client)

Runs on top of a complete OS to deal
with network and graphical sessions

Zero -Client

Do e smrda full OS but a firmware
dedicated to specific tasks computed by
specialized hardware.

Jde s
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Section 17 Introduction

Existing market solutions

Plenty of solutions exists on the market. Amongst them:
- Citrix XenDesktops®

- VMware View®
— Wyse
-  Oracle® VDI TERADICI

&

- RedHat® Enterprise Virtualization CIPCol®
- Linux Terminal Server Project RED HAT \
ENTERPRISE V
- Microsoft® VDI ° | VIRTUALIZATIOV
) CITRIX
XenDesktop

N vmware

Horizon View
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Section 17 Introduction

Discussion

VDI leveragesvery technical and low level concepts. We first thought that our
analysis would lead us to hardware hacking or binary reverse engineering.

It did not .

We did not even have to try complex attacks as the combination  of simple
flaws allow an unauthorized  person to perform a stable Man in the
Middle attack.

As such, we did not plunge RAM modules in liquid nitrogen nor dissolve
proprietary microchip with acid J

We had the opportunity to study one commercial implementation developed by
Teradici® combined with VMware View® : the PColP® protocol.
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Section 21 Great concepts

|
PColP protocol PColP Servers

PColP Hardware
Accelerator i,

. P
USB peripherals PColP Host Card

bridging \

PColP Clients
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Section 21 Great concepts

|
PColP protocol PColP Servers

PColP Hardware
Accelerator @i

A | ma gerdsred on the server are
captured as pixels, compressed and
encoded and then sent to the client
for decryption and decompression.o

Workstation

USB peripherals PColPHost Card

bridging

AES 2560ver UDP

&
Soft-client

Zero-Client < .
PColP Clients
Hack.lu 2015 A Security of Virtual Desktop
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Section 21 Great concepts

| Zero -Client

A Wi thénsingle purpose of image decompression and
decoding, the PColP processor eliminates endpoint
hard drives, graphic processors, operating systems,
applications and security software.o

m RISC CPU
W Flash Memory
o (for the Firmware)

RAM

NIC card

+ basicl/O input (USB, sound, keyboard, mouse)

Q &
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Section 21 Great concepts

| . .
Basic implementation

Domain VMware View Connection
Controller Server [/ Horizon View
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Section 21 Great concepts

| . TR
User session initialisation sequence

Domain VMware View Connection
Controller Server [/ Horizon View

Zero-Client <

Hack.lu 2015 A Security of Virtual Desktop I nfrastructur es October2015
PwC 10



Section 21 Great concepts

| .
Zero -Client Management

Domain VMware View Connection
Controller Server [/ Horizon View

Admin web interface
TCP/443

Admin web interface

Q('@ TCP/443
Admin web interface Management
TCP/443 Console

S TCP/50000
Zero-Client

of Virtual Desktop I nfrastructur es October2015
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Section 21 Great concepts

| Security

From asecurity point of view, the concept of VDI seemsto be a great asset
- fempty shell oprinciple . No data is stored on the devices

- Prevents data leakage : possibility not to forward physical ports (USB,
FireWiree);

- Easyfine tuning to allow only specific usersto log in to specific virtualised
desktops (each user can be mapped to a dedicated desktop);

- Virtualised sessions . No more user-dependant update, easysnapshotting,
easymaintenance and much more;

- PColPtraffic is encrypted by default (AES 128/ 256-bit).
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Section 31 Bad surprises

.
FIrst contact

Domain VMware View Connection
Controller Server / Horizon View

Ty ) |

Real attack

surface

ZnQ TCP/443
(-9 Management

Console

TCP/MSS g} L _____SOAP(SSLILS) 2 @

Zero—Clien{\@
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Section 31 Bad surprises

| Testing approach

Domain VMware View Connection
Controller Server / Horizon View

Management
Console

October 2015
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Section 31 Bad surprises

| Security assessment
PColP Management Console v1.10.3

Apachehttpd 2.2.22, PHP/5.3.10, Suhosin-patch, OpenSSL/1.01

ProFTPD 1.3.4a
Python 2.7.3 PostgreSQL 9.1.15
I r» OpenSSH5.9pl

SSH  DHCPc == JSOAPhttpd

SQL 55 uDP: 68

== Linux 3.5.0-23

The management consoleis available on T e r a dwelgsite @ssan unencrypted
.vmdk file . Thus, it is possible to easily mount and analyseit.

The MC is an Ubuntu based OS (last MC = LTS 12.04.5) with mostly standard
components.
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Section 31 Bad surprises

Security assessment
PColP Management Console

Mounting the .vmdk can be done using gemu-nbd or VMware features.

Browsing the filesystem, we extracted passwordsfrom the config files.

(Default) empty
password for

The default
SSH password

FTP password Local database
(useless in our case) password

(useless in our case)
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Section 31 Bad surprises

Security assessment
PColP Management Console

Interesting  fact 1. Teradici published an help page explaining how to change
the default rteradici o password on May 20, 2015.

Prior to this date, the password was not supposedto be known (nor changed ?)
by users.

Interesting fact 2: The default password of wuser fteradicio is
4400 Dominion . Never underestimate the power of reconnaissance when
trying to bruteforce things.

Teradici Corporation
#500- 4400 Dominion St. Bumaby, B.C. VBG 4G3 Canada

p +1 604 451 5800 f+1604 4515818
www.teradici.com
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Section 31 Bad surprises

Security assessment
PColP Management Console

The local database stores everything in cleartext
Thi s database Ii's used to store the MCC
passwords:

- Management Consol eds web admin passw

- Zero-Clients admin passwords;

It also stores profiles, groups, devices and all settings that can be applied to the
Zero-Clients and the PColP infrastructure.

Local backups of this database can be generated via the Management Console.
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Section 31 Bad surprises

Security assessment
PColP Management Console

Having accessto the filesystem, we also listed the web pagesused for the web-
Interface, and found out that somewere reachable even unauthenticated:

- ArrayToXML.class.php

- BrowserNotSupported.php
- ConfirmDialog.php

- footer.php

- header.php

- JsDebug.php

- PeerAjax.php

- Troubleshoot-saveV2.php
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Section 31 Bad surprises

| .
Security assessment
PColP Management Console

- BackupDBDownload.php

The management console (Python script)
allows admins to backup the database. This
php page, reachable from the webuli, is called
to download database backups.

A valid, world -accessible URL looks like:

BackupDBDownload.php?filename =archives/ 1439480747/pcoip_mc_database  1439480747.archive

Do you recognise what1439480747is ?
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Section 31 Bad surprises

Security assessment
PColP Management Console

EPOCH Time A number of secondsthat have elapsed since January 1, 1970
(midnight UTC/GMT) Anpredictabl eo

Assuming that a backup has been performed, the only thing we haveto do is to
request this URL and decrement the timestamp until we find a backup é
(aprox. 1200 tries/min with a 2 CPU/ 2Gb RAM server VM).

T h a hobtke most efficient approach, but we will seelater we can do better &

This approach will raise another issue: backups are encrypted . However,
AES 256 -bits is used, which doesnot help simplify the task.

Since the algorithm is pretty strong, it would really be a pity if the key was
hardcoded and common to every customereé
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Section 31 Bad surprises

Security assessment
PColP Management Console

Backup of the database(and also encryption of the backup) is performed by the
C 0 n s @Yyth®rsseript. Here is an extract:

#encrypt the tar.gz file and remove the tar.gz file

archive_name = os.path.join (dir_namet &.archive 2 1 basename)
subprocess.call 35 8penssl enc Zaes-256-cbc Zsalt Zn %s Zout %s Zpass
pass:4400Dominion 2 1 tarsname, archive_name ), shell = True)

os.remove (tar_name)

At the time of our tests, we did not find any documentation advising to change
this key which, by design,is common to every instance of the solution

As previously seen, we can extract from this database almost everything
concerning the configuration of the Zero-Client and the infrastructure .
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Section 31 Bad surprises

Security assessment
PColP Management Console

Considering that default passwordsfor SSHand the web admin pageare easyto
change,|l e prétend we c a rugethesevectors (we like challenges!).

Then the accessto the database archive depends on bruteforce , which is not
really smart and a bit noisy.

B-plan is to find a way to list backup filenames on the server.

Let 6s have a | ook at t he FTP serviceeéeé
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Section 31 Bad surprises

Security assessment
PColP Management Console

The MC usesProFTPD 1.3.4a
CVE-2015-3306 (published on 18/05/2015) - proftpd modcopy_exec

Exploits the SITE CPFR/CPTO commands in ProFTPD version 1.3.5. Any unauthenticated client can leverage these commands
to copy files from any part of the filesystem to a chosen destination . The copy commands are executed with the rights of
the ProFTPD service, which by default runs under the privileges of the 'nobody' user. By using / proc/self/ cmdline to copy a PHP
payload to the website directory, PHP remote code execution is made possible.

We simply leveraged theproftpd _modcopy_exec vulnerability to list the backup
filenames:

CPFR /proc /self/ cmdline

CPTO tmp/.<? php system( Is );?>

CPFR /tmp/.<? php system( Is );?>

CPTO /opt/teradici.com - cmsystem/www/public/www/archives/  Is.php

Hack.lu 2015 A Security of Virtual Desktop I nfrastructur es October2015
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server [/ Horizon View

Management
Console

Zero-CIieht
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server [/ Horizon View

192.168.1.13
Management
Console

//

TCP/443"

Zero-Client N TCP/50000
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server / Horizon View

192.168.1.13
Management

v

TCP/443
Hydra bruteforce

or
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server / Horizon View

o

Management
Console

et
P

TCP/2]1 xTER

v

Zero-CIient\‘“‘*—'ﬁi&z‘;,.;‘ ,.
Archive Download
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server / Horizon View

192.168.1.13
Management

r w Console
admin passwords

; TCP/443  + |P addresses TCP/443TER

+ settings
+ last user

Zero-Client <

+ é
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server / Horizon View

192.168.1.11

Rogue CA cert

Management
Console

| TCP/443
| 192.168.1.250

Zero-Client <
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server / Horizon View

192.168.1.11

Proxy to real VCS

\\\‘ s

Management

v

~192.168.1.14 Console
TCP/443 A

/192.168.1.250

----*

Ze ro- C I | e nt ‘.\:-".:;:11;\-:?_.;\
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server / Horizon View

192.168.1.11

Proxy to real VCS

\\ =

/ Management
> 192.168.1.14 Console

TCP/443 §

- N[ 192.168.1.250
Zero-Client <&
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server / Horizon View

192.168.1.11
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server / Horizon View

Proxy to real VCS
Password

/ Management

102.168.1.14 Console
TCP/443 A

/192.168.1.250
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Section 47 Demo

| .
Attack scenario

Domain VMware View Connection
Controller Server / Horizon View

% " 192.168.1.11

Virtual
Desktop -
Session

Proxy to real VCS

/ Management
> 192.168.1.14 Console

~

TCP/443
| 192.168.1.250
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