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October is CyberSecMonth

15t _ 31t October 2016

What is CyberSecMonth?

Cyber Security is a Shared Responsibility

ECSM is the EU’s annual advocacy campaign that takes place in October and aims to raise STOP  THINK  CONNECT"
awareness of cyber security threats, promote cyber security among citizens and provide up to
date security information, through education and sharing of good practices.

LEARN MORE

https://cybersecuritymonth.eu/



Communication networks: Critical Information Security Measures
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Cybersecurity for ICS SCADA 7 enisa
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Communication network e
dependencies for ICS/SCADA

Brainstorming

with experts
groups ICS and
EuroSCSIE

Conclusions and Identification of
recommendations experts

Desktop
Research

Collection of
experts and
stakeholders

Feedback point of view

Map assets and threats via desktop
research, and interviews with security
researchers and asset owners.

Identify all possible attacks coming from
network exposure.

Examine and list existing protocols’
security vulnerabilities.

Collect good security practices and
security measures.

Develop three attack scenarios and
possible mitigation actions.

Define recommendations for Europe



Perimeter & protocols
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Communications dependencies x

Vertical communications (bi-directional)

Exchange between sensors and processing T

systems.

Between SCADA systems (Data Historian,

MES, process transfer, etc.).

Between SCADA and ERP or Bl systems.
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Between SCADA systems (HMls, local...).
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Threats affecting ICS/SCADA systems  +_:.,

THREAT LIKELYHOOD IMPACT

Malware (Virus, Trojan, Worms) Very High High
Exploit Kits (including rootkits) Medium High
Advanced Persistent Threats (APTs) Low High
Insider Threats (e.g. Employee incidents) Low Crucial
Eavesdropping (e.g. MitM) Low High
Communication System/Network Outage Low High
(Distributed) Denial of Service Low Medium

(Internal/Sensitive) Information Leakage Low Medium
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Attacks scenarios and PoCs ;*;,;}sa

* *

e Against the administration
systems of SCADA

* Against actuators v
e Against the network link
between sensors/actuators ‘ SCADA system

and HMI or controller compromise

* Against sensors
* Against the information )
transiting the network Insider threat
e Compromised ICT
Malware

components as backdoors
* Exploit Protocol

vulnerabilities infection
« Against Control data ‘

historian, HMI or controllers
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Recommendations * onica

* Include security as a main consideration during the design phase of
ICS/SCADA systems

* Identify and establish roles of people operating in ICS/SCADA systems

* Define guidelines for the establishment of reliable and appropriate
cybersecurity insurance requirements

* Define network communication technologies and architecture with
interoperability in mind

* Establish brainstorming and communication channels for the different
participants on the lifecycle of the devices to exchange needs and solutions

* Include the periodic SCADA device update process as part of the main
operations of the systems

» Establish periodic ICS/SCADA security training and awareness campaign

within the organization
13



Securing transport infrastructure <

2015 studies

 Architecture model of the
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Cybersecurity for Smart Cars # enisa
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Communications dependencies % oo

(o
o o@ﬂ- "14 “:T/_s\
q,,';\é %y,
& (1®1) %
S %,
,&Q? - Power train Steering ® 6@
2l sensors control ." 4.
& )
S : N\ %
< Engine Air bag 9’,
=

control control
")0
%
% )
/A

Transmission

control Braking
system
- oo GATEWAY ECU
Ethernet WITH TELEMATICS AND
”gj.'r';'é?g‘“ COMMUNICATIONS
0 Head unit audio/
Instrument ¥ideo
cluster
@ -
% = §
Ao =
> . &
’;,) Climate m Navigation =
¢ control R4
% 1 3
5, <&
‘9;1, Doer locking Telephone .::59
F)w G‘F\‘;
O)?* we

Internal communication sub-networks

()

GSM/GPRS

GATEWAY ECU

WITH TELEMATICS AND

3 COMMUNICATIONS

- - Diagnostics

WAVE
(IEEE 802.11P)

External communication interfaces

16



4D

DAMAGE / LOSS
(IT ASSETS)

Threats

Loss of Information in the clowed

Loss of (integrity of) sensitve
Infarmation

Damage caused by a third party
Loss from DRM conflicts

Information leakage

- \‘k
ADVANCED
PERSISTENT THREATS

A

FAILURES /
MALFUNCTIONS

Fallures [ malfunctions of
devices or systems

Fallures or disruptions of the
power supply

Software bugs

Fallures / malfunctions of parts
of devices

Fallures or disruptions of
communication links

Fallures or disruptions of main
supply

A

-
PHYSICAL
ATTACKS

Fault Injection f glitching
Slde channel

Access to HW debug ports

THREATS

NEFARIOUS ACTIVITY /f
ABUSE

Denial of service
Malichous code [ software activity
Manipulation of hardware & softwarns
Manipulatdon of Information

Unauthor|sed access to information system /
neetwork

Compromising confidental information
Identity fraud
Abuse of information leakage

Unauthaorized use of admindstration of devices
& systems

Unauthorized use of software
Unauthorized installation of software
Abuse of autharizations
Malicious software

Remaote activity (execution)

e o

UMINTEMTIONAL DAMAGES
[ACCIDENTAL)
Information leakage or sharing

Erroneowus use or adminlstration * *
of devices and systems x x

Uslng Iinformation from
an unreliable source

Unintentonal change of data
I an Information system

Inadequate design and planning
or lack of adaption

g

NETWORK OUTAGE

oA

EAVESDROPPING /
INTERCEPTION / HUACKING

Interception of information
Replay of messages

Interfering radiations

Man in the middle [ session hijacking

Network reconnalssance and
Information gathering

Repudiation of actions
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Attack scenarios

* Remote attack
(threatening safety)

1. Use a vulnerability of ENVIRONMENT: INTERNET/CELLULAR CARRIER
an external interface to

identify a vulnerable car

VEHICLE CAN NETWORK

3. From the access gained
onto the TCU/ECU, obtain

2.Usea v_ulperabilify of Tcu an access to vehicle
an external interface to systems
gain access to internal

services '

v

Targeted
ECU

* Persistent vehicle
alteration (by the
legitimate user or by the
use of diagnostic
equipment)

ENVIRONMENT: VEHICLE PASSENGER COMPARTMENT
1. Get a direct
connection to car
components

VEHICLE CAN NETWORK

2. From the access gained
onto the TCU/ECU, obtain

Access to CAN via OBD-Il port
an access to vehicle

or direct access to TCU/ECU

systems
1bis. Obtain a legitimate l
or ilegitimate access to
diagnostic equipment
Targeted
ECU
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Preliminary Findings - Smart Cars  enisa
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* Improve cyber security in smart cars.

* Improve information sharing amongst industry actors.
Improve exchanges with security researchers and
third parties.

* Clarify liability among industry actors.

* Achieve consensus on technical standards for good
practices.

* Define an independent third-party evaluation scheme.

* Build tools for security analysis

19



Cybersecurity for smart airport < enisa

The objective of this study is
to improve the security and
resilience of airports and air
traffic control to prevent
disruptions that could have
an impact on the service
being delivered and on the
passengers.
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Perimeter of the study
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AIRPORT FUNCTIONS

Airline/Airside Operations
Landside Operations
Passenger Management
Staff Management
Custome Ancilary Services
IT & Comms (Internal, External)
Facilities and Maintenance
Safety & Security
Airport Administration

e S
i <

SMART COMPONENTS OWNERSHIP

Data Processing Components Airport Organizational Boundary
Aggregation of Data Airport Service Boundary
Extracts Insights from Data

Trigger Automated Response

The goal is to cover the

entire IT perimeter of

smart airports:

* Assetsinside the airport

e Connected assets
outside the airport

* Dependencies on the
airway
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Threat modelling

PN

HUMAN ERRORS

Configuration errors
Operator/user errors
Loss of hardware

Non compliance with
policies or procedures

=

MALICIOUS ACTIONS

Denial of Service attacks

Exploitation of (known or
unknown) software vulnerabilities

Misuse of authority / authorisation
Networkinterception attacks
Social attacks

Tampering with devices

Breach of physical access controls /
administrative controls

Malicious software on IT assets
(including passenger and staff
devices)

Physical attacks on airport assets

THREATS

s/,
o)
SYSTEM FAILURES

Failures of devices or systems

Failures or disruptions of communication links
(communication networks)

Failures of parts of devices
Failures or disruptions of main supply
Failures or disruptions of the power supply
Malfunctions of parts of devices
Malfunctions of devices or systems
Failures of hardware

Software bugs

THIRD PARTY FAILURES

Internet service provider

Cloud service provider
(Saas / PaaS / S5aas)

Utilities (power [ gas / water)
Remote maintenance provider

Security testing companies

v

NATURAL PHENOMENA

Earthguakes

Floods

Solar flare

Volcano explosion

Nuclear incident

Pandemic (e.g. ebola)
Industrial actions (e.g. strikes)
Fires

Shortage of fuel

Space debris & meteorites
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Attacks scenarios and PoCs *
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* Social engineering spear
phishing attacks against
Airport Administration / ERP

* Network / interception
attacks against
Airline/Airside Operations
(ATM comms)

* Misuse of authority / Compromlsmgt.he
authorization within baggage handling

tampering with
self-serving e-
ticketing systems

landside ops systems
 Tampering with airport
devices to compromise
passenger management
* Network / interception
attacks against SCADA
systems
* Malware on POS
 DDoS on Cloud

Jamming and
spoofing aircraft-
airport and ATC
omms
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Preliminary Findings — Smart airports  +:,

*x x
x x

Variety of cyber security practices in airports
* Lack of EU regulations on cyber security of airports

* Lack of guidelines on network architecture, ownership, and remote
management

* Evidence-based vulnerability analysis metrics and priorities
* Threat modelling and architecture analysis

* Information sharing

* Multi-stakeholder enable security technologies

* Appropriate Security Governance model

» Skillset of experts — safety vis a vis security
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Recommendations + enisa
22 ENISA recommendations
yht kP "

4] * Propose solutions to enhance cyber security

* Targeted at Policy makers, infrastructure Operators,
ﬁﬂ_-‘ Manufacturers and Service providers

Key recommendations (excerpt)

O PP O‘ ®  Promote collaboration on cyber security across Europe

Integrate security in business processes
* Develop products integrating security for safety

Cyber security requires a global effort
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How you can get involved ¥ enisa

e Studies

* Events:

e ENISA session @4SICS
26 of October —
Stockholm

e EICS and EUROSCSIE
meeting - 28" of
October — Stockholm

e Mobile offense and
defense — 10t of
November- Berlin

https://www.enisa.europa.eu/events

*x x
x x

Open call for experts:

e TRANSSEC - Intelligent
Public Transport Resilience
and Security Expert Group

e CARSEC - Smart cars cyber
security expert group

* ENISA ICS Security
Stakeholder Group

* |INFRASEC Internet
Infrastructure security and
resilience

https://resilience.enisa.europa.eu/
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Upcoming ENISA studies on ¥ enisa
infrastructure cybersecurity
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Goals e

01

02

03

04

05

Raise the level of awareness on Infrastructure security in Europe

Support Private and Public Sector with focused studies and tools

Facilitate information exchange and collaboration

Foster the growth of communication networks and industry

Enable higher level of security for Europe’s Infrastructures
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Thank you,

Rossella Mattioli

o d resilience@enisa.europa.eu

@ https://www.enisa.europa.eu/




