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 044504

 553B5B53BD43DB542EF1D760B
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# python3 fujitsu_lx390_sniffer.py -l -p "3b:5b:53:bd:43" -c 28

_  __              _             _          ____        _  __  __           

| |/ /___ _   _ ___| |_ _ __ ___ | | _____  / ___| _ __ (_)/ _|/ _| ___ _ __ 

| ' // _ \ | | / __| __| '__/ _ \| |/ / _ \ \___ \| '_ \| | |_| |_ / _ \ '__|

| . \ __/ |_| \__ \ |_| | | (_) |   <  __/  ___) | | | | |  _|  _|  __/ |   

|_|\_\___|\__, |___/\__|_|  \___/|_|\_\___| |____/|_| |_|_|_| |_|  \___|_|  

|___/                                                             

SySS Fujitsu LX390 Keystroke Sniffer - PoC Tool v0.1 by Matthias Deeg - SySS GmbH

Based on different tools by Marc Newlin

---

3B:5B:53:BD:43:DB    42:EF:F5:0A:2D    02:45:13:93:AB    KEY_P

3B:5B:53:BD:43:DB    42:CF:F5:0C:CB    02:41:13:F3:CC    KEY_P

3B:5B:53:BD:43:DB    42:EF:F5:0A:2D    02:45:13:93:AB    KEY_P

3B:5B:53:BD:43:DB    42:CF:1D:70:ED    02:41:04:CD:A8    KEY_A

3B:5B:53:BD:43:DB    42:EF:1D:76:0B    02:45:04:AD:CF    KEY_A

3B:5B:53:BD:43:DB    42:CF:1D:70:ED    02:41:04:CD:A8    KEY_A

3B:5B:53:BD:43:DB    42:EF:55:BF:C7    02:45:16:3E:FC    KEY_S

3B:5B:53:BD:43:DB    42:CF:55:B9:21    02:41:16:5E:9B    KEY_S

3B:5B:53:BD:43:DB    42:EF:55:BF:C7    02:45:16:3E:FC    KEY_S

3B:5B:53:BD:43:DB    42:EF:65:89:94    02:45:1A:52:36    KEY_W

(…)
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https://twitter.com/marcnewlin
https://twitter.com/mame82
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https://www.bitcraze.io/crazyradio-pa/
http://www.remote-exploit.org/articles/keykeriki_v2_0__8211_2_4ghz/
http://conference.hitb.org/hitbsecconf2010ams/materials/D1T1%20-%20Niels%20Teusink%20-%20Owned%20Live%20on%20Stage.pdf
http://travisgoodspeed.blogspot.de/2011/02/promiscuity-is-nrf24l01s-duty.html
http://samy.pl/keysweeper
https://www.mousejack.com/
https://github.com/BastilleResearch/nrf-research-firmware
https://www.bastille.net/research/vulnerabilities/keyjack/keyjack-intro/
https://www.bastille.net/research/vulnerabilities/keysniffer-intro
https://www.syss.de/pentest-blog/2016/teils-kritische-schwachstellen-in-aes-verschluesselten-funkbasierten-maus-tastatur-kombinationen/


https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2015-003.txt
https://www.youtube.com/watch?v=Ja_VgUMz43Q
https://www.youtube.com/watch?v=PkR8EODee44
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2016-074.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2016-075.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/2017/2017_06_01_of-mice-and-keyboards_paper.pdf
https://github.com/SySS-Research/nrf24-playset
https://www.syss.de/fileadmin/dokumente/Publikationen/2018/Security_of_Modern_Bluetooth_Keyboards.pdf
https://github.com/marcnewlin/presentation-clickers


https://github.com/SySS-Research/bluetooth-keyboard-emulator
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2018-033.txt
http://www.cypress.com/documentation/reference-designs/cy4672-proc-lp-reference-design-kit
https://www.youtube.com/watch?v=87jZKTTBdtc
https://github.com/pascallanger/DIY-Multiprotocol-TX-Module
https://github.com/marcnewlin/presentation-clickers
https://www.youtube.com/watch?v=p32o_jRRL2w
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2019-007.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2019-008.txt


https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2019-015.txt
https://github.com/SySS-Research/keyjector
https://support.logi.com/hc/en-001/community/posts/360033353213-Logitech-Update-zu-den-Presentern-R400-R700-und-R800
https://github.com/mame82/LOGITacker
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2019-009.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2019-010.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2019-015.txt
https://github.com/mame82/munifying


mailto:matthias.deeg@syss.de
https://twitter.com/matthiasdeeg
mailto:gerhard.klostermeier@syss.de
https://twitter.com/iiiikarus



