|OCs are Dead,
Long live the IOCs!

Getting Started IntelIMQ




Who | am?

Celine Massompierre
Incident Handler — Excellium-Services CSIRT

® Almost 10 years as Business Intelligence Analyst
@ Newbie in security field (~ 3 years)

® Enjoy learning and sharing new things

i A} Not an expert, not a core developer of IntelMQ. Just a user )
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A word about Threat Intel




Threat Intel 2

Threat Intelligence is one of these trendy words in the security world...

But what it is exactly?

Threat Intelligence is a way of detecting and avoiding bad things.
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Threat? @

Threats could be malware, botnet, ransomware, exploit, theft....
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How?

Using Indicator Of Compromise (I0C)

IOCs are artefacts which identify something in a clear and an
unambiguous way.

For example:

Some malware contains url or ip address hard-coded for reaching
their command & control. These artifacts are 10Cs.
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|OC Feeds &

These lists are available through to many providers.

Most of the time they are related to Network artifact.

For example:

ungx P addresses used by Feodo network are listed by abuse.ch:
https://feodotracker.abuse.ch

IP addresses attacking specific service (ftp, imap, mail...) are listed by blocklist.de:
https://www.blocklist.de/en/export.html
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https://www.blocklist.de/en/export.html

Then What? @
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Then What?




V e
IntelMQ
How does this work?




IntelMQ

https:/igithub.comlcerttoolsfintelmq ' -~ M ¢

@ Tool for gathering, cleaning and enriching I0Cs

@ Deals with many different sources and destinations.
® Easy to install (package), manage and improve

® Open Source Project

® Created by multiple CERTSs (Trusted Introducer*) and maintained by CERT.AT

@ IntelIMQ = Threat Intel feeds + Message Queueing system

* https://www.trusted-introducer.org/ HACKLU
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https://github.com/certtools/intelmq
https://www.trusted-introducer.org/

IntelMQ

userimq:~ $ apt search intelmq
Sorting.. Done
Full Text Search.. Done

/unknown,now 2.1.0-1 all [installed]
IntelMQ is a solution for IT security teams (CERTs, CSIRTs, abuse
/unknown,now 2.1.0-1 all [installed]
Graphical interface to manage configurations for the IntelMQ framework.

® IntelMQ is a command line tool.

® IntelMQ-Manager is a must do for development.

;‘E Avoid InteIMQ-Manager in production without enhance security!
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ETL Tools (Bl)
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Spirit

& Spoon - [EE Repository] Sample Transformation v1.20

One example of ETL: Pentaho kettle

= & i3

File Edit View Acton Tools Help

ﬁ Access Input
._Q C5V file input
#= Data Grid
B De-serialize from file
% ESRI Shapefile Reader
B Excel Tnput
[ Fixced file input
@ Generate random value
78 Generate Rows
"R Get data from XML
3 GetFile Names
EL. GetFiles Rows Count
iy Get SubFolder names
E‘g Get System Info
E Google Analytics Input
Jﬁ Google Docs Input
] LDAP Input
R} LOTF Input
:ﬁ Mondrizn Input
8 OLAP Input
Ly Property Input
B RsS Input
L8 53 Csv Input
Q Salesforce Input
T sAP Input
N Table input
_ﬂ Text file input
EE ¥Base input
3 Quiput

Transform

2¢ Sample Transformation 53

> R¥F BeEE

%, | 100% »

Read Szles Data alus Mapper Selectvalues Number range

Epare Field Layout

Totest this transformation, youwill needto:

- Make sure the Hypersonic sample datebase is running

‘wirite to Database

(\pdi-ee\dat; gration-server'data\start_hypersonicbal
P - Open the Table Output step and click the SQL button to
Read Postal Codes Lockup Missing Zips e e
Execution Results
':T_.'; Execution History Q Logging ;’ Step Metrics Performance Graph
i Stepname Copynr Read Written Input| Output Updated Rejected Errors | Active Time Speed (r/s) inp

1 Filter Missing Zips 1] 2823 2823 [u] 1] 1] [a] 0 Finished 0.5 6019.1
. Lookup Missing Zips 1} 21455 76 1] 1} 1} 1] 0 Finished 0.9 24520.0
3 Read Postal Codes 0 [u] 21375 21380 0 1 [a] 0 Finished 0.7 31815.4
4 Prepare Field Layvout 1} 78 i3 1] 1} [1} 1] 0 Finished 0.9 85.2
5 Value Mapper 0 2823 2823 0 0 0 o] 0  Finished 0.8 3112.4
5] Read Sales Data 1] 0 2823 824 1] 1 [a] 0 Finished 0.3 3209.3
7 Select values 1] 2823 2823 [u] 1] 1] [a] 0 Finished 0.2 3112.4
g Mumber range 1} 2823 2823 1] 1} 1} 1] 0 Finished 0.9 3061.8
g Write to Database 1] 2823 2823 [u] 2823 1] [a] 0 Finished 1.1 2543.2
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InteMQ-Manager

Collector
API
CertStream
File
Mail Attachment Fetcher
Mail URL Fetcher
Mail Body Fetcher
URL Fetcher
URL Stream Fetcher
MISP Generic
Request Tracker
Rsync
TCP
XMPP
AlienVault OTX
Blueliv Crimeserver
McAfee openDXL

Microsoft Azure

& INT=LMQ Cmn‘igurazimn

g Monitor Check o About

?'L Management

@ Add Bot @ Add Queue

~u
L

Redraw Botnet  {ffj Clear Conm Save Configuration
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Important
Concept




Bots 2

In IntelMQ, you manipulate bots and arrange them to create your own data flow.
A bot is a kind of “object” which does one thing.

Bots are divided in 4 groups:

o .H -
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Bots 2

Example of Data flow

Grab feed from a |
website Parse the content Filter data

Add custom Query the Whois

Save it in Database information Database
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Let’s play!




VM -

Ubuntu: user [ Userl23

; = =

A{ E US KEYBOARD T ﬂIEF

@ In command line, use ‘setxkbmap’ for changing it.
For example, for french: ‘setxkbmap fr’

IntelIMQ-Manager (Firefox): admin /| Admin123

http://localhost is requesting your username and password. The site says: “IntelMQ"

User Name: | | |

Password:

Cancel oK
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IntelMQ-Manager @

- onfigquration ::‘E; FManagement m"lllll'lll ' heck ﬂ-""w'""l'
Design of the data flow Debug and log access Self explained, right?
Bots Management Status of installation
Start/stop
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Exercises &

All exercises are available in the folder IOCs on the Desktop.

- exo.txt: statement of each exercise with url of the feeds
- deploy.sh: deploy configuration files from ‘actual’ folder to intelmq folder
- start.sh and stop.sh: start and stop intelMQ and IntelMQ-Manager

- empty folder: empty configuration files, if you want to restart
- default folder: default example provided with intelmq

- file-output folder: default location for the output file

- solutions folder: solution of each exercises if you get lost
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Exercise 00 2

Get feodo tracker blocklist

In this exercise, we create a simple data flow with 3 bots: 1 collector, 1 parser and 1 output

1. Drag and drop the following bots:
- Collector > Mail URL Fetcher
http_url: https://feodotracker.abuse.ch/downloads/ipblocklist.txt
- Parser > Abuse.ch IP

- Output > File
file: let the default value

2. Use add Queue button for linking these 3 bots ' Add Queus
Click, then hold the click on the first bots and release it on the next

3. Save configuration
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Exercise 00 2.

Get feodo tracker blocklist

On Management tab, start all the bots:

E i

Take a look at the target file > output-file/event.txt
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Exercise 00 2

Get feodo tracker blocklist

IN OouT
# DstIP {
78.46.103.90 “feed.accuracy”: 100,
94.177.216.217 “feed.name™. “_ FEED_ ",
69.163.33.84 “feed.provider”: “*  PROVIDER_ ",
131.0.103.200 “feed.url”: “https://feodotracker.abuse.ch/downloads/ipblocklist.txt”,
120.138.101.250 “time.observation”: “2019-10-20T22:11:12+00:00",
186.71.150.23 “classification.type”: “c2server”,
31.128.13.45 “malware.name”: “cridex”
192.3.104.40 “classification.taxonomy”: “malicious code”,
51.89.115.120 “extra.feed_last_generated”: “2019-10-19T11:23:08+00:00",
66.85.156.81 “raw”; “NzguNDYuUMTAZzLjkw”,
144.91.76.214 “source.ip™: “78.46.103.90"
194.36.189.165 1
194.5.250.98
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Normalization

The main goal of IntelMQ is to automate gathering, and also to normalize and enrich IOCs.
IntelMQ provide a predefined list of target fields:
https://github.com/certtools/intelmg/blob/develop/docs/Harmonization-fields.md

These fields are divided in multiple “group”: feed, source, destination, time, classification...

And speaking of classification, InteIMQ use an extended version of eCSIRT |l taxonomy:
https://www.trusted-introducer.org/Incident-Classification-Taxonomy.pdf

https://github.com/certtools/inteimg/blob/develop/docs/Data-Harmonization.md

@ Under the hood, fields are defined in the harmonization.conf file
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https://github.com/certtools/intelmq/blob/develop/docs/Harmonization-fields.md
https://www.trusted-introducer.org/Incident-Classification-Taxonomy.pdf
https://github.com/certtools/intelmq/blob/develop/docs/Data-Harmonization.md

&

Exercise 01

Get blocklists as it

1. Based on the previous exercise, change the feed.provider and feed.name.

2. Try to add another simple data flow (1 collector, 1 parser and 1 output)
Feel free to test anything, as long as you find a feed :)

For helping you, look at this page:
https://github.com/certtools/inteimg/blob/master/docs/Feeds.md

3. Some feeds that you could try:
https://feodotracker.abuse.ch/downloads/ipblocklist.csv
https://ransomwaretracker.abuse.ch/feeds/csv
https://www.openphish.com/feed.txt
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https://github.com/certtools/intelmq/blob/master/docs/Feeds.md
https://feodotracker.abuse.ch/downloads/ipblocklist.csv
https://ransomwaretracker.abuse.ch/feeds/csv
https://www.openphish.com/feed.txt

&

Exercise 02

Let’s play with generic CSV parser

If a csv feed does not have a dedicated parser, you could use the generic csv parser.

For helping you, look at this page:
https://github.com/certtools/intelmg/blob/develop/docs/Bots.md#generic-csv-parser

1. Try to parse feodo tracker (ipblocklist.csv) with the generic csv parser

Tip #1. You need to use harmonization.conf for naming destination field.
Available in IOCs/default folder

Tip #2: Some source field are multi purpose

|dentify different field and separate them with a |
EX: source.url|source.fgdn|source.ip

Tip #3: When a source field can be empty, use _ IGNORE___ keyword
Ex: source.url|_ IGNORE___
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https://github.com/certtools/intelmq/blob/develop/docs/Bots.md#generic-csv-parser

&

Exercise 02

Let’s play with generic CSV parser

"classification.type": "c2server",

"destination.ip": "186.47.122.182",

"destination.port": 449,

"feed.accuracy": 100.0,

"feed.name": " FEED ",

“feed.provider": " PROVIDER ",

"feed.url": "http://localhost/downloads/ipblocklist.csv",

"malware.name": "trickbot",

"raw":
"MjAXOSOXMCOYyMSAXMDowNTowNCwyMDAUMTI3LJEyMS450SwONDksLFRyaWNrQm90DQOK
MjJAXOSOXMCOYyMSAXMDowWNTowNCwxODYuNDcuMTIyLJE4AMiwONDksLFRyaWNrQm9O0DQo=",

"time.observation": "2019-10-22T09:22:22+00:00",

"time.source": "2019-10-21T10:05:04+00:00"

}

“classification.taxonomy” missing!
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Exercise 02

Let’s play with generic CSV parser

For adding “classification.taxonomy”, simply use the “Taxonomy” bot (Expert)

Y
Generic-CSV-Parser
Y
File-Output

@ If you don’t have the classification.taxonomy, use script stop.sh
and start.sh
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Debug

When you want to debug one of the data flow, you can use intelmg-manager.

Stop all bots, then start only the collector, and look at the Parser:

@ INT=ZLMAQ Con"igura:ion >t< Management B ionitor Check 6Abou:

All Bots . . .

Monitoring: Generic-CSV-Parser
File-Output
Generic-CSV-Parser Queues

Taxonomy-Expert

Source Queue Count Internal Queue Count
URL-Fetcher-Collector
Generic-CSV-Parser-queue 1 internal-queue 0
Inspect
Message Get Pop Send

json message {"feed.name": "example", ...}
Ctrl+Enter to process

Inject message from above v Feich processed message back here ' Dry-run

running log
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Debug

Pop record in the pipe (pop button) and you get what the collector sent.

Source Queue Count Internal Queue Count Destination Queues Count

Generic-CSV-Parser-queue 0 | ‘ internal-queue 0 | | Taxonomy-Expert-queue 0 | |
|n5pect stopped | &Y il 1] Ef
Message‘ Get || Pop H Send |

{

"feed.accuracy™: 100.0,

"feed.name”"__FEED ",

"feed.provider”: " PROVIDER__ ",

"feed.url": "hitp://localhost/downloads/ipblocklist.csv”,

"time.observation": "2019-10-22T09:50:45+00:00",

"raw":
"y M1y My My MG Ty MGy MGy MG Ty Ay MGy ATy DA Ty My MGy AT Ty BTy My M Ty M Ty B Ly M Ly Ml O KTy Bh Y n Wz 2 S5jaCBGZW9kbyBUcmFja2Vyl EJvd GSIdCEDMIBJUCBChG9ja2
xpc3QgKENTVikgICAgICAgICAQIWOKIYBMYXNOIHVWZ GFOZWQBIDIWMTktMTAtMEgMTAEMDUGMDQgVVRDICAgICAQICAQICAQICAgICAgICAgICAgIwOKIyAgICAgIC
AglCAgICAgICAQICAgICAgICAgICAQICAQICAQICAQICAGICAgICAgQICAQICAQICAQICAQICAgIWOKIYBUZ XJtcyBPZIBVc2UBIGhOdHBzOiBvZmVwZ G90cmFja2 VyLmFidXNI
LmNolL2Jsb2NrbGlzdC8glCAgICAgIwOKIyBGh3lgeXVic3Rpb25zIHBsZWFzZ SBjb250YWNOIGZ Ib2RvdHJhY2tlciBbY XRdIGFid XNILm Mol CAgICAg w0 KIyMjlyMjlyMjly Mjl
A DA A Ty A Ty A A I A Ly DA 1y A A Iy A Ly DA Ty DA Ey WAy M Ty DA Ty M w O K I DKy B Gia X zd HMIZ W4 s RHMO S VASRHNO UG 9yd Cx MY XNOT 25saWsILE1hbHdhemUNCjlw
MTktMTAIMEgMTASMDUEMDQsMjAWL]EyMydx MjEUOTksNDQSLCxUcmlja0Jvd ADKM]AxOS0xMCOyMSAxMDowNTowNCwxODYuNDeuMTIyLJE4Miw0ONDksLF RyaWNr

E’- Inject message from above v Fetch processed message back here o Dry-run Clear

.

Base64 is the whole input file content!
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Debug

For testing the bot, just use the process button

Source Queue

Generic-CSV-Parser-queue

Inspect

Count

0

Internal Queue Count

internal-queue 0 ‘

Destination Queues

Taxonomy-Expert-queue

Count

499 ‘ |

stopped | [ &l E &l

Message| Get || Pop H Send |

| ]
"classification.type": "malware",
"destination.jp™: "186.47.122.182",
"destination.port": 449,
"feed.accuracy”: 100.0,
"feed.name":"__FEED ",
"feed.provider": " PROVIDER__ ",
"feed.ur": "hitp:/localhost/downloads/ipblocklist.csv”,
"malware.name": "frickbot",
"raw":
"MjAxOS0xMCOyMSAxMDowN TowNCwyMDAUMTI3LEyMS450 SwONDksLFRyaWNrQm90 DQOKMjAxOS0xMCOyMSAxMDowNTowNCwxODYuNDceuMTIyLjE4MiwOND
ksLFRyaWNrQmS0DQo=",
"time.observation": "2019-10-22T08:50:45+00:00",

4 Inject message from above ¥ Fetch processed message back here C Dry-run

. Process | Clear
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Exercise 03

Expert

Expert bot helps you to enrich data and clean them.
In these exercise, use the debug.

1. Use the following samples and test them manually on ‘RFC-1918’ bot
- BadIP.txt
- BadURL.txt

2. Use the samples in url2fgdn.txt file and test them on ‘url2fgdn’ bot

3. Test the ‘Cymru-Whois-Expert’ bot

4. Test others bot if you have time ;)

-
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Exercise 04

Let’s discover the swiss army knife bot: modify

Often, you need to personalized a little bit what you get:
- Remove a field,
- Switch direction or IOC (because all parser did what you want)
- Split an IOC (url for example)
- Add new field

For that, you can used the modify expert:
https://github.com/certtools/inteimg/blob/master/docs/Bots.md#modify
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https://github.com/certtools/intelmq/blob/master/docs/Bots.md#modify

-

Exercise 04

Let’s discover the swiss knife bot: modify

This bot is not configurable via intelmg-manager. It is time to use terminal (Finally)!

1. Add a new static field
2. Use the maodify bot for removing the field accuracy
3. Switch direction of the IOC, from source to destination

4. Use a regex for drop the parameter part of url
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Maintaining this kind of workflow!

-




Hackers use terminalt®

InteIMQ offer a really cool command called intelmgctl.

https://github.com/certtools/intelmg/blob/develop/docs/intelmqgctl.md

relmg@IMQ € < intelmgct

@ Intelmqctl should be used with the intelmq user.
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https://github.com/certtools/intelmq/blob/develop/docs/intelmqctl.md

Hackers use terminalf

As you probably discover now, there are 3 or 4 configurations files:
- runtime.conf > Configuration of the bots

- pipeline.conf > How bots are organized

- harmonization.conf > List of available fields

- modify.conf > One or multiple files for managing modify bot

2 others files help you when you need it the most:
-BOTS > This file provides ave the skeleton on each bots

- feeds.yaml > This file provides you url of feeds, rate limiting...

@ Intelmqctl should be used with the intelmq user.
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Advanced @

If one of the bot takes too much time to process data, you can:

- Parallelize the process on the same server

- Or balancing the loads between multiple server!
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Installation

IntelIMQ is available from package managers, or for manual install (pip, git)

Native Packages

Supported Operating Systems:

CentOS 7 (requires epel-release )

Debian 8 (requires python3-typing )

Debian 9

Debian 10

Fedora 29

Fedora 30

RHEL 7 (requires epel-release )

openSUSE Leap 15.0

openSUSE Leap 15.1

openSUSE Tumbleweed

Ubuntu 16.04 (enable the universe repositories by appending universe in /etc/apt/sources.list to deb
http://[...].archive.ubuntu.com/ubuntu/ xenial main )

Ubuntu 18.04 (enable the universe repositories by appending universe in /etc/apt/sources.list to deb
http://[...].archive.ubuntu.com/ubuntu/ bionic main)

Ubuntu 19.04 (enable the universe repositories by appending universe in /etc/apt/sources.list {0 deb

http://[...].archive.ubuntu.com/ubuntu/ disco main )

https://github.com/certtools/intelmqg/blob/develop/docs/INSTALL.md
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https://github.com/certtools/intelmq/blob/develop/docs/INSTALL.md

Development

Documentation available in the github is sufficient to start developing you own bot.

https://github.com/certtools/inteimg/blob/develop/docs/Developers-Guide.md

This guide help you for setting your machine, and provides a skeleton of bot:
b coding: utrs -
bocument possible necessary configurations.

from __future__ import unicode_literals
import sys

# imports for additional libraries and intelmq
from intelmqg.lib.bot import Bot

class ExampleParserBot(Bot):
def process(self):
report = self.receive_message()

event = self.new_event(report) # coples Teed.name, time.observation
. # implement the logic here

event.add('source.ip', '127.0.0.1"'")

event.add('extra', {"os.name": "Linux"})

self.send message(event)
self.acknowledge_message()

BOT = ExampleParserBot
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https://github.com/certtools/intelmq/blob/develop/docs/Developers-Guide.md

Last words

IntelIMQ is a great tool, but unfortunately is not enough....

ALWAYS validate your IOC before using it!
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Questions? 2

Celine Massompierre
@kalyparker

kalyparker@protonmail.com
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