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Claire Vacherot
Pentester & researcher @ Orange Cyberdefense, France

► Penetration tests on industrial systems

► Research on industrial networks and devices security

► Speaker @ GreHack, Defcon, Pass The Salt, …
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Protocol
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Introducing…

Now with vulnerabilities!

Followed by discussion and remediation

Introducing Protocol Gateways
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Industrial systems

Hardware and software 
components used to 
control physical and 
mechanical processes
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Industrial systems (simplified)

IT OT
Network interconnection
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Industrial systems (simplified)

IT

Servers

Workstations
Industrial

devices

OT
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Industrial systems (simplified)

IT LAN

Field

Servers

Workstations
Industrial

devices

OT
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Industrial systems (simplified)

IT LAN

Field

OT

IT protocols

OT protocols

Servers

Workstations
Industrial

devices
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Industrial network protocols

►Monitor, configure, control

►Over ethernet, serial, radio, etc.

►Mostly legacy and / or no cybersecurity
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OT protocols
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Industrial network protocols

►Specific to manufacturers, sector, etc.

►65 protocols in the list so far

– Keeping on discovering new ones
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OT protocols

github.com/Orange-Cyberdefense/

awesome-industrial-protocols

Can they talk to each other?
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Industrial protocols translation gateways
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OT

Where?

LAN

Field

Protocol A Protocol B
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OT

Where?

LAN

Field

Protocol A

Protocol B
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1
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A good target?

►Important role but not directly involved in the process

– Forgotten / considered unimportant

– Nice location for an attacker

►Implements unknown /complicated protocols

– Greater chances of  bugs
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Initial idea

LAN

Field
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Initial idea

LAN

Field

Find vulnerabilities in implementation
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Alter process data

Foothold
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Test device

►HMS Networks Anybus X-Gateway AB7832-F

►Many models with many translations, same base

►Not the latest model but the most common
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Ethernet                       Serial



Trying Gateway Bugs

Breaking industrial protocol translation devices before the research begins

First steps

►RTFM and disassemble

►Use the device

►Know the attack surface 
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Initial setup
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LAN

Field
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Discovery
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LAN

Field

21/tcp 2222/udp 
23/tcp  3250/udp  
80/tcp    7412/udp
502/tcp   44818/udp
7412/tcp  
44818/tcp
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Discovery
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Field

21/tcp 2222/udp 
23/tcp 3250/udp  
80/tcp 7412/udp
502/tcp   44818/udp
7412/tcp  
44818/tcp

IT administration services

LAN
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Web interface
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FTP and Telnet
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FTP and Telnet
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reboot.html ?
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CVE 2024-23766
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while True:
try:

res = request.urlopen(
"http://192.168.1.242/slave/reboot.html",
timeout=30)

except ConnectionResetError:
pass
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CVE 2024-23766

►Anonymous access from the network

►Easy to exploit

►Denial of  service on OT

►Requires to stop the reboot traffic
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Discovery
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Field

21/tcp 2222/udp 
23/tcp  3250/udp  
80/tcp    7412/udp
502/tcp   44818/udp
7412/tcp  
44818/tcp

Back to discovery!

LAN
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Discovery
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21/tcp 2222/udp 
23/tcp  3250/udp  
80/tcp    7412/udp
502/tcp 44818/udp
7412/tcp  
44818/tcp

Industrial network protocols

LAN

My main target

Field
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Discovery
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Field

21/tcp 2222/udp 
23/tcp  3250/udp  
80/tcp    7412/udp
502/tcp   44818/udp
7412/tcp  
44818/tcp

HICP 

(HMS Networks proprietary protocol)

LAN
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HICP
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HICP
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CVE 2024-23767

►Anonymous access from the network

►Easy to exploit

►Denial of  service on OT

►HICPS exists but not for this model
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Discovery
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Field

21/tcp 2222/udp 
23/tcp  3250/udp  
80/tcp    7412/udp
502/tcp   44818/udp
7412/tcp  
44818/tcp

Back to discovery (again)!

LAN
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Discovery
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Field

21/tcp 2222/udp 
23/tcp  3250/udp  
80/tcp    7412/udp
502/tcp   44818/udp
7412/tcp  
44818/tcp

What is this?

LAN
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What is port 7412?

►Nothing in documentation or online

►No information from vendor

►Weird architecture

 Let’s try harder…
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1. Send basic requests

2. Try different protocols

3. Send random requests
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CVE 2024-23765

►All network services stop responding
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pkt = IP(dst=“192.168.1.242”)/UDP(dport=7412, 
sport=50000)/Raw(b"\x00")

for _ in range(85):
send(pkt)
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CVE 2024-23765

►All network services stop responding
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pkt = IP(dst=“192.168.1.242”)/UDP(dport=7412, 
sport=50000)/Raw(b"\x00")

for _ in range(85):
send(pkt)
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CVE 2024-23765

►Anonymous access from the network

►Easy to exploit

►Denial of  service on OT

►Requires to unplug the power supply
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CVE 2024-23765

Exploitation condition?

Possible impact?

How to stop the attack?

►Requires to unplug the power supply
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Summary

LAN

Field

Call a web page

Use unauthenticated configuration protocol

Send 85 requests to a port

X

X

X

X
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Applies to all 

translations
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Summary

LAN

Field

Call a web page

Use unauthenticated configuration protocol

Send 85 requests to a port

X

X

X

X
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OK IT’S REPORT TIME
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Yes but…

Should I publish these

*trivial* vulnerabilities?
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Yes but…

Should I publish these

*trivial* vulnerabilities?

Yes absolutely!!
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Different types of  vulnerabilities and attackers

►Highly-motivated adversaries

►Hard to set up

►Precise results
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Different types of  vulnerabilities and attackers

►Opportunistic / accidental

►Quite common

►Blindly crashing stuff

– Yes but what happens next?
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Responsible disclosure
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Theoretical remediation (vendor side)

►Fix the denial of  service issues (HTTP, port 7412)

►Use secure protocols

►Implement means to disable dangerous services
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Theoretical remediation (vendor side)

►Fix the denial of  service issues (HTTP, port 7412)

Issue on port 7412 is a hardware problem

►Use secure protocols

Not applicable on current model

►Implement means to disable dangerous services

Using which dangerous service ?
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Applying patches on industrial devices?

►Requires to stop the process

►What if  the update fails / has side effects?

►Still requires to be configured securely
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Actual remediation

►Additional instructions on manuals

►Replace with the new device*

* They kindly sent me one for testing
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Actual remediation

►Some models do not have new versions

►Hard to replace / update devices in OT

►Whose responsibility?
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Suggested remediation (customer side)

IT OT

*sad hacker 

noise*

Network segmentation !!
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Wrap up

►Another industrial device with trivial vulnerabilities

►Shitty vulnerabilities matter as well

►Until something happens: segment your networks

►I still haven’t started my research…
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Article on Sensepost’s blog

Targeting an 

industrial protocol 

gateway
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@non_curat_lex

github/claire-lex

Thank you!


