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What is Yoyodyne IT

● Based in Bordeaux
● Building tools to help people make informed decisions

○ Human brain-based intelligence is still our best bet
○ Opensource or GTFO
○ Is it good internet stuff… or bad internet stuff?

● Infosec trainings
○ Mostly to at-risk communities, journalists

● The tools are co-developped with Quinn Norton



(If you know, you know, if you don’t, it doesn’t matter)



(some of the) Tools maintained by CIRCL



(some of the) Tools maintained by CIRCL





The tools we’re going to cover

● Lookyloo
○ https://lookyloo.circl.lu/capture
○ https://lookyloo-demo.yoyodyne-it.eu/index
○ https://github.com/Lookyloo 

● Monitoring with Lookyloo
○ https://monitoring-demo.yoyodyne-it.eu/
○ https://monitor.circl.lu/ 

● Lacus
○ https://lacus-demo.yoyodyne-it.eu/
○ https://github.com/ail-project/lacus

● Pandora
○ https://pandora-demo.yoyodyne-it.eu/submit
○ https://github.com/pandora-analysis 

https://lookyloo.circl.lu/capture
https://lookyloo-demo.yoyodyne-it.eu/index
https://github.com/Lookyloo
https://monitoring-demo.yoyodyne-it.eu/
https://monitor.circl.lu/
https://lacus-demo.yoyodyne-it.eu/
https://github.com/ail-project/lacus
https://pandora-demo.yoyodyne-it.eu/submit
https://github.com/pandora-analysis


Virgil

● The complete tool suite
● One stop shop for all the configuration

○ VT, URL Scan, MISP(s), malware bazaar
○ Setup proxies for Lookyloo

● Easy install, update, start, stop 
● Install on one or more machines

○ Uses Letsencrypt for TLS
○ Connect all the tools

● Properly installed in the filesystem
○ Easy to debug (not docker)

● Ansible playbooks
○ https://github.com/Yoyodyne-IT/Virgil

https://github.com/Yoyodyne-IT/Virgil


Lookyloo

● Easy capture page to pass all the settings for the capture
○ https://lookyloo-demo.yoyodyne-it.eu/capture

● Can take an HTML file, or a list of URLs
● Pull or import from another instance

○ https://lookyloo-demo.yoyodyne-it.eu/submit_capture 
● Simple examples:

○ https://lookyloo-demo.yoyodyne-it.eu/tree/164cf39d-8503-4e60-8fcb-4897bd3bf3dc (circl)
○ https://lookyloo-demo.yoyodyne-it.eu/tree/5fe62312-b3d6-477a-bddd-3616d357d121 (hack.lu)
○ https://lookyloo-demo.yoyodyne-it.eu/tree/95df8d80-7582-40c4-81d8-1d00a25ba50c (google)
○ http://127.0.0.1:5100/tree/8a42684e-387a-4696-bc11-fd3a38df2134 demo phishing 
○ https://lookyloo.circl.lu/tree/93ed967e-1e17-484e-9832-11d7057594d8 in the wild

● File sample
○ https://lookyloo-demo.yoyodyne-it.eu/tree/b068a584-8da3-4677-9a2f-8852b25e90d3 

https://lookyloo-demo.yoyodyne-it.eu/capture
https://lookyloo-demo.yoyodyne-it.eu/submit_capture
https://lookyloo-demo.yoyodyne-it.eu/tree/164cf39d-8503-4e60-8fcb-4897bd3bf3dc
https://lookyloo-demo.yoyodyne-it.eu/tree/5fe62312-b3d6-477a-bddd-3616d357d121
https://lookyloo-demo.yoyodyne-it.eu/tree/95df8d80-7582-40c4-81d8-1d00a25ba50c
http://127.0.0.1:5100/tree/8a42684e-387a-4696-bc11-fd3a38df2134
https://lookyloo.circl.lu/tree/93ed967e-1e17-484e-9832-11d7057594d8
https://lookyloo-demo.yoyodyne-it.eu/tree/b068a584-8da3-4677-9a2f-8852b25e90d3


Lookyloo

● What is the tree
● Statistics
● Storage state

○ Cookies
○ Local storage
○ Indexed DB

● Screenshot & favicon(s)
● Downloads

○ https://lookyloo.circl.lu/tree/6e6a034a-a1bf-4991-b8e1-8c20cb096b4d 
● What are the hostnodes popups

https://lookyloo.circl.lu/tree/6e6a034a-a1bf-4991-b8e1-8c20cb096b4d


● https://lookyloo.circl.lu/tree/a1166548-40d6-4dc0-8e7a-58c978c37c10 (lux 
gov) 

● https://lookyloo.circl.lu/tree/c7eb3820-4a9a-476f-a4bf-1a3ec43181e5 
(cactus.lu) 

● https://lookyloo.circl.lu/tree/f4876c44-8a65-4ca5-8c6e-23e9ed3540b3 (big 
media)

https://lookyloo.circl.lu/tree/a1166548-40d6-4dc0-8e7a-58c978c37c10
https://lookyloo.circl.lu/tree/c7eb3820-4a9a-476f-a4bf-1a3ec43181e5
https://lookyloo.circl.lu/tree/f4876c44-8a65-4ca5-8c6e-23e9ed3540b3


Lookyloo

● Menus for pivoting to captures
○ Indexes on ressources, IPs, Hostnames, Favicons
○ Fuzzy hash on the content of the page (DomHash)
○ Passive DNS
○ Hash lookup

● Subsequent captures
○ Keep state (storage)

● Push to another Lookyloo instance
● Categorization
● [Admin] 3rd party services (VT, Urlscan)
● [Admin] MISP integration (search, push)



Lookyloo

● Incidence response and reporting
● Uses whois to get contacts for IP, ASN, and domain
● Get Security TXT file if any
● Contact for IPFS URLs
● Submit to a ticketing system (RTIR)

● Example:
● https://lookyloo.circl.lu/tree/8246b282-19f1-4e2f-a529-c02fde957d03 

https://lookyloo.circl.lu/tree/8246b282-19f1-4e2f-a529-c02fde957d03


Capture instrumentation 

1. Capture headless by default
2. Tries to act like a normal user (in this order)

2.1. [On Demand] tries to bypass GDPR overlay
2.2. Moves mouse on the page
2.3. Hit keyboard
2.4. Jump to fragment on page is any (#<id>)
2.5. Attempts to move time forward to trigger JS on a timer
2.6. Random waits
2.7. Waits for network idle (500ms without traffic)

3. Instrumentation
3.1. https://github.com/Lookyloo/PlaywrightCapture/blob/main/playwrightcapture/capture.py#L805 

https://github.com/Lookyloo/PlaywrightCapture/blob/main/playwrightcapture/capture.py#L805


Headfull capture

● Sometimes want/need to interact with a page
○ https://lookyloo.circl.lu/tree/d580503d-deba-4707-be92-79c14321fe71 

● Only possible on a machine with a graphical interface
○ http://127.0.0.1:5100/
○ http://127.0.0.1:5100/tree/db389f5b-6d78-4b59-8fda-1e319be93dd8 

● Once captured, push to remote instance
○ https://lookyloo.circl.lu//tree/db389f5b-6d78-4b59-8fda-1e319be93dd8 

https://lookyloo.circl.lu/tree/d580503d-deba-4707-be92-79c14321fe71
http://127.0.0.1:5100/
http://127.0.0.1:5100/tree/db389f5b-6d78-4b59-8fda-1e319be93dd8
https://lookyloo.circl.lu//tree/db389f5b-6d78-4b59-8fda-1e319be93dd8


Recent examples to investigate

● https://lookyloo.circl.lu/tree/d8cb57fd-de99-4255-abc4-c7e4313144a0 (luxtrust)
● https://lookyloo.circl.lu/tree/c46fe162-1947-412e-8a4a-514ce889ab73 (karaté?)
● https://lookyloo.circl.lu/tree/40b3c811-7ad3-4700-8841-ad4004ab9aee (microsoft)
● https://lookyloo.circl.lu/tree/e561855f-4491-45ad-a780-0fea4e2a5c99 (guichet)
● https://lookyloo.circl.lu/tree/3d5770f8-2a95-461b-8862-a7b701b3367d no.
● https://lookyloo.circl.lu/tree/af856a2c-5dd1-4f29-95b8-eff34368ca4e (lazy)
● https://lookyloo.circl.lu/tree/fcdb06dc-7031-4a35-a035-6e5b791cc7be phish, heavy
● https://lookyloo.circl.lu/tree/27e42f06-9383-439c-b51a-3876f963822b amex
● https://lookyloo.circl.lu/tree/621dc34f-125a-482a-a1ed-9302f502d7e1 paypal

https://lookyloo.circl.lu/tree/d8cb57fd-de99-4255-abc4-c7e4313144a0
https://lookyloo.circl.lu/tree/c46fe162-1947-412e-8a4a-514ce889ab73
https://lookyloo.circl.lu/tree/40b3c811-7ad3-4700-8841-ad4004ab9aee
https://lookyloo.circl.lu/tree/e561855f-4491-45ad-a780-0fea4e2a5c99
https://lookyloo.circl.lu/tree/3d5770f8-2a95-461b-8862-a7b701b3367d
https://lookyloo.circl.lu/tree/af856a2c-5dd1-4f29-95b8-eff34368ca4e
https://lookyloo.circl.lu/tree/fcdb06dc-7031-4a35-a035-6e5b791cc7be
https://lookyloo.circl.lu/tree/27e42f06-9383-439c-b51a-3876f963822b
https://lookyloo.circl.lu/tree/621dc34f-125a-482a-a1ed-9302f502d7e1


Audience participation segment!

What do you want to see?

Discuss! 



URL Monitoring (WiP)

● Unexpected changes on a legitimate site
○ Defacement

● New domain renders something
○ New domain used for phishing months after registration

● Email notification
● Comparing captures is difficult

○ Network (IPs) & redirects to a landing page
○ Changes on landing page
○ Big websites with ads networks are extremely problematic

● https://lookyloo-demo.yoyodyne-it.eu/tree/754ab511-886c-42c5-826d-2456bd408c68 

https://lookyloo-demo.yoyodyne-it.eu/tree/754ab511-886c-42c5-826d-2456bd408c68


● Standalone capturing interface
● In memory, no long term storage
● API only, only website is the documentation

○ https://lacus-demo.yoyodyne-it.eu/ 
● Usage

○ Submit capture with settings
○ Check regularly if it’s done (~30s)
○ Get the result

https://lacus-demo.yoyodyne-it.eu/


Lacus

● Result of a capture
○ Screenshot
○ Rendered HTML (!= the response of the GET request)
○ Storage (cookies, local storage, indexed DB)
○ URL in the browser bar
○ Favicon(s)
○ Runtime
○ Downloaded file(s)
○ HTTP Archive (HAR)



Sample script with PyLacus
from pylacus import PyLacus

client = PyLacus(root_url="https://lacus-demo.yoyodyne-it.eu/")

uuid = client.enqueue(url="https://google.fr")

status = client.get_capture_status(uuid)

# -1:  unknown

# 0: queued (not started)

# 1: done

# 2: capture started

—

# When status == 1 

r = client.get_capture(uuid)



Captures & Proxies

● Support for wireguard proxies via wireproxy
○ https://github.com/whyvl/wireproxy

● Can use ProtonVPN to exit from anywhere 
○ They offer wireguard configs
○ The proxies must be pre-configured in Lacus

● Automatic update of the IP addresses in the HAR
○ Only for Socks5 proxies

● Example:
○ uuid = client.enqueue(url="https://google.fr", proxy=”US”)
○ r = client.get_capture(uuid)
○ r['last_redirected_url']

■ https://www.google.com/?zx=1751807845231&no_sw_cr=1 

https://github.com/whyvl/wireproxy
https://google.fr


● Initial goal 
○ People receive attachments via email
○ Stop submitting people’s passports on Virus Total
○ Do not require the help desk to check manually every attachment

● View the content of a file
● Let people do their work
● Share link to analysis
● Submit to help desk

○ https://pandora-demo.yoyodyne-it.eu/submit 

● Lots of false positives and negatives

https://pandora-demo.yoyodyne-it.eu/submit


Pandora

● Can listen on an IMAP mailbox for forwarded emails
● Extracts archives
● Can create new modules for specific usecases
● Supports custom Yara rules
● Extract observables (email, hashes, URLs)

○ URLs can be submitted to lookyloo
● HTML doc -> Submit to Lookyloo
● Downloaded files in Lookyloo -> Submit to Pandora



Virgil

● Deploys Lacus, Lookyloo, Pandora
● On one or more machine

○ The relevant config files are setup as they should be
○ Requires domains so we can use letsencrypt

● Lets you configure the modules with the right API keys if needed
○ VT, malware bazaar, urlscan, urlhaus, hybridanalysis, joesandbox, mwdb
○ Setup the proxies for Lookyloo / Lacus

● Easy update for all the tools at once
○ One command to rule them all



● AIL (Lacus)
○ Workshop on Thursday the 17th

● Assembly line (Lacus & lookyloo) - Work in progress
○ https://github.com/Government-of-Yukon-IT-Security/assemblyline-service-lookyloo
○ https://github.com/Government-of-Yukon-IT-Security/assemblyline-service-lacus 

● OpenRelik (Lacus, Lookyloo?)
○ Not started yet, hopefully by the end of the year
○ https://github.com/openrelik 

Integrations

https://github.com/Government-of-Yukon-IT-Security/assemblyline-service-lookyloo
https://github.com/Government-of-Yukon-IT-Security/assemblyline-service-lacus
https://github.com/openrelik


Python modules for integration

● PyLacus
○ https://pypi.org/project/pylacus/ 

● PyLookyloo 
○ https://pypi.org/project/pylookyloo/ 

● PyLookylooMonitoring
○ https://pypi.org/project/pylookyloomonitoring/ 

● PyPandora
○ https://pypi.org/project/pypandora/ 

● PySecurityTXT
○ https://pypi.org/project/pysecuritytxt/ 

https://pypi.org/project/pylacus/
https://pypi.org/project/pylookyloo/
https://pypi.org/project/pylookyloomonitoring/
https://pypi.org/project/pypandora/
https://pypi.org/project/pysecuritytxt/


Usecases and examples



Phishing and scams

● The leanest websites you’ll see today
● Use interesting techniques to block the analysts

○ Or just use Cloudflare, they’re the phishers best friends.
● Sometimes hard to reproduce a capture



Navy Federal Credit Union
https://lookyloo.circl.lu/tree/260406eb-1219-4379-a80d-3f3bad2bd683

https://lookyloo.circl.lu/tree/260406eb-1219-4379-a80d-3f3bad2bd683


Bank of America
https://lookyloo.circl.lu/tree/b500a676-ac38-4737-93bd-b03c83e5a89e

https://lookyloo.circl.lu/tree/b500a676-ac38-4737-93bd-b03c83e5a89e


Credit Agricole
https://lookyloo.circl.lu/tree/91015905-fdc9-456f-a4d4-6fc5d5e7ff61

https://lookyloo.circl.lu/tree/91015905-fdc9-456f-a4d4-6fc5d5e7ff61


Tracking on legitimate websites

● GDPR is actually doing good things
● Everything is so much worse outside Europe
● It is still very bad
● Use an adblocker.



What is My IP Address - GDPR & no click
https://lookyloo.circl.lu/tree/e85d939a-e25b-480e-94e2-3cd72794bb18

https://lookyloo.circl.lu/tree/e85d939a-e25b-480e-94e2-3cd72794bb18


What is My IP Address - GDPR & Click
https://lookyloo.circl.lu/tree/e67f2969-0a04-4ad6-94ca-7ffb1bf9f99b

https://lookyloo.circl.lu/tree/e67f2969-0a04-4ad6-94ca-7ffb1bf9f99b


What is My IP Address - No GDPR
https://lookyloo.circl.lu/tree/fb750aa2-79b2-4f0d-af50-de27ff283796

https://lookyloo.circl.lu/tree/fb750aa2-79b2-4f0d-af50-de27ff283796


https://lookyloo.circl.lu/tree/06d8eadd-e19e-4d3b-8e27-f1846
de55b23

https://lookyloo.circl.lu/tree/06d8eadd-e19e-4d3b-8e27-f1846de55b23
https://lookyloo.circl.lu/tree/06d8eadd-e19e-4d3b-8e27-f1846de55b23


POST to https://pbs-eu-central.ay.delivery/cookie_sync



Response to POST 





User data



Browser data



POST -> https://pbs-eu-central.ay.delivery/openrtb2/auction



Response to bid





WAT

● Crypto?
● Crypto scam?
● AI slop?
● AI slop crypto scam?



https://lookyloo.circl.lu/tree/5ddd3718-6d85-470c-b9f0-a9ef43a41dad 

https://lookyloo.circl.lu/tree/5ddd3718-6d85-470c-b9f0-a9ef43a41dad


https://lookyloo.circl.lu/body_hashes/597dd1ea582622aa1e30366c988851df60ab9b1372c5
5a4850312f05a656baa44ab0b458614de66a5c261ffe220d13f948d724a203079d3f0ef3f3a5
6c47120d?from_popup=True 

https://lookyloo.circl.lu/body_hashes/597dd1ea582622aa1e30366c988851df60ab9b1372c55a4850312f05a656baa44ab0b458614de66a5c261ffe220d13f948d724a203079d3f0ef3f3a56c47120d?from_popup=True
https://lookyloo.circl.lu/body_hashes/597dd1ea582622aa1e30366c988851df60ab9b1372c55a4850312f05a656baa44ab0b458614de66a5c261ffe220d13f948d724a203079d3f0ef3f3a56c47120d?from_popup=True
https://lookyloo.circl.lu/body_hashes/597dd1ea582622aa1e30366c988851df60ab9b1372c55a4850312f05a656baa44ab0b458614de66a5c261ffe220d13f948d724a203079d3f0ef3f3a56c47120d?from_popup=True


https://lookyloo.circl.lu/tree/e4b35086-cadd-4e3c-903f-9d7993a08a82

https://lookyloo.circl.lu/tree/9286ffba-bfd0-4175-809c-378ba7cb01f5

https://lookyloo.circl.lu/tree/473107ed-085e-410b-8a77-ed285b6a5f36 - Swiftcoin ?!

https://lookyloo.circl.lu/tree/e4b35086-cadd-4e3c-903f-9d7993a08a82
https://lookyloo.circl.lu/tree/9286ffba-bfd0-4175-809c-378ba7cb01f5
https://lookyloo.circl.lu/tree/473107ed-085e-410b-8a77-ed285b6a5f36


https://lookyloo.circl.lu/tree/9d968095-3eaa-4b97-
94d0-ef166a96ffbe

https://trojan-trading.pages.dev/

https://lookyloo.circl.lu/tree/9d968095-3eaa-4b97-94d0-ef166a96ffbe
https://lookyloo.circl.lu/tree/9d968095-3eaa-4b97-94d0-ef166a96ffbe


https://lookyloo.circl.lu/tree/c8f43dfe-ea18-47bd-8e5c-a0feadeae4d3

littlepepe.com 

https://lookyloo.circl.lu/tree/c8f43dfe-ea18-47bd-8e5c-a0feadeae4d3


https://lookyloo.circl.lu/tree/38aab6c8-0fd3-48f9-a7c3-6cbe0286c4b0

www.lilxpepe.lol 

https://lookyloo.circl.lu/tree/38aab6c8-0fd3-48f9-a7c3-6cbe0286c4b0


https://lookyloo.circl.lu/tree/76daa149-056a-4b80-bb94-778320117a33

https://lookyloo.circl.lu/tree/76daa149-056a-4b80-bb94-778320117a33


https://lookyloo.circl.lu/tree/089c6909-57f8-4d89-a96c-b8f06b93922d

https://lookyloo.circl.lu/tree/089c6909-57f8-4d89-a96c-b8f06b93922d


Demo interfaces 

● https://lookyloo.circl.lu
● https://pandora.circl.lu/
● https://phishtankapi.circl.lu/
● https://monitor.circl.lu/

https://lookyloo.circl.lu
https://pandora.circl.lu/submit
https://phishtankapi.circl.lu/
https://monitor.circl.lu/




Contact

● raphael@yoyodyne-it.eu
● info@circl.lu
● Twitter: @rafi0t
● Mastodon: @rafi0t@social.yoyodyne-it.eu
● Github: https://github.com/rafiot

mailto:raphael@yoyodyne-it.eu
mailto:info@circl.lu
https://github.com/rafiot

