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What is Yoyodyne IT

e Based in Bordeaux

e Building tools to help people make informed decisions
o Human brain-based intelligence is still our best bet
o Opensource or GTFO
o lIsit good internet stuff... or bad internet stuff?
e Infosec trainings
o Mostly to at-risk communities, journalists

e The tools are co-developped with Quinn Norton




(If you know, you know, if you don't, it doesn’t matter)

.\ Why is there a watermelon there?

'l teIlI you later.
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The tools we're going to cover

e Lookyloo
o https://lookyloo.circl.lu/capture
o https://lookyloo-demo.yoyodyne-it.eu/index
o https://github.com/Lookyloo
e Monitoring with Lookyloo
o https://monitoring-demo.yoyodyne-it.eu/
o https://monitor.circl.lu/
e Lacus
o https://lacus-demo.yoyodyne-it.eu/
o https://aithub.com/ail-project/lacus
e Pandora

o https://pandora-demo.yoyodyne-it.eu/submit
o https://github.com/pandora-analysis



https://lookyloo.circl.lu/capture
https://lookyloo-demo.yoyodyne-it.eu/index
https://github.com/Lookyloo
https://monitoring-demo.yoyodyne-it.eu/
https://monitor.circl.lu/
https://lacus-demo.yoyodyne-it.eu/
https://github.com/ail-project/lacus
https://pandora-demo.yoyodyne-it.eu/submit
https://github.com/pandora-analysis

Virgil

The complete tool suite

e One stop shop for all the configuration
o VT, URL Scan, MISP(s), malware bazaar
o  Setup proxies for Lookyloo
Easy install, update, start, stop

e Install on one or more machines
o Uses Letsencrypt for TLS
o Connect all the tools
e Properly installed in the filesystem
o Easy to debug (not docker)
e Ansible playbooks
o https://github.com/Yoyodyne-IT/Virqil



https://github.com/Yoyodyne-IT/Virgil
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Easy capture page to pass all the settings for the capture
o https://lookyloo-demo.yoyodyne-it.eu/capture

Can take an HTML file, or a list of URLs

Pull or import from another instance
o https://lookyloo-demo.voyodyne-it.eu/submit _capture

Simple examples:
o https://lookyloo-demo.yoyodyne-it.eu/tree/164cf39d-8503-4e60-8fcb-4897bd3bf3dc (circl)
o https://lookyloo-demo.yoyodyne-it.eu/tree/5fe62312-b3d6-477a-bddd-3616d357d121 (hack.lu)
o https://lookyloo-demo.yoyodyne-it.eu/tree/95df8d80-7582-40c4-81d8-1d00a25ba50c (google)
o http://127.0.0.1:5100/tree/8a42684e-387a-4696-bc11-fd3a38df2134 demo phishing
o https://lookyloo.circl.lu/tree/93ed967e-1e17-484e-9832-11d7057594d8 in the wild

File sample
o https://lookyloo-demo.yoyodyne-it.eu/tree/b068a584-8da3-4677-9a2{-8852b25e90d3
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Lookyloo

e \What is the tree

e Statistics

e Storage state
o Cookies
o Local storage
o Indexed DB

e Screenshot & favicon(s)
e Downloads

o https://lookyloo.circl.lu/tree/6e6a034a-a1bf-4991-b8e1-8c20cb096b4d
e What are the hostnodes popups



https://lookyloo.circl.lu/tree/6e6a034a-a1bf-4991-b8e1-8c20cb096b4d

https://lookyloo.circl.lu/tree/a1166548-40d6-4dc0-8e/7a-58¢c978c37c10 (lux

gov)
https://lookyloo.circl.lu/tree/c7eb3820-4a9a-476f-a4bf-1a3ec43181e5
(cactus.lu)
https://lookyloo.circl.lu/tree/f4876c44-8a65-4cas-8c6e-23e9ed3540b3 (big

media)



https://lookyloo.circl.lu/tree/a1166548-40d6-4dc0-8e7a-58c978c37c10
https://lookyloo.circl.lu/tree/c7eb3820-4a9a-476f-a4bf-1a3ec43181e5
https://lookyloo.circl.lu/tree/f4876c44-8a65-4ca5-8c6e-23e9ed3540b3

Lookyloo

Menus for pivoting to captures
o Indexes on ressources, |IPs, Hostnames, Favicons
o Fuzzy hash on the content of the page (DomHash)
o Passive DNS
o Hash lookup

Subsequent captures
o Keep state (storage)

Push to another Lookyloo instance
Categorization

[Admin] 3rd party services (VT, Urlscan)
[Admin] MISP integration (search, push)



Lookyloo

Incidence response and reporting

Uses whois to get contacts for IP, ASN, and domain
Get Security TXT file if any

Contact for IPFS URLs

Submit to a ticketing system (RTIR)

e Example:
e https://lookyloo.circl.lu/tree/8246b282-19f1-4e2f-a529-c02fde957d03



https://lookyloo.circl.lu/tree/8246b282-19f1-4e2f-a529-c02fde957d03

Capture instrumentation

1. Capture headless by default

2. Tries to act like a normal user (in this order)
2.1. [On Demand] tries to bypass GDPR overlay
2.2. Moves mouse on the page
2.3. Hit keyboard
2.4. Jump to fragment on page is any (#<id>)
2.5. Attempts to move time forward to trigger JS on a timer
2.6. Random waits
2.7. Waits for network idle (600ms without traffic)

3. Instrumentation
3.1. https://github.com/Lookyloo/PlaywrightCapture/blob/main/playwrightcapture/capture.py#L805



https://github.com/Lookyloo/PlaywrightCapture/blob/main/playwrightcapture/capture.py#L805

Headfull capture

e Sometimes want/need to interact with a page

o https://lookyloo.circl.lu/tree/d580503d-deba-4707-be92-79c14321fe71
e Only possible on a machine with a graphical interface

o  http://127.0.0.1:5100/

o  http://127.0.0.1:5100/tree/db389f5b-6d78-4b59-8fda-1e319be93dd8
e Once captured, push to remote instance

o https://lookyloo.circl.lu//tree/db389f5b-6d78-4b59-8fda-1e319be93dd8

Capture Configuration

Allow tracking: We'll attempt to click on the button allowing the website captured to violate your privacy.
Enable JavaScript: If disabled, the browser will not run any JavaScript when rendering the page.

Use headless browser: If disabled, the browser will be launched headed and you can interact with the page for some time.



https://lookyloo.circl.lu/tree/d580503d-deba-4707-be92-79c14321fe71
http://127.0.0.1:5100/
http://127.0.0.1:5100/tree/db389f5b-6d78-4b59-8fda-1e319be93dd8
https://lookyloo.circl.lu//tree/db389f5b-6d78-4b59-8fda-1e319be93dd8

Recent examples to investigate

https://lookyloo.circl.lu/tree/d8cb57fd-de99-4255-abc4-c7e4313144a0 (luxtrust)
https://lookyloo.circl.lu/tree/c46fe162-1947-412e-8ad4a-514ce889ab73 (karaté?)
https://lookyloo.circl.lu/tree/40b3c811-7ad3-4700-8841-ad4004ab9aee (microsoft)
https://lookyloo.circl.lu/tree/e561855f-4491-45ad-a780-0feade2a5c99 (guichet)
https://lookyloo.circl.lu/tree/3d5770f8-2a95-461b-8862-a7b701b3367d no.
https://lookyloo.circl.lu/tree/af856a2c-5dd 1-4f29-95b8-eff34368cade (lazy)
https://lookyloo.circl.lu/tree/fcdb06dc-7031-4a35-a035-6e5b791cc7be phish, heavy
https://lookyloo.circl.lu/tree/27e42f06-9383-439¢c-b51a-38761963822b amex
https://lookyloo.circl.lu/tree/621dc34f-125a-482a-a1ed-9302f502d7e1 paypal



https://lookyloo.circl.lu/tree/d8cb57fd-de99-4255-abc4-c7e4313144a0
https://lookyloo.circl.lu/tree/c46fe162-1947-412e-8a4a-514ce889ab73
https://lookyloo.circl.lu/tree/40b3c811-7ad3-4700-8841-ad4004ab9aee
https://lookyloo.circl.lu/tree/e561855f-4491-45ad-a780-0fea4e2a5c99
https://lookyloo.circl.lu/tree/3d5770f8-2a95-461b-8862-a7b701b3367d
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Audience participation segment!

What do you want to see?

Discuss!

-

TALK AMONGST .
“¥YOURSELVES




URL Monitoring (WiP)

e Unexpected changes on a legitimate site
o Defacement

e New domain renders something
o New domain used for phishing months after registration

e Email notification

e Comparing captures is difficult
o Network (IPs) & redirects to a landing page
o Changes on landing page
o Big websites with ads networks are extremely problematic

e https://lookyloo-demo.yoyodyne-it.eu/tree/754ab511-886c-42c5-826d-2456bd408c68



https://lookyloo-demo.yoyodyne-it.eu/tree/754ab511-886c-42c5-826d-2456bd408c68

&) LACUS

e Standalone capturing interface

e In memory, no long term storage

e API only, only website is the documentation
o https://lacus-demo.yoyodyne-it.eu/

e Usage
o  Submit capture with settings

o Check regularly if it's done (~30s)
o Get the result



https://lacus-demo.yoyodyne-it.eu/

Lacus

e Result of a capture

Downloaded file(s)
HTTP Archive (HAR)

o Screenshot

o Rendered HTML (!= the response of the GET request)
o Storage (cookies, local storage, indexed DB)

o URL in the browser bar

o Favicon(s)

o Runtime

O

O



Sample script with PyLacus

from pylacus import Pylacus

client = Pylacus(root_url="https://lacus-demo.yoyodyne-it.eu/")
uuid = client.enqueue(url="https://google.fr")

status = client.get_capture_status(uuid)

# -1: unknown

# 0: queued (not started)

# 1: done

# 2: capture started

# When status == 1

r = client.get_capture(uuid)



Captures & Proxies

e Support for wireguard proxies via wireproxy
o hitps://github.com/whyvl/wireproxy

e Can use ProtonVPN to exit from anywhere
o They offer wireguard configs
o The proxies must be pre-configured in Lacus
e Automatic update of the IP addresses in the HAR

o  Only for Socks5 proxies

e Example:
o uuid = client.enqueue(url="https://google.fr", proxy="US")
o r = client.get_capture(uuid)
o r['last_redirected_url']
m https://www.google.com/?zx=1751807845231&no_sw_cr=1



https://github.com/whyvl/wireproxy
https://google.fr

pandora

Initial goal
o People receive attachments via email
o  Stop submitting people’s passports on Virus Total
o Do not require the help desk to check manually every attachment

View the content of a file
Let people do their work
Share link to analysis
Submit to help desk
o https://pandora-demo.yoyodyne-it.eu/submit

Lots of false positives and negatives


https://pandora-demo.yoyodyne-it.eu/submit

Pandora

Can listen on an IMAP mailbox for forwarded emails
Extracts archives

Can create new modules for specific usecases
Supports custom Yara rules

Extract observables (email, hashes, URLSs)
o URLs can be submitted to lookyloo

HTML doc -> Submit to Lookyloo
Downloaded files in Lookyloo -> Submit to Pandora



Virgil

e Deploys Lacus, Lookyloo, Pandora

e On one or more machine
o The relevant config files are setup as they should be
o Requires domains so we can use letsencrypt
e Lets you configure the modules with the right API keys if needed
o VT, malware bazaar, urlscan, urlhaus, hybridanalysis, joesandbox, mwdb
o  Setup the proxies for Lookyloo / Lacus
e Easy update for all the tools at once
o  One command to rule them all



Integrations

e AlL (Lacus)
o  Workshop on Thursday the 17th
e Assembly line (Lacus & lookyloo) - Work in progress
o https://github.com/Government-of-Yukon-IT-Security/assemblyline-service-lookyloo
o https://qithub.com/Government-of-Yukon-IT-Security/assemblyline-service-lacus
e OpenRelik (Lacus, Lookyloo?)
o Not started yet, hopefully by the end of the year
o https://qithub.com/openrelik



https://github.com/Government-of-Yukon-IT-Security/assemblyline-service-lookyloo
https://github.com/Government-of-Yukon-IT-Security/assemblyline-service-lacus
https://github.com/openrelik

Python modules for integration

e PylLacus
o https://pypi.org/project/pylacus/
e PylLookyloo
o https://pypi.org/project/pylookyloo/
e PyLookylooMonitoring
o https://pypi.org/project/pylookyloomonitoring/
e PyPandora

o https://pypi.org/project/pypandora/

e PySecurityTXT

o https://pypi.ora/project/pysecuritytxt/



https://pypi.org/project/pylacus/
https://pypi.org/project/pylookyloo/
https://pypi.org/project/pylookyloomonitoring/
https://pypi.org/project/pypandora/
https://pypi.org/project/pysecuritytxt/

Usecases and examples



Phishing and scams

e The leanest websites you’ll see today

e Use interesting techniques to block the analysts
o Orjust use Cloudflare, they’re the phishers best friends.

e Sometimes hard to reproduce a capture



Not a Navy Federal member?

Join now and enjoy the support and i
great service of a credit union that
puts your needs first.

Navy Federal Credit Union
https://lookyloo.circl.lu/tree/260406eb-1219-4379-a80d-3f3bad2bd683



https://lookyloo.circl.lu/tree/260406eb-1219-4379-a80d-3f3bad2bd683

BANK OF AMERICA,’/ LOg In ﬁSecureArea i En espafiol

Log In to Online Banking

User ID Stay connected with our app Login help

Forgot ID/Password?

("] Save this User ID @
Problem logging in?

Secure, convenient

- banking anytime
//// Eant Not using Online Banking?

BANK OF AMERICA Get the app
Enroll now

Learn more about Online Banking

Password

Forgot your Password?

@i Log In

Service Agreement

m Secure area
Privacy | Security | Your Privacy Choices

Bank of America, N.A. Member FDIC. Equal Housing Lender =y
A®© 2024 Bank of America Corporation.

Bank of America
https://lookyloo.circl.lu/tree/b500a676-ac38-4737-93bd-b03c83e5a89e



https://lookyloo.circl.lu/tree/b500a676-ac38-4737-93bd-b03c83e5a89e
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a COMPTES & CARTES EPARGNE ASSURANCES CREDITS SIMULATION & DEVIS NOS CONSEILS V' Q = ,o\ Me connecter
— Contact

veEwicE
DE VOTRE CAISSE
REGIONALE

Trouvez une caisse régionale en saisissant un
département

Exemple 75 pour Paris

E 4 4 \ y Ou
s 3 - )

ol . L- ch isse régional
Téléchargez I'application Ma Banque Il bt L

Chacun d’entre vous gere différemment ses besoins
bancaires.

Seul ou accompagné, au Crédit Agricole, vous aurez : RECHERCHER UNE CAISSE
toujours le choix entre vous adresser a un conseiller ou REGIONALE
utiliser I'application Ma Banque.

Voir tous les sites des Caisses régionales.

DECOUVREZ LES GRANDES FONCTIONNALITES

Avez-vous besoin
d'aide ?

Credit Agricole
https://lookyloo.circl.lu/tree/91015905-fdc9-456f-a4d4-6fc5d5e7ff61



https://lookyloo.circl.lu/tree/91015905-fdc9-456f-a4d4-6fc5d5e7ff61

Tracking on legitimate websites

GDPR is actually doing good things
Everything is so much worse outside Europe
It is still very bad

Use an adblocker.



My IP Address is:

IPv4: 2 146.70.194.67

IPv6: ? Not detected

My IP Information:

ISP: M247 Europe SRL
Services:

City: Paris

Region: lle-de-France
Country. France

Looks like you're using a VPN!

& RATE YOUR VPN

What is My IP Address - GDPR & no click

https://lookyloo.circl.lu/tree/e85d939a-e25b-480e-94e2-3cd72794bb18

g

fn = = L
= == =

ON @ 9 2, SIS PCWord o
Click for more details about 146.70.194.67

VIS

ILE-DE-FRANCE

Location not accurate?



https://lookyloo.circl.lu/tree/e85d939a-e25b-480e-94e2-3cd72794bb18

My IP Address is:

IPv4: 2 146.70.194.67

IPv6: ?» Not detected

My IP Information:

ISP: M247 Europe SRL
Services: N

City: Paris

Region lle-de-France

Country: France

Looks like you're using a VPN!

RATE YOUR VPN

What is My IP Address - GDPR & Click
https://lookyloo.circl.lu/tree/e67f2969-0a04-4ad6-94ca-7ffb1bfofo9b

Rouen
.
Click for more details about 146.70.194.67

vis

ILE-DE-FRANCE

Location not accurate?



https://lookyloo.circl.lu/tree/e67f2969-0a04-4ad6-94ca-7ffb1bf9f99b

My IP Address is:

IPv4: 2 89.45.4.5

IPv6: 2 Not detected

My IP Information:

ISP: M247 Europe SRL
Services: |

City: Los Angeles
Region: California
Country: United States

Looks like you're using a VPN!

& RATE YOUR VPN

What is My IP Address - No GDPR
https://lookyloo.circl.lu/tree/fb750aa2-79b2-4f0d-af50-de27{f283796

Lancaster

SantaBart Cjick for more details about 89.45.4.5

Los vﬂes San Bemardi

Long peach

Oceanside

© OpenMapTiles | OpenStrectMap

Location not accurate?



https://lookyloo.circl.lu/tree/fb750aa2-79b2-4f0d-af50-de27ff283796
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‘Obenez fexclusivité 1 Abonnez-vous
gratultement pour étre sire de
recevoir nos exclus people en avant-

Vincent Shogun et sa
compagne ont choisi de
préserver lavie privée de
leur fils de presque un an en
refusant de dévoiler son
visage sur les réseaux
sociawx Sur Instagram, le
‘couple explique son choix.

» Sommaire

COUVERTURE COMPLETE SUR

VINCENT (LES CH'TIS)

Cest aujourd hui yn homme
transformé. Personnage
extrémement volubile lorsquil a
participé i la premiére saison des
“Ch'tis” sur W9, Vincent Shogun a
vu sa vie changer en lespace de
quelques années. En effet, suite i
cette expérience, le jeune homme
ansa participé i une
‘multitude de téléréalités : Les
Princes de l'amour’, "Les Anges”, "La
Villa des ceeurs brisés” ou encore
“La bataille des couples” Coté caeur,
Tex d'Hillary, de Milla, de Barbara,
de Jelena ou encore de Virginie a eu
du mal a trouver chaussure & son
pied.

https://lookyloo.circl.lu/tree/06d8eadd-e19e-4d3b-8e27-f1846
de55b23

Qui plus est, e Nordiste a di faire
face & ses démons aprés avoir
consommé pendant longtemps des.
substances ites. Heureusement,
lavie de Vincent Shogun a
radicalement changé et ce depuis
que e dernier a croisé la route de
Cléa. Fous amoureux, tous les deux

ont fini par se fiancer en
décembre 2023, Si la jeune femme
a toujours pas la bague au doigt, il
faut dire que les deux tourtereaux

nont pas eu le temps de sennuyer.

En effet, i lautomne, la star de la
téléréalité et sa belle sont devenues
les heureux parents d'un petit

gargon. Si dautres personnalités du

petit écran exposent voir
surexposent leurs enfants, ce nest
pas le choix quieux ont fait. Si
certains de leurs abonnés le
regrettent, eux assument.
Dailleurs, ce 27 juin, sur Instagram,
tous les deux ont présenté leurs
arguments.

Vincent Shogun (Les Ch'tis)

A LRE AUSS!

Vincent Marwa (| Vincent
recours  Brisés)h compagr
etlerést lacompe jours api

MENTIONNES DANS CET ARTICLE

Voir plus de
STARS.

La publication a été dévoilée sur e
compte de Célia. Cette derniére
raconte alors : *lly a quasiment un
an, nos vies ont changé i jamais.
Devenir parents, cest un
bouleversement quaucun livre,
aucun conseil ne prépare vraiment.
Ce niest pas toujours simple, ce
‘st pas toujours beau... mais cist
un amour immense, brut, qui nous
aappris d nous oublier pour luf.

Puis, Ia compagne de Ia star du
Nord ajoute :*On a choisi de le
protéger, de ne pas lexposer, de ne.
pas faire de lui un enfant vitrine
‘quion montre au monde. Il aura le
droit de choisir ce quil veut
partager, quand il sera pré.

Un choix tout & fait honorable et
st également pour cette raison
que le couple a été beaucoup moins
présent sur Internet. "Cette

@ compagne delsiardy
Nord ajoute :*On a choisi de e
protéger, de ne pas lexposer, de ne
pas faire de lui un enfant vitrine
quion montre au monde. Il aura le
droit de choisir ce quil veut
Ppartager, quand il sera prec.

Un choix tout & fait honorable et
Cest également pour cette raison
que le couple a été beaucoup moins
présent sur Internet. "Cette

du regard des autres’ a sjouté la
future mariée avant de remercier
‘ses abonnés. “Merci d ceux qui font

compris. Et merci surtout d toutes

fatiguées et follement amoureuses
en méme temps. Je vous vois Je

vous ressens. Et je vous remercie:*

Ecrit par Charlotte Arrigon

swscuee A 4 NewsLETTER



https://lookyloo.circl.lu/tree/06d8eadd-e19e-4d3b-8e27-f1846de55b23
https://lookyloo.circl.lu/tree/06d8eadd-e19e-4d3b-8e27-f1846de55b23
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The Dollar.
Upgraded

Dgtldll stablec cepted both o
n the real world.

Get USD1 now

It's still the US Dollar, but for a new
era

https://lookyloo.circl.lu/tree/5ddd3718-6d85-470c-b9f0-a9ef43a4 1dad
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Home » Posts

Trojan Trading Bot: Solana Profits Now

February 7, 2025 - 5 min - 985 words - Ricardo Sharpe

v Table of Contents

Is Trojan the Key to Solana Success? A Comprehensive Review

Trojan's Strengths: Speed, Simplicity, and Solana’s Dynamic Ecosystem

Trojan's Weaknesses: A Realistic Perspective
User Feedback: A Balanced Viewpoint

Understanding the Risks: Informed Decision-Making
The Verdict: A Powerful Tool, But Not Without Caveats
How to Minimize Transaction Failures with the Trojan Bot

o Trojan's Functionality: Strengths and Weaknesses

o Minimizing Transaction Failures: A Step-by-Step Guide
o Risk Assessment and Mitigation

Conclusion: Informed Trading Equals Enhanced Success

Solana Profits? Secret Trojan Bot Revealed.

Is Trojan the Key to Solana Success? A
Comprehensive Review

Solana's high-speed, high-risk environment demands sophisticated tools for traders. The
Trojan trading bot promises to deliver, boasting a staggering $1.9 billion in lifetime trading
volume and over 145,000 users. But does it live up to the hype? This review explores
Trojan's strengths, weaknesses, and the crucial considerations for maximizing its
potential, whether you're a seasoned trader or just starting out.
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whales are hiding in insider
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Jis own. Join the WEPE Token Your stakeable $WEPE=0 2
Army - frogs strong together!

[Connect walle

CHAPTER 1

‘ “CATCHING THE WHALES”

wePE was tired of legacy whales and
corrupt KOLs manipulating the little
guys, always bloating their wallets.

So he decided to catch them out and
flip the script

/B, WEPE Community: Choose rich together!

A1) WEPE Token Insights: Trade like a pro!
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CHAPTER 2

[ “THE RICH FROG MARCH”

| He assembled an ambitious group of like-
\ | 1inded traders and thirsty degens fo share
is big-brained calls. Together, theyd crush
the bull run...
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wall Street Pepe hates that

cabals, whales, and KOLs control
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Army and fight back together!
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$WEPE token is trading on Uniswap!
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