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VoIP ?? How it's work ?7?7?

» Signaling go to the VolP server

* Media go between two IP phones, without coming through the VolIP server

VolIP
servers
PSTN '
¥ ] *--n------n.nn--.--
Voice gateway
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Some Security problems

» Security hole on architecture

* Technical information recovery from IP phones

* Wiretapping

* Identity Spoofing

* Bypass Call restriction by abusing Voice Gateway

 Authentication cracking
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Some Security problems

» Security hole on Product

» Text messages Interception (Alcatel)

Voicemail Password Interception (Alcatel)

Forced Authorization Codes « FAC » Interception (Cisco)

« Ext. Mobility » features abuse “Denial of Service” (Cisco)

Remote Wiretapping with features abuse (Cisco)
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Discovery VolP products

Joffrey Czarny - jocz@.telindus.fr



Discovery VolIP devices

* VLAN discovery

 Voice vlan can be easily discovered

» Just grab information from CDP packet
» Use preferred sniffer tools (tcpdump, wireshark...)

» Use Voihopper

* Grab information from IP phone

* Manual attack

ENNEEERSBREE /0 1phopper
Interface not specified - Using first usable default device: ethd
Capturing CDP Packets on etho

Captured IEEE 802.3, CDP Packet of 125 bytes

Discovered VoIP VLAN: 200

Added VLAN 200 to Interface eth@

Attempting dhcp request for new interface eth0.200
dhecped: MAC address = 00:0f:1f:9f:3c:79

dhcpcd: your IP address = 10,100, 100.42

" HACK.LU
. 18-20 Dctober
Kirchberg- Luxembourg 13 November 2007 | slide 6
http: S fwww, hack. lu/
Belgacom ICT Hacklu07

¥ you e o participale
Call for Paper, Calll for Poater,
Lephmmig and ..




Grab technical information on IP Phones

L AF PRILI™SND
" Mawill
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Grab technical information on IP Phones

*
RSO I PRONE

-
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Discovery VolIP devices

* From a portscan result it's possible to identify VolP product/software.
Some default port on VoIP server:

 Signaling ports:
* TCP 2000 Skinny/SCCP
 TCP/UDP 5060 SIP
 UDP 4569 IAX

* UDP 5036 IAX2
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Discovery VolIP devices

* Some tools tried to identify SIP product by scanning SIP TCP/UDP port
and sends off various SIP requests awaiting responses from SIP enabled!

smap 0.4.1 <hscholz@raisdorf.net> http://waw.wormulon. net/

timeout

select: Success

NOTICE: STUN Binding Request failed, falling back to ioctl()

NOTICE: Could not obtain local port 5060. Scanning may be unreliable!
Host 10.100.100,195:5060: (ICMP OK) SIP enabled

Asterisk PEX (unknown version)

1 host scanned, 1 ICMP reachable, 1 SIP enabled
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Discovery VolIP devices

* Some tools tried to identify SIP product by scanning SIP TCP/UDP port
and sends off various SIP requests awaiting responses from SIP enabled!

hacklu#./svmap.py 10.180.180.8/24
| 5IP Device | User Agent |
16.100.100.34:50127 | Cisco-CP79408G/8.0
16.100.160.32:58374 | Cisco-CP7940G/8.0
16.100.100.33:49964 | Cisco-CP79408G/8.0
16.100.100.35:50226 | Cisco-CP79408G/8.0
10.100.100.195:5060 | Asterisk PBx

16.100.160.50:50438 | Cisco-CP79408G/8.0
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Discovery VolIP devices

* It's possible to brute force TFTP service to get some default configuration
files

 SEPDefault.xml
o SIPDefault.xml
e OS79XX.conf

* Ringlist.conf
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Discovery VolIP devices

* SIP extension Enumeration and auth checking

hacklu®E Sswvear.py 18.188&_1805 . 195

| Extension | Authentication |
| 281 | moauth 1
| 2683 | moauth |
| 262 | moauth 1
| 2685 | regawuvth |
| 2Ea | MmoasutTh |
| 286 | regawth |
| Fal | Fegauwth |
| IFB2 | reqgauthn |
| 383 | regauth |
| 3IBa | regauth 1
hackLis#. fiwcrach py -u3dl -r258-382 10.186.108.195
| Extension ord |
| 381 |
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Information within Signaling protocols

Joffrey Czarny - jocz@.telindus.fr



Information within signaling protocols

UA/NOE Alcatel signaling

SCCP Cisco signaling

* SIP

IAX/IAX2

H323

In Signaling protocols, it's possible to retrieve some interesting information:
* Clear text message
* PIN code for the voice Mall

» Code for restriction call
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Clear text messages in UA protocol (Alcatel)

7 Frame 358 (89 bytes on wire, 89 bytes captured)
@ Ethernet II, Sr¢: Alcatels_5d:el:01 (00:80:9f:5d:el:01), Dst: AT1-HSRP-routers_14 (00:00:0¢:07:ac:14)

- Internet Protocol, G R e e D e
@ User Datagram Protocol, Src Port: 32512 (32512), Dst Port: 32640 (32640)

Data (47 bytes)

0000 00 00 Oc 07 ac 14 00 B0 OF Sdel OL OB QO 45 bR ........ .]....E.

00L0 00 4b 5069 00 0040 11 aa 69 B 74 b3 Be dc 00 kP8, 1.T....

0020 2714 7P QO 7P BO Q0 37 df aB O7 QL 99 0L 17 28 ..., conl

0030 00 15 04 87 2f 40 38 21 &d 65 73 73 61 67 65 20_~77, /68! messane

(0040 63 6f Ge 66 69 64 65 62 74 69 &5 6c 20 74 65 & confiden tie te'l

0050 69 6e 64 75 73 20 53 52 43 indus sk C
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Grab Voice Mail password (Alcatel)

T Ol T TRmbaties

R R

FuTe DTN LT O NI TRCI e LR ok iy O RRI Ry
sy DESTISTE. LI N I WEITT BT sl TR s FONITRL

L1 |

= - T :
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Grab Forced Authorization Codes « FAC »

File Edit View Go Capture Analyze Statistics Help

B @l &l B x® S8 Re»oF s [FE QQQaf @y

Hxl©

E]Eilter: LI 4= Expression...l %glearl of applyl
Mo, . Time I Source I Destination |Protoco| | Info =
Do 19097915 [ RN N = 1% e Es - LD 3000 P ITNNT REYPAUBULLUTITTE =10 =]
59 14.550150 172.16.30.5 10.16.30.12 TCP sieve > 49849 [ACK] Seq=368 Ack=276 Win=16295 Len=0
70 14.649431 10.16.30.12 172.16.30.5 SKINNY KeypadButtonMessage
71 14.654026 172.16.30.5 10.16.30.12 SKINNY CallStateMessage
72 14.654495 172.15.30.5 10.16.30.12 SKINNY CallInfoMessage

73 14.654497 172.16.30.5 SKINNY StartToneMessage
EEEEEE] L16.: ] 1 : i SKINNY DialedNumberMessage

10.16.30.12 49849 = sieve [ACK] Seq=300 Ack=872 Win=135&6 Len=0 J

677302 10.16.30.12 .16.30.5 TCP [TCP wWindow Updatel 49849 > sieve [ACK] Seq=300 Ack=872 Win=1400 L

. 824584 172.16.30.3 -55.150.208 LDP Source port: 1346 Destination port: 1345

. 824587 LT Al =16, =) .55.150.208 LDP Source port: 1346 Destination port: 1345

.B25499 172.16.30.3 16.30.255 NBNS Name query NB anunibite<Zd=>
1¢ 1

DI

P Internet Protocol, Src: 172.16.30.5 (172.16.30.5], Dst: 10.16.30.12 (10.16.30.12)
b Transmission Control Protocol, Src Port: sieve (2000), Dst Port: 49849 (49849), Seq: 828, Ack: 300, Len: 44
= Skinny Client Control Protocol

Data Length: 36

Message ID: DialedNumber (Ox0000011d)

CalledParty: 1235548#

000D 00 08 a3 26 2f 44 00 Ce d7 ac 39 a0 81 00 0O le
00lD 08 00 45 60 00 54 9f 52 00 00 7f 05 a9 cO ac 10
0020 le 05 0a 10 le Oc 07 do c2 b9 b3 f6 49 2e as al

0030 00 00 24 00 00 00

0040

0050

D0E0

IThe number called. (skinny.calledParty). 24 bytes JP:126D: 126 M: O A
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Media protocol weakness

Joffrey Czarny - jocz@.telindus.fr



Wiretapping

* RTP is not encrypted by default so Wiretapping is possible

EE a a a [N | @ ¥ &§m %

Jitter Buffer Qut-ofzeq.. 0

Walue
Paylo:ad Tupe PCMA = | clear | apply|
Received Packets 530 i e
Lost Packets 0 g- nfo / \
Out of Sequence Pac... [0 3 |rayloagl type=ITU-T G.729 SSRC=10487128, Seq=36204, Time=8550581
Duped Packets 0 Type=ITU-T G.720,\SSRC=67611648, seq=49254, Time=1099480
dverage Jiter % *aylgad Type=ITU-T G.720, \SRC=67611648, Seq=45245, Time=1058040
(age ;M Type=ITU-T G.720, RC=1948?128, Seq=36285, Time=868141

M asimurn Jitker 13 ad type=ITU-T G../:C C=b,0l]0dH, Seg=2 oWy
R-Factar 9 type=ITU-T G.729, 5! saq= 36295 Time=869741
Mean Opirion Score 1 *ayfload Type=ITU-T G.729, SqRC= 6?611648 Seq=4%9244, Time=10%8200
AvaBTT U iahi sawfload type=ITU-T G.729, SC=1948?128, Seq=36286, Time=868301
A navalahie safload type=ITU-T G.720, S9RC=676116458, Seq=405256, Time=1099800
Max RTT Unavailable saifload type=ITU-T G.729, SIRC=10487128, Seq=362596, Time=869901
Jitter Bulfer Delay [ms] 20 rayfoad type=ITU-T G.729, SPRC=HA7H11E48, Seq=495247, Time=1098360
; 23y Type=ITU-T G.729, SBRC-19457128, Seq-36287, Time-868461
iter Buffer Packels [... 438 TyPE=ITU-T G.720, FSRC=6TELL1E48, Seq=40257, Time=l099960

G.

G.

.

G.

, type=ITU-T G.723, ASRC=10487128, Seq=36237, Time=370061
S05Bin1(0.5) 10 raylodd type=ITU-T SSRC=57611648, Seq=49248, Time=1098520
58S Bin2 (5] 105 Jayload type=ITU-T SSERC=19487128, Seq=35288, Time=868621
505 Bin 3[10) 178 rayload SSRC=67611648, Seq=49255, Time=1100120

. rayload SSRC=194 87128, Seq=35298, Time=870221
505 Bind 18] 07 savlmad Senr=RTA11AIR  =en=AG740  Tima=1NGRARN
505 Bin5(20) 70
505 BinB(25) a0 TEsgP_a4:38:23 (00:0b:db:a4:38:23)

505 Bin 7 (30) ] 165.172.3.4 (165.172.3.4)
505 Bin 8(39) 4 00 (400000
505 Bin 3 (>35) 25
» ) » ) ) ‘ G7..E.
I || Play || . Lo
iy (o d. .
i ! ! - - ! codoom.e
W 4 b - Associated Call G Media y e
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RTP injection

0 RTPInject - iSEC Partners, Inc. [=][2][x]
Fle Edit Help
¢ ISECPartnerS pUbIIShed at the Source * | Destination - \/oice Codec
BlackHat07 allowing to inject 10.100.100.34 10.100.100.34 PCM-U, BkHz
10.100.100.35 10.100.100.35 PCM-U, BkHz

sound during a conversation.

10.100,100.195

* How it's possible?

* RTP unencrypted

* UDP makes injection easy

* SSRC is static for the
entirety of a conversation

e Sequence number &
Timestamp are (@ stertupog 2|
monotonically increasing |

Inject ]
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ldentity Spoofing

Joffrey Czarny - jocz@telindus.fr



ldentity Spoofing SIP

« With SIP, it's possible to specify
your personal data. If no auth is
required for a call, it's possible to
carried out Identity spoofing

« SIP softphone (ex: ekiga,
SJphone...)
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ldentity Spoofing on Cisco Architecture
(i

File Tools Help

. 13:54:08 27/11/2006 Selected line:
* Cisco IP phones use the MAC@ as IP: 10.222.145.90 : 16041

identification. With Cisco IP phone
soft (7940 emulation) , it's possible
to carried out an identity spoofing

‘ =" Registering as [SEPD01280B59BD9]

* VTGO IP-BLUE |

1 2 Messages Directories
ABC .
1
4 5 3] Serices ‘ Call Log
EHT JEL EE ]
) B
7 8 9
FPERS T M vE
) @

* 0 #
HACK .LU Q £ ¢
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SIP/IAX account cracking

Joffrey Czarny - jocz@telindus.fr



SIP account cracking

 MD5 hash can be used for authentication

* It's possible to sniff this authentication and try to crack this one

hacklu#./sipcrack -w crack dict.txt sipdump_ hacklu.cap

SIPcrack 6.2 ( MaJoMu | www.codito.de )

* Found Accounts:
Mum Server Client User Hash|Password

1 1.1668.18060.408 1.l1e68.188.195% 285 aB761394bl1354caffTbh8%9ed4efl26aB86b0O

*

Select which entry to crack (1 - 1): 1

* Generating static MD5 hash... 0T29c9ccOcbd8eT961lbca%9e44d28Ta98

* Loaded wordlist: "crack dict.txt’

* Starting bruteforce against wuser "205° (MD5: "aB761394bl354caftTbhbB89ed4edl26aB6b0O ")
E

Tried 25464 passwords inm 0 seconds

/

<* Found password: "hacklu’
= Uup ¥ i lpdump hacklu.cap'... done
hacklu#]]
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|AX account cracking

 MD5 hash can be used for authentication

* It's possible to sniff this authentication and try to crack this one

WMOIP Iax Password Tester

1SEC Partners, Copyright 2005 Cc
http:: M wew. Isecpartners. com
wWirritten by Himanshu Dwiwvedd

what dictionary Tile do wou wish to test (e.g. isec.dict.t=tl?
isec.dict.t=t

Loaded 279550 dictionary words from dsec.dict.txt.

Please type in the captured Challenge Data walue:
C'"Challenge Data" bdn your spiffed IAx session)
S8903066565

Plea=ze tyge in the captured MDS hash walue:
C'mMDS challenge result” in wour snoiftfed Iax sessiond
c2sfastdbeftocdfabh32c8ca2l1 2450181

Erute forcing passwords. ..
Testing password %71.0: retentiaon

2 password s 'snorlky
¥ czafaeszdbhetftodfabszz2c8ca2lz4 50181
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Bypass Call restriction

Joffrey Czarny - jocz@telindus.fr



Bypass Call restriction (abuse Voice Gateway)

Phone Call Contacts Help

|I:II:II:ISSE1ES?dDEB@m.E;EJEB.ED _"'rl Dial

Call to: 00033618374023@10.223.128.20 Hangup
Active Missed Received Dialed Meighbors Phonehbook IInfD

Conference

hute

- N\

=

Outgoing S1IP session
Fespondent;

Femote client:
Started: Mow 23 1022
Status: Ringing
Codec: G3M{out)
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Features abuse
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Mobility features abuse (Cisco)

* Remote login

a http://10.7.226.50/'emapp,/EMAppServ¥let 7device =SEP0006D 737D 5088 &userid=snk#seq=12345 - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help

@Back - - @ @ *{/;j|p5naarch *Favurites -@| 8, E;F’ wl - | ) ol Py 8

Address @ http:/f10.7.226.50/emapp/EMAppServlet tdevice=SEPO00S0 7370508 8Ruserid=snkiseq=12345

— «CiscolPPhoneTexts

’H”'EEEDQIH response=; [ [Tl

< <Text=Login Successful</Text=
< i it...</Prompt=

- <Softkeyltem:s
zMame=Exit</Mame=
<lRL=Key:Services</IEL=
<Position=1</Positionz

</Softkeyltems
=/CiscolPPhoneText:

http://x.x.x.x/lemapp/EMAppServiet?device=SEPXXXXXXXXXXXXx&userid=XXX&seq=xxx
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Mobility features abuse (Cisco)

* Remote logout

— <iiscol PPhone Text =
< Title>l ogout respotise- M Titles
<TextLogout Successtulz/Fext>
< Prompt >F.&52 Z please wait. . < /Frompt >
— <sofi Keyitem >
< Mame>=Exit</Mame>-
<URL>KeyServices</TUTR L=
< Position>1 < /Pogition =
< /SofltKeyltem >
< fliscol PPhone Text >

http://x.x.x.xlemapp/EMAppServiet?device=SEPxxxxxxxxxxxx&doLogout=true
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Remote wiretapping on IP phone (Cisco)

* Internal URI command allow a IP phone to send RTP stream
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Let’s go to practice ?
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About the Lab!

IPphone ext 9000 => 10.100.100.36

IPphone ext 9001 => 10.100.100.37

IPphone ext 9002 => 10.100.100.39

IPphone ext 9003 => 10.100.100.43

IPphone ext 100 => 10.100.100.50

IPphone ext 101 =>10.100.100.34

IPphone ext 102 => 10.100.100.33

IPphone ext 103 => 10.100.100.35
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About the lab!

stern  Route Plan  Ser Device User Application

Cisco'CallVManager Administration

For paen [P |'ﬂ'||-|':l|'7-"|l|.'_l.l Endulinmi

User Information

€ Darwin Darwin

€ puffy FLUFFY_OPENBSD
€ telesnap telesnap

T tux TR _LIMUE

0 wilbert wilbert_GIMP

Cisca SveTems

New Basic Search

HWew adyanced Search
darwin
puffy G
telesnap ﬂ
b ﬂ
il E

Password: 12345
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Recommendations

* To block discovery step
» Disable conf setting menu on your IP phone (if it's possible on your model)

» Disable http server on IP phones

To block recovery of information in signaling and identity spoofing

* Use signaling encryption and authentication

To Block wiretapping and sound injection during a communication

* Use media encryption

Use strong password with your SIP/IAX account

To increase the security of the call restriction

* Protect your voice gateway with ACL and allow only your voice servers

To block remote wiretapping on IP phone

 Disable http server on Cisco IP Phone
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Reference

* Tools

o http://www.voipsa.org/Resources/tools.php

» http://sipvicious.org/blog/

» http://www.isecpartners.com/blackhat 2007.html

* http://www.ipblue.com/products vtgo adv.asp

e http://sourceforge.net/projects/voiphopper/

 Documentations:

» http://voipsa.orqg/
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http://www.isecpartners.com/blackhat_2007.html
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http://sourceforge.net/projects/voiphopper/
http://voipsa.org/

Thanks for all the support go to ...

* Vincent&Henry
* Valentin

 And You , Of course!!
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