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Introduction

Such software does not like dis-assemblers.
And it does not like debuggers like soft-ice.

Messages are encrypted, ...
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Such software gathers hardware information ! i.e. bios scan
and does not like virtual machines ...
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Many such obscure rumors exists ...
We want to:

» Check these statements.

» Understand such clients.

» We are presenting how internals of such software can be
revealed.
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One example of p2p clients for voip is Skype.

'http://www.pagetable.com/?p=27



Analysis concept

» Analysis problems:

» Soft-ice, gdb, objdump does not work.

» Use wine to start the software.

> If it works patch wine to discover internals ...
» Solution

» Download voice over IP software.
» Download wine source from http://www.wine-hg.com



Installation problems

» Software crashes during installation.
» Configure wine as Windows 982 — still crash.

» Solution: Use wine 0.9.22 (old version)

erard@gwl:~/.wine/drive_c$ ls
erard@gwl:~/.wine/drive c$ cp /home/a

Hello! Thark you for downloating Skype
:he-art/

®© .

'SkypeSetup.exe .

Fre—. 5

© T e, have read e accet the sy End e L Aqyeamont
andthe Skupe sy Sestanece

[fixme:advapi:CheckTokenMembership ((nil) 0x12a250 0x33fe5c) stub!
[fixme:advapi:CheckTokenMembership ((nil) 0x134088 0x33fc90) stub!
[fixme:advapi:CheckTokenMembership ((nil) 0x1340a8 0x33fcec) stub!

2Recommendations



Ok it boots :-)
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Analyzing debug messages of wine

» Looking at the executed function calls:

» export WINEDEBUG=trace+relay

» wine Skype.exe 2&>1 | tee relay.trace
» Examine network information

» export WINEDEBUG=trace + winsock

» wine Skyp.exe 2&>1 | tee winsock.trace
» Some observations:

» Skype created 142 sockets

Output

0009:Call kernel32.CreateFileW(0056abb8 L"\\.\\
NTICE",0,0,0,3,0,0) ret=0056acl7
trace:winsock:WS_bind socket 0248, ptr 0x21e030 {
family 2, address 127.0.0.1



Analyzing Skype with the tool fiw

Advantage

» Block execution.

» Inspect memory, disassemble, read or write

Example (Check if functions returns are checked)

berardagwl:~/dev/fiw$ ./startfiw.sh

Program started
RtlInitUnicodeString(bfefc738, 7ee9abaa) pid: 17371 tid: 0009 ret}
: 7ee55458

>
iw>break name CreateFileW

Break point set

iw>cont

iw>CreateFileW(0056abfc, NUL", 00000000, 00000000, 00000000, 000f
P0003, 00000000) pid: 17371 tid: 0009 ret: 0056ac77

iw>cont
iw>CreateFileW(0056abb8, \\\\.\\NTICE", 00000000, 00000000, 0000|
000, 00000003, 00000000) pid: 17371 tid: 0009 ret: [[EIEIIN]

iw>dasm 0056acl7 64
ek Dlsassemble address 56acl7 size 64
test eax,eax
760F jna 0x56ac2a
83F8FF cmp eax,byte -
730A jnc 0x56ac2a
B301 mov bl 0x1




Injecting data into the p2p software

» Via network.
» Via files, temp files, config files, - - -

» Via windows events! (i.e. Skype API)



Having fun with Windows events
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95 /* clean up */

96 free(w);
97 return TRUE;
98
99}
100
101 // FIXME I don't have time to get locale information about encoding etc
102 //int WINAPI WinMain (HINSTANCE hInstance, HINSTANCE hPrevInstance,PSTR szcCmdLine,
int icmdshow) {
103// LPTSTR cmdLine;
104
:
105void help(){ — ;
106 printfE™ ) ; Fr ol d e el Ll S
107} desapioment o
108 int main(int argc, char® ¢ EaSEuic ve oo s podes.
109 int i,3;
{10l fp = fopen("sent_events. et Suriee o
111 if (Enumwindows (Enumwind  tsteonsce st conidenielement ot sronpmenert
112 printf("cannot enumera:
113} Pous fichrles donnéesde e rsppon deneus luezic.
114 Envoyer e repport derreurs | Ne pas emvoper
115 printf("send character a3
116 for (i=0; i<handle_list_index;++i){
117 for (J—O 3<255;3++){
118 SendMessage(hand'Ie 1AsE[id ] 7565:0) ;
119 fprintf(fp,"send message handle: %d message /od\n" handle_list[i],3);
120 pr'intf("send message handle: %d message %d\n" hand'le_'l'lst['l] 35
121 }
022 1
123 //
124
125|
126 fclose(fp);
127 return O;
128}
129 Bl
nizs: 30 Golt S0 [ e P (e Sorce Code

B/vémarrer] | (&} @ @ BY | B inve ce conmances -e... [ et-Motepadz @ Sendessage Functon (. | ) Pk -Blocnotes « Bl 21




Having fun with Windows events . ..

» How it works! (w32)

Enumerate all windows on Desktop EnumWindows.

Map them with processes GetWindowThreadProcessId.
Opens the processes OpenProcess.

Get the process name GetModuleBaseName.

> If our client is found examine handles.

» Get windows class info & name.

Ready to start fuzzing the handles.
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Having fun with Windows events
Discovering the handles of the application that should be analyzed.

et C:\WINDOWS\system32\cmd.exe

C:\et>sp.e
skype handle 2491056 class : tSkMainForm.UnicodeClass
BMNon window handle 2491056

TActions.UnicodeClass
TApplication
Combol Box

TPUtilWindow

TPUtilWindow

TPUtilWindow

TPUtilWindow

TPUtilWindow

TPUtilWindow

TPUtilWindow

TPUtilWindow

TPUtilWindow
TChatManager.UnicodeClass
TTraylconManager.UnicodeClass
TPUtilWindow

TPUtilWindow

TPUtilWindow

TPUtilWindow

TPUtilWindow




Having fun with Windows events
Sending the events ...

e C:AWINDOWS\system32\cmd.exe - et.exe

skype handle: 66468 class + TPUtilHindow
Non window handle 66468
skype handle: 13200@ class : TPUtilWindow
Non window handle 13Z0@@
skype handle: 66462 class : TPUtilWindow
Non window handle 66462
skype handle: : SkypelindowClass2
Non window handle 66458
skype handle: 66456 : TPUtilWindow
Non window handle 66456
skype handle: 66454 : TSkyLibEx.UnicodeClass
Non window handle 66454
skype handle: 66452 : TPUtilWindow
Non window handle 66452
skype handle: 66450 : TPUtilWindow
Non window handle 66458
skype handle: 66448 : OleDdelndClass
Non window handle 66448
TPUt i lWindow

TPUt i lWindow
MSCTFIME UI
IME

nfo:
NNDPROC 7e3b56F6
C:\et>notepad et.c
C:\et>c:\notepad2\notepad? et.c

C:\et>gcc -o et.exe et.c -lpsapi

message handle: message
message handle: message
message handle: message
message handle: message
message handle: message
message handle: message
message handle: message
message handle: message
message handle: message
message handle: message




