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Context

Reason for creating IpMorph :

— Hynesim Project: We needed a way to disguise low-interaction
guests (OpenVZ) as different, non-unix OSes.

— We already had some software components from previous
projects

— It seemed fun (at the time)

Guiding principles :
— Complete software, not just proof-of-concept
— Unification of spoofing mechanisms
— No network disruptions

IpMorph is an Open Source project owned, developed and supported by DIATEAM
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IpMorph : “How to defeat common OSFP tools”
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NETWORK

Advantages Drawbacks

Quick, precise «Noisy», recognisable
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Active stack fingerprinting
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Passive stack fingerprinting
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Spoofing state of the art

* Filtering
— Stealth patch : Unmaintained as of 2002, GNU/Linux kernel 2.2-2.4
— Blackhole : FreeBSD, kernel options
— IPlog : Unmaintained as of 2001, *BSD
— Packet filter : OpenBSD
* Host TCP/IP stack tweaking
— |p Personality
— Fingerprint Fucker
— Fingerprint scrubber
— OSfuscate
* Host TCP/IP stack replacement (proxy behaviour)
— Honeyd
— Packet purgatory / Morph

IpMorph is an Open Source project owned, developed and supported by DIATEAM
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IpMorph : “How to defeat common OSFP tools”
Software bricks

+ Coded in C++
* Userland application
* Tools:
—IpMorph (Core)
—IpMorph Controller

—IpMorph Personality Manager
—IpView (IpMorph GUI)
* Portability :
—GNU/Linux
—*BSD, Mac OS
 GPLv3 License

IpMorph is an Open Source project owned, developed and supported by DIATEAM
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General architecture

Exposed IP stack Context queue Protected IP stack
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Nmap : Signature Format

SP : TCP ISN GCD : TCP ISN ISR:TCP Tl : TCP IP ID sequence |§ Il : ICMP IP ID sequence || SS : Shared IP ID TS:TCP
Predictability Greatest Common ISN counter generation algorithm generation algorithm sequence Boolean @ timestamp option

Divisor Rate algorithm

01-06: TCP Fingerprint FreeBSD 7.0-CURRENT W1-W6 :
: : Class FreeBSD | FreeBSD | 7.X | general purpose
S LS Q(SP=101-10D%GCD=<79%ISR=108-112%TI=RD%II=AI%TS=20121122) —
L), OPS(01=M5BANWSNNT11%02=M578NWBNNT11%03=M280NWBNNT11%04=M5BANWBNNT 11%05=M218NWBNNT11%06=M109NNT11) [ i
WIN(W1=FFFF%W2=FFFF%W3=FFFF%W4=FFFF%W5=FFFF%W6=FFFF) size
ECN(R=Y%DF=Y%T=40%TG=40%W=FFFF%0=M5B4NW8%CC=N%Q=)
T1(R=Y%DF=Y%T=40%TG=40%S=0%A=5+%F=AS%RD=0%Q=)

DENBEOH T § PYCEN) W: TCP
frag ment b|t T3(R=Y%DF=Y°/0T=40°/0TG =40%W=FFFF%S=0%A=S+%F=AS5%0=M109NWS8NNT 11 %RD=0°/OQ=) |n|t|a| win
T4(R=Y%DF=Y%T=40%TG=40%W=0%S=A%A=Z%F=R%0=%RD=0%Q=)

T5(R=Y%DF=Y%T=40%TG=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q=) Size
T: IP initial time- { T6(R=Y%DF=Y%T=40%TG=40%W=0%S=A%A=7%F=R%0=%RD=0%Q=)

to-live T7(R=Y%DF=Y%T=40%TG=40%W=0%S=2%A=S% 50=%RD=0%Q=) /,
U1(DF=N%T=40%TG=40%T0OS=0%|PL=38%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUL=G%RUD=G)
IE(DFI=S%T=40%TG=40%JOSI=S’%CD=Si/oSI=S

TG: IP initial
time-to-live
guess

g

_ F: TCP RD: TCP RST Q: TCP misc. RIPCK: Returned RUCK: Returned
A: TCP ack. :
Flags data checksum quirks probe IP probe UDP
number ,
' 4

checksum value \ checksum

TOS: IP type of IPL: IP total UN: Unuseq port RIPL: Returned — \
service length unreach. field probe IP total RID: Returned RUL: Returned probe
nonzero length value probe IP ID value UDP length
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NETWORK

\/

TCP SYN+RST packet on closed port

v Flags: RST Data: «Port closed etc...»
Headers

CRC32(«Port closed etc...») = O0x0aflalcb

—> Reverse_ CRC32(0x0afiaicb) = 0x201111b8
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NETWORK

\/

Port closed
TCP SYN+RST packet on closed port

v Flags: RST Data: «Port closed etc...»
Headers

CRC32(«Port closed etc...») = O0x0aflalcb

—> Reverse_ CRC32(0x0afiaicb) = 0x201111b8
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IpMorph : “How to defeat common OSFP tools”
Nmap : Spoofing tests Ti /I

TI: TCP IP ID sequence |§ Il : ICMP IP ID sequence
generation algorithm generation algorithm

Typical IP packet

Possible algorithms:
+ Always zero
+ Constant
¢ Constant increment
®...

_lastIpIdTcp

We keep 2 counters:
_lastIpIdOther

IpMorph is an Open Source project owned, developed and supported by DIATEAM
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IpMorph : “How to defeat common OSFP tools”
Nmap : Spoofing tests SP/ GCD /ISR

SP : TCP ISN GCD : TCP ISN ISR : TCP
Predictability Greatest Common ISN counter

Divisor Rate

Typical TCP Header

-

Compute mean, stddevand GCD: || sk | sp | acp
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Nmap : Spoofing tests SP/ GCD /ISR

SP : TCP ISN GCD : TCP ISN ISR: TCP
Predictability Greatest Common ISN counter

Divisor Rate

What we have '/ \ What we want

X Box-Muller points
O ISN candidates
¢ GCD compatible values
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ar’ Constants: TcpFlags :
heuristicO, TTL. ID. DF heuristicO, heuristic1,

heuristic1, §N— heuristic2
heuristic2 *seq and ack

Source port ' Destination Port

TcpWindow :

heuristicO, heuristic1,
heuristic2

L}
s Acknowledgment number
Ll

TcpMss : heuristicO,
Checksum Urgent Pointer heuristic1, heuristic2

TcpOptions :
heuristicO, heuristic1,
heuristic2

IpMorph is an Open Source project owned, developed and supported by DIATEAM
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pOf : Signature format

TCP Window TCP Initial IP Don't TCP SYN
Size TTL Fragment Bit Packet Size

8192:128:1:52:M*,W8,N,N,N,S:.:Windows:Vista (beta)

Class

Version 2.0.8 (2006)
6 parameters analyzed
Only on SYN packets (default DB = p0f.fp)

Actually can analyze other type of packets, but very few
signatures available (experimental)

IpMorph is an Open Source project owned, developed and supported by DIATEAM
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192.168.100.1
00:1D:E0:36:90:C1

[Connection (SYN+ACK)
congestion spoofing on
behalf of the attacker]

3 times retransmission of the SYN+ACK
packet with retansmission delay
(longer waiting time than the legitimate
retransmission of the protected
computer = t0 > t'0 & t1 > t'l)

IpMorph is an Open Source project owned, developed and supported by DIATEAM
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IpMorph : “How to defeat common OSFP tools”

’

June 2009 — SSTIC 2009

— First demo

—« Beta release » 0.1 (available on website)
* End 2009 - Beginning 2010
—Refactoring (leaner, faster, easier to use)
—PersonalityManager, various tools...
—Version 0.2 will be available on website too
—Documentation...

—Possibly, integrate application-level scrubbers (DNS,
SMB, DHCP, ...) ?

IpMorph is an Open Source project owned, developed and supported by DIATEAM
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Personality Manager

Ring2/Cron-0S SinFP Xprobe2 Satori

[nmap-0s-db) : [ring-os-fingerprints) [sinfp-latest.db] [xprobe2.conf] [tcp.xml, icmp.xm, ...J

| )|
Lhbtd

IpMorphAssociation
IpMorph association XML file is a tree in  [PMophFpindex.xmi]

which branches are categories and leafs
are the aggregation of the different keys
of tools signatures. Each association owns
a unique key which is the same index
used in the IpMorph personalities
database (primary key)

IpMorph is started with a personality
from its database. This corresponds
to setting "attributes" (parameters)

of the stack and conditional
branches (algorithms).

D P—

IpMorph
PersonalityBuilder
\ [ipMorphPersonalityManager]

The construction (or regeneration) process of the personalities
database performs a fusion of signatures parameters of — lpmﬁﬁ\ality
different tools, depending on the association XML file and Database
creates an IpMorph personality for each <lpmAssoc> node. [ipMorphPersonality.db]
An inconsistency control is performed and conflict resolution
implies an intervention of the user.

IpMorph is an Open Source project owned, developed and supported by DIATEAM
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Personality Manager

Ring2/Cron-0S SinFP Xprobe2 Satori
[nmap-os-db) : [ring-os-fingerprints] [sinfp-latest.db] [xprobe2.conf] [tep.xml, icmp.xmi, ...]

| | |
11

|pM°mhAsso%§5Eg‘f”sZL#" IpMorph is started with a personality

IpMorph association XML file is a tree in  SOREYEHs BBur visidnner cette imad@m its database. This corresponds

0 setting "attributes" (parameters)
of the stack and conditional
branches (algorithms).

which branches are categories and leafs
are the aggregation of the different keys
of tools signatures. Each association owns
a unique key which is the same index
used in the IpMorph personalities
database (primary key) IpMorph

PersonalityBuilder
\ [ipMorphPersonalityManager]

The construction (or regeneration) process of the personalities
database performs a fusion of signatures parameters of — lpmﬁﬁ\ality
different tools, depending on the association XML file and Database
creates an IpMorph personality for each <lpmAssoc> node. [ipMorphPersonality.db]
An inconsistency control is performed and conflict resolution
implies an intervention of the user.
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192.168.10.110
Linux Ubuntu 8.04

192.168.10.73
Nmap, Xprobe2,
SinFP, POf

Configuration Active Fingerprinting Passive Fingerprinting

1 - Interface tap0 4 - Xprobe2 7 - SinFp as passive
2 - VirtualBox 5 - Nmap 8 - pOf

IpMorph is an Open Source project owned, developed and supported by DIATEAM
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IpMorph : “How to defeat common OSFP tools”
Demo XProbe2

IpMorph is an Open Source project owned, developed and supported by DIATEAM
vendredi 30 octobre 2009



vO.1 This document is licensed under a Creative Commons Attribution 3.0 License
IpMorph : “How to defeat common OSFP tools”

2009/10/30 guillaume.prigent@diateam.net - DIATEAM
IpMorph is an Open Source project owned, developed and supported by DIATEAM

vendredi 30 octobre 2009



This document is licensed under a Creative Commons Attribution 3.0 License

IpMorph : “How to defeat common OSFP tools”
Demo Nmap
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IpMorph : “How to defeat common OSFP tools”
Demo SinFP active
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IpMorph : “How to defeat common OSFP tools”
Demo SinFP passive
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