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A FPairytale in 3 Asts

1. Oh.. Anh—Analysisl
2. Oh.. It's Multi-Threaded!

3. Oh. It's a File-Infector!

4. Crap.. liming Defense, C++, Virtual

Function Calls, Junk Code,
Headache

5. HOORAY .. Got to the Core Functionality!



An asian

multi-threaded

non—po:-ymorphic
file-infecting
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Anti- Analysis at a Glance

Deliberate Exceptions
Simulator Check eax, [ebprvar_i]

eax

eax, dword_43D199

ebp+var 431, ".°
]unk Code et L

[ebp+var_2], ".'

SJ[l’lng Obfuscg'h_on dword ptr [eax+12Ch] ; gethost by name

edx

[esp+4D4h+var_4B5], ‘r’
[esp+uD4h+var_4B4], "1°
[esp+4D4h+var_4B3], 'd’
[esp+uDh4h+var_4B2], " °
[esp+4D4h+var_u4B1], ‘o0’
[esp+4D4h+var_4BB], "f'
[esp+4D4h+var_4aF], * °
[esp+u4D4h+var_4AE], "w'
[esp+uD4h+var_haD], "a°’
[esp+u4D4h+var_4AC], "r°
[esp+u4Di4h+var_4aB], "c°’
[esp+4D4h+var_4AA]l, 'r’
[esp+u4D4h+var_4a%9], "a’
[esp+uD4h+var_4a8], "f°'
[esp+u4Dih+var_ua7], 't’
[esp+u4D4h+var_4a6], "\°
[esp+4Dih+var_4A5],

]ump Table for APIs
Timing Defense

Multiple Thread:s
Virtual Function Calls
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Picky
Old-Sehool
File Infector

Filter Function

when Qihoo360 or Rising AV running
stop!

when process name contains

- netthief

- visual studio
- world of warcraft, ..
excludel

Now. What does that mean?

Selection

Infection

Re-
Infection



Startup
Instance
Management

YES

Start origincﬂ

Binqry
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running?
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happily Malware

START
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No

Malware

running?
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—
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¢ happﬂy
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Anti- Analysis

The Big Bad Welf:
MSVGC++ SEH

Summary of a Crash
Course on the Depths of
Win32 Structured




Summary of a CraSh
CourSe on the Depths of
Win32 Structured
Exception Handling

Long live Matt Pietrek!



except_hand

{
// Handler

}CONTEXT.]



Callback Handle

Pointer

allback Handler

Pointer

EH-Registration for Reversers:
push  offset _except_handler

mov  eax, large fs.0
push eax

mov  large fs:0, esp

allback Handler

Pointer

except_handler (..)

{
// Handler Code

CONTEXTEIP = wonderland
}




allback Handler EH-RegiStra‘tion for Reversers:
Pointer push  offset _except_handler
mov  eax, large fs:0

push eax
mov large fs:0, esp

except_handler (..)

{
// Handler Code

}CONTEXT.EIP = wonderland



Back to my beloved Malware ...

Visual G+ Exception Handling

* On Top of SEH

« Every Function has one dedicated EH

» These call into _CxxFrameHandler

» Funclnfo Data Structure says what to do
» Handler defines where to continue




Back to my beloved Malware ...

Visual G++ Exception Handling
Ol’l TOp Of S_.H

° erry Function has one dedicated EH

e These call into _CxxFrameHandler

« Funclnfo Data Structure SAY'S what to do
e Handler defines where to continue

N




Thank you,
Igor & OpenRCE!

C++E

Mested Funclions

H Stack Layout

Stack

ESP ¢—»

EH Cookie

EH I

Saved Registers

Local variables

-Nu:le

EEP +——»

Saved EBP

Relum Address

Funclion Argurments

| shhandlecs
i cookde chec

_proc:

king code (*lonau

T __ehfunci

r
__ahfuncinfe$_proc
lea ecx, [ebpslocal 1)
‘magichumber jmp locall:i:~locall
maxSiae
pUnwinaMap toState
nTryBlocks action —
pTryBlockMap — toState —
niFMapEniries action
pIFtoStateMap
pESTypeList
EHFlags
lea eox, [ebp+local 2]
mp local?

IryLow
TryHigh
catehHigh
nCatches
adjectives te——a pHandlerdura
pType
dispCatehObj
class A "RTTI Type Descripior
addrassOfHandler
e}
e pWFTable
adjectives
spare
pType
name | 7AW,
dispCatehObj BB
addressOfHandler
: exception object =
p splatehib)
<handler code>
mov eax, offset end of Cry
=atn




Ou,
penRCE!

ESP

EH

Registration

Node

EBP

__ehfuncinfo$_proc

C++ EH Stack Layout

Nested Functions
Stack

EH Cookie

Saved Registers

Local variables

GS Cookie
Saved ESP
Next SEH Frame
EH Handler
State
Saved EBP
Return Address

Function Arguments

| _ehhandler$ proc:
;cookie checking code ( ional)

mov eax, QFFSET ehfuncinfo$ proc
jmp CxxFrameHa

lea ecx, [ebp+local 1]



it

| ehhandler$ proc:

;cookie checking code (Ntional)

mov eax, QOFFSET ehfuncinfo$ proc

jmp _ CxxFrameHaMerrers

__ehfuncinfo$_proc

lea ecx, [ebp+local 1]

magicNumber imp locall::~locall
maxState
pUnwindMap toState
nTryBlocks action
pTryBlockMap toState —
niPMapEntries action
plPtoStateMap
pESTypeList
EHFlags
2
lea ecx, [ebp+local 2]
jmp localZ::~localZ

4

tryLow
tryHigh

catchHigh

nCatches




*

lea ecx, [ebp+local 2]
Jjmp local2::~local2

h 4
tryLow
tryHigh
catchHigh
nCatches
adjectives HandlerArra
pType
dispCatchOb)j )
class A 'RTTI Type Descriptor’
addressOfHandler
. 0 0 0]
. pVFTable
adjectives
spare
pType
name (.7AVA
dispCatchObj ( ee@)
addressOfHandler

retn

; exception object =
; ebp+dispCatchObj

<handler code>
mov eax, offset end of try




.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
-rrdata

In Practice: Basck To The Bot

Registration Sequence

B0401C83
00401C85
00401C8A
00401C90
00401C91

20401098
00401098
00401090

Exception

:9643AC20
:8043AC90
:0643AC90
:0043AC94
:BB43ACY98
:8043AC9C
:0843ACA0
*ARL3ACAL

push
push
mov
push
mov

OFFFFFFFFh

offset WinMain@16_ SEH
eax, large fs:0

eax

large fs:0, esp

loc_h61D98:

nov
call

ecx, 69865h
ecx

ehfuncinfo dd 19930520h

dd 2

dd offset UnwindHap_A43ACB@

dd 1

dd offset TryBlockMap_ 43ACCH

dd A

WE M WM WM W

Compiler Generated Handler

00435080 ; Unwind handlers of O04LO1C80
8043508808 ; Attributes: bp-based frame

00435080

00435080 _WinMain@16_SEH proc near
00435080 mov eax, offset ehfuncinfo
00435085 jmp __CxxFrameHandler

80435085 WinMain@16_SEH endp

DATA XREF: Stack[0000B86E0]:0012F960T0
_WinMain@16_SEHTo

magicNumber --—- first ehfuncinfo
maxState

pUnwindHap

nTryBlocks

pTryBlockHMap

nTPManFntries



-.rdata:0843AC90
.rdata:06843AC980
.rdata:0043AC?20
.Fdata:0043ACoY
-.rdata:0643AC98
-+rdata:0043AC9C
.Fdata:0843ACAN0
.rdata:0043ACAYL
-.rdata:0643ACAB
-.rdata:0643ACAC
-.rdata:0043ACBA
.Fdata:0043ACBO
.rdata:0643ACB.
-rdata:0643ACB8
-.rdata:0643ACBC
.+rdata:0043ACCHA
.Fdata:00643ACCH
-.rdata:0843ACCYh
-+rdata:0043ACCS
.Fdata:8843ACCC
.rdata:0643aCDoO
-.rdata:0843ACDL
-.rdata:00643ACD8
.rdata:0043ACD8
.Fdata:08043ACDC
.rdata:0643ACES
.rdata:0043ACEL4

ehfuncinfo dd 19936526h

dd 2

dd offset UnwindHap_ 43ACBO

dd 1

dd offset TryBlockMap_43ACCH
dd o

dd o

dd @

UnwindMap_43ACBO dd OFFFFFFFFh

dd 6

dd OFFFFFFFFh

dd o

TryBlockMap_43ACCH dd ©

dd ©

dd 1

dd 1

dd offset HandlerArray_43ACDS
dd 8

HandlerArray_43ACD8 dd ©

a9 /"4

dd offset Handler_ 4801DB7

ME WM WME WE W

DATA XREF: Stack[O800006E0]:0012F966T0

_WinMain@16_SEHTo
magicNumber
maxState
pUnwindMap
nTryBlocks
pTryBlockMap
nIPHapEntries
pIPtoStateMap
pESTypelList
DATA XREF: .rdata:8e43ac98To
toState

action

toState

action

DATA XREF: .rdata:ee43acan6To
tryLow

tryHigh

catchHigh

nCatches

pHandlerArray

DATA XREF: .rdata:ees3acbhelo
adjectives

pType -=== 8 = any
dispCatchObj
addressO0fHandler

-—-—— first ehfuncinfo



9608To

info

New Entry Point
00401DBD Continue 401DED:
60461DBD mov edx, [ebp+hdc.unused]
P \4O1DCO mou eax, [ebp+arg 8]
(6481DC3 push  edx : hdc
80401DCY4 push eax ; int
06481DC5 mou [ebp+ SEHRec$.state], OFFFFFFFFh
00401DCC call  IWPLIGIT MAIN
06401DD1 mou ecx, [ebp+ SEHRec$.pNext]
06461DD4 add esp, 8

User Generated Handler 06481DD7 mou large fs:8, ecx
00401DDE po edi

90401DB7 ; catch (...) 05461DDF BOB esi

80401DB7 ; states 0..8 00461DEG pop ebx

06461DB7

06461DB7 Handler 401DB7: 3333132; 32: :Eg’ ebp

00481DBC retn 00401DE4 WinMain@1é6 endp



Anti- Analysis

Trolls, Junk
Obfuseation

Slightly Obfuscatad
Opaque Predicates

Opaque Predicates

" FentOCHOFTET mov  [eaps TChevar 78] ecx
PextOOAOFZED Jen  enx, [esps TCh+mmameii)
Fext-OO4OF2FL Jea X, [up + 7 pomedBih

FewhBOOFIFS oy

toxt-COAOFIFS |.e0 e [o e TChe Farsiib]

LenkCOMOFIFC lea ooy, [espe TCh+ veweia

Lext:0040F30] sub  edi, ecx

beehCOACF30S cmp  eds, cax

FerhOOAOF3IY nz  shart loo_40F35A

Grean Bransh
to rul@ tham alll




Opaque Predicates

'

JUNK
KNU]J
JKINU
UKN]

Program Code



Slightly Obfuscatad
Opaque Predicates

0040F2ED
004 0F 2E3
0040F2E7
004 0F 2ED
004 0F2F1
0040F2F5
004 0F2F8
0040F2FC
0040F300
0040F301
0040F303
004 0F3 04
0040F 305
0040F3 067
0040F308
0040F3 0D
0040F312

sub
nov
nov
lea
lea
imul
lea
lea
push
sub
push
push
cmp
push
nov
nov
jnz

esp, 7Ch
[esp+7Ch+var_78], ecx

dword ptr [ecx], offset off_A4370Ak4

eax, [esp+7Ch+var_78]
ecx, [esp+7Ch+var_78]
eax, ecx

edx, [esp+7Ch+var 78]
ecx, [esp+7Ch+var 78]
ebx

edx, ecx

ebp

esi

edx, eax

edi

[esp+8Ch+var_64], 7Bh
[esp+8Ch+var_63], 41h
short loc_40F35A

text:0040F2E3
text:0040F2ED
text:0040F2F1
text:0040F2F5
text:0040F2F8
text:0040F2FC
text:0040F301
text:0040F305
text:0040F 312

mov
lea
lea
imul
lea
lea
sub
cmp

nz

[esp+7Ch+var_78], ecx
eax, [esp+7Ch+wvar=78]
ecx, [esp+7Ch+wvar_78]
eax, ecx

edx, [esp+7Ch+var.78]
ecx, [esp+7Ch+var_ 78]
edx, ecx

edx, eax

short loc_40F35A



Green Bransh
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Analysts’
Headaches




Headache

The Magic
Multi-Threaded Labyrinth

Bot Internals
( mwew )
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How To Gat Thara

1 Realize there are multiple threads that you have to follow

2. Spot inter-thread communication & synchronization
3. Analyze function bedies with significant functionality

4 Bring down what information is exchanged between
threads and how one thread influences the other



Bot Internals

0 | threado ) C)( 2 | fileinfector >
) )

WaitForMultiple Objects WaitForSingle Object
< 1 | timecallback_ptmessage ) G | rew_post_queued_compstatus>
PostThre adMe ssage PostiOCompletionStatus
A 4

C 4 | getmessage_loop ) ( 3 | get_queued_compstatus )

write , "w-f;‘ite

g Y
PostThreadMessage Critical Section
ritical Section “read \_ C&C message

------------------------

GUID & socket
information

*-.4

( 7 | ecnc_cmd_switching )




How To Gat There

. Realize there are mul’riple threads that you have to follow
). Spof inter-thread communication & synchroniz«:l’[ion

3. Analyze function bodies with significcm_’[ func’rionqlity

4 Bring down what information is exchanged between
threads and how one thread influences the other




Bot Internals

0 | threado ) C)( 2 | fileinfector >
) )

WaitForMultiple Objects WaitForSingle Object
< 1 | timecallback_ptmessage ) G | rew_post_queued_compstatus>
PostThre adMe ssage PostiOCompletionStatus
A 4

C 4 | getmessage_loop ) ( 3 | get_queued_compstatus )

write , "w-f;‘ite

g Y
PostThreadMessage Critical Section
ritical Section “read \_ C&C message

------------------------

GUID & socket
information

*-.4

( 7 | ecnc_cmd_switching )




Headach

Into The Unknowmn

Special thanks to lgor Shechinski & OpenRCE
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Back To Business: GAGC Gammand Swilzhing




G

MuHiple inheritance

Indirect calls

Binary overhead for "glue code'

Non-hneqr code

Few documentation for reversers

I
004221C8 [ebp+arg_C]

004221CB eax, [esi]

004221CD ecx, esi

004221CF [ebp+arg 8]

004221D2 [ebp+arg_ 4]

004221D5 L

004221D7 dword ptr [eax+4] ; catch me if u can
004221DA eax, eax

004221DC loc_4222ED




Special thanks to Igor Skochinski & OpenRCE

class A
{

int al;

public:
virtual int A _virtl();
virtual int A_virt2();
static void A _staticl();
void A _simplel();

k

class A size(8):
b

O | {viptr)

4 |al

4o

A's vitable:
O | SA:A _virtl
4 | SA-A _virt2

class B
{
int bl,
int b2,
pubh’c:
virtual int B_virtl();
virtual int B_VirtQ();

)

class B size(12):
‘ prh’}

| bl
| b2
4o

O
4
8

B's vftable:
O | &B-B_virtl
4 | &B:B_virt2

class C: public A, public B
{
int cl.
public:
virtual int A _virt2();
virtual int B_virt2();

)

class C size(24):

+ -

| +--- (base class A)
O || {pr’[r}
4 ||al

e
| +-—- (base class B)

8 | | {viptr}

12 | | bl

16 | | b2
-

20 | cl

+o—-



class B
{
int ]Ol;
int ]OQ.;
pu]olic:
virtual int B_virtl();

virtual int B_virt2();

)

class B size(12):
e

| prh’}
b
| B2
+o-

O
4
8

B's vftable:
O | &B:B_virtl
4 | &B:B_wvirt2

class C: public A, public B

{

int

CL:

pubhc:

V1r
Vir

)

CICI.S

0
4 |

8 |
12 |
16 |

20 |

tual int A _virt2();
tual int B_virt2();

s C size(24):
+___

+--- (base class A)
\ {vfp’fr}
| al

+--- (base class B)
| {prfr}

| bl

b

oo

cl

+-—-

C's vftable for A:
O | S§A-A _virtl
4 | §C-A _virt2

C's vftable for B:
O | &B:B_wvirtl
4 | &§C:B_virt2



Back To Business: C&G Commaned Switehing
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Command: move_file

Memory Allocation

00421CD9
00421CDA
00421CDF
00421CES
00421CE3
00421CES
00421CEC

push
call
pop
mnov
test
nov

jz

edx ; unsigned int
772@YAPAXIEZ ; operator new{uint)
ecx

[ebp+arg_18], eax

eax, eax

[ebp+_SEHRec$.state], 0Ah
loc_42210F

InStantiation

00421CF2 mov
00421CF4 call
00421CF9 jmp

ecx, eax
ctor_movefile
loc_422111

——

ConStructor

ctor_movefile proc near

064297A2
064297n2
804297A3
004297A5
064297AA
06429780
008429782
00429783
06429783

push
mov
call
mov
mov
pop
retn

esi

esi, ecx
ctor_command bas
dword ptr [esi],
eax, esi

esi

ctor_movefile endp

-rdata: 008437584 uFtahle_noueFIle

-rdata:-00437584

.rdata:00437588 dd offset move fi
data-A0KW27CQr dAd nfFfcatr cat aaw



‘ate], 0Ah

S —

1 Call

; catch me if u can

ConStructor

00429702
004297A2
004297A3
80429745
004297AA
00429780
08429782
00429783
00429783

ctor_movefile proc near

push esl

mov esi, ecx

call ctor_command_baseclass

mov dword ptr [esi], offset vftable movefile
pop esi

retn

ctor_movefile endp

.rdata:00437584 vftable_movefile dd offset dtor_movefile
.rdata:008437584 ;
.rdata:00437588 dd offset move file

-rdata:oe43758C dd offset set_eax null



xrefs to ctor_command_baseclass

Directior Tyr Address

Up p  sub_424F34+3
p  sub_4253FE+3

p sub_42556C+3

p sub_4259BD+3
p  sub_425CD9+3
p sub_425F8T+11
p sub_426AA1+3

p  sub_426DE1+3

p  sub_4270C5+3

p sub_42742D+18
p  sub_427B6F+3

p  sub_427CE+3

p  sub_427E35+3

p  sub_427F3A+3

p  sub_4285C1+3

p  sub_4287FB+3

p  sub_428A58+3

p  sub_428F53+3

p  sub_429301+3

p sub_429453+3

p  sub_4295C0+3

(e e e e i e
FEEEEEEE65555665565F

p sub_429984+15

T Base Class ConStructor

Text
call
call
call
call
call
call
call
call
call
call
call
call
call
call
eall
call
call
eall
call
call
eall

call

ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass
ctor_command_baseclass

ctor_command_baseclass

00429875 ctor_command_baseclass proc near
X 88429875 mov eax, ecx

g

2% commands,
25 croSS references

nmand_baseclass 00429877 mov dvword pty [eax], offset vuftable_cmdbase
tr [esi], offset vftable _movefile 00429B7D retn S —
L —— 00429B7D ctor_command_baseclass endp

AaL.AAMMTR

1dp .rdata:004375A0 vftable_cmdbase dd offset dtor_cmd_baseclass

.rdata:0e4375A0
.rdata:084375A0

movefile dd offset dtor_movefile

t move_file
t set_eax_null

.rdata:bo4375a4 dd offset _purecall
-rdata:Be4375A8 dd offset _purecall

L ]
L]

DAT
vft



Memory Allocation

00421CD9 push
88421CDA call
08421CDF pop
00421CED mov
00421CE3 test
00421CES mov
0D421CEC jz

edx ; unsigned int
772EYAPAXIEZ ; operator new(uint)
ecx

[ebp+arg_108], eax

eax, eax

[ebp+_$EHRec$.state], 0Ah
loc 42210F

InStantiation

80421CF2 mov
00421CF4 call
00421CF9 jmp

ecx, eax ﬁ
ctor_movefile

loc_422111

Virtual Function Call

004221C8
004221CB
004221CD
004221CF
004221D2
00422105
00422107
004221DA
004221DC

push
mov
mou
push
push
push
call
test
jnz

[ebp+arg_C]

eax, [esi]

ecx, esi

[ebp+arg_8]

[ebp+arg_A4]

M

dword ptr [eax+4] ; catch me if u

eax, eax
loc_4222ED

can

ConStructor

ctor_movefile proc near

00429702
004297A2
884297A3
084297A5
004297AA
80429780
00429782
88429783
00429783

L T

push
mov
call
mov
mov
pop
retn

esi

esi, ecx
ctor_command_baseclass
duord ptr [esi], offset
eax, esi

esi

ctor_movefile endp

.rdata: 00437584 uftable_movefile dd offs

rdata:080437584

.rdata:00437588 dd offset move_file
-rdata:0043758C dd offset set_eax_null



Fairy Tale’s Happy Ending

GControl =tomnse ssom dudown
Multimedia ..
Eﬂﬂ@ gygﬁ@m d“lst dir ec’ro;-}}: Hname_files
Desinf@etion ek sepm




(ALl y L CALAL &S J LQFPJ dmal A\LA KL L@

Gontrol =iz
Multimedia .
gdi_screens ot
list _di rename_files
File System .. -

elete _files

D@@ﬁ@f@ @ﬁﬁ@@ check_fingerprint

N




DIY Links

Thomas Dulliens Blog & The Malware

Igor Skochinski

[lfak Guilfanov
http//www hexblog.com/?p=19




