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The Idea

Penetration Tester

Intro

Mihaly Zagon

The Problem

= we huy someching bur we don't configure it
- if we configure ir, we dont’ configure it properly
« if we configure it properly, we don't use them

hreach detected () after a month
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The Idea




The Problem

« we buy something but we don't configure it
- if we configure it, we dont' configure it properly

- if we configure it properly, we don't use them

v

breach detected(?) after a month

EVERYONE/IS'HACKING!MY
NETWORK

AND.I'M JUST SITTING
HERE..

TEMegeneraior, net



Blue team

WTF is happening should not be a question! Don't just wait, be proactive!
« centralized - reliable signals
« real time - control the attackers
* visual « basic concept of "active defense"

automated alerts

Don't just wait!

Monitoring & alerting

+ Paul Asadoorian, John Strand
+ Active Defense Harbinger Distribution (ADHD)




Monitoring & alerting

. i Monitoring culture

= eollect data from everywhere
YOU ARE BEEING + create dashboards for everything
MONITORED

= goood for everyd

Alert on important signals

Collect data from everywhere

+ acoess logs

« error logs

* suricaty events

* comtent-security-policy reports

+ jsonp requests with external referrens™
= application level events

+ application level anth issues

y




Monitoring culture

« collect data from everywhere

YOU ARE BEEING » create dashboards for everything
MONITORED

« good for everybody
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requests per second

ner min

Logon failures
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Collect data from everywhere

access logs
error logs

suricata events —
>4-5k req/sec

content-security-policy reports

smartrouter

jsonp requests with external referrers™ \ logl mnitort ek

backends log server

/ visualize!

elasticsearch +
kibana

application level events

application level auth issues
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¢ ¢ ¢ >4-5k req/sec

smartrouter

.'I' SSOA /// \ log! monitor! track!

backends log server

visualize!

elasticsearch +

kibana
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Dashboard Control

L4 B~ 2

top attack types

Term

ET SCAN DirBuster Web App Scan
in Progress

ET WEB_SERVER SELECT USER
SQL Injection Attempt in URI

ET WEB_SERVER Script tag in URI,
Possible Cross Site Scripting
Attempt

ET WEB_SERVER SQL Injection
Select Sleep Time Delay

ET WEB_SERVER Onmouseover= in
URI - Likely Cross Site Scripting
Attempt

GPL WEB_SERVER global.asa
access

GPL WEB_SERVER WEB-MISC
JBoss web-console access

Count Action
7468 QO
42 Qe
25 Qe
13 Qe
7 Qe
2 Qe
2 Qe

Kibana 3 milestone pre-3

least common attacks
Term

ET WEB_SERVER Possible SQL
Injection Attempt UNION SELECT

GPL WEB_SERVER WEB-MISC
JBoss web-console access

GPL WEB_SERVER global.asa
access

ET WEB_SERVER Onmouseover= in
URI - Likely Cross Site Seripting
Atternpt

ET WEE_SERVER SQL Injection
Select Sleep Time Delay

a+
Count Action
| Qe
2 Qe
2 Q@
7 Qe
13 Qe




Alert on important signals

I 8 00 HipChat - security team
R T TT - .o 01,05 ceponse

http: / Jwww.youtube.com watch?v=jofNR WkoCE

Sunday October 20, 2013

Icinga  kibana-logstash-elasticsearch-1-42778439.ec2-us-east-1b security_statuscode_search_prezi_com: WARNING 1.0 | Jcinga | Graphite Oct-20 0:02
Icinga  kibana-logstash-glasticsearch=i-42778439.ec2-us~-east=1b security_statuscode_search_prezi_com: OK 0.0 | Icinga | Graphite Oct-20 0:03
Icinga  kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b security_statuscode_meetingservice_prezi_com: WARNING 0.427355623101 | finaa | Graphite Oct-20 5:55
Icinga  kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b security_statuscode_meetingservice_prezi_com: OK 0.161971830986 | |cinga | Graphite Oct-20 5:56

Icinga kibana-logstash=-elasticsearch=i=42778439.ec2-us=-east=1b security_statuscode_objectlibrary_prezi_com: WARNING 1.0 | Icinga | Graphite Oct-20 10:02

Icinga  kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b security_statuscode_objectlibrary_prezi_com: OK 0.0 | lcinga | Graphite Oct-20 10:03 . s
admin scan redirect

Icinga  kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b webscan_admin_redirects: WARNING 1 number of suspicious IPs (84.95.88.100) | Icinga | Graphite Oct=20 12:50

Icinga kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b webscan_admin_redirects: OK 0 number of suspicious IPs () | Icinga | Graphite Oct-20 13:1( loop

lcinga  kibana-logstash-elasticsearch-1-42778439. ec2-us-east-1b webscan_admin_redirects: WARNING 1 number of suspicious IPs (84.95.88.100) | lcinga | Graphite Oct-20 13:2¢

Icinga kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b webscan_admin_redirects: OK 0 number of suspicious IPs 0 | Icinga | Graphite Oct=20 13:27

icinga  kibana-logstash-elasticsearch-|-42778439,.ec2-us-east-1b security_statuscode_themeservice_prezi_com: WARNING 1.0 | Icinga | Graphite Oct-20 14:02

Icinga  kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b security_statuscode_themeservice_prezi_com: OK 0.0 | |cinga | Graphite Oct-20 14:03

Icinga kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b security_csp_alert: WARNING 2 CSP reports, check Oct-20 15:56
https://kibana.prezi.com/#/dashboard/elasticsearch/csp_report please | Icinga | Graphite CSP BJEI'tS

Icinga  kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b security_csp_alert: OK 0 CSP reports, check Oct-20 15:57
https:/ /kibana.prezi.com/#/dashboard/elasticsearch/csp report please | Icinga | Graphite

leinga  kibana-logstash-elasticsearch-i-42778439 ec2-us-east-1b security_statuscode_meetingservice_prezi_com: WARNING 1.0 | lcinga | Graphite Oct-20 17:02

Icinga kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b security_statuscode_meetingservice_prezi_com: OK 0.149772209567 | Icinga | Graphite Oct-20 17:03

lcinga  kibana-logstash-elasticsearch-i-42778439.ec2-us-east-1b security_statuscode_log_prezi_com: WARNING 0.5 | lcinga | Craphite Oct-20 23:36

Icinga  kibana-logstash-elasticsearch-i-42778439. ec2-us-east-1b security_statuscode_log_prezi_com: OK 0.0002 16803550477 | lcinga | Graphite Oct-20 23:37
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Don't just wait!

« Paul Asadoorian, John Strand
« Active Defense Harbinger Distribution (ADHD)



Red team

‘Classical” assessment
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"Classical” assessments

Vulnerability Assessment vs. Penetration Test

What is different in them?

What is common?



With great scope comes great
responsibility

» Test your monitoring capabilities, test your IT sec staff
* Joe McCray & Chris Gates

more tests,

more money more time

wider scope



"We're gonna get
bigger guns”

team collaboration tool

«— ~

info sharing tools pentest frameworks

(armitage)

(dradis, lair, magic tree)




Enter
Warlord Framework

Why do we want a new tool?

* Info sharing
« Distributed operation

- Easily scriptable

- Auto/semi-auto operation
« Tool integration

» Simple and effective GUI

* Free and open source




Enough

Warlord
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Warlord
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FILESRV L

gaining shell to Alice's workstation

<A



gaining shell to Alice's workstation
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pass the hash scans & gaining

' | ' ' l | I access to Bob's I'T workstation

e _____La

ALICE

e
- SIBILITY: Lasivmat e = 192186000024 [ atan]

MBI ot b GG Jarhbiat]
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elevating privileges saving notes



Warlord Framework
Warlord Control Help

l msfconsole 3% Networks and Hosts

< VISIBILITY: Localhost (ethQ) - 192.168.0.0/24 [unlabeled]
192.168.0.200 (OS5 Unknown) [unlabeled]

< VISIBILITY: Localhost (ethO) - 0.0.0.0/0 [unlabeled]

k'

[ =
| Event Log | Node Notes | Modules | Team Chat Team Members
david

woff

¥: lecalhost

elevating privileges



Warlord Framework

Warlord Contrel  Help

| msfconsole ¥ Networks and Hosts

= VISIBILITY: localhost (ethQ) - 192.168.0.0/24 [unlabeled]
Irformation Connection 192.168.0.200 (OS Unknown) [unlzbeled]
. = :

q A CE-=C v I Llocalno: .- 1 - - J LU | unlabe
@ ALILE= P 172.31.200.10 (Microsoft Windows 7 5P1 English) [unlabeled]

TEM @ A_ICE PC 0.151 : 443 VISIBILITY:172.31.200.10 (-) - 172.31.200.0/24 [unlabeled]

snart_nashcump

|
| Event Log | Node Notes | Modules | Team Chat Team Members

WO 1as joined T a david
Host added:

woff

Cht ainin
Calculating tt

L]
[]

2287%8ca7853b

\
JI =
) =

saving notes
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pass the hash scans & gaining

Fob's IT workstation

wentifying DC

BOB-I'TWS



Warlord Framework

Warlord Control Help

MWetworks and Hosts

< VISIBILITY: localhost (eth0) - 192.168.0.0/24 [unlabeled]
192.168.0.200 (OS5 Unknown) [unlabeled)

= VISIBILITY: lacalhost (ethQ) - 0.0.0.0/0 [unlabeled]

| msfconsole ¥

P 4082 4.2 UL LU LR

VISIBILITY: 172.31.200.10 (- ) - 172.31.200.0/24 [unlabeled]

Event Log [Node Notes | Modules = Team Chat Team Members
172.31.200.10 445 Fordeadmin s
aad3bdz5b>1L04eecaac3bd35b51404ee:6105d99dc 95 3285 woff
d36ddlc42736441e smb_hash true

172.31.200.10 445 glice

aad3bA135b31/ 01ecaac3b135b511041ee:b9elcfceafbdO7 79
70306aZzfdBBa/cOa smb_hash true

172.31.200.10 445 Administrator
aad3bd35b51404eeaac3bd35b51404ee:Sccedfb43abbcdel

212287 f8ca7653be smb_hash true

172.31.200.10 445 =gl _local 34ATdcGAhlkg342

password true

Clear Save

pass the hash scans & gaining

access to Bob's I'T workstation




DCSRV

desktop range
(172.31.200.0/24)




Warlord Framework
Warlerd Control Healp

|
msfconscle 6 Netweorks and Hosts

= VISIBILITY: localhost (ethQ) - 192,168.0.0/24 [unlabeled]
192.168.0.200 [0S Urkncwn) [unlabeled]
~ VISIBILITY: localhost (ethO) - 0.0,0.0/0 [unlabeled]
P 172.31.200.10 (Microsoft Windows 7 SP1 English) [unlabeled]

YA &

b 172.31.200.30 (Microsoft Windows 7 SP1 English) [unlabeled]

Event Log | Node Notes | Modules  Team Chat Team “embers
david
woff

s 7 SP1 Englis
122:02> Host added:

(Microsoft Window
2013- 10 12

ew MSF console started.

identifying DC




Warlard Framewaork

Warlorc  Control  Help

Networks and Hosts
< VISIBILITY: localhost (ethO) - 192.168.0.0/24 [unlabeled]
192.168.0.200 (OS Unknown) [unlabeled]
< VISIBILITY: localhost (ethO) - 0.0.0.0/0 [unlabeled]
P 172.31.200.10 (Microsoft Windows 7 SP1 English) [unlabeled]
< VISIBILITY:172.31.200.10 (- ) -172.31.200.0/24 [unlabeled]
P 172.31.200.30 (Microsoft Windows 7 SP1 English) [unlabeled]

msfeonsole 34

=
172.31.100.200 (OS Unknown) [unlabeled]
172.31.100.20 (OS5 Unknown) [unlabeled]
172.31.100.50 (OS Urknown) [unlabeled]
172.31.100.80 (OS Unknown) [unlabeled]
! Evert Log | Node Notes | Modules | Team Chat Team Members
david
woff

II.
<2013-
Unkn

<2013-

nmap scan through pivoting




Warlord  Cantral

_—
msfconsole 3

Help

Warlord Frameweork

Networks and Hosts
= 172.31,100.200 (05 Unknown) [unlzbelec]
53/ tcp - open [demain) [Microsoft DNS]

135/ tcp - open (msrpc) [Microsof: Windows RPC]
139/ tep - open (netbios-ssn) [Version unknown]
445/ tcp - open (netblos-ssn) [Version uiknown]

P 172.31.100.20 (0S Un<nown) [un.abeled]

+ 172.31.100.50 (0S Un<nown) [un.abeled]
135/ tep - open (msrpe) [Microsof: Windows RPC]
139/ Lep - open (netbios-ssn) [Version unknown]
445/ tep - open (netbios-ssn] [Version unknown)

88 [ tcp - open [kerberos-sec] [Wirdows 2003 Kerberos server time: 2013-1...

P 172.31.100.80 (0S5 Llnmo-wn) [un.abeled]

| \
| Event Log | Node Notes | Mcdu.es | Team Chat

mssql bruteforce & extracting data

Team Members
david

woff




Warlord

server range .
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DCSRV

desktop range
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Defensive tips & tricks

--
server range
(172.31.100.0/24)

FILESRV DBSRV DCSRV

. _ o desktop range
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honeyfile (object audit) infinitely recursive directories



Warlord Framework
Warlord Control Help

R
msfconsole 3§ Networks and Hosts

< VISIBILITY: localhost (ethQ) - 192.168.0.0/24 [unlabeled]
192.168.0.200 (OS5 Unknown) [urlabeled]

= VISIBILITY: localhost (ethO) - 0.0.0.0/0 [unlabelad]
172.31.200.10 (Microsoft Windows 7 SP1 English) [unlabeled]

Event Log | Node Notes Modules Team Chat Team Members

Urknawr )

arlord Framework

honeytile (object audit



Warlord Control

—_—
msfconsole ¥

Help

Woarlord Framework

Nelworks and Hosls

< VISIBILITY: localhest (ethQ) - 192.168.0.0/24 [unlabeled]
192.168.0.200 (OS Unknown) [unlabeled]

< VISIBILITY: localhest (ethQ) - 0.0.0.0/0 [unlabeled]
172.31.200.10 (Microsoft Windows 7 SP1 English) [unlabeled]

Event Log | Node Notes Modules Team Chat Team Members
david

Uk nown)

lhost

Unknown)

M Warlord Framework

infinitely recursive directories
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artillery + honeyport.psl =  infantry honeyrow

Dave Kennedy Jon Hoyt, Carlos Perez

DBSRV



B Administrator: Windows PowerShell =89 X ey Select Administrator: Windows PowerShell
5 A A inistrator. HORDE\Desktop'\ Intal > . \anfantry. ps 5
e has been created!

dmmstrator.HORDE> netstat

|
Inlabeled]
labeled]

Team Members
david

==1-1=1-1"

-T=

| o

artillery +  honeyport.psl infantry

Dave Kennedy Jon Hoyt, Carlos Perez



Warlord Control

msfconsole ¥

Help

Warlord F

Information

Warlord Framework

Networks and Hosts
¥ VISIBILITY: localhost (ethO) = 192.168.0.0/24 [unlabeled]
192.168.0.200 (O35 Unknown) [unlabeled]

172.31.200.10 (Micresoft Windows 7 SP1 English) [unlabeled]

Event Log | Node Notes = Modules Team Chat

Team Members
david

honeyrow




"what does the fox say?"
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tileo.mail@gmail.com zagon.mihaly@gmail.com
@tileo_ @woff_itsec



