TOP SECRET//SI//REL TO HACK.LU
CTOg
O Q?

(U) I hunt TR;069 admins

spS LIKLE A BOSS

= Check Pomt

We Secure the Internet




no [SPs were harmed during the
making of this presentation

corporate legal wouldn't let us



- Taylor Swift




nbligatory whoami

« Shahar Tal (Ejifa)
» father, husband, geek
)

« |0 years with IDF _ J&2

] Check Point |

" SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet. ' a ,- -3
-




Agenda

e ntro to TR-068
 Why you should care

Landscape walkthrough

Top kek pwnage
Lonclusion

Taylor Swift's
eaked Frontal Pics




Residential Gateway Security

V“‘I;NEIIABIE EMEWAYS

e |t sucks.

* WULNERABLE GATEWAYS EVERYWHERE

e Pedro Joaquin (Routerpwn), Jacob Holcomb (SO HOpelessly broken”),
[achary Cutlip ("rooting SOHO"), devtty0 (everything)



TR-069 in BY seconds

We develop multi-service broadband packet networ Mv "MTA Monil_ﬁscnimt'—‘
management. Our work enables home, business and — : A J!
/ . |
o |

backbone netwarks.

CPE WAN Management Protocol
(CWMP/TR-0BS)

o 2004:v1.0
e 2013: vl.4 (amendment 3)




TR-069 Provisioning Session

(XML over HTTP)

Always* initiates session

reaSOn)
\nform( ACS can issue “Connection Request”

cemply? ___----"777
T
Getp \ ,.J._. /
arameterVaIue5(<key> #) L—j

i -
—
—
—
-—
—
—
—
—
-—
-—
—
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Dual authentication mechanism



TR-063 Example RPC (ACS—>LPE)

<soapenv:Envelope ...>

<soapenv:Body>
<cwmp: SetParameterValues>

<ParameterList ...>
<Name>InternetGatewayDevice.ManagementServer.URL</Name>
<Value>http://acs.supersecureisp.com/cwmp/</Value>

</ParameterList>

</cwmp: SetParameterValues>
</soapenv:Body>
</soapenv:Envelope>
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e [rowing trend to adopt
e Endorsed by Home Gat

o (2011) Estimated [47TM T
o 70% bateways

P =< S
Port Service Hit Rate (%)
80 HTTFP 1.77
7547 CWMP 1.12
443 HTTPS 0.93
21 FTP 0.77
23 Telnet 0.71
22 85H 0.57
25 SMTP 0.43
3479 2-Wire RPC 0.42
8080 HTTP-alt/proxy 0.38
53 DNS (.38

e According to zmap, 7047 is open on 1.12% of [Pv4



Good Guy ACS

* Provision devices ("zero-touch configuration”)
e Tech Support remote management

Monitor for faults, errors or malicious activity

Jiagnostics and Performance

Veplace/fix faulty configuration

Jeploy upgraded firmware

S0, YOUREALLOWING SILENT
REMOTE FIRMWARE UPGRADES

o
1TOO LIKE TO LIVEDANC



Trust Issues

* Who do you trust to run code on your devices?

« gt any time, without notification or user approval?
e remotely over the Internet?

e with permission to update/replace your 0387

* | might trust heavily protected update servers from the big shots
like Apple / Microsoft / Google, but what about my ISP's local
deployment? REMOTELYIMANAGE

g




NETGEAR
\ \ iy router manager
RangeMox Mext Wireless-N Modem Router

Remote Management

[ I Turn Remote Management On

<TR>
<ITD wvAlign=top><IMG height=7 alt="" src="redbull.gif" width=7 align=top vapace=6></TD>
<TD><h href="U53_5Ettings.htm" target=formframer><font color="£#£ff0000">U5E Settings</fontr</A»</TD></ "
<l—
<TR>
<TD wAlign=top><IMG height=7 alt="" src="redbull.gif" width=7 align=top wspace=e></TD>

<TD>»<A href="TR0O69 tr069.htm" target=formframe><font color="#£f0000">TRO69</font></A></TD></TR>
f -
<TE>
<ID whlign=top>
<ITD><h href="start.htm" target= top>3tandard Mode</R></TD-</TR>

|

Standard Mode




TR-069 Configuration

TR-069 Client Configuration

Inform Status: Disable '® Enable

Infarm Interval: IHEUU Z]

ACS URL: https-//acs | G243/

ACS Username:

ACS Password: I ...... ®




TR-069 Status

Device Serial Number:
TROGS:

ACS URL:

ACS Username:
Periodic Inform Enable:
Periodic Inform Interval:

Periodic Inform Time(y-m-d T h:min:s):

Connection Reqguest Username:
CPE Port for ACS Access:

sa04-
enable
nttps:7/acs |- 059

enable
o000z
0000-00-00T00:00:00

20005




TR-0B69 Architecture

cope of CPE WAN Managemeant
Protocol (CWMF):
5 Southbound Interface

Photo credit: https://www.etsy.com/shop/sharpwriter
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| DON'TALWAYS WANT INDISGRIMINATE
SURVEILIANCE OVERALL
| I:IIS'I'IIMEIIS OFA SERVICE PROVIDER

> BUT WHEN Illl
~ IPWNTHEAGS




Scumbag ACS

What would an attacker do if he was in contraol of an ACS?

Let private data

o SOI0, hostnames & MAC addresses, usernames, VolP
« [et complete configuration incl. passwords (vendor-specific)

Set every parameter
 DNS servers

 Wi-Fi (add new hidden 83D, remove password)
 PPP (replace WAN service with attacker controlled tunnel)

Download
« Lonfiguration, firmware, logs

Upload

o [onfiguration, firmware

09.01.2014 Celebrity Nude Photo Hack Collection - #fappening
M @ & Uploaded 09-01 09:01, Size 466.51 MiB, ULed by chkm38te

The Fappening 2014 Jennifer Lawrence, Kate Upton and More Leaked
M @ & Uploaded 09-02 22:21, Size 330.23 MiB, ULed by Brano

The Fappening
o Uploaded 09-01 18:26, Size 781.21 MIiB, ULed by BlahBanaan

Leaked Celebrities Sorted [Complete] - The Fappening
o Uploaded 09-04 10:56, Size 301.42 MIiB, ULed by maagentad9

Jennifer Lawrence Mudes - Complete leaks from fappening
o Uploaded 09-01 05:55, Size 3.87 MiB, ULed by kryptonet

Celebrity Mude Photos and Videos (Unique Fappening collection)
o Uploaded 09-02 18:23, Size 781.21 MiB, ULed by halfblo0d



Previous Work?

e Luka Perkov ("ISP's black box" [ 28ca, UKNOF24)
e A brief survey of CWMP security (33Labs)

* http://blog.3slabs.com/2012/12/a-brief-survey-of-cwmp-security.html

e That's about it.
* (Apologies if my google fu wasn't strang enough to find you)



Niche Market

e Service Provider world
e [R-069 community?

€« C [ www.reddit.com/ |;t ‘69

‘ROMT - ALL - RANDOM | FUNNY - ADVICEANIMALS - PICS - VIDEOS - WTF - TECHNOLOGY - IAMA - NETSEC - REVERSEENGINEERING - 5

o
§r9dd|t TRO9O |IDI'| new rising controversial top gilded promoted

[ Hunt TR-069 admins: Pwning ISPs Like a Boss ~Shahar Tal (d4efcon.org)

submitted 1 month ago by chOwn35s

comment share sawve hide report




TR-069 Community

TR-069 Central
@TRO69Central roLLowsyou

ADB, Affinegy, Agile ACS. Alvarion, Arris, AVSystem, Axiros, Calix, Gisco, Comtrend, Consona, Dimark, Draytek, Fine Paoint Technologies,
Friendly Tech, GIP, Incognito Software, Intraway, Iskratel, iWedia, Junga, Juniper Bridge, Mabigen, Mative, Netgem communications,
Netmania, OneAccess, Pace, ProSyst, Ronankii Infotech, Sigma Systems, Tata Elxsi, Tilgin, Wi-tribe, Wind River, Works Systems



DrayTek

Australia

VigorACS §I =

Auto Configuration Servers |







@00
|| (@) 1ncognito Auto Configuration Se L+l

-4 Incognito.com

tncognito Auto Configuration Server (ACS) - Device " o

Auto Configuration Server

1 Centel

Update a CPE

e E= Yew Farvtes Ik e

Guide | Advanced search» | Logout»

DA J}h JARD m SERVICE | GROUP | SETUP | ADMIN LA[I\RM |
)
)= am

| Server overview | Exclude devices |

Search history

In all groups

[+] | serial number -

| Reset | | Search devices |

Search result | change settings

Contact devices

Change software

Change Group Schedule task Remove devices Search message logs

Help

Canvrh ~ulbasin: Nachhancd | Racica raskads 9N19 AD AD

DASHBOARD I DEVICE I SERVICE I GROUP I SETUP I ADMIN | INTEGRATION I ALARM I

Guide | Advanced search» | Logout»

Search history In all groups ~ Serial number w||* Reset I Search devices I
Status Diagnostics Diff config Back up Configuration Restore configuration Trouble ticket | Monitoring |upload files Download files Help
Search criteria: Serial number: = Voice quality _Back | [ Delete | [ Clear || Report | [ Export | [ save |
(El2ia.a 5.6 7 W 6" 10 3112 3% j4 15 Next Show All
16 17 18 19 20 21 22 23 24 25 26 27 28 20 = 20_(799) [Note] Changes in monitored parameters or devices dear all exiating dats
- Details
7 Group Serial number | IP address |  Software Name: Voice quality
Triple-play V60200000000-0010024001 -153.46 HG13xxx CS5000-02_03_00_60 Description: Manitare tha Mean Oninion Seara for Voice calls
Triple-play V60200000000-0010024002 77.68.146.205 HG1 x CS5000-02_03_00_60
Triple-play V60200000000-0010024003 = 77.68.145.154  HG13xxx CS5000-02_03_00_60 Scope:
Triple-play V60200000000-0010024004 * HG13xxx CS5000-02_03_00_60 Collect sve
Triple-play V60200000000-0010024005 HG1 CS5000-02_03_00_60 ) ]
Triple-play V60200000000-0010024006 HG13xxx CS5000-02_03_00_60 Raise 3 le v Priority: High  ~
Triple-play V60200000000-0010024007 HG13xxx CS5000-02_03_00_60
Triple-play V60200000000-0010024008 * HG13xxx CS5000-02_03_00_60 —Monite
Triple-play V60200000000-0010024009 HG13xxx CS5000-02_03_00_60 Nai Value Rang
Triple-play V60200000000-0010024010 HG13x0x CS5000-02_03_00_60 =
L i POs 02005 v Me rvices.VoiceSe <3.5 Delete
Triple-play V60200000000-0010024011 HG13xxx CS5000-02_03_00_60 S
Triple-play V60200000000-0010024012 HG1: CS5000-02_03_00_60 ith
Triple-play V60200000000-0010024013 * HG13xxx CS5000-02_03_00_60
Triple-play V60200000000-0010024014 HG13xxx CS5000-02_03_00_60 3 3
~ p 0% = —Monitored devices
Triple-play V60200000000-0010024015 HG13xxx CS5000-02_03_00_60
Triple-play V60200000000-0010024016 HG13xxx CS5000-02_03_00_60 {
Triple-play V60200000000-0010024017 HG13xxx C55000-02_03_00_60
Triple-play V60200000000-0010024018 * HG13xxx CS5000-02_03_00_60 "
Triple-play V60200000000-0010024019 HG13xxx CS5000-02_03_00_60 [ Back || Delete || Clear || Report || Export | Save

Triple-play V60200000000-0010024020

HG13xxx CS5000-02_03_00_60




| got TR-06Y problems

Insecure Insecure
Configuration Implementation




THEREAREVULNERABLE ACSS ONLINE

How do you find AGSs [TW?

* Hack a single router. UED.

> Scanning HIGUARANTEE IT
e zmap/masscan FTW ' i
o T547 and friends 212Mmap _gucscan

e |IPnP endpoints RAPIDY)

e Public datasets
e |nternet Census 2017

 DNS Census 2013
o [motfy

* |m3tfy let me SHODAN that for you

.omputer Search Eng



ACS Authentication Drill Down
e SSL is REGCOMMENDED

e 7™ gption: shared secret

« Shared secret = HTTP auth (basic/dig

QUANTUM Capabilities - NSA

(TS/SI/REL) NSA QUANTUM has the greatest success against <yahoo>, <facebook>,
and Static IP Addresses. New QUANTUM realms are often changing, so check the GO
QUANTUM wiki page or the QUANTUM SpySpace page to get more up-to-date news.

NSA QUANTUM is capable of targeting the following realms:
+ « IPv4_public * mailruMrcu

« alibabaForumUser * msnMailToken64
« doubleclicklD *qq
« emailAddr « facebook

+ « rocketmail * simbarUuid

« « hi5Uid * twitter

* « hotmailCID « yahoo

* « linkedin « yahooBcookie

« « mail * ymail

* « mailruMrcu * youTube

* » msnMailToken64  + WatcherID




Stealing the Secret

e Router interfaces try to protect ACS passwaords.
e But... allow you to change the ACS LIRL.

TR-069 Configuration

TR-06%9 Client Configuration

Inform Status: Dizable '® Enable
Inferm Interval: 3600 E
ACS URL: https:.-".f'acs._8443.-"d
ACS Username : I

ACS Passwor S ®

#| Connection Request Authentication

Connection Request User MName: ]

Connection Request Password: ~ lssssas ®

| Apply | | Cancel

e ACA can even enforce HTTP Basic auth
« Baseb4 encoded "username:password”



SSL Certificate Validation

If TLS 1.2 (or a later version) is used, the CPE MUST authenticate the ACS using the
ACS-provided certificate. Authentication of the ACS requires that the CPE MUST
validate the certificate against a root certificate, and that the CPE MUST ensure that
the value of the CN (Common Name) component of the Subject field in the certificate
exactly matches the host portion of the ACS URL known to the CPE (even if the host




Field Test

@3@ Certificate Information

MiTO VALIDATE
This CA Root certificate is not trusted. vu“ c
install this certificate in the Trusted Ri
Authorities store. SSl GEBTIFIGATES

v‘..- " i " -, —— s
Issued to:  i-hunt-tr069-admins. com ‘ ¢ "/ un TTTINAR. g~
‘ ' I —
. & y

i 4 , DR—

Issued by: i-hunt-tr0&3-admins. com

Valid from 31/05/2014 to 25/05/20 '“E mc' vn“ Accinin

MY SELF’SIGNED'CERTIFICATE
DETERMINED THAT WASALIE



Recap

e [R-063 is very powerful
o ACS makes a very lucrative, accessible target
o A LOT of implementations are just not serious enough

InfoSec Taylor Swift £x m

-
(il | T e i I X,
SWITLUINSECUNITY

| know it all ends tomorrow;
So it has to be today;

For the first time in forever;
| have a Oday.

.

,‘_ 0 =y P t‘ e T C = i F Il E e axs Mo
il el | TR B g ey w8 L1 L i -

4 A o o T M Ph T



OpenACS

e [pen source (Java)
o Start auditing

o 3 days later: RCE
* Reflection + Native File Upload = CVE-2014-2840




GenieACS

genie

e [pen source (Node.js, Redis, Mong

o Start auditing
« / days later: RCE

e Non-Global regex - CVE-2014-4956

e Running as root

Response

J Raw T Headers T Hex 1

output = input.replace(/[\[\I\\\M\SNANNAHN(\) T/, "\\$&")

GET /devices?query=["./;require('util').log(‘lolwut"');//*"]

HTTF/Ll.1l 200 QK

Content-Type: application/json
total: 1

Date: Mon, 2€ May 2014 07:33:28 GHT
Connection: keep-alive
Content-Length: 1109

[
{" item":"root:§6§ qufUESDSVmJyx_
BAUlkka3pp0/LO0w/o/eyMEE. PNNS0OpMT
§99599:7:::'ndasmon: *: 15924:0:99999:7:::\nbin: *: 15924:0:99999:7
rrrinsys: v 15924:0: 999595 7 naync: ¥: 15924:0: 958999 7 1 1 ngam
es:*: 15924:0:99599: 7 :"nman: *:15924:0:99999:7:::\nlp:*: L5924
10:99999: 7 \nmail: *:15924:0:5999599:7: : :\nnews: *:15924:0:95959
G:7rrrhnuuep: *:15924:0: 999957 \nproxy: ¥ 155824:0:958999: T 1 ;
"nwww-data:*:15924:0:99999:7:::'nbackup: *:15924:0:959999:7:::"
nlist:*:15924:0:99995:7:::"'nirc:*:15924:0: 998585 :7::: ' ngnats: ¥
:15924:0:959995:7: : :"nnobody: *: 15924:0:99999:7:: :"'nlibuuid: !': 1
5924:0:99999:7:::'nsyslog: *:15924:0:99999:7: cmmoyscl: 115924
:0:995989:7: nwessagebus: *: 15924:0:99999:7: : :"nwhoopsie: ¥: 15
924:0:99999:7::: ' nbind:*:15924:0:99999:7: nlandscape: *: 1592
4:0:999599:7:::"'nashd: %:15924:0:959995:7::: nadwinistrator: {65z
fFS7L




PWNAGE

Showing 7314 devices

Serial number Product class Software version MAC

about 12 hours ago

# less than 20 seconds ago
®2 minutes ago

6520 about 2 hours ago

78 - . 432 4 months ago

7 months ago



Undisclosed Vendor

« Massive global install base incl. major providers
« [nternal APl auth bypass, 2x5(Li, Dod

e [an write arbitrary files to any location
e Including C:\Inetpub © =» RCE

e [ested vulnerable provider (with permission)
@) JHL




What can | do?

e Audit your TR-069 settings
e Ensure 3ol & proper cert validation

e |Insatisfied? disable TR-06Y

e (If you can)

e Add home security layer
e Another router with NAT/FW capabilities
e [Ipen source firmware alternatives




F.A.O. Answers

« Not saying TR-068 is bad, just dangerous when unprotected
e |t's definitely better than SNMP

e [R-0BY can be secure

 We don't know if vendor X is vulnerable or not, we just have [00%
success rate with the handful we've assessed. Extrapolate.

Talk

’g‘ W computer
security to me




Fixing the Problem

* There is no easy fix.
o TR-0B6Y has to mature

o Bad implementations
are out there

 Awareness is key

e ACS vendors

“I've been working day and

night trying to secure the
Internet of Things.

§ I\ | Ifinally made a breakthroug
48 | andit's called:

VLAN of Thing."
- Toylor Swt

« Write better software, put money in secure coding

e Show your security stance (bug bounties?)

e Service Providers
« Protect your customers, it's your responsibility

e Security community
« That's you guys



Multiple vulnerabilities in DrayTek VigorACS SI

From: Enk-Paul Dittmer <epdittmer () digitalmisfits com™=

Date: Tue. 7 Oct 2014 13:00:25 +0200

DrayTek VigorACS SI ( <= 1.3.8)

Vigor ACS5-5I Edition is a Central Management System for
routers and Tirewalls,

providing System Integrators or system administration pe
real-time integrated

monitoring, configuration and management platform.

We found that most of the VigorACS SI deployments are us
default http authentication settings (acs/password). Thi
a software wvulnerability but more a configuration issue.

2.2 Unauthenticated arbitrary file read/write functionality via
UploadDownloadServlet

The UploadDownloadServlet can be used to (read and) write files to the
server directly. In addition, this functionality is accessible without
having to provide the

http authentication details (2.1).

2.3. Path traversal and Local File Inclusion in the FileSerwvlet

The regular expression that is wsed to prevent this is not sufficient:



Future Work

o BBF has responded positively

« They are looking into the problems we've highlighted, may release a new
amendment with improvements

o [R-069 client pwnage
e Stay tuned for 3IC3

’

InfoSec Taylor Swift £x W

Ll LA LS

I'm sorry, | can't hear you over my Thought
Leadership.

.

+ Heply 13 Retweet

5o a0 ARGEODESEE



Thank you!

Hit me up on [&jifa or
shahartal@checkpoint.com

A4




InfoSec Taylor Swift ¢ ftOnSecurity - Sep 1
You asked, and here they are. Pictures of
my rack. pic.twitter.com/fPS5R067zIN

View more photos and videos



o [Aswiftonsecurity

e https://www.iol.unh.edu/sites/default/tiles/knowledgebase/hnc
/IR-Ubd Crash Lourse.pdt TR-0643 Grash Lourse (University of

New Hampshire Interoperability Laboratory)

e https://community.rapid/.com/servlet/ JiveServlet/download/ 2|
al-1-16536/SecurityHlawsUPnP.pdf Whitepaper: Security Flaws in
Universal Plug and Play Unplug, Don't Play. (Rapid7)

o http://internetcensusZ01Z.bitbucket.org/ Internet Census 2012
(anonymous researcher)

e http://www.team-

cymru.com/ReadingRoom/Whitepapers/SOHOPharming.htm
SURD Pharming (Team Lymru)



https://www.iol.unh.edu/sites/default/files/knowledgebase/hnc/TR-069_Crash_Course.pdf
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https://www.iol.unh.edu/sites/default/files/knowledgebase/hnc/TR-069_Crash_Course.pdf
https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
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https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
https://community.rapid7.com/servlet/JiveServlet/download/2150-1-16596/SecurityFlawsUPnP.pdf
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