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Hi!

Eight years in application sec and enterprise systems
Moved from code review up to architecture & TM
Started working with users; few years to integrate that
This is what I learned we don’t know
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Security Is Not apout computers,




People bullt computers to accomplish
fasks.

People bullt more computers and
networked them 1o accomplisn more

fasks.
Ihose computers got compromised.
People paid us to fix tThe problem.

We made the mistake of thinking they
mMeant us To fix the computers.



Having made this mistake, we ouilt an
enfire iIndustry around solving the wrong
oroblem.

“eople bullt yet more computers and
Networks.

We redlized we couldn’t secure them
Ndividually and started looking aft
orobabilities and scaling.

We never did fix tThe problem:




Security is the set of activities That

reduce the |

celihood of a set of

adversaries su
fhe godals

ccessfully frustrating
Of O set of users.
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Example: Scheduling a meeting without your adversary knowing where you’ll go vs. secure messaging

The ability to define and determine what a technical system will and will not do is necessary but not sufficient to determine whether it is secure.��Defining security for a system means understanding what your humans want.


Security design is the process of
Jnderstanding user culture, godls,
and workflows, organizationdl
fechnical capabllities, and adversary
capapillifies and dispositions and
synthesizing a saftisficing solution,
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Example: Understanding the structure of using deniability in a court of law
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A threat model 1s a formal, complete,
human-readable model of The human
activities anad priorities and of the
security-relevant features of IN-scope
oorfions of a system:
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A threat model 1s a formal, complete,
human-readable model of The human
activities and priorities and of the
security-relevant features of In-scope
oortioNns of a system,
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Visipility To Prevent vs. Cost to Fix

Threat Standards & Review &
Modeling Frameworks Testing
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We’re used to much more cut and dried problems

Outcomes depend on luck and you’re going to lose a lot

How do we figure out where to start?



Understanding the Operations
PrOCESS

Planning IN the presence of an adversary
OODA Loops

Cognifive overnead

Operational utility

~unctional deployability



O
Operationdl

Planning
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Security is an emergent property of operational planning across a community or an organization

Tools and training must both operate from this worldview

Holistic problems require holistic solutions






NVAronNTs

Infegrity Simplicity
Deployability  Interoperability

Availability
Nonrepudiation
Trust

Confidentiality Efficacy
Unlinkability



NVAronNTs

Accuracy
Adaptapility
Agility
Anticipation
Assurance
Availability
AWOISIRISER
Capacity
Coherence
Concealment

Confidentiality

Continuity
Control

Completeness

Cooperafion
Coordination
Deception
Deployability
Deniability
Depth
Deterrence
Discipline
Dispersion
Economy
Efficacy
Endurance
Exposure
[dentifialllity

INifiative Resilience
INnfegration Responsiveness
Intfegrity Simplicity
Interoperability Simultaneity
Goodwill surprise
Mobility survivability
Nonrepudiation Synchronization
Objectivity Trust

Precision Timeliness
Predictalbllity suscepftiility
Readiness Uncertainty
Recepftivity Unlinkability
Redundancy  Unpredictability
Relevancy Velocity



Legibilimy

iy,



Design

Understanding, documenting, and
communicating constraints and capabilities

Synthesize and validate potential solufions

Communicate and justify those solutions

support the develo

oMment process & prevent drift



Parficioatory besign

Recognize users as autnhorities on thelr goals

Deep cultural engagement for complex
scenarios

surface tacit and embodied knowledge
BuUlld long-ferm community frust
Short-circult long development processes
Create blended countermeasures
Minimize tfeam ego



Practical Process Change

-INd your UX designers and product mandagers
Nsist on coming to all of their meetings

earn their language and process

 earn what your users are actually trying to do
Design requirements-level security support
Document and solidify once you have results
Give yourself room fo fai

Work across your org fo centfer user godals




Thank you

Ntfo

AN

ello@dymaxion.org
~

twitter

Hire me or support
My security research
and writing:

Nfto://patreon.com/dymaxion
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