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Your mission

Break an image encrypted with “AES-128 ECB”

AES = Advanced Encryption Standard

128 = There are 2*2*2*2*... (count 128) ...*2

= 340282366920938463463374607431768211456 possible keys

ECB = Electronic Code Book

or maybe Electronic Coloring Book?
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No crypto toy, kids, it's real!

[…] AES hard encryption and choice of ECB or CBC mode.

The encryption is FIPS certified to ensure absolute data security 

should the drive get stolen or lost [...]

[...] To hack into ECB encryption [...] the computational power 
requires to derive this actual key is simply phenomenal.



  

Absolute data security?



  

We have a secret weapon!



  

AES is a block cipher:
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MySecretKey12345
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a block of text?
+

MySecretKey12346

♣m O jF æ ² ç♦ ┐⌐ ⌠ ⌠▄ ╧♪
(05 6d 04 4f bf a9 6a 46 f4 91 f4 dc fd cf 0d 87)



  

Yeah, but my message is larger!
How to encrypt more than one block?

My secret message won't fit here
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How to encrypt more than one block?

My secret messag
+

MySecretKey12345
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How to encrypt more than one block?

My secret messag
+

MySecretKey12345
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Can we do better?

Repeating blocks 
= very probably uniform color 

→ Paint them!



  



  



  

Your turn!

You got an encrypted file.
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Your turn!

You got an encrypted file.

1) Find a set of repeating blocks.

2) Paint them with the color of your choice!



  

Your turn!

You got an encrypted file.

1) Find a set of repeating blocks.

2) Paint them with the color of your choice!

3) Other set(s) of repeating blocks?
Paint them too with other color(s)!

So, what's the secret image?



  

Some slides were 
shamelessly inspired by

by Ange Albertini

https://speakerdeck.com/ange/lets-play-with-crypto-v2 

https://www.youtube.com/watch?v=bcxF6IYTCg0 

https://speakerdeck.com/ange/lets-play-with-crypto-v2
https://www.youtube.com/watch?v=bcxF6IYTCg0


  

Thank you!
Merci!

Dank je!
Danke!



  



  


