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Break an image encrypted with “AES-128 ECB”
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Your mission

Break an image encrypted with “AES-128 ECB”

AES = Advanced Encryption Standard

128 = There are 2*2*2*2*... (count 128) ...*2

= 340282366920938463463374607431768211456 POSSIDle keys

ECB = Electronic Code Book
or maybe Electronic Coloring Book?
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No crypto toy, kids, it's real!
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Home = Drive Cartridge System = Combao Hard Drive > Diamond Cipher Combo HDD for SATA hard drive with eSATA or USB 3.0/2.0 External Connection

Diamond Cipher Combo HDD for Features Specifications Model and Price Support
SATA hard drive with eSATA or
USB 3.0/2.0 External Connection

n Rear View of Diamond Cradle © SATAconnection \

Diamond drive
enclosure

eSATA
connector

Power LED
Drive Activity LED

Cipher key
On/Off switch
Removable front
bezel and optional
Connect to 12V cooling fan
power adapter

Cradle lock
and power switch

The Diamond Cipher Combo Hard Drive Kit features the new generation of eSATA hard drive enclosures with the 256-bit AES hard
encryption and choice of ECE or CEC mode. The encryption is FIPS certified to ensure absolute data security should the drive get stolen
or lost. The crypto engine inside the Diamond Cipher enclosure handles all the encryption and decryption on the fly with no detectable
performance degradation on data transfer. Using native eSATA interface, the Diamond Cipher Combo Hard Drive supports the highest
performance possible today through an externally connected hard drive enclosure.

The Diamond Combo Hard Drive Kit is probably the most versatile storage solution in the market. This kit comes with all the necessary
component to allow any 3.5" SATA hard drive to be used as a drive cartridge and as an external high performance eSATA hard drive.
Constructed in heavy gauge aluminum with precision finish for smooth operation, the Diamond Cipher drive Kit is built to last while at the
same time providing excellent heat dissipation for the hard drive. Comes built in with the Addonics SATA direct bridge interface, the
Diamond Cipher drive enclosure allows the SATA hard drive to appear as a direct connection to the host both in eSATA mode or SATA
mode while at the same time isolates the SATA hard drive power and data connectors from the wears and tears incurred in some of the
removable SATA hard drive system. 2.5" SATA hard drive can also be installed into the Diamond Cipher drive enclosure using the
DCHD256EU3 - $145.00 optional 2.5" hard drive mounting bracket.
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component to allow any 3.5" SATA hard drive to be used as a drive cartridge and as an external high performance eSATA hard drive.
Constructed in heavy gauge aluminum with precision finish for smooth operation, the Diamond Cipher drive Kit is built to last while at the
same time providing excellent heat dissipation for the hard drive. Comes built in with the Addonics SATA direct bridge interface, the
Diamond Cipher drive enclosure allows the SATA hard drive to appear as a direct connection to the host both in eSATA mode or SATA
mode while at the same time isolates the SATA hard drive power and data connectors from the wears and tears incurred in some of the
removable SATA hard drive system. 2.5" SATA hard drive can also be installed into the Diamond Cipher drive enclosure using the
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We have a secret weapon!




AES Is a block cipher
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Yeah, but my message Is larger!
How to encrypt more than one block?

My secret message won't fit here
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How to encrypt more than one block?
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How to encrypt more than one block?

My secret messagle won't fit here

MySicretKeyl

Afe

8e 9f 8a db 91 b8 22 76 a5 c2 43 24 cd cf 5e 2dbb ce 73 6¢c bc 4d ed b3 b2 68 d4 a5 af 16 74 4d
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Can we do better?

Repeating blocks
= very probably uniform color

— Paint them!









Your turn!

You got an encrypted file.

ry-grade AES-128 crypto!

61df505ad423f5b5
a8b9f9263d42bea9

7d3b369024952975
596bb4a98d422b6a

7d3b369024952975
596bb4a98d422b6a

7d3b369024952975
596bb4a98d422b6a

37db73ca34e392c2
9f81179565ac49a2

7d3b369024952975
596bb4a98d422b6a

f37c4cd2af2faze67
P9c55383a2fleabl

51f4b0a®e32b5c54
bc2e92a0115297ec

021bc43dfodds
32cf6fdo00e8a

22cc270be24e9
7591dc6cf3laa




Your turn!

You got an encrypted file.
1) Find a set of repeating blocks.

ary-grade AES-128 crypto!
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Your turn!

You got an encrypted file.
1) Find a set of repeating blocks.

ary-grade AES-128 crypto! ¢ ¢

61df505ad423f5b5 37db73ca34e392c2 f37c4cd2af2fa267 0©21bc43dfodds

a8b9f9263d42bea9 9f81179565ac49a2 09c55383a2fleabhl 32cf6fd900e8a
0 51f4b0Pa®e32b5c54 22cc270be24e9

3' ‘ ‘ o bc2e92a0115297ec 7591dc6cf3laa




Your turn!

You got an encrypted file.

1)
2)

~Ind a set of repeating blocks.

Paint them with the color of your choice!

ry-grade AES-128 crypto!

61df505ad423f5b5
a8b9f9263d42bea9

7d3b369024952975
596bb4a98d422b6a

7d3b369024952975
596bb4a98d422h6a

7d3b369024952975
596bb4a98d422b6a

37db73ca34e392c2
9f81179565ac49a2

7d3b369024952975
596bb4a98d422b6a

f37c4cd2af2faze67
P9c55383a2fleabl

51f4b0a®e32b5c54
bc2e92a0115297ec

021bc43dfodds
32cf6fdo00e8a

22cc270be24e9
7591dc6cf3laa




Your turn!

You got an encrypted file.
1) Find a set of repeating blocks.

2) Paint them with the color of your choice!

3) Other set(s) of repeating blocks?
Paint them too with other color(s)!

So, what's the secret image?
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nttps://speakerdeck.com/ange/lets-play-with-crypto-v2

nttps://www.youtube.com/watch?v=bcxF61YTCgO0


https://speakerdeck.com/ange/lets-play-with-crypto-v2
https://www.youtube.com/watch?v=bcxF6IYTCg0
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TIFF file encrypted
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