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TOOMANYCOMPUTERS

o Computers

 Many computers

- ALOT OF COMPUTERS




WHATISKVM?

- Keyboard, Video, Mouse

e KVM connects the same Keyboard,
Video and Mouse to one or more
computers.




WHEREARETHEY?

* On your desktops. . [
* |n your server racks.

* |In *very” secure
environments.
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KVMEVOLUTION

“A-B Switch" Modern KVM Matrix KVM

1990 2000 2010
4 Ports 16 Ports 1024+ Ports
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WHATCANWEDO?

e \What's the one common thing here”

o All features require the KVM to
process key-strokes!

e | we could “theoretically™ control the
key processing routine...

KEY-LOGGER




SOFTWARE

 Manuals, Cables, Warranty and a CD...
* CD contains some interesting files:
* A Firmware Upgrade Utility.
* firmware.bin

* Since x86 IS N0 new territory, we can
reverse engineer this!
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SERIALSNIFF

* FiIrmware upgrade process Is done
via a custom serial protocol.

* |t IS possible to extract the (possibly)
encoded firmware binary from the
serial protocol.

* |t's just a matter of analyzing the
serial protocol.




PROTOCOLANALYSIS
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UARTMAGIC

« 8051\2 Chips have an integrated UART port.
* \Which IC pins should be tapped?

e |[n order to find out, let's take a look at the

P0.4, AD4
P0.5, AD5
P0.6, AD6
P0.7, AD7
EA
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P2.7, A15

P2.6, A14
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NOTHINGBUTLOGIC

» 30-45 China mail shipping days later.
e \We can finally use LOGIC.




TAPICPINS

* Tapping the 8052 IC UART pins using
Logic Analyzer.

» Reveals the the UARI port's signals.

»



SIGNALANALYSIS

* Reviewing the signals in the Ul.

* An obvious pattern emerges.
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BREAKINGCODE

 The BLOB is probably translated into
8051 Assembly.

e [he translation 1s done somewhere
within the 8052 chip.

* [t might be possible to break the
obfuscation!



REMEETTHEBLOB

0000h: CD 23 32 43 65 43 06 3B 33 C3 AC 43 19 OB 6B F7 1$2CeC. ;3A~

-~ A
00201

&= Last Bytes are

0060t

— padded with 0x53

00BO!

00COh:
00DOR:
Q0EOh:
O0FOh:
0100h:
0110h:
0120h:
0130h:
0140h:
0150h:
01€é0h:

QUAJACATATO=8q.D
DbTp [sNxNTTD=é&p
eTf=& [DDDETp [=Nx
NTTDs"Opticd. (D2
MQA7™ | *C™ ;E. x$N|
o1 *OPuTFfAQeq-
WC.c N\GMKC RtE«$
sy0. | . MQOEG| O0u
' PENTOTK N 2IC#qQ
20Qu | OB . Kk Q="
‘OME «WCTUGAZ BT
HQEOTO"t . k. 35E My
‘8ME *WC; Az .OWx 1

-4

N O S
()
o
™

o0

139

J 0
O I
J

L I o
P S R )

w
w

- oW W
0~
L]

’
’

:

w0

]
fF O w
‘o

;l

W
[

DO N C
s
- 7

>
N o

O wono

’
'
~
»

0 W W n
wn =
OO WMl
w
o
)]

- U -
L
LU o B SO S S
4 W m
W o
m
w N M
o wwan
-J

)

w
w0 w wbs W

N
-
e
o
w

0170h:

0180h:

w o W
[t
N

wn
W
-
' Wb W s () )
W W Www
o
J
J
b <
"y

™M w n
o W
n Wb b

"y
()

O
o
-

(7))
w

on
()

w
w
w
w

u
W wwwww

w

w

W
W
"W ‘
w W W

555555355

555555555

SS5555SCas o055
_ 3555555555
S55555555555555558
S555555555555588
S55555555555555535
S5555555555555555

WWwwwww
Wwww W

W wowwww

Wwwww
im0

ooon
W w w
Yo W
Yo Wn
Yo W
n n
w w w
w

0 GO I T T
v

w W

w
wn
wn

o
W W W wwwww
oo
w
o n
oo
W W wwww
o
w w
i

W
N W W W w ww
o oo
W W w ww
oo n
W www
o oonoun

(G O R T
wn
W wwww
W W
oW W W W W Ww
oW oW wwww
oW W
;o o0 n
NoW W W W W w

< W
"W
)
w W
O Ww
’J




BREAKINGCODE

I$2CeC.:3A-C. . k=
.CBC=23BAYBBC.UBA
«tBCSBBU®w.A0*EI
QugfAPeT1CD{OACE
S%.KC10xNTTDCE0D
DCAATExNAA: xATDA
q[QuTJAOCN.TDxET
TDxEzDECELD ; xNTA
TQAQUAJCDCEUTO=N
eTExETDD =&

0000h:

w

N

183

o

wn

w

W
O

Q

w

MmN

"
w0
2w

N W W

~NAA A
0010

0020h:

0030h:

™

=
NN
W W ww

= Wk
R
1

n Mo

w N

Do

~AMA

0040h:

[¥ SR & C N ST S
(&)
) i

[
W Wb
— ]
Oy O W M s O)

o
W -
W Wb

b WWw W

2 mW
O W wne:

" m

00€é0h:
0070h:

(R & 1 Y
S v wn
QO WO

" b

Mo oo wo,moNn
44}

™Moo
w

)]
=)

-]
W

&TD;CNe

00CO?
00DO!
O0EO!
O0FO!

T AN

Vi0VUI

WC.c.&3MKC RtE«$
2v0. | .orddG | 60uu
| PUNTOTKPo.2IC#q
*0Qu | Ch~. k. Trx™,
‘OME ~WCTGAZ* 28T
#QEOTO t . k. 2 3dY.
‘8ME *WC; Az .OWx 1

83)
W
o (

) O
“
 J
#
-
]

r

DO ;.
ny e
m w w
Wi
w
N
= 0 W

N
(o)
0
o

w
w N M
W ™M
»
’[l

D (¢

o po

W W

- o
W o

-J

) o () W {
o
m

-] wn
W o ON
w N M

y O
’) Fl
o
J
)

w0 w wbs W

)
b

L I |
cJ

o b
-

[T

w o W
[t

w

0 0O -
WM O W

w
b 0 Wb () U M)
W W w w

0|, ”l
) @
n Wb b

O

inonn n
wn
W,

W w ww
o on
W w w

S5555555555555555

oo coo

S5555S5555SSSSSS
555555555555555S5
55555555a000GSAA

w w w wi
g N g
oo onon g

oW ow w




ALLDONE




SO0S51IASSEMBLY?

code 888880808
code : 8888888
code 088800

Function name

code: 0000000 s publi¢
code : 00080008
®*Rcode: 0000000 xr] (
®*Rcode: 0000000, %xch A, R1
®*Rcode:0000000 Mmov : H -
®*Rcode: 00000008 mouv
bt code 0800 0Y dinz
code:0008000809 ; End of function IEBS
code:8888880809
code 008800
code:0000000 : SUBROUTTIM NE
code 0000008
code 888880808
,"code 454 code:00000008 .
| = code :800800068 s public
\J| code BTB code : 0000000
| code ECE *Rcode 0000000 mou A. R7
\f| code_EDD . addi : 20 |
f| code_EFB ®*Mcode: 0000000 1N Iy
| code_F&F *Rcode 0000000 mou :
7 code-ND? ®*Rcode 0000008 mov f
7] cose o cHe b
- o code BB HA
,codc_lo:B ®*Ncode:00000011 mov M
| code_193A code:8080088011 ; End of function TF8
f | code_196F code : 00000011
| code_1B07 code : 0000001
| f| code_1C14 code : 800808013 ; SUBROUTTIMNI
" COdC_ICE‘F code:g888881
,COdC_ICFF code:888800M
'COdeJDH '”':'::::::t:::::l ubli
~ code: > ) C
1| code_1ESF code :0000N01 |
|f | code_1ED1 ®*Ncode:0000001 mov
| code_24B7 *Rcode:00000014 xr] JEDBBBY, A
code_285 ®Rcode 000000146 mov 3
| code_2B50 ®*Jcode:00000017 mow
‘ ,code:.’E?‘S : code : 8800018 %l
COdC_ZEDC = ||||I|':l1l1l|l|lHH: mov
- (onZF’Q, code 0808000 mov
~ s code : 8000001 s End of function IET
| code_30C5 code: 00000017
| code_3156 code:0000001§
- s UBROUTTINI

| code_365E code : 8000001



Function name
7] IEO
F| TFO
| 11
/| TF1
| RIO_TIO
| 1ADC
1| IEX2
|F | IEXS5
F| RIT_TI
| CTF
| /| code 27C
F| code 27D
| code_AD3
| f| code FO2
| code_1148
f| code_124F
1| code_1641
| code_183D
1| code_18D8
1| code 2EC3
| code _2F3A
| code_376D
1| code 4801
| code 488D
code_60D6
| code_ESAT
|/ | code_EADS
| code_EAFF
| code_EBO3
1| code_F208
"| ROM_40100
f| ROM_40283
| /| ROM_40608
| 7| ROM_40648
F| ROM_406F8
f| ROM_4Fg4g
"| ROM_4FD00
ROM_4FESS
| ROM_50044
|/ | ROM_50075
F| ROM_501FB
| ROM_50600
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ode:
ode:
ode 88888888
ode
ode
ode:
ol ERSRERERERELELES

il SRS RSRARERELELYE

ode
ode
ode:
ode:
ode:
ode
ode:
ode
ode:
ode:
ol SLERERERERELE NG
ol LA LA LA L LK

ode
ode
ode
ode
ode:
ode:
ode:
ode:
ode:
ode:
sHHBBBBBA
BBV BBBA

ode
ode
ode
ode
ode
ode
ode
ode:
ode:
ode 80008080808
ode:
ode:
ode:
ode 00000001
ode:
ol LLERERERERERAY
toBBBee1 e

ode
ode
ode
ode
ode:

ode:8000880013

ALY
ARLRARARARARALY

SRERSREREREREL Y

o LA R LR

il LRSRSRLRERERELY)

SRLRERERERERELE

seBeBeN
00000001

00880001

SRR LA RELE LIRS

ML LML LA

ARLRL R R R LR
ARLRLRERERELE N

o LR LALLM LER

R LLLLRLLEL L

ARARSRERERE L LS
SRERERERELE]E LN
SRR RS RERELETY

HOBBBRN/

bbb bes
SRARERERERERELN

BN eA
*000BonnB
00000008
98000008
00000008

UL
00000008

SRERERERERELELS
SRSRSRERELRELEIN

BB 8D

SRALSRERERELY

HBeBen1e
-0000eN13

200880813

; Segment type: Pure code

; «segnent

START OF FUNCTION CHUNK
: public
o

inl A, R
s END OF FUNCTION CHUNK FOR CTH
- S UBR

public

i

: End of function IE®

. S UBR
: publit
T

End of function TFO
M S UBR

code

FOR

[




S0S1IASSEMBLY?

Function name




BREAKINGCODE

QO
p S
©
7.
Q
—
>
o
o0

Ina

F

iIfferent.

d




ACLUE?

e \What do these last 8 bytes mean?

e |s this a clue left for us by a mad
embedded developer?



CHECKSUM?

 Maybe they are simply a checksum

value?

e e e _ S e e e N S —

B2 A1 A1 89 A9 00 92 91

CHKSUM -«OD38F4E8

e S —————— S —————

CRC32 :1479AE264

ADLER :(A37EFB...

MD5 - 45C030C2...




FIRMWAREDIFFS!

* \We have only analyzed a single
firmware version.

Last 8 Bytes Byte Count

91 99 99 89 91 B2 99 00
B2 92 89 81 A1 99 A1 89
92 00 A1 A1 89 B2 89 91
91 92 A1 89 A1 A1 B2 00

B2 A1 A1 89 A9 00 92 91
A1 92 00 89 B1 91 A1 B9
92 00 A1 89 91 B2 A1l 89
00 A1 92 91 C1 B2 A1 89
00 91 A1 B2 C9 89 A1 92




FIRMWAREDIFFS!

e By listing the versions next to the
bytes.

Last 8 Bytes Firmware Version

91 @9 @9 89 91 B2(99 00 6'6' >
B2 92 89 81 () 99 (A) 89

(A) 89 B2 89 9
A1) 89 (A9 @9 B2 00

89 A9 00 92 O9f

91 (A9 B9
B2 (A1) 89
ooo 92 91 C1 B2 @1) 89
00 91 (A9 B2 Cc9 89 (A1) 92




APATTERN?

 Maybe If we look at the binary values
of these "patterns”.

Digit Hex Binary




CANYOUCOUNT?

* \Why is this counter located in the
middle”?

Digit Hex Binary




GOTIT?

o Just in case your ASCII-FU is

lacking...

Digit

Hex

Binary ROR 3

lIL'L'JIIJ'l'Jl
00016

L'L".I.L‘.l

O TOUUUT IL'L'].IJLL
alnandana

AOA4 AN a
HIVEIVEIVIVEIENIVIVANIVELVAI

TOT1C L!L'lllIL'L'jll JTT10
VUL TU T

A4 4N
UU T 11TUJU

_m HIN1VIVAIVIVEINIVIVERIINVIVAI

<

D QO
¢ <

L O
¢ <

)
Q



STRINGS?

budt.. ‘1@,

” é -

..2®a, B 3;.
®.xy%.¢%;.
- (FL'@ce*i®*1"®.
‘-1y®*, . h*0- yA®
.9;1+B8¢ .E®. ‘®*1>-
1 P 3

*xk@-, [y;- 08; *Ok
Si@*% ®.P*.2¢ L}
«e..¥..AGCFEDBHI
OXKNMLJPOQWSVUTRXY
51432267.9..08.




RESHUFFLE

b 2 54 SoNG 70 IR AN CRmEN 1 2 8 4 4% 7 8

AGCFEDBHIOKNMLJPQWSVUTRX

ABCDEF GHIJ KLMNOPQR STUVWX

WE B 4§50 6] &8 TeE z—4"5 6ztzz"| 2 3 4\ 6 7 3

Position Original




RESHUFFLE

igina

O

-

e»

LXUPPWDx

=
V=

b

POvasPP” ;1




SUCCESS!!!

RESET_0:

"
e
o

O M

OO0 O O 0O
'y
"

-
WA e
-

FUNCTION CN ) aeevobDy S/ gagoeal
FUNCT ION K N plodARN? Si gogogoDe

NN NN
b4
b
()
W b
]
w0 ¢
) O ¢
4

A s
- A
U RLE B .- !

»
e
-
"
I N O«
N o
J N

CHPENR,

CHPENR, 0

“. E - n
RESCRUEDBDOF , A
CHPEMR,

RO, 0

"

M O W W »
)

] L

w
Y
.
N
N
D)
)

OO0 0 0 O ¢
2 DO O DO OD D

o O W v Y

N

r OO 0O O W N
OO0 00 M

N
OO0 00
20 O 0O O
r o000 O
SR -N-N-E-N-
o OO 0O OO 00

IO N

L
)
w

J o

AN N D N

L
o
L

A

o~

-

4

.
RTINS - BT
2N & NN

s O U O N

b

.

O N,
MO O O 0 O 0

3O
L BR T BN B O I W

NN

J

o

3
P
-
e

- ™
)
£ 0 O O O
b= 4
-
!
3 0 N
TELE S

L
o

’
.
-
3

» o »
~
o
<
W
»

e s e

Yy

I
rr
.-

<
<
<
2
2
2
P
P
P

.
4

L

code_A608:
now BRe, A
djnz

D

~

MWW O
owmnooz

A
Ly
N

J O M

> O WY W
’
’

O NN

Lo
LR ¥ S S
OO Yy
OoOwvmo o
o w;m o

O

£ L
N O

o

Pt

O

T
L s
L.
»

> 4
e »
~
>
o A

NN

>

NN
<

d O W O
~N

>
»
=
>
>

/5 81 98 mov SP, BRESERVEDO®9B
12 03 AB 1call nullsub 2
02 A6 AF 1ing code A6N

v

Y

' N
o
o e
»
3 A
)

LV B - I~

NN NN NN

B «

mooN OO

~

W

“w

O 0O NS
W oo M

W W
o

U O b e

OO N

oo NN

0
0w O

E-’J

M AN

o000
ONOOO
OO0 0
WO M e
o N OO oD N
O WO O W

™ S S S

..

W e

code RONF:
o0 98 M now DPIR, B

R X T —

F W W WLN NN

[
s AW N

» O

«junssd)Gs

w

R

P VN R S N NN N N N

»

code A6S2:




S0S1IFUN

* \We can now design our own custom
firmware.

e However, we do need a basic
understanding of 8051 assembly!




SOSIREVIEW

+0Only 255 OP-Codes, and ~40
Instructions.

—unctions are not *really™ functions.
Just a single memory access register.

Registers keep on changing for some
reason.

1. 0. 0.0.9.¢




KVMLOGIC

Keyboarad =
Emulation

»1 _ T — = .
— .
- -
[ ] —x
- {? - : a - :
N -:rt,vtx_ _— S
A ‘ )
—— L o=
- . — = /”
g =
( /
— L !
a A =
—_—
= = —

Keyboard e Hotkeys
LEDs | =gt Handling
Control

|HID Parsing




“HELLOKVM!”
© HWE O

. 0 T
Air Gapped Internet Connected

Network Network

—
\ D oicd




DEMOTIME



ATTACKVECTORS

* Yes, we had physical access to the
device.

e Just get 30 seconds alone with a KVM.
(“evil maid”)

e SUpply chain attack (“Interdiction”™).
 Many KVMs update over |P.

e KVMs are not exploit proot.



COUNTERMEASURES

e KNOW your
environment.

e Secure your KVMs. SN o o

e Be Innovative!




ThankYou!

0
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=3

@ynvb
@oppenheim1




