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ANGE ALBERTINT

INTERESTED TN INFOSEC SINCE =11
CURRENTLY SECURTTY ENGINEER AT GOOGLE

ALL OPINTONS EXPRESSED DURTNG THIS PRESENTATION ARE MINE
AND NOT OF MY EMPLOYER(S), PRESENT O PAST.




Survivorship bias https://xkcd.com/1827/

NEVER STOP BUYING LOTTERY TICKETS,
NO MATTER LHAT ANYONE TEUS YOU.

|
Uy T FAILED AGAIN AND AGAIN, BUT I NEVER
My //% GAVE UR T TOOK EXTRA JOBS AND
By, % gy POURED THE MONEY INTO TICKETS.

|
E I SO d e I I I //f/ygf AND HERE T A, PROOF THAT IF YOU
PUT IN THE TIVE, IT PAYS OFF!

This talk is not about showing off my si

Focusing on the basms
Not necessary limited to Infosec.
Totally experimental. Unpopular opinions?
I'm obviously biased. I'm here to share & learn.

EVERY INSPIRATIONAL SPEECH BY SOMEONE
SUCCESSFUL SHOULD HAVE TO START WITH
A DISCLAIMER ABOUT SURVIVORSHIP BIAS.


https://xkcd.com/1827/
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T H IS TA L K Infosec & failures
https://speakerdeck.com/ange/infosec-and-failures



https://speakerdeck.com/ange/beyond-your-studies
https://speakerdeck.com/ange/infosec-and-failures

Dedicated to those who
blame, humiliate or belittle,
and pretend they’re superior or professional.

Blue Chair ep 405: Basically.



IMAGINE A LIFE WHERE
VERYTHING I SECURE

NOTHING WOULD WORK, RIGHT!

DOES YOUR BAKER READ PHRACK OR EXPLORE ARKTY!




JUR DALLY LIFE IS
SOUND 10 COMPUTERS

WE ALL CARRY A POWERFUL COMPUTER WITH US NOW:
COMPUTERS ARE NOT RESERVED TO EXPERTS ANYMORE



https://en.wikipedia.org/wiki/Evan_Amos

SSENTIAL NEED # J: SAFETY/SECURTTY

morality,
creativity,
spontaneity,
/' problem solving, \
/ lack of prejudice,

acceptance of fact

Self-actualization
self-esteem,
confidence, achievement,
Esteem respect of others, respect by others

Lf )WV

3elonainag / friendship, family, sexual intimacy \

security of body, of employment, of resources, \
of morality, of the family, of health, of property \

Safety

Physiological

https://en.wikipedia.org/wiki/Maslow%27s hierarchy of needs



https://en.wikipedia.org/wiki/Maslow%27s_hierarchy_of_needs

UNPOPULAR OPINION

INFOSECTS A LLFE REQUIREMENT

FOR EVERYONE



IPERTS ARE A NEED FOR NON-EXPERTS

THAT'S WY THEY HAVE A JOB )

WENEED TO SHATE DUR EXPERTISE

WRETRER WE LIKE LT OR NOT.




WERE ON THE SAME BOAT

[T'S NOT US Us THEM : THERE S NO TVORY TOWER.
THEY SCREW UP-) OUR WHOLE SECURTTY LOWERS,
WE MAKE UNDERSTAND -) THE OVERALL SECURTTY AND AWARENESS WILL IMPROVE.

S1lj
“ight
OptlmiStilc:V

OUR BLESSED HOMELAND THEIR BARBAROUS WASTE



https://twitter.com/tomgauld/status/571994690289061888

L KNOW WHAT YOU'RE THINKING...

WHO CARES!!

WELL THEN, LET THOSE I6NORANTS
SPREAD THETR OWN KNOWLEDGE.

Story time




Wp-yggy
Deys
Wekdpyy

(IDS = USERS

THEY'RENOT EXPERT. THEY CAN BE KNOWLEDGEABLE
ARD TO BE INTERESTED. LASTLY BORED OR INTIMIDATED,

LFYOU DON T CARE ABOUT "IDIOTS
MAYBE YOU"LL CARE ABOUT A MINI-YOUT




UNPOPULAR OPINION

DUCATION & COMMUNTCATION
[ A PARY OF OUR]O

WE'RE EXPERTS TN WHAT OTHER NEED
WE HA\/ SOM RESPONSIBT HW
ANID 17 150 HELPS T0 CONVINCE DU BOSS






WHAT'S A HACKER!

[VERYBODY HAS THETR OWN DEFINTTION MAYBE]
(PRIDE BLINDS - NO GATEKEEPING PLEASE...)



buacr Hooogs -,

10W DO YOU RECOGNIZE HACKERS!

HA(K U\R ABOUT TRELR EXPERTISE, NOT THELR APPEARANCE.
THE NEKT PERSON YOU RE TALKING TO MAY BE AS GOOD AS YOU ARE.
WHAT'S TMPORTANT 15 INSIDE.

ket
haicmide



curiosity

+ activity
+ creativity




WHAT TS “HACKING" |

IRST, A STATE OF MIND (CURTOSTTY)
TREN COME EXPERTIOE.

".. My crime is that of curiosity...."
the Mentor



http://phrack.org/issues/7/3.html

UNPOPULAR OPINION

WERE ALL BORN RACKERS.

(INCLUDING “NON-HACKERS) 7%,
3 RENATURALLY[URIOUSAND PHIMENTING. 22z,
OUR ONLY TNSTRUCTION AT BIRTH T5: PUT TN MOUTH, SUCK DN TT



WHAT HAPPENS
[ATER THEN



WERE SOKT[D IN U\TEGORHS

WE'RE FORMATTED




LLASSROOMS ARE THE WORST WAY TO LEARN

ENFORCING RULES ARBTTRARTLY vou FALL BECAUSE YOU DIDN'T ANSWER THE EXPECTED WAY.
LISTENTNG. STAYING STILL. 8081NG, N EMOTIONAL CONNECTION.
[GNORING THE BRATN'S “AVATLABILITY WINDOWS.

ACTUAL GOAL: LEARNING SOCTAL RULES W/ SOME KNOWLEDGE SPAMMING. Doesw'T work wir evervone
WORSHIP THE BEST. SHAME THE WORST. GAME THE SYSTEM, HyeE
-) AS ADULTS TN THE SAME BOAT, WE NEED TO MOVE BEYOND THAT MODEL

Story time



Story time

STANDARDLZED EDUCATION
GIVES ASYSTEM 10 GAME

REWARDS & PUNTSHMENTS DEPEND ON FOLLOWING GUIDELINES.

A LITTLE SACRIFICE OF EVERYONE'S CREATIVITY
50 THAT LIFE 15 EASTER FOR EVERYONE ELSE.



STANDARDLZED EDUCATION
TENDS T0 SQUASH THTS CURTOSTY



THEY DON'T GIVE UP,
THEY ADAPT TO THELR ENVIRONMENT!

LTS JUST NATURAL!
"LEARN THE RULES SO THAT YOU CAN BREAK THEM LATERL™, THEY SAY



JUR LIVES FOLLOW MODELS:
ITSTUST NORMAL!

fOU EXPECT THE SAME MONEY TO WORK THE SAME WAY TN SHOPS.
ALL BAKERTES HAVE THE SAME RULE

[VEN HACKERS SHARE 1% OF THE DNA OF MONKEYS
QUR DIFFERENCES ARE MINTMAL



MANY USERS™ STILL
HAVE THAT CURTOSITY,

JUST NOT FOR COMPUTER AND SECURITY.
(THANKFULLY!)

Story time



/%

STANDARDIZED EDUCATION DEFINES THE NORM. 7

<,

SECURTTY CARES ABOUT THE FICEPTION.

(THIS TS NOT SPECIFIC TO INFOSEC)




CTHEY RE NO HACKER: 1 VE NEVER HEARD OF THEM "

SKILLS -~ FAMET™

GIVING TALKS C ATTENDING CONS € REAL NAME € SOCTAL MEDTA < ONLINE PRESENCE.
LFYOU HAVE NOTHING TO PROVE, YOU KAVE NO TIME TO WASTE WITH FAME

SOME PEOPLE JUST USE THETR HACKER CREATIVITY ON DIFFERENT THINGS
AND COULDN'T CARE LESS ABOUT CVES AND BLACKHAT.



Y
Y Ty

Y/
//y///{/

THERE'S NO “TDIOT" ™

L KNOW STUFFYOU DON'T. 50 WHAT!
NOT KNOWING IS NOT A CRIME, NOR A MISTAKE.

I'M TOTALLY CLUELESS ABOUT MANY THINGS THAT ARE OBVIOUS TO EACK OF YOU.
BELITTLING ONLY SHOWS YOU RE ARROGANT, IMMATURE OR TMPATIENT.



UNPOPULAR OPINION

HACKERS ARE NOT SUPERIOR

WEHAVE DIFFERENT PASSTONS LIKE MANY OTHER Pt
LTS TIMETO LEAVE THAT TVORY TOWER.

BY DESTGN, [INFORMATIONY SECURTTY TS
ATTRE OPPOSITE OF STANDARDIZED EDUCATION.



To BeGontinued



W OLD L

NH0)EC

[T5 STARTING TO BE TAKEN SERTOUSLY.
WEDON'T NEED TO PROVE THAT HACKS HURTS OR KILL.

Equifax Inc.
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Webhost hack wipes out data for
100,000 sites

Vaserv suspects zero-day virtualization vuln

By Dan Goodih 8 Jun 2009 at 20:02 Seig=—Sr"RE=T

LxLabs boss found hanged after vuln
wipes websites

Shocking development in VAserv megahack affair

Sy-somm .hlen 9 Jun 2009 at 08:38 6(Q SHARE Y

A large internet service provider said data for as many as 100,000
websites was destroyed by attackers who targeted a zero-day
vulnerability in a widely-used virtualization application.

The boss of Indian software firm LxLabs was found dead in a suspected
suicide on Monday.

Reports of the death of K T Ligesh, 32, come in the wake of the

ayvnlaitatinn of a_critical viilnerahilitv in Huner\/M__a virtuialization

https://www.thereqgister.co.uk/2009/06/08/webhost_attack/

https://www.thereqister.co.uk/2009/06/09/Ixlabs_funder_ death/

VULNERABILLTY - HACK -) OUT OF BUSINESS -) DEATH



https://www.theregister.co.uk/2009/06/09/lxlabs_funder_death/
https://www.theregister.co.uk/2009/06/08/webhost_attack/

UTOH: RYPETS TEMPTING. BUT NOT CONSTRUCTIVE.

Bloomberg

H October 4, 2018, 11:00 AM GMT+2

The Big Hack: How China
Used a Tiny Chip to Infiltrate
U.S. Companies

The attack by Chinese spies reached almost 30 U.S.
companies, including Amazon and Apple, by compromising
America’s technology supply chain, according to extensive

interviews with government and corporate sources.

https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies

Sebastian Lekies
gY @slekies

.Today | earned XXX $ for doing my job" said no full time
Software or Security engineer ever. Can we please stop
focusing on bug bounty payouts when tweeting? Post
write ups and interesting new insights instead. Posting
bounty amounts is the most useless thing ever.

9:53 AM - Oct 17, 2018

https://twitter.com/slekies/status/1052467737094746113



https://twitter.com/slekies/status/1052467737094746113
https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies

UNPOPULAR OPINION

INFOSECTS TN ITS EARLY TEENS.

STILLIMMATURE:
T00 MUCH SELF-PROMOTION, TO0 MUCH BUGS FETICHISM,
STLLL BLAMING OTRERS.



1 To BeContinued







AVALLABLE ONLINE MATERTAL

ARt V[RY

HARDLY RE-U
HARDLY ANYTH ING USE

ABLE FOR EX

WHED

FUL FORTEA(HINQ

100 COMPLEX, TOO MUCH JARGON.
100 MUCH SELF-PROMOTION. BUZZWORD AND HYPE
TMA-2KT0:T00 MANY ACRONYMS T0 KEEP TRACK OF



DOCUMENTATIONS SCALES.

NOT REWARDED PROFESSTONALLY.
NO DIRECT FEEDBACK, SO TT FEELS USELESS.

WRITING ACCESSTBLE DOCUMENTATION HELPS EVERYONE: TT SCALES,



510 THE BLAME GAME

The tools for learning are abundant.
It’s the desire to learn that’s scarce.
- Naval Ravikant

MORE LTKE: THE DOCS/TOOLS FOR LEARNING ALREADY REQUIRE EXPERTISE
HEY, T WROTE THIS. RTM!
"L BLAME THEM FOR NOT READING EVERYTHING [ WROTE".

Story time



DOCUMENTATIONS DOESN'T RATSE STOCK PRICE

LORPORATE ENVIRONMENT FAVORS MEASURABLE SHORT-TERM GOALS:
=) TOTALLY THE OPPOSTTE OF DOCUMENTATION WRITING.

WHAT'S THt " COMPUTER SECURITY KIT FOR KIDS/USERS!
ANY PEG BOARD GAME TO TEACH KIDS BASICS!
ANY DUAL RASPT' DISTRIBUTION TO LEARN SECURITY!




WENEED TO DEMONSTRATE MORE
o

[T THE SAME OL0
THERE'S NO WIKIP

UW HOW TRIVIAL TRINGS ARE.
T’ [0 BUGS ALL OVER AGATN

DLAFOR INFOS

(K






ANOTHER PROBLEM..

"Hey, I wrote about
this topic already!”

"0LD TS NEW AGAIN™ DOESN'T MEAN TT'S BAD.



POTENTIAL REASONS:
LMPOSTOR SYNDROME!

WEDON'T VALUE OUR KNOWLEDGE WELL ENOUGH
["NOT WORTH SHARING")

IMMATURITY!

NOVELTY ADDICTION.

Story time

THE ARTIST



http://stuffman.tumblr.com/post/92082212353/people-have-written-a-lot-of-touchy-feely-pieces

WEOFTEN FORGET THAT..

1

JUST A DLFFERENT STYLE
CAN MAKE THINGS CLICK

AND A DIFFERENT STYLE CAN REACH DIFFERENT USERS!

WE ALL HAD A BAD TEACHER ABOUT SOMETHING WE LOVE,

OR A GREAT TEACHER FOR A TOPIC WE USUALLY HATE.

Story time

HELAENARS
NU'rAl.ucl\



https://www.getdigital.de/Hacken-Open-Air-Shirt.html?her=BB
https://www.getdigital.de/Hacken-Open-Air-Shirt.html?her=BB
https://www.getdigital.de/Hacken-Open-Air-Shirt.html?her=BB
https://en.wikipedia.org/wiki/The_Manga_Guides

UNPOPULAR OPINION

LTS UK TO WRITE ABOUT SOMETHING
TRAT TS ALREADY DOCUMENTED

WE STILLTEACH THAT 1+1- ). THERE ARE EVEN NEW BOOKS FOR THAT.

JUSTDON'T CLAIM IT'S NEW. IT'S NOT A SHAME.
INFOSECTUST NEEDS TO SCALE TTS KNOWLEDGE.




THEINTERNET TS FULL OF FAKE RESOURCES

BUY OUR STUFF”
o SNAKE 011
o FEAR, UNCERTAINTY AND DOUBT

"...nobody ever got fired
for buying IBM equipment...”


http://cargocollective.com/samgray/Snake-Oil

SELE-FLATTERY

WERE SO (00L o gy
> DISGUTSED MARKETING rehoo0vears IR S
> DIGITAL SOCTOLOGY: 08seRve, Hive, bON'T TAKE ACTION. |_A5 VEGAS
> THESHOW MUST 510° | .

THEY US NOW. WE CAN EVOLVE NOW.

w i :
http://webcomicname .com/post/154211839894



https://archive.org/details/Yahoo10Year
https://archive.org/details/Yahoo10Year
https://archive.org/details/Yahoo10Year
http://webcomicname.com/post/154211839894

LOMMON STYLES OF "EDUCATION”

= BELITTLE, BLAME, SHAME
= SPAM. BORE Ha Ha!




AND YET, SHAMING/SCOLDING “WORKS ", BUT...

EAR OR TRUST!

SELF-DOUBT -) LOSS OF CONTROL - AUTHORTTY,
LOSING CONTROL OF YOURSELF SEEMS TO GIVE FASTER RESULTS,
BUT T MAKES YOUR AUDIENCE STOP LISTENING.
THEY RE JUST OBEYING AND FEARING.

“The best political weapon is the weapon of terror. Cruelty commands respect.
. Men may hate us. But, we don't ask for their love; only for their fear. ”
Story time — Heinrich Himmler



WE'RE IN THE SAME BOAT

> SHOW 10U CARE. SUGGEST ) LECTURE ) BLAME.

> SELIE THE OPPORTUNTTY: THE BRALN 15 NOT ALWAYS AVALABLE.
> GUIDE AND LET FIND 5
> MAKE RECERTIVE, THEN SHARE EIPERLENCES 21

ES. 1T TAKES TIME AND EFFORT. BUT TS REWARDING. %4

oooooooo

Story time


http://saboten.canalblog.com/archives/2008/10/09/10884425.html
http://saboten.canalblog.com/archives/2008/10/09/10884425.html

EDUCATION - MAKE UNDERSTAND e

CONNECT. STMPLIFY (BUT MAKE CLEARTT'S STMPLIFIED)
APROOF OF CONCEPT IS WORTH 10U WORDS,
GIVE ASENSE OF RISK <-) SECURITY

“...you won't believe what happens next...”

S What We Remember k
d [ - .qudvl;n & book, hele,

Story time



LN CASEYOU FATLTO KEEP CONTROL

Wy Yy

10 REGAIN TRUST,

OUTCKLY PROVIDE A ¢

ONEST POST-MORTEM

WLTH SINCERE APOLOGLE 10 (

EARLY EXPLATN WRAT RAPPENED.




R

|IH|




UNE MORE THING...

EDUCATION TS NOT LIMITED TO CLASSES OR TRAINING.
CVERY ACTION TS A VOTE:
FAVORING SOMETHING PUTS WEIGHT INTO T,

WE ALL HAVE POTENTIAL FOLLOWERS

(OLLEAGUES, PEERS, FRIENDS, FAMILY.
WHAT YOU DO TNSPIRES PEOPLE, EVEN UNWTLLINGLY



ACTIONS OUTRANK TWEETS

LTS EASY TO BE AN ACTOR AND TO PRETEND WHILE ON A STAGE.
LTS MUCH RARDER YET MUCH MORE POWERFUL
T0 CHANGE YOUR LOCAL ENVIRONMENT.



[0U DON'TN
10 Bt "TMPORTANT 0

£

L FAMOUS

10 EDUCATE PEOPLE.

CHANGING “ONLY™ YOUR SURRDUNDINGS
(AN HAVE MORE TMPACT THAN
REACHING A WIDE AUDIENCE AT A MAJOR EVENT
(THAT MAYBE LISTENS BUT DOESN T RELATE).



NOW THAT THING) ARE

P PROVING IT. BUTT0 C

}

SROKEN.

RSELVES



TALKS/BLOG POSTS/MAGAZINIS
UNLY REACH OUR COMMUNTIY,

WENEED DOCUMENTATIONS. BETTER K105 BOOK.
SIMPLE WEBSTTE. PEDAGOGIC EXAMPLES.

NEXT EVOLUTION OF INFOSEC: RESHARING OLD STUFF IN BETTER WAY.

BEYOND CVS5 SCORE, WHAT S THE PEDAGOGTC TMPACT OF A VULNERABTLITY!
Story time



LONCL

HION



LEAVE YOUR TVORY TOWER,

{OU'RE NOT LEET THEY'RE NOT ALL TDIOTS.

DETTER (OMMUNI(MION HELPS

T0 CONVINCE YOUR MANAGEMENT TO0 - AND DEFE POLITICAL!

NOVELTY HOU DN'T BHHE ON [ HOCUS.

IISTING KNOWLEDGE IS OVERLOOKED.

SHARE KNOWN FA(TS BETTER.

K5 ONLY REACH OUR COMMUNTTY.

WKITING DO( ) UNGRATEFUL

UNTILTHE NEXT EVOLUTION!



ACKNO
THATS,

WLE
PH1

DGEMEN
[, GYNVAEL

15:

THANKS.

EEDBACK!

 MATHIEU, ANELL

F, GUENAEL

£, CLAUS.

ANGE ALBERTINI

reverse engineering
VISUAL DOCUMENTATIONS

@angealbertini j#z
ange@corkami.com ‘
http://www.corkami.com g ¢



http://www.corkami.com
http://www.corkami.com

