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O Agenda

Blockchain concept

Quick introduction of Ethereum

Basic Ethereum testing lab

Reverse engineering of Ethereum smart contracts

Analysis and vulnerability research

o ok~ w0 DdPE

Going deeper & Questions
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Smart contracts analysisf or é

0 Users/ICO O Security researcher @
3 Due diligence 3 Bug hunting Q ﬂ
3 Understand the Logic 3 Vulnerability research @
O Company O Threat intelligence team
3 Security audit 3 Transaction tracking
3 Bytecode Optimization 3 Analyze smart contract interactions

)
el
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Octopus

O Security analysis framework

3 WebAssembly module

3 Blockchain Smart Contracts (BTC/ETH/NEO/EQOS)
O https://github.com/quoscient/octopus

BTC | ETH(EVM) } ETH (WASM) EOS NEO WASM
Explorer v v v v v O
Disassembler v v v v v v
Control Flow Analysis ) 4 v v v v v
Call Flow Analysis X v 4 4
IR conversion (SSA) X v X
Symbolic Execution X X

© QuosScient | hack.lu 2018 @


https://github.com/quoscient/octopus

Install Octopus

https://github.com/quoscient/octopus

# Download Octopus
git clone https://github.com/quoscient/octopus
cd octopus

# Install Octopus and its dependencies
pip3 install -r requirements.txt

© QuosScient | hack.lu 2018

>


https://github.com/quoscient/octopus

Ethereum (ETH) examples

O Use the command line tool:
3 python3 octopus_eth_evm.py

O  API Examples for:
Explorer
Disassembler
Control Flow Analysis
IR conversion (SSA)
é

N N N N WK
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Examples

» WebAssembly
¥ Ethereum (ETH)

Explorer

from octopus.platforms.ETH.explorer import EthereumInfuraExplorer
from octopus.platforms.ETH.explorer import INFURA_ROPSTEN

KEY_API = "bHuaQhX91nkQBac8Wtgj"
# connection to ROPSTEN network (testnet)
explorer = EthereumInfuraExplorer(KEY_API, network=INFURA_ROPSTEN})

connection to MAINNET network (mainnet)
explorer = EthereumInfuraExplorer(KEY_API)

ETETS

# Test ROPSTEN network current block number
block_number = explorer.eth_blockNumber ()
print(block_number)

# 3675552

# Retrieve code of this smart contract

addr = "0@x3c6B10a5239B1aBA27398583F49771485382818F"
code = explorer.eth_getCode(addr)

print(code)

# Ox6060604052600436106049576000357c010000080000000000000ER0R0000EEEE080EE00800EBEB00E

Disassembler

=
N
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Beginning of ethereum

O  White paper:

3 by Vitalik Buterin i Nov 2013
3 Description of the project
3 https://github.com/ethereum/wiki/wiki/\WWhite-Paper#ethereum

O Yellow paper :

3 by Gavin Wood i Apr 2014
3 Ethereum's formal specification (Technical)
3 https://ethereum.qgithub.io/yellowpaper/paper.pdf

© QuosScient | hack.lu 2018

ETHEREUM: A SECURE DECENTRALISED GENERALISED TRANSACTION LEDGER
BYZANTIUM VERSION fadb37b - 2018-03-20

DR. GAVIN WOOD
FOUNDER, ETHEREUM & PARITY
GAVINGPARITY.IO

AssTRACT. The blockchain paradigm when coupled with cryptographically-secured transactions has demonstrated its
utility through a number of projects, with Bitcoin being one of the most notable ones. Each such project can be seen as



https://github.com/ethereum/wiki/wiki/White-Paper#ethereum
https://ethereum.github.io/yellowpaper/paper.pdf

What Is Ethereum?

O fEthereum is a decentralized platform that runs smart contracts: applications that run exactly as
programmed without any possibility of downtime, censorship, fraudorthird-par ty i1 nter f er en

O Decentralized network (P2P)

—)

3 launched on 30 July 2015 - —Ed-
O Decentralized cryptocurrency (with 2 98M ETH - 01/18) Sl e=5h
s 1 ETHER = 1018 Wei. / \
O Open source (_% e
EVM | | EVM —
| | =5 e
O Ethereum Virtual machine (EVM) V\— 7‘—
O  Smart contracts =
}
3 Application stored & execute on the blockchain — e

3  DApps (Decentralized Application)
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https://github.com/ethereum/

Al s d&iereum as a "world computer"

0 Ethereum:

3 generalized blockchain for smart contract
development.

3 decentralized logic (contract)

O Swarm:

3 distributed storage platform and content
distribution service.

3 decentralized storage
3 http://[swarm-gateways.net/bzz:/theswarm.eth/

O Whisper:

3 private low-level datagram communication
platform

3 decentralized messaging

© QuosScient | hack.lu 2018
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http://swarm-gateways.net/bzz:/theswarm.eth/

»Q
Peer-to-peer network

0 Peer-to-peer (P2P) computing or networking is a distributed application architecture that partitions
tasks or workloads between peers.

O fBlockchains are politically decentralized (no one controls them) and architecturally decentralized (no
infrastructural central point of failure) but they are logically centralized (there is one commonly agreed
state and the system behaves like a single computer) © Vitalik Buterin (src)

O Distributed or Decentralized?

O Four Ethereum networks:

Mainnet : original and main network for Ethereum transactions
Ropsten: testnet with Proof Of Work (PoW)

Kovan: testnet with Proof Of Authority (Parity only)

Rinkeby: testnet with Clique Consensus (Geth only)

N N NN N

(b) (c)
Fig. 1—(a) Centralized. (b) Decentralized. (¢) Distributed networks.
O

© QuosScient | hack.lu 2018 @

P


https://medium.com/@VitalikButerin/the-meaning-of-decentralization-a0c92b76a274

- »Q
Ethereum network participants

0 Afull node is: ~ 2504
3 Piece of Software
3 Connected to other nodes

3 Maintains locally a copy of the
blockchain

0 Geth O Parity
3 Golang 3z  Rust
3 Major full node 3 Fast, secure, light
3 Ethereum 3 Parity team
foundation
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Ethereum Virtual Machine

0 EVM is a sandboxed virtual stack machine embedded within each full Ethereum node.
3 https://github.com/ethereum/wiki/wiki/Ethereum-Virtual-Machine-(EVM)-Awesome-List

0 EVM instructions set: ~160 instructions EVM
O 256 bits words
3 Stack (max size: 1024 words) » @@<addr>
ROM RAM

3 PUSH/POP
3 Storage (persistent)

3  SSTORE/SLOAD
3 Memory (Volatile)

3 MSTORE / MLOAD Calldataloaded <byte>

non-volatile

[<addr=>]

@<addr=>

RAM
volatile

© QuosScient | hack.lu 2018
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https://github.com/ethereum/wiki/wiki/Ethereum-Virtual-Machine-(EVM)-Awesome-List

Client/Node/EVM Implementations

O Geth - Official Go implementation of the Ethereum protocol
3 https://github.com/ethereum/go-ethereum

>

O Parity T Rust implementation
3 https://github.com/paritytech/parity

ot} ami

O cpp-ethereum 1 Official C++ implementation

GETH & ETH

COMMAND LINE TOOLS FOR
THE ETHEREUM NETWORK

3 https://github.com/ethereum/aleth
3 http://www.ethdocs.org/en/latest/ethereum-clients/cpp-ethereum/

O Pyethereum 17 Official Python implementation
3 https://github.com/ethereum/pyethereum
3 Seems to be py-evm now

© QuosScient | hack.lu 2018



https://github.com/ethereum/go-ethereum
https://github.com/paritytech/parity
https://github.com/ethereum/aleth
http://www.ethdocs.org/en/latest/ethereum-clients/cpp-ethereum/
https://github.com/ethereum/pyethereum
https://github.com/ethereum/py-evm

Concept of Blockchain

O Series of blocks, each linked to the previous block
O Each block contains a set of transactions
O Immutable public transaction ledger

3 = Genesis block

3 Black = main chain (longest series of blocks)

3 Purple = Orphan blocks

© QuosScient | hack.lu 2018
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o
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HASH BLOCK 66
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PROOF OF WORK 67



https://en.wikipedia.org/wiki/Blockchain

Blocks compositions

ETHEREUM BLOCK CONTENTS

NUMBER ~ PARENT NONCE TIMESTAMP
BENEFICIARY  DIFFICULTY  OMMERS
EXTRADATA GASLIMIT GASUSED MIX HASH

|

LOGS BLOOM

|TRAN5ACI'IO|\15 ( STATES \YRECE[PTS \J

%ﬁﬁ*\rﬁﬁ

(STORAGE)

Block 175223

Block 175224

_-l prevhash | | state root | | tx root | | receipt rout|
A
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[ prevhash | |5tate root | | tx root | | receipt rout|
1

Account 175

O Block: header & list of transactions

3

~ 1 block / 14 seconds

O T h r eMerklegiPatricia treeo :

3
3
3

Transactions
States
Receipts

O More infos:

3

https://en.wikipedia.org/wiki/Merkle tree

https://en.wikipedia.org/wiki/Radix tree

https://blog.ethereum.org/2015/11/15/merkling-in-

ethereum/

v

N

O


https://en.wikipedia.org/wiki/Merkle_tree
https://en.wikipedia.org/wiki/Radix_tree
https://blog.ethereum.org/2015/11/15/merkling-in-ethereum/

Uncle blocks

O Uncles == orphan blocks

O Add an uncle in his block is rewarded (1/32*block_reward per uncle added)
3 Only if the uncle is not older than 6 block behind
3 2 uncles per blocks maximum

O  Motivates the miners to continue to mine independently

A -

1
CHOFOH A O
?P‘;@“ " NEw
CORRECT BLOCKCHATN BLOCK
FORK
— UNCLE

MIGHT BE DISCARDED BEFORE,
NOW MAY GET A 125% REWARD

© QuosScient | hack.lu 2018
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https://blog.ethereum.org/2016/10/31/uncle-rate-transaction-fee-analysis/

. »Q
Transactions

O transaction == modification of Et h e r estatend s

State State'
14c5f8ba: 14c5f8ba:
-1024 eth - - 1014 eth
Transaction . .
wb75a080 from: ooy O 2 type of transaction:
if 1contract storage{tx.data(0)): To: ! ‘cc::::::tt;[:rr:::[[::::::[[51]1]= tx.datall]
oot |y | s Lo e 3 message calls
892bf92f: Data: 89201921 3 contract creations
;egdﬁfcr\'ralue 1 3, contract.storagel[0]} é.HARLIE 522 :?E:f :::E: j § E: :E;:ﬁff:ﬁﬁ::g:{gﬂ
::KS:E :g::: i g Eﬁ:::iifi:gzgzgﬂ 5i95 send(tx.value / 3: contract.storage[2])
[ALICE, BOB, CHARLIE ] 30452”;“"? [ALICE, BOB, CHARLIE ] _
e e O Transaction content:
-77 eth - 77 eth
3 from: address of the sender
3 to: the address of the recipient
STATES 3 value: the amount of Wei to be transferred
— 3 nonce: number of transactions sent by the sender.
A=10 | wasacrion | A=0 rasacion | A =0 3 gasPrice: the number of Wei that the sender is willing
B-10 |——— =1 B=-20 = | B=1I5 to pay per unit of gas to execute the transaction.
C-10 C-10 C-I5 3 gasLimit: the maximum amount of gas the sender is
| willing to pay

© QuosScient | hack.lu 2018
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>

Gas

O Gas is the unit used to measure the fees required for a particular computation.
1 ETH = 1079 Gwei = 10718 wei
0 Payment (in ETH) = Gas amount (in Gas) x Gas price (in ETH/Gas)

O

Gas Limit Gas Price Max transaction fee

50,000 20 gwei 0.001 Ether

O During a transaction, the sender sets:

3 gasPrice: the number of Wei that the sender is willing to pay per unit of gas.
3 gasLimit: the maximum amount of gas that the sender is willing to pay.

USe (Jas use Qas E“d
Start .80 =20
Sender transaction - - transaction ver

250 200 170 170
I Remaming
Slart gas gas
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Accounts & Addresses

O Ethereum account contains four fields:

The nonce, a counter used to make sure each transaction can only be processed once
The account's current ether balance

The account's contract code, if present

3
3
3
3 The account's storage (empty by default)

_ Externally owned Contract
O 2 typeS Of aCCOUHtS account account

3 externally owned accounts (EOA)

<code>
3 contract accounts M <code>

<code>

0 20-byte address

Keccak-256 hash
Oxd6ed1549521b0c899b6e143f53105e7629e30db7
regex: "Ox[a -zA-Z0-9{40 }$

3 contract accounts address = keccak256( rlp ( creator address , Creator_nonce ))

N N W
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BApps (Decentralized Application)

4 Frontend

© QuosScient | hack.lu 2018

O a bApp has its backend code (smart contract)
running on the Ethereum network.

O One of the most famous:
3 CryptoKitties
3 https://www.cryptokitties.co/

O List of existing Bapps :
3 https://cryptominded.com/collection/dapps/
3 https://www.stateofthedapps.com/

O Learn how to create cryptokitties like:
3 https://cryptozombies.io Q



https://www.cryptokitties.co/
https://cryptominded.com/collection/dapps/
https://www.stateofthedapps.com/
https://cryptozombies.io/

Smart contract application - BApps

MESSAGES

c
=0
BLOCKCHAIN

Smart contracts

| Back-End

EVM Transactions
"WEBUI | HTML CSS JAVASCRIPT g"))

©
c
LLI
-
c
O
=
L

=

— LOCAL STORE
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Basic Ethereum
Testing lab

/\/




Smart contract creation Process

Development, deployment & interaction

#

{}
</>

Source code: *.sol

Solidity compiler: solc

4

Contracts bytecode
and ABI

Development

© QuosScient | hack.lu 2018

https://doi.org/10.1016/j.future.2017.08.020

Geth

Cpp-
ethereum

Pythereum

. Ethereum node

Deploy by transaction

| >

$

Ethereum
blockchain

Contract address

< |

 Interact by transaction
3 >

I

|

|

>


https://doi.org/10.1016/j.future.2017.08.020

Smart contract creation Process

Development, deployment & interaction

# {}
</>

Source code: *.sol

Solidity compiler: solc

4

[
[
Contracts bytecode :
|
|
I

and ABI

Development
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https://doi.org/10.1016/j.future.2017.08.020

Geth

Cpp-
ethereum

Pythereum

Ethereum node

Deploy by transaction

| >

$

Ethereum
blockchain

Contract address

< |

 Interact by transaction
3 >

I

|

|

>


https://doi.org/10.1016/j.future.2017.08.020

>

Development languages

Solidity

contract Mortal {
/# Define variable owner of the type address #/
address owWner;

* This function is executed at initialization
and sets the owner of the contract =/
functicn Mortal({) { owner = msg.sender; }

/* Function to recover the funds on the contract #/
function kill{) {
if (msg.sender == owner)
selfdestruct{owner);

}

contract Greeter is Mortal {
/* Define variable greeting of the type string #/
string greeting;

{* This runs when the contract is executed */
function Greeter(string _greeting) public {
greeting = _greeting;

/* Main function #|
function greet({) constant returns {string) {
return greeting;

O }

© QuosScient | hack.lu 2018
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https://vyper.online/
https://remix.ethereum.org/

>

Solidity

O Solidity is a contract-oriented, high-level language for implementing smart
contracts. It was influenced by C++, Python and JavaScript and is designed
to target the Ethereum Virtual Machine (EVM) . o

0 Solc - Solidity Compiler s
5 Installation Sk M fukirees ales, aasa Sai i AR
* Initializes contract with initial supply tokens to the creator of the contract */
O Online Solidity Compiler: e e U

3 https://remix.ethereum.org/ N e

f* Very simple trade function */
function sendCoin(address receiver, uint amount) returns(bool sufficient) {
if (coinBalanceOf [msg.sender] < amount) return false:
coinBalanceOf [msg.sender] -= amount;

O Educational material for Solidity: mpisilamcenesacaieac] in sasmni
CoinTransfer (msg.sender, receiver, amount):
3 https://github.com/androlo/solidity-workshop ) return true;
3 https://github.com/androlo/standard-contracts )
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https://github.com/ethereum/solidity
https://solidity.readthedocs.io/en/v0.4.21/installing-solidity.html
https://remix.ethereum.org/
https://github.com/androlo/solidity-workshop
https://github.com/androlo/standard-contracts

Smart contract creation Process

Development, deployment & interaction

l I
! I
| </> |
' |
! I
: I

Solidity compiler: solc

Contracts bytecode

|
|
.'
: and ABI
i

Development
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Geth

Cpp-
ethereum

Pythereum

Ethereum node

A

Deploy by transaction

| >

$

Ethereum
blockchain

Contract address

< |

 Interact by transaction
3 >

I

|

|
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O

Remix IDE - https://remix.ethereum.org/

3 https://remix.ethereum.org/ (online)

3 https://qgithub.com/ethereum/remix-ide (offline)

Online Web IDE for Solidity smart contracts development

Integrated compiler and Solidity runtime environment without server-side components.

O B 0O & % *

+ browser

browser/ballot.sol *

pragma solidity ~8.4.8;
- contract Ballot {

struct Voter {
uint weight;
bool voted;
uinté vote;
address delegate;

1
struct Proposal {
uint voteCount;

address chairpersen;
mapping{address => Voter) voters;
Proposal[] proposals;

J/] Create a new ballot with §(_numProposals) different proposals.
function Ballot{uintB _numProposals) public [

chairpersen = msg.sender;

voters[chairpersen].weight = 1;

proposals.length = _numProposals;

[/] Give §{toVoter) the right to vote on this ballot.

[/ May only be called by S(chairperson).

function giveRightToVote(address toVoter) public {
if (msg.sender != chairpersen voters[toVoter].voted) return;
voters[toVoter].weight = 1;

/]l Delegate your vote to the woter 5{to).

function delegate{address to) public {
Voter storage sender = voters[msg.sender]; // assigns reference
if (sender.voted) return;

while (voters[to].delegate != address(8) && voters[to].delegate !=

to = voters[te].delegate;

[2] only remix transactions, script ~ Q  Search transactions

msg.sender)

|| Listen on network

# Compile Run  Settings Analysis Debugger Support

- ~ . Auto
2 Startto compile || comple
Ballot v Details Publish on Swarm

Static Analysis raised 2 warning(s) that requirk
4 »

Ballot x
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https://remix.ethereum.org/
https://remix.ethereum.org/
https://github.com/ethereum/remix-ide

O
ZS

Remix Interface

€ +

browser/ballot.sol *

ap-c
ap-
aH

1

ontract HelloWorld {
event leg_string(bytes3z leg); // Event

function () { // Fallback Function|
log_string{"Hello World!");
}

¥ @

Contract code

Create or load existing contract

[2] only remix transactions, script = . Search transactions || Listen on network

-

*  Compile Run Settings  Analysis Debugger Support

Environment Injected Web3 #& Ropsten (3) v i
Account 0x944..bbab1 (10.987918180 ether) v By @
Gas limit 3000000
Value 0 wel v
[ HelloWorld v
Create
Load contract from Address At Address
1 pending transactions = i ]
x

v HelloWorld at 0xf0d...1d8db (blockchain) n

(fallback)

Interact with the contract

© QuosScient | hack.lu 2018
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Remix Interface 1 tabs

Compile tab: show compilation

warning and errors

Compile Run Settings  Analysis Debugger Support

q - Auto
v I -
# Start to compile ¢ e
greeter v Details Publish on Swarm

Static Analysis raised 2 warning(s) that requirX
] 3

browser/ballot.sol:6:5: Warning: No visibility X
function mortal() { owner = msg.sender; }

browser/ballot.sol:9:5: Warning: No visibility %
function kill() { if (msg.sender == owner)

browser/ballot.sol:22:5: Warning: Mo visibilityX
function greet() constant returns (string)
~ (Relevant source part starts here and spa
] 3

browser/ballot.sol:1:1: Warning: Source file doX
contract mortal {

* (Relevant source part starts here and spans a
] 3

Run tab: Interact with the

contract

>

Settings tab: choose the
compiler version

Compile Run

Settings  Analysis Debugger Support

Compile Run Settings Analysis Debugger Support
Solidity version

Current version:0.4.21+commit.dfe3193c.Emscripten.clang

© QuosScient | hack.lu 2018

Environment Injected Web3 & Ropsten (3) ¥ i
Account 0x944.. bbabi (10.998000989 ether) ¥ Y
Gas limit 3000000
Walue 0 wei T

greeter r

hello Create

0xB265519Aeb1A010790eb2calb2Ebc At Address

0 pending transactions = i |
x
v greeter at 0x828...3E180 (blockchain) )
kill
grest Q: string: hello

Select new compiler version v

1

Select new compiler versior -
0.4.22-nightly 2018.3.27+commit. af262281
0.4.22-nightly.2018.3.21+commit.8fd53c1c

0.4 22-nightly.2018.3.16+commit. 2b252 713
0.4.22-nightly.2018.3.15+commit. 3f1e0d84
0.4.22-nightly_2018.3.14+commit. c3f0Tb52
0.4.22-nightly.2018.3.13+commit. f2614be9
0.4.22-nightly.2018.3.12+commit.c6e9dd13
0.4.22-nightly.2018.3.8+commit. foc29f6d
0.4.22-nightly.2018.3.7+commit.bSe804b8
0.4.21+commit.dfe3193¢c
0.4.21-nightly.2018.3.7+commit.bd7bc7c4

0.4.21-nightly. 2018.3_6+commit.a9e02acc
0.4.21-nightly_2018.3_5+commit. cd6ffbdf
0.4.21-nightly.2018.3.1+commit.cf67 20ea
0.4.21-nightly.2018.2 28+commit.ac5485a2
0.4.21-nightly.2018.2.27+commit.415ac2ae
0.4.21-nightly_2018.2 26+commit. cd2d8936
0.4.21-nightly.2018.2.23+commit.caeécc2e
0.4.21-nightly.2018.2.22+commit. 7 1a34abd -

| Dark Theme




THE GREETER - Exercise

THE GREETER
- Your Digital Pal Who's Fun to Be With
“T
}
Ol tds the default COC
0 Compile it !!
O Tutorial using command lines:
3 https://www.ethereum.org/greeter }

contract mortal {

/* Define variable owner of the type address */
address owner;

/* This function is executed at initialization and sets the owner of the contract =*/
function mortal() { owner = msg.sender; }

/* Function to recover the funds on the contract =/
function kill() { if (msg.sender == owner) selfdestruct(owner); }

contract greeter is mortal {

/#* Define variable greeting of the type string =/
string greeting;

/#* This runs when the contract is executed #*/
function greeter(string _greeting) public {
greeting = _greeting;

}

/* Main function =/
function greet() constant returns (string) {
return greeting;

}
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https://github.com/ethereum/go-ethereum/wiki/Contract-Tutorial#your-first-citizen-the-greeter
https://www.ethereum.org/greeter

Smart contract creation Process

Development, deployment & interaction

Source code: *.sol

Solidity compiler: solc

T ommm e o ommm s o omm ot ommm ¢ o omm r o ¢ w1 mm ot
.

Contracts bytecode

and ABI

Development
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Contract bytecode & ABI

Untitled2 X  Untitledd  Untitled

WOONOWUV S WN - v

pragma solidity 70.4.8;

contract Hello { . SOl

// A string variable
string public greeting;

// Events that gets logged on the blockchain
event GreetingChanged(string _greeting);

// The function with the same name as the class is a constructor
function Hello(string _greeting) {

greeting = _greeting;
}

// Change the greeting message
function setGreeting(string _greeting) {
greeting = _greeting;

// Log an event that the greeting message has been updated
GreetingChanged(_greeting);
}

// Get the greeting message
function greet() constant returns (string _greeting) {
-greeting = greeting;

e 4 © o6 % v 2 ,.’

Solidity version: 0.4.8+commit.50cc 1668 Emscripten.clang
Change 10: 0.4.10-nightly.2017.3.3+commit.6bidBI4L |

“TextWrap  Enable Optimization £ Auto Compiie  © Complle

Levm|

Attach ™ Transact M Transact (Payabie) ¥ Call

v Hello

At Address Create string _grooting
Bytecode B06060405234681000057604051610570380380610570833581016040528
Intertace [{"constant™:faise, inputs™:{("name":*_greeting”, type™:"string*}1,"name";"set
Web3 deploy

var _greeting = /* vor of type string here */ ;
| var helloContract = web3.eth.contract([{"constant™:fal

var hello = helloContract.new(
-greeting,
{
from: web3.eth.accounts[@],
data: 'Ox0060604052346100005760405161057b38038061
gas: “4700000°
}, function (e, contract){
console.log(e, controct);
if (typeof contract.address !== 'undefined') {
console.log( ' Contract mined! address: ' + con

| .abi

}
B

%

br2r://aB3d0b3440¢b03923dda03aI661138¢ 1a01281401d325116¢411c8326(

© QuosScient | hack.lu 2018
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Smart contract creation Process

Development, deployment & interaction

Source code: *.sol

Solidity compiler: solc | |

4

Contracts bytecode
and ABI

4 mmm r o ommm e mmm o ommm ot omm v o ommm ¢ o ¢ w7 mmm ¢ o ¢ w7 o ¢ w7 mm My
.

Development

© QuosScient | hack.lu 2018

https://doi.org/10.1016/j.future.2017.08.020

Parity

Geth

Cpp-
ethereum

Pythereum

thereum node |

I
|
I .
. Deploy by transaction

» >

C: ]

I
|
|
: Contract address
: Ethereum
i blockchain

 Interact by transaction
3 >

I

|



https://doi.org/10.1016/j.future.2017.08.020

»Q)
Ropsten testnet network

O The Ropsten testnet is essentially used as a testing environment before you bring your code onto the
mainnet. In contrast to the mainnet, writing to the testnet is free.

O https://github.com/ethereum/ropsten

O Ropsten was attacked in February 2017

3 https://ethereum.stackexchange.com/questions/12477/ropsten-testnet-is-under-kind-of-attack-what-can-we-do
O Ropsten testnet has been revived! (March 2017)

3 https://github.com/ethereum/ropsten/blob/master/revival.md

O Get free ETH for testing on Ropsten using:

3 Ethereum Ropsten Faucet
3 http://faucet.ropsten.be:3001/

© QuosScient | hack.lu 2018 @



https://github.com/ethereum/ropsten
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https://github.com/ethereum/ropsten/blob/master/revival.md
http://faucet.ropsten.be:3001/

]
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Online Ethereum blockchain explorer

O Etherscan (for ropsten network)
3 https://ropsten.etherscan.io/

© QuosScient | hack.lu 2018

ETHERSCAN

The Ethereum Block Explorer

ROPSTEN

m ) Etherscan
17

The Etheraum Block Explorer

& Blocks

Block 2

> 1 min ago

Block 2923126

> 1 min ago

HOME

WView All

Mined By 0x00d8aed40d9alad. ..
56 txns in 14 secs

Block Reward 3.146582 Ether

Mined By 0x2127edab5d08b1...
32 txns in 29 secs

Block Reward 3.58131 Ether

Mined By Oxa73c2331b69f2ea. ..
31 txns in 17 secs

Block Reward 3.69934 Ether

Mined By 0xf3161ae51ad8599...
22 txns in 10 secs

Block Reward 3.0123 Ether

ROPSTEN (Revival) TESTNET

BLOCKCHAIN ~ ACCOUNT ~ TOKEN ~

Transactions

£ TX# OXCCE41B271E4CAEADBC28231...

Amount 1 Ether

& TX# 0X09FAS6B4078239296030C55...

Amount 1 Ether

£ TX# 0X4D5A28E305EEAS445FA401A...

Amount 1 Ether

= TX# 0X188DCB0O43E8D23357D085981...

Amount 1 Ether

From Ox81b7e08fG5bdf56... To OxcBc321f14491879...

From OxB1b7e08f65bdi56... To Oxacfed0f387adSGef...

From Ox81b7e08fG5bdf56... To OxcBc321f14491879...

From Ox81b7e08fG5bdf56... To OxcBc321f14491879...

Search by Address / Txhash / BlockMNo

CHART

MISC ~

View All

> 32 secs ago

> 32 secs ago

> 32 secs ago

> 32 secs ago

>


https://ropsten.etherscan.io/

Metamask

O Metamask is a Browser extension for Chrome, Firefox, Opera and Brave browser.

3

allows you to browse/interact simply with Bapps
Really simple to use

Website: https://metamask.io/
Blog: https://medium.com/metamask
Github: https://qgithub.com/MetaMask

metamask x vto (| -

f MetaMask
offered by https://metamask.io

Ethereum Browser Extension

« Home

I Extensions

") Themes METAMASK

© QuosScient | hack.lu 2018

n Result

% RATEIT

Productivity
Fedrdede o (465)


https://metamask.io/
https://medium.com/metamask
https://github.com/MetaMask

Metamask Installation

0 Download Metamask for Chrome;

3 https://chrome.qgoogle.com/webstore/detail/metamask/nkbihfbeogaeao
ehlefnkodbefgpgknn?hl=en

O Accept terms of use and create a password.
O Save the 12 words somewhere

O Click on AMain Net Ropetdndeahd Neh w
& oe - ) =
Mle i~ = Main Ethereum Network :

. Account 1

0 9ag
5053.47

Ropsten Test Network

Kovan Test Network END

B Rinkeby Test Network

© Localhost 8545

©® Custom RPC
l |

© QuosScient | hack.lu 2018

=)
s

Ropster
. ] Test Met

. Account 1 ses

10 948
5053.47

@ 2 March 27 2018 12:05 B

.1 March 23 2018 13:37 B o

March 23 2018 13:37

@ 0 March 23 2018 13:26 B



https://chrome.google.com/webstore/detail/metamask/nkbihfbeogaeaoehlefnkodbefgpgknn?hl=en

Metamask Ether Faucet

0 MetaMask Ether Faucet:
3 https://faucet.metamask.io/

O Select your ropsten account with
metamask

0 Click on:
3  BUY
3 ROPSTEN TEST FAUCET
3 (request 1 ether from faucet) *5

© QuosScient | hack.lu 2018

Ropsten
l ® It

. Account 1

10.998 ETH m —
506997 USC

>

o — e .
(=M @ 5 ~ )
FY
& BUY ETH
— . ADDRESS  Ox9443671b...BARI
BALANCE 10.998 ETH
Account...

SELECT SERVICE

\
‘ ROPSTEN TEST FAUCET '
SENT TOKENS

/

MetaMask Ether Faucet

faucet

address: 0x81b7e08f65bdf5648606c89998a9cc8164397647
balance: 8026214.67 ether

request 1 ether from faucet



https://faucet.metamask.io/

>

Smart contract creation Process

Development, deployment & interaction

" ¥ ] ]

l # {} ' ' :

j s : : Parity '

_| | i Deploy by transaction
| Source code: *.sol | i | >

! | | Geth

| i |

. [ |

| Solidity compiler: solc :> Cpp- Contract addressi

: '_ | ethereum

. | |

.' | | |

! ll | | Interact by transaction
[ Contracts bytecode |. - | Pythereum | >

: and ABI i | |

. [ I |

! Development : | Ethereum node |

A
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Deploy your smart contract

0 Reload Remix webpage

O Your should have your ethereum

testnet address in Account

>

=

O Put a string (with double quote) in the

Deploy field

O If your Metamask plugin is launch &
unlock, you should see this notification

popup

O Click on Confirm

© QuosScient | hack.lu 2018

. Accoun it 1 - [ New Contract
[ CONTRACT DEPLOYMENT |
+0
DETALS ~ DATA
EDIT
GAS FEE $0.11
+ 0.000526
AMOUNT + GAS FEE
TOTAL SO_‘] 1
+0.000526
CANCEL CONFIRM

and click on Deploy \

@ Ropsten Test Network

Environment Injected Web3 & Ropsten (3) v | i
Account 0x944 _bbab1 (10.978884729 ether) ¥ E 4
Gas limit 3000000
Value 0 wei T
I Greeter v|i
Deploy “toto”™ L
or
At Address Load contract from Address




Deploy your smart contract

O You should see some stuff happened in the Transaction tab of Remix

v

O Click on the link and you will see the Deploy Transaction on https://ropsten.etherscan.io

Transaction Information @ ©

[ This is a Ropsten Testnet Transaction Only ]
TxHash:

TxReceipt Status:

Block Height:

TimaStamp:

From:

To:

© QuosScient | hack.lu 2018

Tools & Utilities =

0x310c1cch7fd6bd162535aa7d3b8372a81969f9ecoc2cbbaed928729b32dfd652
Success

4117529 (26 Block Confirmations)

6 mins ago (Sep-26-2018 10:12:08 AM +UTC)

0x944967 1bbSe2abd69712c17d133d901920dbbab1

[Contract 0x5615ab27e273127fd0c0e186a967 1b8dd3334028 Created] ®

smart contract address

>



https://ropsten.etherscan.io/

]
ZS

Your

© QuoScient | hac

Smart contract on the blockchain

2k1c] . . -
Contract Overview L Misc: More Options .
Balance: 0 Ether Contract Creator: 0x944967 1bb%e2ab. .. at txn Ox310ciccbTfdébd ...

Transactions: 1 txn

Transactions EH Events

i Y you the Contract Creator? Verify And Publish™=* Your Contract Source Code Today!

Switch To Opcodes View | Find Similiar Contracts

0x60B06040526004361061004b5763Ff£££FfFff£7c010000000000000000000000000000000000000000000000000000000060003504166341c0elb381146100505T7B063cfaes3
2171461006737506000B0£d5D34801561005c57600080£d5b506100636100£1565b005b34801361007357600080£d5b3061007c610182565b604035160208082018281038352
835181528351839291820191E850190808383600035b838110156100b65781810151838201526020016100%e3565b30305030905020810190601£1680156100e35780B203E80516
001836020036101000a031916813260200191505b309250505060405180910390f35bR0008090345906101000a9004 7 3fffffffffffffffffffffffffffffrfffffffffrfla73
T I I eI e e 3 3T A I I f I I I fffffffff161415610180576000805%054506101000a900473fEfffffffffqf
T P I P f 6T 3 i f I i FfffF16£f5b365b800180534604080516020601£6002610100B6881615028730035%09516394
50940493B840181900481028101820190925282815260609350%29059183018282801561020c5780601f106101215761010080835404028352916020019161020c56508201919
06000526020600020905b8154815250600101906020018083116101e£578253003601£1682015915b505050503090509056002163627a7a72303820902116922e6a%aabaed03c0
alcéffeaSccizdda¥5aleed3%al6d9db35Tcf0lTcE00ZS

bytecode

Constructor Arguments

000000000000000000000000000000000000000000000000000000000000002D00000000000000000000000000000000000000000000000000000000000000047465746£000
00000000000000000000000000000000000000000000000000000

greeting string in hexa

£ Swarm Source:

bzzr://902116922e6a% abéd0d3c0alcEéffealccB24daT5aleed3%9al6didb3s7ct0l7cE

>



EXxisting contracts on etherscan.io

Only bytecode is mandatory to create a contract account

©

Contract Source Code <>
pragma solidity »b.4.11;

* @title Ownable
* @dev The Ownable contract has an owner address, and provides basic authorization control

1
2
3
4~ fhn
5
]
7 * functions, this simplifies the implementation of "user permissions”

8 *f

9 ~ contract Ownable {

10 address public owner;

11

12

13~ fww

14 * @dev The Ownable constructer sets the eriginal ‘owner’ of the contract to the sender

15 * account.

16 74

17 ~ function Ownable() {

18 oWner = msg.sender;

19

20

21

22w

23 i/@dev Throws if called by any gccount other than the owner.

24 *

25+  modifier omlvOwner() {
4SEEEEEEER
. - m
u I u

COHIFBC"AB|¢ ‘I;IIIIII.

ey
[["constant“:true,"inputs":[{"name":“_interfaceID",“type“:"bytesd“}],"name”:"suppnﬁ
yable":false,"stateMutability":"view","type":"function"},["constant“:t:ue,”inputs"i
ddress"}],"payable":false, "stateMutability":"view" "type":"function™}, {"constant™:§
ame":"_preferredTransport","type":"string“}],"name":"tDkenMetadata","Dutputs":[{“n%
Hutability":"view","type":"functicn"},{"constant":true,"1nputs“:[],“name":”p:omoc:i

g"]],"payable":false,“stateMutability":"view",“type“:"function“],["ccnstant“:false:
kenId","type":"uintZS&“]],"name":"apprcve","Dutputs":[],"payable":false,"stateMutai

L
e, "inputs":[], "name":"ceolAddress", "outputs": [ [{"name™:"", "type":"address"}], "payably
["ccnstant":true,"inputs":[],"name":“GENG_STARTING_PRICE“,"Dutputs":[{“name“:“",“t§

L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
. ayable":false, "stateMutability":"view", "type":"function"}, {"constant":true, "inputsy
L]
L]
L]
L]
L]
L]
L]
L]
L]
" u|
taw e E TR e e R e e e e e e e e e e e rdasa e e T i e b aadd e

Switch To Opcodes View | Find Similiar Contracts

Contract Creation Code .evim

RuoSoient phackden208854602060020a60££02191690556101c09805190810160403081526032825260
152610e1060a0820152611c2060c082015261384060e08201526170806101008201526121006101208

Gl8052015262093§8061612052Dl52620DDG%?BDEDD393600&620034&456555DGDGfGDDSSSGEG?lafd

O0x60606040526004361061 0005563 ffFff7c010000000000000000000 000
ea’b31461014957806318160ddd14610184578063230E72dd146101a%3 780633 ]
14610239578063953d89D04114610252578063a205%cbbl461027137E8063caecal
1610333565b6040531808060200182810382528536181518152602001%1350805189
3050803509081 0190601£16801361013b37E808203803160018360200361010004a
1016e60048035600160a060020a031620602001356103d1565b6e04053120153151]
3190E13260200160405180210390£35b34156101b4537600080fd53b61016260014
T600080£d3bel01ebsl104af563b60403160ff21821690%11681353260200160405]
80£fd3bel01597600160a060020803600435316610561363034135610244376000801
0fdSbel00dlel068e363b341361027c37600080£d3b61029660048303536001604
600160a060020a0316906020019091503803390602001%059190803590602001204
1300020840133838082E437509496350610708525503050505050365b3415610314

Constructor Arguments

2000000000C0000000000200000000000000000000000000002c68a2f0bb140000]
20000000000000000000200000000000000000000200000000000008000000 0001
2000000000C000000000020000000000000000000000008533686870436E726001(]

£ Swarm Source:

bzzr://5451£726Ccc925099805%211C°8070 lbﬁdﬂlchGCEEEBTfaﬁﬁazgdEhDDE



https://etherscan.io/

]
ZS

Avallable functions of deployed contract

&

¥

1+

browser/ballot.sol *

contract mortal {

/* Define variable owner of the type address #*/

address owner; constructor

/* This function is executed at initializatipn and sets the owner of the contract #/
function mortal() { owner = msg.sender; }

/* Function to recover the funds on the contract =/
function kill{} { if (msg.sender == owner) selfdestruct{owner); }

12 = contract greeter is mortal {

13 -
14
15
16 -
17 -
18
19
28
21 -
22 -
23
24
25

@

}

/* Define variable greeting of the type string */

string greeting; constructor

/* This runs when the contract 1s executed */
function greeter{string _greeting) public {
greeting = _greeting;

/* Main function =/
function greet() constant returns (string) {
return greeting;

greet() is callable

[2] only remix transactions, script =

Compile Run Settings  Analysis Debugger Support
Environment Injected Web3 & Ropsten (3) ¥ 1
Account 0x944.. bbab1 (10.98291625% ether) ¥ Y ©
Gas limit 3000000
Walue 0 wei A

greeter ¥
"hello” Create
Load contract from Address At Address
0 pending transactions 2 - o
x
v greeter at Oxcdd...f4cf3 (blockchain) n
kel
S "

© QuosScient | hack.lu 2018
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Smart contract creation Process

Development, deployment & interaction

Source code: *.sol

Solidity compiler: solc

4

Contracts bytecode
and ABI

4 mmm r o ommm e mmm o ommm ot omm v o ommm ¢ o ¢ w7 mmm ¢ o ¢ w7 o ¢ w7 mm My
.

Development

© QuosScient | hack.lu 2018

Geth

E— Cpp-

ethereum

I
I
|
: Pythereum
I
I
I

https://doi.org/10.1016/j.future.2017.08.020

- Deploy by transaction

>

Contract address

< |

Interact by transaction

| >

I
s



https://doi.org/10.1016/j.future.2017.08.020

Interact with your smart contract

Deployed Contracts
O Click on greet
3 The string you provide should appear " precter st 036134020 Blockehal
3 This call changes nothing on the blockchain, "
so it returns instantly and without any gas cost Oim

O Click on kill

]
$0.00 USD

3 Confirm the transaction -

0 Take a look at the Transactions tab in ropsten.etherscan.io

Transactions Internal Txns Code Seff Destruct

|7 Latest 2 tens

TxHash Block Age

From To Value
Oxd6f8f71cag994dg6. .. 4117691 50 secs ago 0x9449671bbYe2ab... [ ] (21 0x5615ab27e27312... 0 Ether 0.000013455
0x310c1ccb7fdBbd1. . 4117529 35 mins ago 0x9449671bbYe2ab. .. [ N ] [ Contract Creation 0 Ether 0.000525776
© QuosScient | hack.lu 2018



https://ropsten.etherscan.io/

Extra Exercise I Basic HelloWorld with logs

O Basic contract with call to log_ string in the fallback function

O Fallback function are called when a contract is called and no existing function was specified.

1~ contract HelloWorld {

2 event log string(bytes32 log); // Event
3

4 ~ function () { // Fallback Function

5 log _string("Hello World!");

6 }

7}

© QuosScient | hack.lu 2018



Extra Exercise I Basic HelloWorld with logs o~

O Create your first smart contract MR (e e [etowort
1 I-d- d 1 (1) & ; . mntgsgﬁtﬂﬂéf::E%ﬂggbyteﬁz log); // Event Create
3 write your solidity code (1) : ‘ | (2)
3 go |n the run tab %Ev F”"cfézfsﬂiﬁgffnﬁ?ﬁ"ﬁﬁﬁﬁ'ﬁ?f“’" Load contract from Address At Address
T}
3 clickon Create (2)
x
3 metamaSk popup appears (3) v HelloWorld at 0xf0d...1d8db (blockchain) [ &)
3 clickon SUBMIT falback)

O Once transaction added to a block
3 click on the https://ropsten.etherscan.io link
3 Inthe to field you have the contract address

Transaction Receipt Event Logs

(4) [29] Address 0xf0d8d96b3ed6f63a098aa190844245346ee1d8db | @ ~
O CI|Ck on the (fa”back) button (3) Topics  [0] 0xfd55d4456e7e5dcc9519b5525583c43cfIc7213c0d06a41c488aff5b65319736
Data Hex v | — 4B65606C620576726c64210000000000000000000000000000000000000000

3 Validate the transaction an open it on etherscan
3 Take alook at the Event Logs tabinetherscanand f i nd AdAMel(l40 Wor | d

O Take a look at the BYTECODE, ABlI and WEB3DEPLOY in Compile -> details  (remix)

© QuosScient | hack.lu 2018 @
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https://ropsten.etherscan.io/

Reversing
Ethereum smart
contracts

© QuoScient | hack.lu 2018



Bytecode disassembly

j © QuosScient | hack u 2018



Bytecode decomposition

Run the contract constructor

Execute once to store the runtime code on the blockchain
Can be present i n A Coatherscandot

N N NN N

Present in Input Data of the deploy transaction

O Runtime code
3 Stored on the blockchain
3 Executed for each transaction with the contract

0 Swarm Hash (a.k.a. bzzhash)

3 Merkle tree hash use to retrieve the content of the
associated persistent storage of the contract

3 Concatenated at the end of the code
3 Magic number: 0x627a7a72 (bzzr)

© QuosScient | hack.lu 2018

>

6080604052 60043
61061004c576000357c01000000000000000000000000000000
0000000000000000000000000090046 3ffffffff16806341c0e
1b514610051578063cfae321714610068575b600080fd5b3480
1561005d57600080fd5b506100666100f8565b005b348015610
07457600080fd505061007d610189565b604051808060200182
810382528381815181526020019150805190602001908083836
0005h838110156100bd57808201518184015260208101905061
00a2565b50505050905090810190601f1680156100ea5780820
380516001836020036101000a031916815260200191505b5092
50505060405180910390f3506000809054906101000a9004 7 3f
liiiiiinniiiiiiineersiiiii
liiiiniiiinieeeErseiniiiiii
e 161415610187576000809054
906101000a9004 7 3ffffffffffffirifrfrifiiee
ff L6 7 316
ff5b565b6060600180546001816001161561010002031660029
00480601f016020809104026020016040519081016040528092
919081815260200182805460018160011615610100020316600
2900480156102215780601f106101f657610100808354040283
529160200191610221565b820191906000526020600020905h8
1548152906001019060200180831161020457829003601f1682
01915b50505050509050905600a165 627a7ar2 305820df97826
8dd1593a7bbc753bfb0404d8353b4c6ced383d8107¢926d5003
€40c060029

RO



Ethereum Virtual Machine

Architecture

Stack machine EVM
Turing complete SSTORE
Instruction set ~180 Opcodes
SLOéD
Memory type Hon A
: : non-volatile
Stack  volatile  byte-array (list [])
MSTORE
Memory volatile byte-array (list [])
MLOAD
CALLDATALOAD -
Storage persistent key-value database » ROM RAM

o (user-supplied data) -
(dictionary {}) volatile

j © QuosScient | hack.lu 2018 @
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EVM Instructions set

Ox00 1 Ox0B
Ox10 71 Ox1A
0x20

0x30 1 Ox3E
0x401 0x45
Ox501 0Ox5B
Ox60 1 Ox7F
0x80 1 Ox8F
0x90 i Ox9F
OxAO T OxA4
OxFO 1 OxFF

© QuosScient | hack.lu 2018

Stop and Arithmetic
Operations

Comparison & Bitwise
Logic Operations

SHAS3

Environmental
Information

Block Information

Stack, Memory, Storage
and Flow Operations

Push Operations
Duplication Operations
Exchange Operations
Logging Operations

System operations

STOP, ADD, SUB, MUL,
DIV, EXP

LT, GT, EQ, ISZERO,
AND, XOR

SHA3

ADDRESS, CALLER,
CALLDATALOAD

BLOCKHASH,
COINBASE, NUMBER

POP, MSTORE, JUMP,
JUMPI, JUMPDEST

PUSH1 1 PUSH32
DUP1 1 DUP16
SWAP1i1 SWAP16
LOGOT LOG4

CALL, RETURN,
DELEGATECALL

Decoded Bytecode :

[1] PUSH1 Ox80

[3] PUSH1 Ox40

[4] MSTORE

[6] PUSH1 0x04

[7]1 CALLDATASIZE
[B]LT

[11] PUSH2Z 0x004c
[12] JUMPI

[14] PUSH1 0x00

[15] CALLDATALOAD
[45] PUSH29 0x0100000000000000000000000000000000000000000000000000000000
[46] SWAP1

[47] DIV

[52] PUSH4 OxFFFFFef
[53] AND

[54] DUP1

[59] PUSH4 0x41c0e1b5
[60] EQ

[63] PUSHZ 0x0051
[64] JUMPI

[65] DUP1

[70] PUSH4 Oxcfae3217
[711EQ

[74] PUSHZ 0x0068
[75] JUMPI

[76] JUMPDEST

[78] PUSH1 0x00

[79] DUP1

https://etherscan.io/opcode-tool

>


https://etherscan.io/opcode-tool

Ethereum opcodes and instruction reference

O You can used this github repo to get a quick visibility about EVM opcodes utility.
3 Trail Of Bits - https://github.com/trailofbits/evm-opcodes

Ethereum VM (EVM) Opcodes and Instruction Reference

This reference consolidates EVM opcode information from the yellow paper, stack exchange, solidity source, parity source,
evm-opcode-gas-costs and Manticore.

New issues and contributions are welcome, and are covered by bounties from Trail of Bits. Join us in #ethereum on the Empire

Hacking Slack to discuss Ethereum security tool development.

Notes

The size of a "word" in EVM is 256 bits.

The gas information is a work in progress. If an asterisk is in the Gas column, the base cost is shown but may vary based on
the opcode arguments.

Table
Opcode Name Description Ii::roa Gas
0x00 STOP Halts execution - 0
ax01 ADD Addition operation - 3
MUL Multiplication operation - 5
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https://github.com/trailofbits/evm-opcodes

EVM Disassembler available

O Etherscan.io
3 ByteCode To Opcode Disassembler

O Quolab
3 Octopus/IDA/BinaryNinja integrate

O Capstone
3 Support EVM

© QuosScient | hack.lu 2018

>

¢ IDA-EVM

3 |DA Processor Module for the
Ethereum Virtual Machine (EVM)

G Ethersplay
3 Binary ninja plugin

O evmdis

O ethdasm


https://github.com/quoscient/octopus
https://etherscan.io/opcode-tool
https://github.com/trailofbits/ethersplay
https://github.com/Arachnid/evmdis
https://github.com/meyer9/ethdasm

Reconstruction of the CFG

j © QuosScient | hack u 2018
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Control flow Instructions

Simplify description Basic block position

JUMP Unconditional jump Last instruction
JUMPI Conditional jump Last instruction
RETURN , STOP Halt execution Last instruction
INVALID

SELFDESTRUCT , REVERT

JUMPDEST Marks a position within the code  First instruction
that is a valid target destination
for jJumps

EIP 615: Subroutines and Static Jumps for the EVM By Greg Colvin
New branch opcodes: JUMPTO, JUMPI F, JUMPSUB, J UMP%UB

© QuosScient | hack.lu 2018
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Edges identifications e

Static analysis vs dynamic analysis

O Static analysis only works if: O And fails if:
3 Jump target offset is pushed on the stack 3 Stack operations are used to put the jump target on
3 Just before the JUMP/I top of the stack
365: JUMPDEST
41: DUP1 366: POP
42: PUSH4 cfae3217 367: POP
j;: ggSHz 68 Stack 508 POP
| R : 369: POP
4b: JUMPI operations
" 3ba: POP
. \ 36b: SWAPL
68: JUMPDEST 36c: POP
69: CALLVALUE | |4c: JUMPDEST 36d: SWAP1
ba: DUPL 4d: PUSH1 O 36@: JUMP
6b: ISZERO 4f: DUP1
6c: PUSH2 74 50: REVERT
6f: JUMPI !

27272 ¢+ JUMPDEST
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Control Flow Graph (CFG) reconstruction

Static analysis Dynamic analysis (stack evaluation)

|block D||block 85||block_9a||block_a4||hlock_h9||block_f2

d ”ﬂ_lblock_ﬂ
,/ block_d wamv

[block_7d] [block_79]

leck_3eE|

block_41

block 72

|block 4c||block B7||block 7ﬂ||block 7a|

P |
|blcck 57||block ﬂc||b1ock SE||block u2||b1u.:k 138|
— N ! b

|block 4c||hlock 92I|block 8e||hlock lca||block lc6|

|block 2sc| |block lcu||bluck 1:6||block 1Ea|

— T / [block_ E2||block a6|
- bTock 1ed | _= i ~ 1 1
|block Eu||bluck _bb | [block_ au||blcck bl| [block_a4 | |block_ 242||blcck 246 |block_85|
- |

f |block_62|r£lock a6| |block_246||block_242 N
S o Y~ [olock_c2| [block_cé] [olock_zda]
|b10ck_39&| |b1Dck_354||5fﬁck_358|

block 6d||block_bb||block_b1||block_ad||block_285|

block_c2]) block_2da

|hlo;k_96||hlock_358||block_354|

block_ 39e

[:] block_3e6
j © QuosScient | hack.lu 2018
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Functions identification

j © QuosScient | hack u 2018



T

Simplify visualization of the smart contract CFG

_|block O] block 77d

'J|L1ﬁc]c._d|.|blr:uck_'-'bf|

[blog a1 “Tblock_as

Lb];-ck_‘:c| |b-.]1:-:pc]c__£~.1| |black_acl-nlnt;l-ﬁck_ﬁc|
Lbl.:v‘ 7—| |blo-r:]:_ rJl_| [block aL..|-..|-.k.:.‘lo-ck_aE| |L~.1ack_m_i_|
W@ﬂ [block_ ea| [block_bs] |b1ar_~k _bal| |blr:--:-k_255|| |black_l.ﬂ:;.|”-|-i:]‘.-:pr:]c__J.Ff|
[blr«_h rsJ| |[block_l2a| |block_ef| |blu:n:-k f3| [block_ 2ﬂ| | |blr:-r:k 279| |block_252 |..|.-E;Ir:uck_25|3|

- I i :
|bl-“_'.-:. 7‘_| |L~.1ar:k 11f| |b1.:u:k ”1||L~.1ar:k 1r5-=~| |blr:-r:]:. 172| |L~.1ar:k 2.4,|
[ ; ] :

bade ._-ur:k 83 |L~.1m:k L':'.'| |block_13b| |b1ack 13f||bleck_132]|block_ ’ar:||bl.:.r:k iuc| |block_eé| |block_ad)|

|black_i5&||blr:ck_LE.2| |[block_519 ||L~.1o.~:k 51d|

block 128

|[block_735

|block_sgdc| [block_690|
s

|[block_sc7 | |bl¢;ck_l3cb|

block 155

|[block_625
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Dispatcher function

O Runtime code entry point is usually a Dispatcher function

0: PUSHL &0
2: PUSH1 40
3 Switch on the first 4 bytes of the transaction payload I, S
. . . . 7: CALLDATAZIZE -
3 execute the associated code of the given function signature. a: LT
G: PUSHZ 4¢
c: JUMFI
: : 7 —
O Two functions signatures here: d: BUSHL 0
f: CALLDATALOAD
10: PUSH2S 100000000000000000000000000000000000000000000000000000000
3 41cOelb5 i
2f: DIV
3 cfae3217 30: PUSHA FEELEEEf
35: AND \
3&: DUPL |
37: PUSH4 [41c0elhs | [
. 3c: EQ
4 1 DUP:L 33: PUSHZ |51
477 - FU SI—],ﬂ FUNC_ HASH 40: JUMPI . — .I
‘4 ? - E 51: ._ILJMEDIEEI' 41: DUBPL I'I
. Q 52: CALLVALUE 42: PUSH4|cfae32l?| f
53: I[SZERO 47: EQ
‘4 8: PUSH?. 54: PUSH2 Sc 48: pUsH2 |66
57: JUMEBI ak: JUMBIL
4pb: JUMPT ] |
c8: PUSHL O Sc: JUMPDEST ng "'UMEDF‘M At .JLJME:DESI'
o EEET 5d: PUSHZ 64 o EEEEESL”L 4d: PUSHL O
th: REVERT Eg 53;:2 £4 £09: PUsHZ2 71 ?}g EEE‘“;RL

T Bo: JUMBL
© QuosScient | hack.lu 2018 T = e



Dispatcher function

O Runtime code entry point is usually a Dispatcher function
3 Switch on the first 4 bytes of the transaction payload
3 execute the associated code of the given function signature.

O Two functions signatures here:
3 41c0elb5
3 cfae3217

41 :
42:

DUP1

FUNC_HASH

: PUSH1 &0

: PUSH1 40

: MSTORE

: PUSHL 4

: CALLDATASIZE
: LT

: PUSHZ 4e

¢ JUMFI

'\‘r:- WO O -] L s kA O

d: FUSH1 0O

f: CALLDATALOAD

10: PUSHZS 1000000000000000000000030000000000000000000000000000000000

2e: SWAPL
2f: DIW

30: PUSHY ffffffff

35: AND
36: DUFL

37: PUSH4E |[41lclelbs

3c: EQ

gd: BUOSHZ |51

A

47 :
48:
db:

PUSH4

I |
I ¥ \ |
EQ 51: UMEDEST 41 : DUPL .I
52 : JCALLVALUE 42: PUSHA| cfael2l? |
53: NSZERD 47: EQ
PUSHZ 54: PUSH2 5S¢ 48: PUSH2|66
E7: JUMFI dkv: JUMPI
JUMP I o T~/
8. FUSHL 0l|5c: JUMPDEST Egj é?fii%iéE 4¢: JUMPDEST
c bies Sd: BUSHZ 64 : “,FH; ag/BuUsHL 0
: 60: PUSHZ2 f4 f: DUEl
Ebh: REVERT £9%9: PUSH2 71
e 5 T
63 IJ;TJME Ge: JUMBET 50 : REVERT
T ™
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Functions identification - Depth First Search

& 7 callable functions

[elock o] block_77d

Toback d| [block_7bf |

[blge 7] [plecN af] [block_a block_la™

o 5 3 _al -..‘].D-f:]-:._dE _la=z
|bloﬁ gf] |ble ea||black EN [block _ba| [blockNGE8| [block_Lib| [blocNIEE
blﬂ_ &d black 24 block N black £3] [bloc™Nga7 N [BINk_279| |bloek_252 ook _256
- ] : N
|L~.1a~_'f|_?‘;| |blr:u:- 1 " 44 |blcu:-k 36e] ENGE _372| block_\as
bade uck 83 |black‘i“?||black F\gLJblack 13f||blocw 13 FER 45 blockyef| |[block J_1
- ~

[block_ L:e||bl\k 162 |

[block J735

|[block_625 bhlock 128

blogk l8e |[block_gdc| [blod\ 690 |

e
|[block_6c7| [blodN 6ch|
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Functions signatures

O Function signatures/identifiers: First 4 bytes of the sha3 (keccak256) of the function prototype text

explorer.web3 sha3( + .encode ( ).hex())

' EREEELEL2 0 dbdaad3245b82b9ed99905876002f2e6cc8216cd475a481efb7414

O In the previous example:
3 kill() == 0x41cOelb5eba5flef69db2e30clec7d6e0a5f3d39332543a8a99d1165e460a49e
3 greet() = Oxcfae3217c5b262aa4fd3346d6d110ec3c0361903298087be8626ch438090d274

© QuosScient | hack.lu 2018



. . »Q
Functions signatures

O Function signatures/identifiers: First 4 bytes of the sha3 (keccak256) of the function prototype text

explorer.web3 sha3( + .encode ( ).hex())

'R L2 0dbdaad3245b82b9ed99905876002f2e6cc8216cd475a481e0b7414

O In the previous example:
3 kill() == 0x41cOelb5eba5flef69db2e30clec7d6e0a5f3d39332543a8a99d1165e460a49e
3 greet() = Oxcfae3217c5b262aa4fd3346d6d110ec3c0361903298087be8626ch438090d274

O When you interact with a contract: /
Input Data: e [ o
3 You send the function signature (MethodID) followed by the arguments .
MethodID: 0x41cBelb5
3 Signature, : (256-bits words)

© QuosScient | hack.lu 2018
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Functions name & arguments type recovery

Function signature reverse lookup database - https://www.4byte.directory/signatures/

>

Ethereum Function Signature Database

Browse Signatures Submit Signatures Submit ABI Submit Solidity Source File AFI Docs

Welcome to the Ethereum Function
Signature Database

Function calls in the Ethereum Virtual Machine are specified by the first four bytes of data sent with a
transaction. These 4-byte signatures are defined as the first four bytes of the Keccak hash (SHA3) of the
canonical representation of the function signature. Since this is a one-way operation, it is not possible to
derive the human readable representation of the function from the 4-byte signature. This database is meant to
allow mapping those 4-byte signatures back to their human readable versions.

There are 107,474 signatures in the database

Search Signatures  0x70a08231 Search

TOS and Licensing
The data from this service Is given free of any license or restrictions on how it may be used.

Usage of the APl is also granted with the single restriction that your usage should not disrupt the service itself. If you wish to scrape this data, feel free, but please do so with limited
concurrency. You are encouraged to scrape your own copy of this data if your use case is likely to produce heavy load on the API.

© QuosScient | hack.lu 2018


https://www.4byte.directory/signatures/

Functions name & arguments type recovery

>

0: PUSHL &0
2: PUSHL 44
Function signature reverse lookup database - https://www.4byte.directory/signatures/ is veroms
7: caLLDATAsIze | [241: STOF
8: LT
G: PUSHZ 4c¢
ci JUMPI
Search Signatures  0x70a08231 Search —— i _"“\\
f: CALLDATALOAD AY
10: pPUSHZ29 100000000000Q0000000000000000000000Q0000000000000000000000 1
ID Text Signature  Bytes Signature S0 e
30: PUSH4 ffffffff \
2009 areet() Oxcfae3217 36: DUBL '.
37: PUSH4 4lcOelbs
1907 kill() 0x41c0elbs 34 B0sH2 51
40: JUMPI f
'S \\ |I
51: JUMFDEST 41: pDUpPl {
52: CALLWALUE 42: PUSHY cfael2l? |
O Two functions signatures here: 221 PusH2 Sc 18: sbsez 66
- ) . 57: JUMPI 4b: JUMPI
3 0Ox41cOelb5 - anki I I () o P L\, J
5 Oxcfae3217 - figreet () o S | e 7: CALLURUE | oG] puski o
Sh: REVERT EE: Eﬂﬁgz £ 6%: PUSHZ 71 gg: Egiém
— T B ._TLJMIEI i .
ID text signature bytes signature
31808 distribute Tokens(address[],uint256[]) 0x4bd09c2a
31807 distribute Tokens(address[],uint256) Ox256faz4l
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Exercise - Bytecode

octopus/examples/ETH/evm_bytecode/greeter.bytecode

O Does this following bytecode contains a loader and a swarm hash?

O N0Ox6060604052341561000f57600080fd5bh6040516103a2a93803806103a98339
8154817 ffffffffriff021916908 37 3ffffffffffrffifffrffifffiffff1.60217905550806001908051906020019061008192919061
0088565b505061012d565b828054600181600116156101000203166002900490600052602060002090601f01602090048101928260
1f106100c957805160ff19168380011785556100f7565b828001600101855582156100f7579182015b828111156100f65782518255916
020019190600101906100db565b5b5090506101049190610108565b5090565b61012a91905b8082111561012657600081600090555
060010161010e565b5090565b90565b61026d8061013c6000396000f30060606040526004361061004c576000357c01000000000000
0000000000000000000000000000000000000000000090046 3fffffff16806341c0e1b514610051578063cfae321714610066575b60008
0fd5b341561005¢c57600080fd5b6100646100f4565b005b341561007157600080fd5b610079610185565b60405180806020018281038
25283818151815260200191508051906020019080838360005b838110156100b957808201518184015260208101905061009e565b5
0505050905090810190601f1680156100e65780820380516001836020036101000a031916815260200191505b50925050506040518
0910390f35b6000809054906101000a9004 7 3ffffffffifffrfffrffiriitif1 67 St 16337 Frrrrrrrrrrrrrrfrrrff1o1
415610183576000809054906101000a9004 7 ffffffffifrffififrfriitf1 67 St L6ff5h565061018d61022d565b60
018054600181600116156101000203166002900480601f016020809104026020016040519081016040528092919081815260200182
8054600181600116156101000203166002900480156102235780601f106101f857610100808354040283529160200191610223565h8
20191906000526020600020905b81548152906001019060200180831161020657829003601f168201915b5050505050905090565h6
020604051908101604052806000815250905600a165627a7a72305820c4498eaabe7598422b89a825ece27b0e5df8371a9d48cd33e9

a25b0b6b4ddcab500290

O
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Exercise - loader +

O Does this following bytecode contains a loader and a swarm hash?

O A 0B6R60604052341561000f57600080fd5b6040516103a93803806103a983398101604052808051820191905050336000806101000a
8154817 fffffffffrrff021916 90837 3fffffffffffrffiffrffrfffifff1.60217905550806001908051906020019061008192919061
0088565b505061012d565b828054600181600116156101000203166002900490600052602060002090601f01602090048101928260
1f106100c957805160ff19168380011785556100f7565b828001600101855582156100f7579182015b828111156100f65782518255916
020019190600101906100db565b5b5090506101049190610108565b5090565b61012a91905b8082111561012657600081600090555

060010161010e565b5090565b90565b61026d8061013c6000396000f300

© QuosScient | hack.lu 2018
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Exercise | Instructions

octopus/examples/ETH/evm_bytecode/greeter.bytecode

O How many instructions in this contract?

© QuosScient | hack.lu 2018
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Exercise T Instructions

0 How many instructions in this contract?
3 342

1/ bytecode hex =

EthereumDisassembler

© QuosScient | hack.lu 2018

Decoded Bytecode :

[1] PUSH1 0x60

[3]1 PUSHT Ox40

[4] MSTORE

[6] PUSHT Ox04

[7] CALLDATASIZE
[BILT

[11] PUSHZ Ox004c

[12] JUMP

[14] PUSHT Ox00

15] CALLDATALOAD
[45] PUSHZ2% 0x0100000000000000000000000000000000000000000000000000000000
[46] SWAP1

[47] DIV

[52] PUSH4 Oxfir
[53] AND

[54] DUP1

[59] PUSH4 Ox41c0e1hb5
[60] EQ

[63] PUSHZ Ox0051

[64] JUMP

[65] DUP1

[70] PUSH4 Oxcfae3217
[F1]1 EQ

[74] PUSHZ Ox0066

751 |UMP

https://etherscan.io/opcode-tool @



https://etherscan.io/opcode-tool

Exercise i CFG

octopus/examples/ETH/evm_bytecode/greeter.bytecode

0 Generate the CFG and the simplify CFG

© QuosScient | hack.lu 2018
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Exercisei CFG

0 Generate the CFG and the simplify CFG

11

CALLDATASILE
LT

BFUSHZ 4c
JUMEP I

.\ O oW 00 =1 L0 s B O
L4

>

d:
f:

—

2e:
2f:
30:
2L .
36:
37: PUSH4 41cOelbs
3c: E
3d: P

40

FUSHL 0

CALLDATALOAD

FUSH29 10000000300000000030000000000300000300000000003000000000000

SWAEL

DIV

PUSH4 ffffffff
AND

DUEL

EthereumCFG

cfg = EthereumCFG(bytecode hex)

cfg.visuali

ze()

WARNING:octopus.platforms.ETH.
WARNING:octopus.platforms.ETH.

© QuosScient | hack.lu 2018

JUMEFDEST

CH: BPUSHL !
= -

Sh :

¢ JUMEFDEEST
d: BPUSHZ 64
60: PUSHZ f4
x3: JUMP

7

v

oo =d Bat

[T T R SN Y

-
(=]

oo
-1 on

o

o
vl

: JUMFDEET

: FPUSH1 @

python3 octopus_eth_evm.py -g -f examples/ETH/ evm_bytecode / greeter.bytecode




block_0O

block_ 241

Exercise T simplify CFG

block_41|

block_ai]

E&ock_4c|

block_5c|

block_§g| block_66 ]

-
-

Lﬁgck_5d|

0 Generate the CFG and the simplify CFG

block_71]

block_f4]

block_185]

block_l4a |

block_183|

block_64

block 18d

11 EthereumCFG

cfg = EthereumCFG(bytecode hex)
block_206]

cfg.visualizel()
skipping JUMPI 0x206
b

%C1 = #0x206

WARNING:octopus.platforms.ETH.emulator: [X] Loop detected,
WARNING:octopus.platforms.ETH.emulator: [X] push _instr.ssa

12 cfg.visualize(simplify= )
block_a7]| [block_b9
python3 octopus_eth_evm.py -g -f
examples/ETH/ evm_bytecode / greeter.bytecode -- simplify
blaock_eé

]
=N
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Exercise T Functions

O How many functions in this contract?

© QuosScient | hack.lu 2018
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Exercise 1 Dispatcher function

O How many functions in this contract?

3  41c0elb5
3 Cfae3217
3 (+ dispatcher function)

O Pattern:

DUP1 = 0x80

PUSH4 = 0x63

EQ = 0x14

PUSH2 = 0x61

JUMPI = 0x57
BO63XAXXXXXXXL461IXXXXE7

N N N N N N

© QuosScient | hack.lu 2018

0: PUSHL &0
2: PUSHL 40
4: MSTORE
5: PUSHL 4 —
7: caLLpatasize |L[221f STOP
g: LT
O: PUSHZ 4c¢
c: JUMBT
.-/ N
d: PUSHL O ™
f: CALLDATALOAD
10: PUOSHZ2S 10000000000000000000000000000030300303000000 030003000003 00000000
ZJe: SWARL
2f: DIV
30: PUSHA ffffffff |
35: AND |
36: DUPl
37: PUSHY4 d4lelelbs |
3c: EQ
3d: PUSHZ 51
40: JUMBI [
s \\ |
51: JUMBDEST 41: DUEL |
52: CALLVALUE |142: PUSH4 cfae32l7|]
53: ISZERO 47: EQ
54: PUSHZ 5c 483 : PUSHZ &6
57: JUMEBI dbh: JUMEBI
! LN -'
. - ¥
— ‘//K;c; JUMPLEST 651 {?MPP%EL_ 4¢: JUMPDEST
58: PUSHL 0 o £7: CALLVALUE o
Sa: DUPL cdi PUSHZ 64 69: ISZERO adi PUSHL O
5h: REVERT :Ef 53;?2 £4 £9: PUSH2 71 ggf Egiéﬁr
i T frc: JUMPI .
T b

>



Exercise T Functions

0 How many functions in this contract?

(cfg.functions)

regex =

re.findall(regex , bytecode hex)

[ '806341cO0elb51461005157"', '8063

© QuosScient | hack.lu 2018

cfae32171461006657 ' ]
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Exercise I Functions sighatures

0 Can you find the names of those function??

© QuosScient | hack.lu 2018



Exercise T Functions signhatures

0  Can you find the names of those function??
3 Using octopus

11 [x.prefered name

3 Using 4byte website
3 https://www.4byte.directory/signatures/?bytes4 signature=41c0elb5

Search Signatures 41c0e1b5 Search
ID Text Signature Bytes Signature
1907 kill() 0x41cOelbs

2z httos://www.4bvte.directorv/sianatures/?bvtes4 sianature=cfae3217

Search Signatures cfas3217 Search
ID Text Signature Bytes Signature
2009 greet() Oxcfae3217

© QuosScient | hack.lu 2018

[ 'Dispatcher', 'kill{)",

cfg.functions]
‘greet() ']

>


https://www.4byte.directory/signatures/?bytes4_signature=41c0e1b5
https://www.4byte.directory/signatures/?bytes4_signature=cfae3217

>

Exercise was THE GREETER

O Building a smart contract using the
command line

3 Keywords: solc, remix, geth, web3js
3 https://lwww.ethereum.org/greeter
3 tutorial

O  Wiki: https://github.com/ethereum/go-
ethereum/wiki/Contract-Tutorial#your-

first-citizen-the-qgreeter

Hello

THE GREETER

II’
y

| W

© QuosScient | hack.lu 2018

Your Digital Pal Who's Fun to Be With

contract mortal {
/* Define variahle owner of the type address =x/
address owner;

/* This function is executed at initialization and sets the owner of the contract */
function mortal() { owner = msg.sender; }

/* Function to recover the funds on the contract #/
function kill() { 1f (msg.sender == owner) selfdestruct(owner); }

}

contract greeter is mortal {
/* Define variable greeting of the type string =/
string greeting;

/* This runs when the contract is executed */
function greeter(string _greeting) public {
greeting = _greeting;

}

/* Main function =/
function greet() constant returns (string) {
return greeting;

}



https://www.ethereum.org/greeter
https://medium.com/shokone/https-medium-com-shokone-building-a-hello-world-smart-contract-on-ethereum-f303c7d05f0
https://github.com/ethereum/go-ethereum/wiki/Contract-Tutorial#your-first-citizen-the-greeter

Get a quick vision of the smart contract

© QuosScient | hack.lu 2018

18 | (x.show())
©: Dispatcher
prefered name: Dispatcher
start offset = 0
start_instr = PUSH1
lenght basicblocks: 4
lenght instructions: 29

51: func_41lcBelb5
prefered name: kill()
start offset = 51

start_instr = JUMPDEST
lenght basicblocks: 8
lenght instructions: 55

66: func _cfae32l7
prefered name: greet()
start_offset = 66

start _instr = JUMPDEST
lenght basicblocks: 27
lenght instructions: 528

cfg.functions]

>



Analysis and
vulnerability
research

il Q



Ethereum Smart Contracts vulnerabilities

O You can find different type of vulnerabilities:
Bad access control

Integer Overflow/Underflow

Bad Pseudo Random Number Generation
Unchecked Return Values

Reentrancy (i.e. recursive call)

e . .

N N NN W N N

O Decentralized Application Security Project (or DASP) Top 10
3 https://www.dasp.co/index.html

O We will take a look at some vulnerabilities (with the solidity source
code) and see how to detect them using the EVM bytecode

© QuosScient | hack.lu 2018

1. Reentrancy
2. Access Control
3. Arithmetic

4. Unchecked Low Level
Calls

5. Denial of Services
6. Bad Randomness
7. Front Running

8. Time Manipulation
9. Short Addresses

10. Unknown Unknowns

>


https://www.dasp.co/index.html

Bad Access control
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Rubixi =

0 Contract which implements a Ponzi scheme
3 Etherscan address

0  Copy-paste of the DynamicPyramid contract

3 But creator forgot to rename the function constructor name
DynamicPyramid() into Rubixi()

3 So the compiler create the DynamicPyramid() that is public by
Sothe AND nu snnu_ln FEELL

3 This function set the contract ownership to the sender (normal
behavior for a constructor)

memegenerator.net

contract Rubixi {
address private owner;

O  Simple exploit: _ _ :
_ _ ) _-—> function DynamicPyramid() { owner = msg.sender; }
3 Call DynamICPyramld() I to became the owner //v function collectAllFees() { owner.send(collectedFees); }

3 Call collectAllFees() 7 to get the money /
© QuosScient | hack.lu 2018

N



https://en.wikipedia.org/wiki/Ponzi_scheme
https://etherscan.io/address/0xe82719202e5965Cf5D9B6673B7503a3b92DE20be#code

Exercise T Rubixi

O Rubixi bytecode

3 octopus/examples/ETH/evm_bytecode/Rubixi_e82719202e5965Cf5D9B6673B7503a3b92DE20be.bytecode

3 Etherscan Contract Creation Code
O python3 octopus_eth_evm.py -g -f

examples/ETH/ evm_bytecode /Rubixi_e82719202e5965Cf5D9B6673B7503a3b92DE20be.bytecode

O Try to find DynamicPyramid() and collectAllFees() functions

O Can you identify a detection pattern for :

© QuosScient | hack.lu 2018

{ owner = msg.sender; }

>


https://etherscan.io/address/0xe82719202e5965Cf5D9B6673B7503a3b92DE20be#code

Rubixi T solution

O Rubixi bytecode

3 octopus/examples/ETH/evm_bytecode/Rubixi_e82719202e5965Cf5D9B6673B750:

3 Etherscan Contract Creation Code

O Try to find DynamicPyramid() and collectAllFees() functions

3 DynamicPyramid() signature = 67f809e9
3 collectAllFees() signature = 686f2c90

O Can you identify a detection pattern for :
Ox1bb: @owner == SLOAD(0x5)

Oxlca: @caller ==0]| @caller

3
3
3
3 Oxlcc: SSTORE(Ox5, @caller )

>

L4

{ owner = msg.sender; }

Ox1bf: (~( pow(2,160) -1)& @ owner) ==

A public DynamicPyramid() replace @owner by @caller
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1b7:
1b8:
1lbb:
lbd:
lbe:
1bf:
lcl:
1c3:
1c5:
1lc6:
1c7:
1c8:
1c9:
lca:
lcb:
lcc:
lcd:

JUMPDEST
PUSHZ 0x3d6
PUSH1 0x5
DUP1

SLOAD
PUSH1 0Oxl1
PUSH1 0Oxa0
PUSH1 0x2
EXP

SUB

NOT

AND

CALLER

OR

SWAP1
SSTORE
JUMP



https://etherscan.io/address/0xe82719202e5965Cf5D9B6673B7503a3b92DE20be#code

Bad PRNG
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PRNG using block variables/hashes

>

Solidity code EVM opcode

block.coinbase Get the block's beneficiary address
block.timestamp Get the block's timestamp
block.number Get the block's number
block.difficulty Get the block's difficulty
block.gaslimit Get the block's gas limit

block.blockhash(block.number) blockhash of the current block
block.blockhash(block.number-1) blockhash of the last block

O Can be manipulated by miners

O But more important, variables are shared within the same block
3 using internal message i.e. create an *exploit* contract that call the *vulnerable* contract
3 an attacker will get the same variable values during the call

© QuosScient | hack.lu 2018

COINBASE (0x41)
TIMESTAMP (0x42)

NUMBER (0x43)
DIFFICULTY (0x44)
GASLIMIT (0x45)
BLOCKHASH (0x40)

BLOCKHASH (0x40)



>

Exercise - EtherLotto

0 Real-life examples
3 EtherlLotto
3 BlackJack
3 CryptoRoulette

O EtherLotto bytecode

// Compute some *almost random* value for selecting wimnner from current transaction.
wvar random = uint{shai(block.timestamp)) % Z;

function deal({address player, wint® cardMumber) imternal returns (uint8) {
vint b = block.number;
uint timestamp = block.timestamp;
return vintB{uint256(keccak2sa(block.blockhash(b), player, cardNumber, timestamp)) ¥ 52);

1

function shuffle() internal {

I

J/ randomly set secretNumber with a value between 1 and 28
secretNumber = uint8(sha3i(now, block.blockhash(block.number-1))) % 20 + 1;

3 octopus/examples/ETH/evm_bytecode/EtherLotto _alle4ed59dc94e69612f3111942626ed513ch172.bytecode

O How many functions in the source code? In the bytecode? Why?
O Can you identify a pattern detection ?
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https://etherscan.io/address/0xa11e4ed59dc94e69612f3111942626ed513cb172#code
https://etherscan.io/address/0xa65d59708838581520511d98fb8b5d1f76a96cad#code
https://etherscan.io/address/0x94602b0E2512DdAd62a935763BF1277c973B2758#code

EtherLotto - Solution

O How many functions in the source code? In the bytecode? Why?

3 1 function in the source code i play()

3 3 functions (+ Dispatcher) in the bytecode

3 ['Dispatcher’, opot ()",

3 pot and bank are public variables, so there is a specific *function* to retrieve each

values

Obank ()"

oplay() "]

S Address where fee is sent.
address public bank;

S Public jackpot that each participant can win (minus fee).
vint public pot;

Text Signature

pot()

Bytes Signature

Ox4ba2363a

bank()

© QuosScient | hack.lu 2018

0x76cdb03b

>



. 4

115: JUMPDEST
1l6: CALLVALUE
117: PUSH1 0Oxl
11%: PUSH1 0Ox0
- 11k: DUE3
therLotto - Solution
11d: SLOAD
1le: aDD
11f: SWAP3
120: POP
121: POP 90: JUMPDES
122: DUPZ2 91: PUSH1 0O
123: SWAP1 93: MLOAD
124: S55TCORE 94: pUP1
. . 125: POP 0. pDUOP3
O How many functions in the source code? In the bytecode? Why? 126: pusH1 0x2 |[06: PusH20
128+ TIMESTAMP akb: AND
i i T 129: PUSH1 0x40 ac: PUSHZO
3 1 function in the source code T play() L29: Busil aci EUS
. . . 2o P cZ: FZ
3 3functions (+ Dispatcher) in the bytecode as poms i merome
. , ' , . , . 114: INVALID 1Ze: DUPZ cd: PUOSH1 0O
3 ['Dispatcher’, opot ()", Obank()"', oplay()"] 12f: MSTORE c6: ADD
130: PUSH1 0Oxz20 c?: SWAFZ
132: ADD cB: POP
. . . . . . 133: SWAPZ cB: POP
3 pot and bank are public variables, so there is a specific *function* to retrieve each e Eoe ca: PUSHL 0
ValueS 136: PUSH1 0x40 cd: DuP1
138: MLOAD ce: SWAPZ2
139: pupl cf: SUB
13a: SWAPZ df: sSWarl
// Address where fee is sent. Text Signature Bytes Signature 13b: SUB dl: RETURN
address public bank; 13c: SWAF1
pot() Ox4ba2363a 13d: SHA3
S Public jackpot that each participant can win (minus fee). 13e: PUSH1 Oxl
u-.l.nt puhl"LC pﬂt; bank() 0x76cdbl3b 140: SWAP1
141: DIV
142: DpUP2
143: ISZERD
. . . 144: ISZEROD
O Can you identify a detection pattern? 145: PUSH2 Oxl4a
148: JUMPI
3 Y= TIMESTAMP
lda: JUMPDEST
3 YO = operations on Y L twnes
14d: ?D;
3 MOD(\G ] 0x2 ) 149: INVALID igg ;53;1 00
161: EQ
© QuoScient | hack.lu 2018 152: ISZERD
153: PUSHZ 0Ox205 ™
156: JUMPI ™,

'



Integer Overflow/Underflow
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>

Integer Overflow/Underflow

pragma solidity "@.4.15;

contract Owverflow {
uint private sellerBalance=@;

function add{uint wvalue) returns (bool){
sellerBalance += wvalue; // possible owverflow

0 Real-life examples:
3 batchOverflow
3 proxyOverflow

// possible auditor assert
// assert(sellerBalance >= value);

¥

function safe_add(uint value) returns (bool){
require({value + sellerBalance == sellerBalance);
sellerBalance += wvalue;

b
}

O Let take a look at the difference from EVM bytecode point of view

3 https://github.com/trailofbits/not-so-smart-contracts/tree/master/integer overflow

3 60806040526000805534801561001457600080fd5b50610147806100246000396000f30060806040526004361061
004c576000357c010000000000000000000000000000000000000000000000000000000090046 3ffffffff168063100
3e2d2146100515780633e127e7614610096575b600080fd5b34801561005d57600080fd5b5061007c60048036038
1019080803590602001909291905050506100db565b604051808215151515815260200191505060405180910390
f35p3480156100a257600080fd50506100c1600480360381019080803590602001909291905050506100f1565b60
4051808215151515815260200191505060405180910390f35b60008160008082825401925050819055509190505
65b6000805460005483011015151561010757600080fd5b8160008082825401925050819055509190505600a165
627a7a723058203e7f56d17eb6c208137f3c4432463c679c9f0f72d526335980129c002dc4c0110029
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https://blog.peckshield.com/2018/04/22/batchOverflow/
https://blog.peckshield.com/2018/04/25/proxyOverflow/
https://github.com/trailofbits/not-so-smart-contracts/tree/master/integer_overflow

Using octopus cli

O python3 octopus_eth _evm.py -g -r
60806040526000805534801561001457600080fd5b50610147806100246000396000f3006080
6040526004361061004c576000357c0100000000000000000000000000000000000000000000
000000000000900463ffffffff1680631003e2d2146100515780633e127e7614610096575b60
0080fd5b34801561005d57600080fd5b5061007¢c600480360381019080803590602001909291
905050506100db565b604051808215151515815260200191505060405180910390f35b348015
6100a257600080fd5b506100¢1600480360381019080803590602001909291905050506100f1
565b604051808215151515815260200191505060405180910390f35b60008160008082825401
92505081905550919050565b6000805460005483011015151561010757600080fd5081600080
82825401925050819055509190505600a165627a7a723058203e7f56d17eb6c208137f3c4432
463c679c9f0f72d526335980129¢002dc4c0110029
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Exercise - Integer Overflow/Underflow

O Do you see some similar basicblocks between those 2 functions?
O  Which basicblocks are different?

0 What do they do?
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>



Exercise - Solution

Do you see some similar basicblocks between those 2 functions?

5d:
S5e:
5f:
a2
64d:
65:
66:
671
68:
69:
ba:
6b:
6C:
od:
he:
T0:
T1l:
T2:
T3
T4
75:
T6:
T7:
T8:
Tb:

JUMPDEST
POF

PUSHZ 0OxTc
PUSH1 0Ox4d
DUR1
CALLDATASIZE
SUB

DUPZ

ADD

SWAFR1

DUR1

DUFR1
CALLDATALOAD
SWAP1
FUSH1 0x=20
ADD

SWAR1
SWAFR3
SWAP 2
SWAP1

FOF

FOF

FOF

PUSHZ Dxdb
JUMP

add
dkb: JUMPDEST
do: PUSHL 0O=D0
de: DUPZ
df: PUSH1 0O=0D
el: DUPL
eZ2: DUR3
ed: DUR3
ed: SLOAD
e5: ADD
eh: SWAP3
e7: POF
ef: POP
e9: DURZ
ea: SWAFRPL
ekb: SS5TORE
ec: POP
ed: SWAFPZ
ee: SWAFPL
ef: POF
f0: JUMP

J
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ZS

To:
Td:
Tf:
80 :
81 :
B2 :
B3:
B84 :
B5:
86
B7:
58 :
Ba
Bl :
Bo:
2d:
Be
90
91:
92 :
93:
949 :
95:

JUMPDEST
FUSHL 0Ox40
MLOAD

Ourl

Oup 3
ISZERD
ISZERD
ISZERD
ISZERD
Our 2
MSTCORE
FUSH1 0OxZ20
ADD

SWAFZ

POP

POF

FUSHL 0Ox40
MLOAD

ourl

SWARPZ

SUE

SWARP1
REETUERN

az:
ai:
ad:
a’l:
ag:
aa:
ab:
ac:
ad:
ae:
at:
b0
bl:
bZ:
b3:
bS5
ba:
b7:
bE:
b9:
ba:
bbb
beo:
bd:
cl:

JUMFDEST
FOF

PUSHZ 0Omecl
PUSH1 O(O=4
DUP1
CALIDATASIZE
SUB

DUF 2

ADD

SWAFPL

DUP1l

DUP1l
CALLDATALOAD
SWAPL
PUSH1 0xZ20
ADD

SWAFPL
SWAFP3
SWAPZ
SWAPL

POF

POF

FOF

FUSHZ 0xfl
JUMP

safe_add

cl:
o2
od
oh
oh:
[l -
cB
o9
ca:
ch:
oo
od
cf:
do :
dl:
dz :
d3:
ds .
dé :
d7:
dg :
d9:
da:

JUMFPDEST
FUSHL O=xd40
MLOAD

oDUP1

DUF 3
ISZERO
ISZERO
ISZERO
ISZEROC
DUFZ
MSTORE
FUSHL 0O=xz20
ADD

SWAPZ

POFP

FOF

FUSHL Ox40
MLOAD

oDUP1

SWAPZ

SUB

SWARPL
RETUEN

RO



