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Why are we still talking about buffer overflows?

Plenty of buffer overflows found since the “Smashing the stack” article by 
AlephOne

Nowadays it is much harder to exploit buffer overflows: stack canaries, DEP, PIE, 
ASLR, obfuscation, etc.

“[stack smashing is] a dying artform as things move further away from bare metal 
into virtualized environments” ©

We will see that [stack] buffer overflows are still quite relevant in some 
environments, even virtualized ones

We will smash the stack of two critical networking devices and see that buffer 
overflows are relevant as ever

http://phrack.org/issues/49/14.html


Target A: Sierra Wireless AirLink LX60

AirLink is one of the most popular brand of IoT/OT 
gateways
You can still (?) find lots of them online (e.g., 

shodan.io)
TL;DR it’s a switch / VPN concentrator with a sim 
card slot
These devices are used to connect critical 

equipment in electrical substations, vehicles, oil 
and gas fields, smart cities, etc.
They run some sort of a Linux distro, ARM32
No SSH / root is allowed



Target B: DrayTek Vigor 3910/3912

DrayTek provides a wide range of routers, 
VPN concentrators, firewalls. Lots are 
exposed online

The router OS (DrayOS) virtualized - it runs on 
the host linux OS via QEMU. ARM64 in 32 bit 
mode.
3910/3912 do not allow any SSH / root
Users have only limited access to the guest 

OS, but no access to the host

Both AirLink and Vigor are “edge” networking 
devices – they can be used as gateways into 
internal networks



Sierra Wireless LX60 VS CVE-2023-41101

A stack/heap -based buffer overflow in OpenNDS - used in LX60 as a 
simple captive portal

GET /?hello=world

HTTP/1.1\nHost: localhost\n\n

Parse the query string



Exploiting the LX60 

The heap and the stack are not executable
ASLR is enabled    
The query_str() function is so buggy,                                    

prevents proper ROP
strlen() will slash shellcode that contains zeros 

No debugger

PIE is disabled
execute_ret() – IPTABLES and other OS commands for 

network segmentation (captive portal functionality)

We need to leak some addresses



Leaking some memory

0x76400470*

*We get only 2 base addresses (limitations of 

ASLR): either 0x76400000, or 0x76500000 



LX60: the exploit
GET 

[OS_COMMAND]?[PADDING]

[URL_ADDR][PADDING]

[GADGET_ADDR] HTTP/1.1 

[…]





DrayTek Vigor VS CVE-2024-41592 

A stack-based buffer overflow in WebUI, while parsing query string 
parameters

“ptr_val_n” and “ptr_key_n” 
are allocated on the heap; 

the stack contains the heap 
addresses

Pointers and function 
addresses are 4 bytes only



Exploiting DrayTek

~40 .cgi pages where the bug can be triggered, monolithic binary 
No DEP, both the heap and the stack are executable
No PIE 
No ASLR
Still, there were some challenges… (see the next slide)



FreeCtrlName() 

Subtitle



FreeCtrlName()

Found the perfect .cgi 
function: 

Processes the query string 
unauthenticated
“Breaks” the deallocation 
chain by explicitly setting a 
local variable just “below” 
the return address to zero

A very lucky “local_var = 0;”



DrayTek 3910: the exploit

Once we’ve dealt with our deallocation problem…

GET /cgi-bin/[vulnerable].cgi?[&&&… &&&] [SHELLCODE][MSG] HTTP/1.1 […]

Address of [MSG]

Address of “printf()”

“Recover” address

Call “printf()”





BONUS LEVEL: CVE-2024-41585

3910/3912 run DrayOS in emulator, we must escape!
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