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- Reverse engineer, staring at files for 3 decades.
- Malware analyst for 2 decades: Symantec, Avira, Google.
- Known for: CPS2Shock, Corkami, PoC||GTFO*, Shattered…

About the author

*https://github.com/angea/pocorgtfo/blob/master/README.md
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https://github.com/angea/pocorgtfo/blob/master/README.md


Honest trailer
1. Interests in filtering files quickly & "reliably".
2. Build KB and corpus.
3. Classify & validate files, resolve existing conflicts.
... How are existing engines doing? Any caveats ?
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THE CURRENT SLIDE IS AN

A CORKAMI ORIGINAL PRODUCTION

HONEST TALK TRAILER
The file format landscape

is a mess of messes.



Side questions
- Why is TrID standing out?
- How are filetypes mapped on linux ?

(-> is ShareMime equivalent to file ?)
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What does that imply? ->



Engines
PeID, PRONOM, FDD, TrID

LibMagic (file/BinWalk2) Share-Mime Yara
DiE, BinWalk3

Magika
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Features
- Fixed logic (data-only) or code?
- Specific syntax (limited) or standard language (heuristics)?
- Relative offsets, pointers, conditions,

multiplication, variables, functions…
- Automated signatures generation
- Bytes signatures / Heuristics / ML?
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Expectations
- Extendable. Speed. Simplicity.
- Only infosec-stuff for scanning or "everything" ?

Reliability (FPs, Adversarial…):
- Is "MZPE" a valid executable?
- is <!-- --><html></html> a webpage?

Spoiler: they all have their pros and cons.
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File / [Lib]Magic
Tool: linux.die.net/man/1/file  / Format: linux.die.net/man/5/magic 
+ Multiple outputs
+ "Functions"
+ Pointers, relative offsets
- Peculiar syntax
- Old (v4.1 in 1973)

LibMagic-based: BinWalk v2, Polyfile.
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https://linux.die.net/man/1/file
https://linux.die.net/man/5/magic
https://github.com/trailofbits/polyfile


TrID
Binary magic signatures at specific offsets:
   with optional ASCII/Wide string signatures.
And no extra logic!

+ Generation can be automated (!) Non-ML learning:
   + Common bytes in the first 2Kb, strings in the first/last 5Mb.
   - It's clever and it works, but FPs can easily happen.
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PE iDentif ier

UserDB.TXT
[UPX 2.00-3.0X -> Markus Oberhumer & Laszlo Molnar & John Reiser]
signature = 5E 89 F7 B9 ?? ?? ?? ?? 8A 07 47 2C E8 3C 01 77 F7 80 ...
ep_only = false
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PEiD github wolfram77web/app-peid
- PE-only, pure byte sequences,

at EntryPoint or not (boolean).
- UserDB.TXT (.INI format)

Useful for non-polymorphic binary packer identification.
(i.e. too many strings sequence for VmProtect)
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https://github.com/wolfram77web/app-peid


Die: Detect-It-Easy
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Detect-It-Easy github horsicq Detect-It-Easy (MIT) 

- Code driven (Javascript)
- Signatures + heuristics

Unbalanced signature variety:
- 100s of DOS detections: Microsoft C, PKLite, LZExe, WatCom…

- 2 kinds of CFB files: MSI or Office97.
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https://github.com/horsicq/Detect-It-Easy


Format Description Documents Library of Congress (loc.gov)

A knowledge base: ~600 entries
A lot of non-infosec stuff (ex: no executable at all )
Examples:

- JPG: JPEG Image Encoding Family
- No ELF, no PE…

Looking for "Portable" ?
- PNG, Portable Network Graphics
- PEF: Portable Embosser Format (Braille)
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http://loc.gov
https://www.loc.gov/preservation/digital/formats/fdd/fdd000017.shtml
https://www.loc.gov/preservation/digital/formats/fdd/fdd000153.shtml
https://www.loc.gov/preservation/digital/formats/fdd/fdd000624.shtml


LoC's FDD about JPEG: JPEG Image Encoding Family (fdd000017)
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https://www.loc.gov/preservation/digital/formats/fdd/fdd000017.shtml


PRONOM: Technical format registry

DROID (Digital Record Object Identification):
   tool + XML signatures

PRONOM & DROID (tool+sigs)
National Archives .gov.uk  / PRONOM
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https://www.nationalarchives.gov.uk/PRONOM/Default.aspx


Protein Data Bank page on PRONOM: fmt/2009 
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https://www.nationalarchives.gov.uk/PRONOM/fmt/2009


A fragment of a DROID signature for JPG f iles

<InternalSignature ID="69" Specificity="Specific">

   <ByteSequence Reference="BOFoffset">

       <SubSequence MinFragLength="0" Position="1"

           SubSeqMaxOffset="0" SubSeqMinOffset="0">

           <Sequence>FFD8FF</Sequence>

           <DefaultShift>4</DefaultShift>

           <Shift Byte="D8">2</Shift>

           <Shift Byte="FF">1</Shift>

       </SubSequence>

   </ByteSequence>

   <ByteSequence Reference="EOFoffset">

       <SubSequence MinFragLength="0" Position="1"

           SubSeqMaxOffset="65536" SubSeqMinOffset="0">

           <Sequence>FFD9</Sequence>

           <DefaultShift>-3</DefaultShift>

           <Shift Byte="D9">-2</Shift>

           <Shift Byte="FF">-1</Shift>

       </SubSequence>

   </ByteSequence>

</InternalSignature>

Beginning of File

Sequence of bytes

Bytes again…
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A fragment of a DROID signature for PE f iles

<InternalSignature ID="198" Specificity="Specific">

   <ByteSequence Reference="BOFoffset">

       <SubSequence MinFragLength="0" Position="1"

           SubSeqMaxOffset="0" SubSeqMinOffset="0">

           <Sequence>4D5A</Sequence>

           <DefaultShift>3</DefaultShift>

           <Shift Byte="4D">2</Shift>

           <Shift Byte="5A">1</Shift>

       </SubSequence>

       <SubSequence MinFragLength="0" Position="2" SubSeqMinOffset="0">

           <Sequence>50450000</Sequence>

           <DefaultShift>5</DefaultShift>

           <Shift Byte="00">1</Shift>

           <Shift Byte="45">3</Shift>

           <Shift Byte="50">4</Shift>

       </SubSequence>

   </ByteSequence>

</InternalSignature>

<FileFormat ID="776"

   MIMEType="application/vnd.microsoft.portable-executable"

   Name="Windows Portable Executable" PUID="x-fmt/411">

   <InternalSignatureID>198</InternalSignatureID>

   <Extension>dll</Extension>

   <Extension>exe</Extension>

   <Extension>sys</Extension>

   <HasPriorityOverFileFormatID>774</HasPriorityOverFileFormatID>

   <HasPriorityOverFileFormatID>775</HasPriorityOverFileFormatID>

</FileFormat>
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Shared-MIME-Info
https://specifications.freedesktop.org/shared-mime-info-spec/0.21/ar01s02.html 

● Standard GNOME/KDE/ROX system
● File in /usr/share/mime/magic
● Maps file contents to Mime types.
● LibMagic-like, but more limited:

○ No relative offsets, no functions, no pointers
○ Just offsets, optional range scanning and bitmask

21

Very limited!

https://specifications.freedesktop.org/shared-mime-info-spec/0.21/ar01s02.html


The Shared-Mime-info magic f ile:
INI-like, LibMagic-like, and non-ASCII bytes

MIME-Magic\x00\n

[50:text/x-diff]\n

>0=\x00\x05diff\x09\n

>0=\x00\x04***\x09\n

>0=\x00\x17Common subdirectories:\x20\n

Magic signature

Priority
Mime

Indent Length value    

big endian

Value

4d 49 4d 45 2d 4d 61 67 69 63 00 0a 5b 35 30 3a
74 65 78 74 2f 78 2d 64 69 66 66 5d 0a 3e 30 3d
00 05 64 69 66 66 09 0a 3e 30 3d 00 04 2a 2a 2a
09 0a 3e 30 3d 00 17 43 6f 6d 6d 6f 6e 20 73 75
62 64 69 72 65 63 74 6f 72 69 65 73 3a 20 0a

MIME-Magic..[50:
text/x-diff].>0=
..diff..>0=..***
..>0=..Common.su
bdirectories:..

00
10
20
30
40

Is `***\t` at offset 0 ?

Is `diff\t` at offset 0 ?

No escaped characters:

a text f ile w
ith pu

re binary!
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A Share-Mime-Info magic rule:
one-liners like LibMagic, but fewer possible operators.

1>100=\x00\x03ABC+100\n

[indent] ">" start-offset "=" value ["&" mask] ["~" word-size] ["+" range-length] "\n"
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Magika 
A new ML-based identifier (a "non-generative AI").
Returns several file types with percentage.
Handles all formats at once - text and binary formats.

Src (python, rust, go): github google/magika, Paper: arxiv 2409.13768 
Fast: 6ms per file (only file is faster), Tiny model: 1Mb in memory.

Scans start and end buffers + specific offsets
-> not depending on file sizes, most of the file's content is ignored.
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https://github.com/google/magika
https://arxiv.org/pdf/2409.13768


Magika: pros and cons
v2 released in 08/2024: as many formats as possible*
Used in production.

No validation, no information extractions.
It can't be updated for now.

For adversarial files:
   trick: wipe the first X bytes, then re-scan it.
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 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

 89 .P .N .G 0D 0A 1A 0A 00 00 00 0D .I .H .D .R

 00 00 09 54 00 00 02 C0 08 06 00 00 00 76 4E 6B.

 38 00 00 20 00 .I .D .A .T 78 9C 9C FD 0B 96 EC

 .. ..

0x
1x
2x

 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

 89 .P .N .G 0D 0A 1A 0A 00 00 00 04 .C .g .B .I

 50 00 20 02 2B D5 B3 7F 00 00 00 0D .I .H .D .R

 .. ..

 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

0x
1x
2x

 89 .P .N .G 0D 0A 1A 0A 80 00 13 37 .d .u .m .b

 ./ ./ .  .  .p .a .y .l .o .a .d .  .  .  ./ \n

 .. ..

 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

0x
1x
2x

Magika is only trained on standard f iles.

Standard

iOS

Weird



ImagikaTragika (HitCon CTF 24, 1 solve):
bypassing Magika by appending a TGA footer.
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https://github.com/lebr0nli/My-CTF-Challenges/tree/main/HITCON%20CTF%202024/ImagikaTragika#create-adversarial-example-for-magika


Examples

28

How can file identifiers handle
common cases?



Example 1/3: JPEG f iles
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Standard JPEG Headers:
- Starts with FF D8 signature.
   - Always starts with "FF D8 FF"
- "JFIF" or "Exif" at offset 6.
   - In this case, "II" or "MM" at offset 14 (TIFF-like Exif)
Common contents:
- FF D8 FF at 0 (always, correct)
- JFIF or Exif strings usually at 6 (but not necessarily).

-> Multiple patterns are required + potentially "confusing" strings.

Example: JPEG f iles
FF D8 FF E0 00 10 .J .F .I .F 00 01 ?? ?? ?? ??

FF D8 FF E1 ?? ?? .E .x .i .f 00 00 .I .I 2A 00

FF D8 FF E1 ?? ?? .E .x .i .f 00 00 .M .M 00 2A

30



Parse JPEG f iles w/ Share-Mime

[50:image/jpeg]
>0=\x00\x03\xFF\xD8\xFF
>0=\x00\x02\xFF\xD8

31

Very basic & prone to FPs!



Parse JPEG f iles w/ TrID

<FrontBlock>

   <Pattern>

       <Bytes>FFD8FF</Bytes>

       <Pos>0</Pos>

   </Pattern>

</FrontBlock>

<GlobalStrings>

   <String>EXIF''II*'</String>

   <String>EXIF''MM'*</String>

   <String>JFIF</String>

</GlobalStrings>

32

The strings could beanywhere!



Example 2/3: Microsoft executables
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● "MZ" signature at offset 0
● 32b pointer  at offset 0x3C

○ Points to a signature:
■ NE\0\0: Windows Bitmap Font (*.FON)
■ PE\0\0: Executables
■ Also,  LE\0\0, LX\0\0, W3, W4

Signature at variable offsets:
-> needs a pointer operator + range scanning might fail
Ex: Windows 95's regedit.exe: the PE signature at offset 0x9548 (!)

Example 2/3: Microsoft executables
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https://www.virustotal.com/gui/file/a8411f1d924e7535ae4fffe7aec05947439c0c64653044e03131f29a3e666ade/content/hex


Parsing PE w/ Share-Mime

[80:application/vnd.microsoft.portable-executable]
>0=\x00\x02MZ
1>64=\x00\x04PE\x00\x00+193

No pointers, only scanning.
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Parsing PE with TrID:
  only byte patterns at f ixed offsets, and strings.

<FrontBlock>
   <Pattern>
       <Bytes>4D5A</Bytes>
       <ASCII> M Z</ASCII>
       <Pos>0</Pos>
   </Pattern>
</FrontBlock>
<GlobalStrings>
   <String>PE''</String>
   <String>THIS PROGRAM CANNOT BE RUN IN DOS MODE.</String>
</GlobalStrings>
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Parsing Microsoft executables w/ LibMagic

0          string  MZ          Executable
>(0x3C.l)  string  NE\x00\x00  NE
>(0x3C.l)  string  PE\x00\x00  PE

37



Example 3/3
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Example 3/3: Office CFB f iles
Container's easy identification:  D0 CF 11 E0 at offset 0
Distinction between subformats:

➢ 16bits at offset 26: Version (3 or 4)
○ if v3: SectorSize = 512

○ if v4: SectorSize = 4096

➢ 32bits at offset 48: Number of sectors
➢ CLSID at offset 80 of the first sector (60+ possible values)

-> conditional paths
-> relative offsets, multiplication
-> many checks

Software CLSID

MSI {000c1084-0000-0000-c000-000000000046}

Excel 5-95 {00020810-0000-0000-c000-000000000046}

Autodesk Inventor {4D29B490-49B2-11D0-93C3-7E0706000000}

39

A.k.a. OLE or "Doc" File

http://justsolve.archiveteam.org/wiki/Microsoft_Compound_File


Parse CFB f iles w/ TrID:
A complex format w/ no common patterns

<FrontBlock>
   <Pattern>
       <Bytes>D0CF11E0A1B11AE1</Bytes>
       <Pos>0</Pos>
   </Pattern>
</FrontBlock>
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Parse CFB f iles w/ Share-Mime (standard sigs)

[50:application/x-ole-storage]
>0=\x00\x08\xD0\xCF\x11\xE0\xA1\xB1\x1A\xE1
>0=\x00\x04\xD0\xCF\x11\xE0

41

No sub-formatsdifferentiaton!



Parse CFB f iles w/ Yara:
a rule can only return true/false.

rule cfb
{
 strings:
   $_docfile = { d0 cf 11 e0 a1 b1 1a e1 }
   $clsidMSI = { 84 10 0C 00 00 00 00 00 c0 00 00 00 00 00 00 46 }
   $clsidXLS = { 10 08 02 00 00 00 00 00 c0 00 00 00 00 00 00 46 }
 condition:
   $_docfile at 0
   and (
   (uint8(26) == 3 and any of ($clsid*) at ((uint32(48) + 1) * 512 + 80)) or
   (uint8(26) == 4 and any of ($clsid*) at ((uint32(48) + 1) * 4096 + 80))
   )
}

   $_testMSI3 = "59c6e708a2694c3e83d72ab195c38e2dfcb55e4662de9015e8397592692fd948"
   $_testMSI4 = "9762f2145e87aec35b48b760dd899c57326eafbe64eb7e6547cc7617f3d34be2"
   $_testXLS3 = "e28211875328c113e6524abbcbfd9b2b03ad5f2463784140257208e5012bb6ab"

42

One rule per signature.



Parse CFB f iles w/ LibMagic:
information extraction, 'functions'

0             bequad  0xd0cf11e0a1b11ae1  CFB

>26           leshort 0x03                v%d
>>(48.l*512)  default x
>>>&512       use     clsid-check

>26           leshort 0x04                v%d
>>(48.l*4096) default x
>>>&4096      use     clsid-check

0     name    clsid-check
>&80  string  \x84\x10\x0c\x00\x00\x00\x00\x00\xc0\x00\x00\x00\x00\x00\x00\x46  MSI
>&80  string  \x10\x08\x02\x00\x00\x00\x00\x00\xc0\x00\x00\x00\x00\x00\x00\x46  XLS

Intermediary information

43

Always true



Failing detections

Quick & fast scanning
leads to easy abuse!
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Strategies
1. Avoid detection:

- corner case
- abuse specifications
- extreme case: put signature out of scanning range.

2. Force misdetection: insert contents to influence the result.
Insert signature or just fuzz until the detection verdict has changed.
Scanning order of engine is important.
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Some formats give you full control over the first X bytes.
Some make it possible to insert exploitable contents early.

Use Mitra to insert 1 kb of free space in your file:
mitra.py <inputfile> /dev/null --pad 1 -f

Use Mocky to insert dummy signatures:
mocky.py <inputfile> --combined

Mocky & Mitra @ Github corkami/mitra

Keep functionality and insert dummy space

46

https://github.com/corkami/mitra
https://en.wikipedia.org/wiki/Penrose_triangle


multi: Windows Program Information File for \030(o\001
- MAR Area Detector Image,
- Linux kernel x86 boot executable RW-rootFS,
- ReiserFS V3.6
- Files-11 On-Disk Structure (ODS-52); volume label is '            '
- DOS/MBR boot sector
- Game Boy ROM image (Rev.00) [ROM ONLY], ROM: 256Kbit
- Plot84 plotting file
-  DOS/MBR boot sector
- DOSFONT2 encrypted font data
- Kodak Photo CD image pack file , landscape mode
- SymbOS executable v., name: HNRO0\334\247\304\375]\034\236\243
- ISO 9660 CD-ROM filesystem data (raw 2352 byte sectors)
- Nero CD image at 0x4B000 ISO 9660 CD-ROM filesystem data
- High Sierra CD-ROM filesystem data
- Old EZD Electron Density Map
- Apple File System (APFS), blocksize 24061976
- Zoo archive data, modify: v78.88+
- Symbian installation file
- 4-channel Fasttracker module sound data Title: "MZ`\352\210\360'\315!"
- Scream Tracker Sample adlib drum mono 8bit unpacked
- Poly Tracker PTM Module Title: "MZ`\352\210\360'\315!"
- SNDH Atari ST music
- SoundFX Module sound file
- D64 Image
- Nintendo Wii disc image: "NXSB\030(o\001" (MZ`\35, Rev.205)
- Nintendo 3DS File Archive (CFA) (v0, 0.0.0)
- Unix Fast File system [v1] (little-endian), last mounted on , ...
- Unix Fast File system [v2] (little-endian) last mounted on , ...
- Unix Fast File system [v2] (little-endian) last mounted on , …
- ISO 9660 CD-ROM filesystem data (DOS/MBR boot sector)
- F2FS filesystem, UUID=00000000-0000-0000-0000-000000000000, volume name ""
- DICOM medical imaging data
- Linux kernel ARM boot executable zImage (little-endian)
- CCP4 Electron Density Map
- Ultrix core file from 'X5O!P%@AP[4\PZX54(P^)7CC)7}$EICAR-STANDARD-ANTIVI...
- VirtualBox Disk Image (MZ`\352\210\360'\315!), 5715999566798081280 bytes
- MS Compress archive data
- AMUSIC Adlib Tracker MS-DOS executable, MZ for MS-DOS COM executable for DOS
- JPEG 2000 image
- ARJ archive data
- unicos (cray) executable
- IBM OS/400 save file data
- data

This file is simultaneously detected as:
- DOS EXE, COM and MBR
- Zoo, ARJ, VirtualBox, MS Compress, 3DS
- ISO, RAW ISO, Nero, PhotoCD
- FastTracker, ScreamTracker, Adlib tracker, Polytracker, SoundFX
- Apple, IBM, HP, Linux, Ultrix, Raid, ODS, Nintendo, Kodak
- EZD, CCP4, Plot84, MAR, Dicom
...

A polymock - a 190-in-1 yet empty f ile
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00

10

20

30

40

50

60

70

80

…

Many  magics are

at the start of the file.

The file is mostly empty!It only contains magicsto fake file types.

output from

file 
--kee

p-goi
ng

0     0x0     Gameboy ROM,, [ROM ONLY], ROM: 256Kbit
80    0x50    RAR archive data, version 5.x
88    0x58    lrzip compressed data
89    0x59    rzip compressed data - version 76.79...
114   0x72    xz compressed data
120   0x78    LZ4 compressed data
...

output (150 sigs) from

Binwa
lk

https://github.com/corkami/pocs/tree/master/polymocks

.M .Z 60 EA .j .P 01 07 19 04 00 10 .S .N .D .H

.N .R .O .0 DC A7 C4 FD 5D 1C 9E A3 .R .E .~ .^

.N .X .S .B 18 28 6F 01 .P .K 03 04 .P .T .M .F

.S .y .m .E .x .e .7 .z BC AF 27 1C .S .O .N .G

7F 10 DA BE 00 00 CD 21 .P .K 01 02 .S .C .R .S

.R .a .r .! ^Z 07 01 00 .L .R .Z .I .P .L .O .T

.% .% .8 .4 .R .a .r .! ^Z 07 00 00 00 .M .A .P

.  .( FD .7 .z .X .Z 00 04 22 4D 18 03 21 4C 18

.D .I .C .M .% .P .D .F .- .1 .. .4 .  .o .b .j

…

https://www.virustotal.com/gui/file/10a3ec33f7fbfb3dccf6c005aed9c616ced2fadd648a636d1551738ff7a4cd98/details
https://www.virustotal.com/gui/file/10a3ec33f7fbfb3dccf6c005aed9c616ced2fadd648a636d1551738ff7a4cd98/details
https://github.com/corkami/pocs/tree/master/polymocks


It even works across engines!

6385..3d4c

FF 54 41 47 4C 5A 2A 3F 2A 00 2A 00 53 4E 44 48

11 00 00 EF DC A7 C4 FD 00 00 4D 2A 2A 2A 00 00

01 03 2A 50 52 45 53 2A 2A 2A 2A 2A 2A 2A 2A 2A

27 18 28 18

.TAGLZ*?* * SNDH

    ....  M***.. 

  *PRES*********

' (.

File type Unknown

Magic RISC OS AIF Executable

TrID MegaZeux game (99.6%)
ZOO compressed archive (strict) (0.1%)
RISC OS AIF executable (0.1%)
HandStory eBook (0.1%)
Animatic Film (0.1%)

00

10

20

30

00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F
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https://www.virustotal.com/gui/file/6385e20a6705acddd7092ddb4fe9d74e6f775140e17dc5001c61496e561f3d4c/details


PrintFox
Impact of old format w/ bad signatures

The past haunts us
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 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

 .G

    9B 4F 00 FF

                FE

                   9B 07 00 FF

                               0F

                                  9B 8A 00 FF

                                              F9

 .. ..

 .G . Signature
     RLE Marker (9B)
4F  Length
FF  Repeated value

      RLE Marker (9B)
07  Length
FF   Repeated value

RLE Marker (9B)
8A  Length
FF   Repeated value

 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

0x

1x

 9B  .

 4F 00 .

 FF .

 9B  .

 07 00 .

 FF .

 9B  .

 8A 00 .

 FF .

A genuine PrintFox f ile: avanger.gb

G = Gesamtbild

https://www.virustotal.com/gui/file/e084b7493f7dec62f532b85a8d78ba9608832699c72d3cf5ee3ba0df78406829/content/hex


PrintFox FP via TrID
A C64 image format from the 1980s.

The file structure is just a single letter signature,
   then pure RLE data. Cf C64-Wiki
A bad structure, but a sign of the times.

-> many FPs -  1.8 M files on VirusTotal.
     Yet only a handful  of actual PrintFox files.
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Conclusion
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Different engines & KB w/ different goals
All double-edged swords.
Fixed offsets / pointers / range scanning…
Extendable? Binary patterns or ML-powered.
Extract information? Quality of the signatures?
They can all be fooled to some extend.
KB and signatures of various quality and scope.
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Abusing f ile types
detections can be trivial.

1. Make free space (w/ Mitra)
2. Insert mock signatures (w/ Mocky) or fuzz

Pick one: Fast or in-depth scanning
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ML changes the game
in f ile format f iltering.
Outperforms existing solutions. Used in production.

Solves new formats overlap. Not a deep scanner.

Many new leads to explore!
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Thank you!
Any feedback is welcome!
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Extra slides



Formats conflicts
Extensions:
- .s: assembly source
   .S: preprocessed assembly source
- .m: matlab or Objective-C ?
- .3ds: Nintendo 3ds or 3d Studio?
- .dm: DreamMaker or Dominion Mods?
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Troublesome formats
No magic:

- Pickle (ML models)
- Protobuf
- MP3 (frames-only), Minecraft, STL…

Tiny magic signature:
- PrintFox & many others…

Footer-only (such a bad idea!):
- TGA, QOP

59



A Binary STL f ile: no signature, just data.

 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

 .. ..

 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

 0C 00 00 00

             00 00 00 00 00 00 00 00 00 00 80 3F

 FF FF DB C2 FE FF DB C2 C7 CC 4C 3E FF FF DB 42. 

.FE FF DB C2 C7 CC 4C 3E FF FF DB C2 04 00 DC 42. 

.C7 CC 4C 3E 00 00

                   .. ..

60

 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

0x
..
4x
5x
+4
6x
7x
8x

Hash: 028d33d7fd40eaa61d38bea93325a7e88f03e929c193f04c0cacddb3c0a15c2c

Normal vector
Vertex 1
Vertex 2 
Vertex 3
Attribute byte count

12

12

12

12

02

80 Header

 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

4 Number of triangles

https://www.virustotal.com/gui/file/028d33d7fd40eaa61d38bea93325a7e88f03e929c193f04c0cacddb3c0a15c2c/content/hex
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 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

 .e .i .c .a .r 00 .X .5 .O .! .P .% .@ .A .P .[. 

..4..\ .P .Z .X .5..4 .( .P .^ .) .7 .C .C .) .7. 

..}..$ .E .I .C .A..R .- .S .T .A .N .D .A .R .D. 

..-..A .N .T .I .V..I .R .U .S .- .T .E .S .T .-. 

..F..I .L .E .! .$..H .+ .H .* 52 0F D5 AC BF CA. 

.49.B2 00 00 00 00 44 00 00 00 06 00 00 00

                                           01 00. 

.00 00 64 00 00 00 .q .o .p .f

 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

0x
1x
2x
3x
4x

6

?

Path
File data

A footer-based QOP archive: github phoboslab/qop

Hash
Offset
Size
Path length
Flags

8

4

4

2

2

52..B2

0

44

6

0

Index length 
Archive size
Signature

4

4

4

1

64

qopf

https://github.com/phoboslab/qop
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 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

 .X .5 .O .! .P .% .@ .A .P .[ .4 .\ .P .Z .X .5. 

..4 .( .P .^ .) .7 .C .C .) .7 .} .$ .E .I .C .A. 

..R .- .S .T .A .N .D .A .R .D .- .A .N .T .I .V. 

..I .R .U .S .- .T .E .S .T .- .F .I .L .E .! .$. 

..H .+ .H .*

             52 0F D5 AC BF CA 49 B2 00 00 00 00

 44 00 00 00 00 00 00 00

                         01 00 00 00 64 00 00 00 

 .q .o .p .f

 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

0x
1x
2x
3x
4x

5x

6x

Hash
Offset
Size
Path length
Flags

8

4

4

2

2

A path-less QOP archive:
The beginning is undistinguishable from another f ile.

52..B2

0

44

0

0

4

4

4

Index length 
Archive size
Signature

1

64

qopf

0

?

Path
File data



A Fake TrID detection

 .M .Z 00 00 .G .E .M .A .E .S
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 +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

0x

File on VT

Fake DOS signature
Fake Binary file
GEM signature +0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +A +B +C +D +E +F

https://www.virustotal.com/gui/file/f68507475ca362b6ff257504ca6595bbd77025ecceb355adef12de5c82d869e7/content


A fragment of a DROID signature for PDF f iles

...

<InternalSignature ID="123" Specificity="Specific">

    <ByteSequence Reference="BOFoffset">

        <SubSequence MinFragLength="0" Position="1"

            SubSeqMaxOffset="0" SubSeqMinOffset="0">

            <Sequence>255044462D312E30</Sequence>

            <DefaultShift>9</DefaultShift>

            <Shift Byte="25">8</Shift>

            <Shift Byte="2D">4</Shift>

            <Shift Byte="2E">2</Shift>

            <Shift Byte="30">1</Shift>

            <Shift Byte="31">3</Shift>

            <Shift Byte="44">6</Shift>

            <Shift Byte="46">5</Shift>

            <Shift Byte="50">7</Shift>

        </SubSequence>

    </ByteSequence>

...

Beginning of File

"%PDF-1.0"

Each byte again…
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