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Disclaimer

This presentation is for educational purposes only.
The tools, techniques, and methodologies demonstrated are intended for learning
and research.
Any similarities between decompiled or disassembled code shown here and
proprietary code are purely coincidental.
I do not endorse or promote any illegal activities, and the content of this talk is
shared with the intent of fostering knowledge within legal and ethical boundaries.
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Outline

• Android apps & Reverse Engineering
• ACVTool
• ACV Shrinking
• Examples
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Android app



Android Package
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Single DEX APK

base.apk
- assets/
- libs/
- res/
- classes.dex
- resources.arsc
- AndroidManifest.xml

Multi-DEX

base.apk
- assets/
- libs/
- res/
- classes.dex
- classes2.dex
- classes3.dex
- resources.arsc
- AndroidManifest.xml

Multi-DEX Multi-APK

base.apk
- assets/
- libs/
- res/
- classes.dex
- classes2.dex
- classes3.dex
- resources.arsc
- AndroidManifest.xml

split_config.arm64_v8a.apk
split_config.xxhdpi.apk

> adb shell pm list packages -3 -f
> adb pull /data/app/~~p1C08tBg3vTKWFOLnqM7fw==/com.package-e8F14npRmhydaMLVb7Xilg==/



Modern Android app
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Android Tools Zoo
Android SDK

JADX, Apktool, baksmali

Ghidra, IDA Pro, JEB, Radare2

BurpSuite, Mitmproxy, Charles

7

Xposed Framework, Magisk, Custom ROMs

ACVTool



ACVTool

Instruments the Android app
Registers executed instructions
Highlights executed instructions
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Paper: Fine-grained code coverage measurement in automated black-box android testing
https://satoss.uni.lu/members/sjouke/papers/PGZDKM20.pdf

https://satoss.uni.lu/members/sjouke/papers/PGZDKM20.pdf
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ACVTool 2024
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https://github.com/pilgun/acvtool

ACVTool 2.3.2
• Implements MultiDex 
• replaces Apktool with acvpatcher
• selected feature coverage measurement
• experimental shrinking

https://github.com/pilgun/acvpatcher

> acvpatcher --apkpath base.apk --class ./classes.dex ./classes2.dex 
ACVPatcher

https://github.com/pilgun/acvtool
https://github.com/pilgun/acvpatcher
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> acv instrument base.apk
> acv install ~/acvtool/acvtool_working_dir/instr_com.package.android.apk
> acv activate com.package.android
> acv snap com.package.android

ACVTool Workflow

> acv cover-pickles com.package.android
> acv report com.package.android

instr_package.apk coverage_1727615863074_1.ec
coverage_1727615904540_2.ec

covered/package_1.pickle
covered/package_2.pickle

package_1.pickle
package_2.pickle



ACVTool Report
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ACV Shrinking
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Paper: Don’t Trust Me, Test Me: 100% Code Coverage for a 3rd-party Android App
https://orbilu.uni.lu/bitstream/10993/44480/1/APSEC20_preprint.pdf

https://orbilu.uni.lu/bitstream/10993/44480/1/APSEC20_preprint.pdf
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Before After

ACV Shrinking

4293

276  (6%)

Java Files:



THE DICER
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https://f-droid.org/en/packages/org.secuso.privacyfriendlydicer/
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20
Control flow graph for the ‘ROLL THE DICER’ button
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