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MISP? What can I use it for?

Collect
Normalise

/ Enrich
Feed /

DisseminationCollaborate



MISP Community & Information Sharing



MISP Automation Ecosystem



 

give_me_geolocation.py



 



MISP Workflow



MISP Workflow



The plan

● We have a way to get more info
○ We want to automate that step ➔ workflow

B. Design a workflow to remove user interaction
1. Automatically enrich any .onion when they enter the tool
2. Restrict sharing if .onion  contains unwanted content
3. For specific tags warn users on chat application / create a 

case

● We have an .onion address
○ We want to get more info about it ➔ enrichment

A. Write the enrichment onion_lookup.py



A. Write the enrichment onion_lookup.py

● STEP 1: Duplicate the pre-made module skeleton

$ cp module_misp_standard.py.skeleton \
 onion_lookup.py

● STEP 2: Modify onion-lookup.py

$ emacs onion_lookup.py

● STEP 3: Restart 

● STEP 4: Test it 



Getting information about .onion

https://onion.ail-project.org/



A. Write the enrichment onion_lookup.py

● STEP 1: Duplicate the pre-made module skeleton

$ cp module_misp_standard.py.skeleton \
 onion_lookup.py

● STEP 2: Modify onion-lookup.py

$ emacs onion_lookup.py

● STEP 3: Restart 

● STEP 4: Test it 



B. Design a workflow to remove user interaction

1. Restrict sharing if .onion  contains unwanted content
○ Decision based on the tag

2. Automatically enrich any .onion when they enter the 
tool

3. For specific tags warn users on chat application / 
create a case



1. Restrict sharing if .onion  contains unwanted content

Workflow that: automatically adjusts attribute’s distribution to Your Org Only

When                                                                       is attached.

WHEN tag is attached to attribute
IF tag equals 

SET attribute distribution to Your Org Only



1. Restrict sharing if .onion  contains unwanted content



2. Automatically enrich any .onion when they enter the tool

Workflow that: automatically run enrichment for any .onion 

WHEN attribute is created

IF attribute is an

RUN enrichment onion_lookup.py





2. Prevent the workflow from running on new Attributes
○ Only run the workflow on:

■ Attribute, not Object’s Attribute
● Will not work if an analyst creates an .onion Object

■ Attribute not having the comment “created via enrichment”
● Requires onion-lookup.py to add a comment
● Requires the workflow to add the comment to new Attributes

■ Attribute not having a dedicated tag
● Same as above.

How to solve that recursion?

1. Enforce the workflow to run only once on the same Attribute
○ Usage of local tags to indicate if it was run or not



1. Enforce the workflow to run only once on the same Attribute



2. Prevent the workflow from running on new Attributes



Putting it all together



3. For specific tags warn users on chat application / create a 
case



The way forward - How better handle recursion

1. Show warning that this workflow might cause a recursion

2. Triggerless workflows - Executed manually
○ Manually by an analyst (similar to publishing)
○ Manually by another workflow

3. Scheduled workflows - Time-based
○ Need to define how to feed data into the workflow (e.g. newly 

modified events



Conclusion

● All video game icons are sourced from SteamDB or Google Images and are the property of their respective owners.
● Font Awesome Free 6.6.0 by @fontawesome - https://fontawesome.com License - https://fontawesome.com/license/free 

Copyright 2024 Fonticons, Inc.
● “Doing the plan” from Digitally Baffled - https://www.youtube.com/watch?v=xImh4aGe3ok

Thank you!


