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Whoami

Twitter: @MiguelHzBz

LinkedIn: /in/miguelhzbz

● +10 years in cybersecurity
○ OSINT, Fraud detection, ML Security, 

Cloud native security…

● Speaker at cybersecurity 
conferences

○ HITB, HIP, CCN-CERT, RootedCon, 
Bsides, Codemotion…

● Open-Source

○ grafscan

○ spyscrap

○ offensive-ai-compilation

● Sr. Threat Research Engineer at 
Sysdig
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Headlines
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https://nsfocusglobal.com/over-300000-gorillabot-the-new-king-of-ddos-attacks/

https://www.bleepingcomputer.com/news/security/quad7-botnet-targets-more-soho-and-vpn-routers-media-servers/
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https://sysdig.com/blog/rubycarp-romanian-botnet-group/

https://sysdig.com/blog/ddos-as-a-service-the-rebirth-botnet/
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ZOMBIES
Growing the network
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Misconfigured IOT Devices
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● Security Cameras
● Printers 
● GPS trackers 
● Baby monitors

● Censys found that more than  17,000 internet-connected services exhibited signs of 
a remotely manageable device that does not require authentication. 
https://censys.com/how-to-identify-misconfigured-and-unauthenticated-management-interfaces/

● A Study on Internet of Things Devices Vulnerabilities using Shodan: 
https://www.researchgate.net/publication/372057976_A_Study_on_Internet_of_Things_Devices_Vulnerabilities_using_Shodan

○ 13,558  webcams  with  outdated  components
○ 11,090  devices disclosing NAT-PMP  information
○ 16,356 connected  devices  responding to remote telnet  access. 
○ 18,638 IoT consumer devices are configured with insecure default settings
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Vulnerabilities most targeted
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Massive scans CVEs
● ActiveMQ

○ CVE-2023-46604
● RocketMQ

○ CVE-2023-33246
● Laravel

○ CVE-2021-3129
● Log4j

○ CVE-2021-44228
● Confluence Server

○ CVE-2022-26134

● Hadoop
● Apache Struts
● Gitlab Server
● Redis
● …

Knows vulnerabilities

● Search engines
○ Censys, Shodan, Fofa…

● Tools
○ masscan,zmap,...

● …

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3129
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MALWARE
Bot Commands
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Botnet code
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Mirai
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Botnet code
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Mirai Features

https://www.imperva.com/blog/how-to-identify-a-mirai-style-ddos-attack/

● C2 connection
● Kill adversaries
● Persistence
● Discovery
● Self-replication
● Commands

○ DDoS
○ Cryptomining
○ …

https://www.imperva.com/blog/how-to-identify-a-mirai-style-ddos-attack/
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Botnet code
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Mirai Variants

● Moobot
● Gafgyt
● kiraiBot
● GorillaBot
● hailBot
● catDDoS
● Josho
● …

890k samples
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Botnet code
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Why ? DIY 

ROOTSEC Repository ( 164 samples) How to - Tutorial
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Moobot

CatDDoS

Gafgyt

Gorilla
bot
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Botnet code
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Perls script - Shellbot
#!/usr/bin/perl

#!u @ddos

#!u @commands

#!u @irc

############################################

my $processo = '/usr/sbin/php';

my $linas_max='10';

my $sleep='5';

my $cmd="";

my $id="";

############################################

my @adms=("x","w");

my @canais=("#git");

my $chanpass = "@";

$num = int rand(99999);

my $nick = "php-" . $num . "";

my $ircname ='VICTIM';

chop (my $realname = 'VICTIM  ');

$servidor='juice.baselinux.net' unless $servidor;

my $porta='6667';

############################################ +600 devices in one IRC server

55k samples
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Botnet code
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https://sysdig.com/blog/rubycarp-romanian-botnet-group/
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P2pinfect or Redisp2p

● Worm botnet
● Targeting Redis

○ CVE-2022-0543
○ Vulnerability 

with the Lua 
library

https://www.cadosecurity.com/blog/cado-security-labs-researchers-witness-a-600x-increase-in-p2pinfect-traffic
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Botnet code
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P2pinfect or Redisp2p

● Network connection to the P2P network and download the samples for the 
custom protocol to be used.

● P2PInfect scanning operations for exposed Redis instances.

● Redis port 6379 is only allowed to connect known C2 IPs (Persistence)
● + Adding Cryptomining
● + Ransomware
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Botnet code
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SMTP - email
* LIST (\HasNoChildren) "/" "INBOX" -> 846 messages
* LIST (\HasChildren \Noselect) "/" "[Gmail]"
* LIST (\Flagged \HasNoChildren) "/" "[Gmail]/Berbintang" -> empty
* LIST (\Drafts \HasNoChildren) "/" "[Gmail]/Draf" -> empty
* LIST (\HasNoChildren \Important) "/" "[Gmail]/Penting" -> 853 messages. Maybe this is the most active.
* LIST (\All \HasNoChildren) "/" "[Gmail]/Semua Email" -> 7 messages: 1 email
* LIST (\HasNoChildren \Junk) "/" "[Gmail]/Spam" -> empty
* LIST (\HasNoChildren \Sent) "/" "[Gmail]/Surat Terkirim" -> 7 messages
* LIST (\HasNoChildren \Trash) "/" "[Gmail]/Tong Sampah" -> empty

● Health checkers.
● Gathering info from victims

○ Most of the emails are single commands, like 
lscpu, id, ls.

● Send from one email to another the commands. 
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INCOME
Hiring a botnet
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I want to buy a Botnet
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Websites
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Websites - Pricing
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I want to buy a Botnet
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Telegram



Sysdig Inc. Proprietary Information

I want to promote my botnet - learn
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Telegram
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VICTIMS
Target of attacks 
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https://stormwall.network/ddos-report-h1-2024
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Gaming
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https://youtu.be/ypHNpUA8RU8 R6, DayZ, Fortnite, Pubg, CSGO…
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Discord
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Gov
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Gov
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https://www.europol.europa.eu/media-press/newsroom/news/largest-ever-operation-against-botnets-hits-dropper-malware-ecosystem

https://krebsonsecurity.com/2022/12/six-charged-in-mass-takedown-of-ddos-for-hire-sites/
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Final Words
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Summary
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+ Targets + Botnets

From IoT to any Service/application exposed to the 
internet is a possible zombie for these groups.

Future DDoS

The entertainment business is the one that will suffer 
the most from this type of attacks in the future by 
these small groups (trolls center).

Clones - Attribution

It is necessary to have a better method to identify the 
actors or downplay the importance of all automation.

Protecting systems

Shutting down one or more websites does not make 
sense in the short term. Level-Up the standard of 
IoT/Apps Software.
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Q & A
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