
DFIQ 
Codifying Digital Forensics Intelligence



What even is “forensics”?



“Answering a question by uncovering
digital traces and interpreting them in a 

reproducible way”



“Answering a question by uncovering
digital traces and interpreting them in a 

reproducible way”



● High-level: “What happened on this computer?”

○ Low-level: “how did the malware persist?”

● Digital trace: “4624 from <IP> event found in 
Security.evtx”

● Interpretation: “Attacker logged onto the system”

That is the question



“How did you find this?”



“oh, very simple… just ran the dftimewolf 
recipe manually specifying event logs in GRR 
and quick turbinia settings and then ran this 

cool query on the timesketch”



[😥 understanding some of the words]
“uuh… where’s the query?”



“How did you find this?”



● Knowing what questions to ask

● Knowing where to find “digital traces” (aka artifacts)

● Knowing how to interpret findings

● Answering questions consistently

We got a couple problems
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● DFIQ in theory

● DFIQ in practice

● Open source & implementation challenges

Get ready to be evangelized



What DFIQ?



Catalogue of questions and how to answer them

● 📐 Make investigations consistent and explainable
● 📖 Lower the barrier of entry to forensics
● 🪐 Distribute knowledge globally
● 󰞛 Be system-agnostic (Yaml-based)

Digital Forensics Investigative Questions



● Questions have Approaches that describe how to 
answer them

● Questions are grouped into Facets
○ ~ question groups, e.g. “Persistence”

● Facets are grouped into Scenarios
○ ~ investigation types, e.g. “Host compromise”

Scenarios, Facets, Questions, Approaches…



What’s a good question?

● Generic enough to be reusable
○ Was blah.exe downloaded by Chrome?

● Specific enough to be relevant 
○ What files were written to disk?

● Has a documented approach that can be used to 
answer the question



“What files were downloaded 
using a Web browser?”



● Examine filesystem events in ~/Downloads

● Examine on-host browser history files

● Examine file writes originating from known browser 
processes

What files were downloaded using a WB?



Question



Zoom-in: Approaches



Approaches: references & notes



Approaches: steps



Zoom-in: steps - collection



Zoom-in: steps - processing



Zoom-in: steps - analysis



Scenario



How DFIQ do you use this?



How to use?

● Not all approaches are relevant to all environments

○ e.g. custom workflows, proprietary systems

● Internal vs. public approaches

● System agnostic Yaml schema

○ Wiki generation (e.g. http://dfiq.org)

http://dfiq.org


“Are preload mechanisms being abused?”

“In-Depth Study Of 
Linux Rootkits” on 
YouTube

Stephan Berger

https://www.youtube.com/watch?v=EAjaXtjBWNY
https://www.youtube.com/watch?v=EAjaXtjBWNY
https://www.youtube.com/watch?v=EAjaXtjBWNY


“Are there executables in odd locations?”

“The Gist of Hundreds of 
Incident Response 
Cases” on YouTube

Stephan Berger
(again lol)

https://www.youtube.com/watch?v=pA655klCtgY
https://www.youtube.com/watch?v=pA655klCtgY
https://www.youtube.com/watch?v=pA655klCtgY


How DFIQ do we use it?



It’s been a whole year already??



Yeti - Question & approaches



Yeti - DFIQ tree



Yeti - Approach coverage



Yeti - Approach steps



Yeti - DFIQ graph ✨



Automation

● Reads scenario, unrolls DFIQ graph

● Reads collection, analysis-type steps

● e.g. launches GRR flows, queries Timesketch

● Displays results to analyst

✨ LLMs??? 
✨



Automation

https://docs.google.com/file/d/11WUen3pYqqoPma88WVbR3fbmAirhN36u/preview


Challenges

pov: you finally try to use the 
standard you designed 2 years 

ago



Challenges - tackled

● Understanding the schema was hard

● No one wanted to write Yaml, lol

● Contribution process unclear. Public? Private? 
Switching IDs?

● First shot at implementation was tricky (DFIQ 1.1)



S1003… what’s that about

“We want to federate the creation of DFIQ objects”

DO WE THOUGH?



Challenges - TODO

● Data curation - avoiding duplicates

● Hand holding vs. investigative creativity

● How do we convince the team to contribute?

● How do we convince the public to chime in?



● DFIQ is a way to catalogue forensic questions 
and approaches to answering them

● Increase investigation consistency, onboarding 
speed, knowledge sharing

● Simple schema → powerful automation avenues
● Open source! Anyone can contribute
● https://dfiq.org, https://yeti-platform.io

Takeaways

https://dfiq.org
https://yeti-platform.io

