Catching Phish Using Publicly
Accessible Information



Certificate Transparency (CT)
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HTTP Referer (1)
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HTTP Referer (2)
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Canary Tokens

Canarytoken triggered

An HTTP Canarytoken has been triggered by the Source IP ||| |  IIIE

Basic Details:

% Canarytokens x
No tokens created. Why should 1? Channel HTTP
HEREEG v Canarytoken |
Remind S
sl Token Reminder Rbout page viewed!
[ HTTP token placed in John's inbox \/J
Token Type web_image
Source P —
Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:63.0)
User Agent

Gecko/20100101 Firefox/63.0
Canarytoken Management Details:

Manage this Canarytoken here

More info on this token here



MurmurHash3
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Fuzzy Hash

1.

Compute a fuzzy hash
(ssdeep, TLSH) for the
HTML and DOM
(Document Object Model)
Check if there are
similarities between legit
and phishing site
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Phishing campaign detection

Visualizations using https://gephi.github.io/

Graph DB (neo4j) of
ssdeep hashes, URLs, and
targeted spoofed brands
Strongly correlated clusters
of nodes represent different
phishing campaigns derived
from a unique source code
hosted on a unique domain
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Bitsquatting
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PERMUTATION IP ADDRESS NAME SERVER MAIL SERVER

Hyphenation
Insertion

vinted.com ¢

*original

vintedx.com ¢

104.16.206.80
2606:4700::6810:ce50

United States

104.21.53.63

dave.ns.cloudflare.com

david.ns.cloudflare.com

alt1.aspmx.l.google.com

addition 2606:4700:3030::6815:353F
United States
m 1 1 vintedu.com ¢§ 104.21.72.148 darl.ns.cloudflare.com mail.telfix.at
I SS I O n addition 2606:4700:3035::6815:4894
Uni States

Addition

vintedl.com ¢§

addition

vintedi.com ¢§

147.45.47.50

Russian Federation

15.197.130.221

ns1.dnsowl.com

inal.registrar.eu

. » addition United States
I z e p etltl O n vinteda.com ¢§ 213.186.33.5 dns17.ovh.net mx3.mail.ovh.net
addition France
vintedg.com 50.87.224.105 ns1.bluehost.com mail.vintedg.com
addition United States

Replacement
Transposition
Subdomain
Vowel swap
etc.

vintede.com ¢

addition

vinded.com ¢

bitsquatting

tinted.com ¢

bitsquatting

vintee.com ¢§

bitsquatting

vilted.com ¢§

bitsquatting

rinted.com &

bitsquatting

vintet.com ¢

bitsquatting

vanted.com
bitsquatting

103.224.182.239
Australia

108.163.242.106

United States
13.248.169.48
United States
15.197.148.33
United States

192.64.119.187
United States

209.196.144.25
United States

213.186.33.5

France

kennedy.dnspod.net
ns1.abovedomains.com
celeste.ns.cloudflare.com
ns1.namefind.com
ns67.domaincontrol.com
dns1.registrar-servers.com
ns3.epik.com

dns18.ovh.net

domain-cn-1.cuigiu.net
park-mx.above.com

alt1.aspmx.l.google.com

mailstore1.secureserver.net

eforward1.registrar-servers.com

mx3.mail.ovh.net



