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Why Dredge?
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Cyber IR Cycle
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SIEM Pricing Comparison with S3 Storage (10 GB/day, 365 days retention, Cloud version)

Amazon S3 @ $839
Sumo Logic
LogRhythm Cloud
Securonix Cloud

IBM QRadar on Cloud

10000 20000 30000 40000 50000
Estimated Annual Cost (USD)




SIEM and Alerting Pricing Comparison (10 GB/day, 365 days retention, Cloud version)

AS830S3 NotProwded
Sumo Logic $12,000-
LogRhythm Cloud $14,950 -
Securonix Cloud $17,775 ******************** ~~~~~~~~~~~~~~ """"""

IBM QRadar on Cloud $2i7,575

Splunk Cloud $64,7;~50— :

20000 30000 40000 50000 60000 70000
Estimated Annual Cost (USD)




And What about CSPM?

CSPM Pricing Comparison (2024)

SentinelOne -------------------------------- $60,000
Lacework [ --------- ------------------------- -------------------------- ------------ -~ $50,000
Orca Security - ------------------------------- ---------------------------------- - $50,000
Cyscale - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ --$20,000
Wiz - --------------------------------- ---------------- - $50,000
Prisma Cloud -------- -------------------------------- ------------------------------- - $40,000
0 10600 20600 30600 40600 50600 60600

Estimated Annual Cost (USD)



The 3 pillars of effective information security

People Processes

¢ Staff training
and awareness

* Professional skills * Governance
and qualifications frameworks

* Adequate * Best practice
resources o [T Audits
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Security Operation’t
How it started. How it's going. ~1r \‘
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Operational Costs
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Log Retriever

Threat Hunting

Incident Response

Cloud Status

e g
- Get data from aws buckets

- Get logs and events from API
N Get pod and k8s logs

77 Y
- Search for malicious events

- VirusTotal Integration
- Shodan Integration
>,
3 3
- Network Isolate Servers
- Block Users or Disable Creds
- Make S3 bucket private
e N

- Get data like users, servers, etc
- Create timeline from API| Calls

= CSV Reporting




1. Setting Up Dredge




configs: i
start_date: '2023-09-29'
end_date: '2023-09-30'
destination_folder: 'logs_dredge'
output_file: 'testl'
shodan_api_key: '9R6Y860t19qg- '
vt_api_key: '5294a7d0ffl6 046aa2528dc0ad205"

gcp_configs:
enabled: False
cred_files: ['logtesting-.json']

aws_configs:
enabled: False
profiles: ['demo-env']
profile_region: 'us—east-1'
regions: ['us—-east-1']

event_history:
enabled: False
guardduty:
enabled: False
lb:
enabled: False
buckets: ['alb-logs-solidarity-tes']




Dredge Setup - Configs

configs:
start _date: '2023-09-29'
end_date: '2023-09-30'
destination_folder: 'logs_dredge’

output_file: ‘'testl’
shodan_api_key: '9R6Y860t L9q
vt_api_key: '5294a7d0ff16




Dredge Setup - Log Retrieval

aws_configs:
enabled: False
profiles: ['demo-env']
profile_region: 'us—east-1'
regions: ['us—-east-1']

event_history:
enabled: False
guardduty:
enabled: False
lb:
enabled: False
buckets: ['alb-logs-solidarity-tes']



2. Log Retriever




Data Collection | Code Repos - Github

Procedure Examples

ID Name Description
G0096 APTA41 APT41 cloned victim user Git repositories during intrusions. !
G1004 LAPSUSS LAPSUSS has searched a victim's network for code repositories like GitLab and GitHub to discover

further high-privilege account credentials.!“I[°]

G1015  Scattered Spider Scattered Spider enumerates data stored within victim code repositories, such as internal GitHub
repositories.®ll7]

C0024  SolarWinds During the SolarWinds Compromise, APT29 downloaded source code from code repositories.[sl
Compromise



Github Logs

Country changed from your previous session
212.85.166.30 Ljubljana, Ljubljana, Slovenia last week
Country changed from your previous session

176.4¢ Tallinn, Harjumaa, Estonia 2 weeks ago

Country changed from your previous session
. L , , United States 3 weeks ago

Country changed from your previous session
185 Berlin, Land Berlin, Germany last month




Demo 2.4

Getting Github Logs



3. Cloud Status for IR




Cloud Persistance TTPs

Persistence

7 techniques

Event Triggered
Execution

Implant Internal
Image

Multi-Factor Authentication

Additional Cloud Credentials

Additional Email Delegate Permissions

Account

Manipulation (s, Additional Cloud Roles

SSH Authorized Keys

Device Registration

Modify

Authentication Hybrid Identity

Process (3)

Conditional Access Policies

Office Template Macros

Create

Account () Cloud Account

Office Test

Office Outlook Forms

Application

Startup () Outlook Home Page
Outlook Rules
Add-ins

Valid Default Accounts

Accounts () Cloud Accounts




AWS |IAM

Permissions defined in this policy ifo

sions defined in this policy document specify which acti

Permis

I

[profil@]

aws_access_key_id = AKIAQ6kkxkkskxkskkkskxkkk
aws_secret_access_key = DOL1gx4Pxskskxkkskxkkskkkkk(




Demo 3.1

Getting AWS IAM Userxs



4. Incident Response




Execution - Cloud Administration Command

Execute Commands f£from a Cloud Serxrver

Procedure Examples

ID

S0677

G0016

S1091

Name

AADInternals

APT29

Pacu

Description
AADInternals can execute commands on Azure virtual machines using the VM agent.!!

APT29 has used Azure Run Command and Azure Admin-on-Behalf-of (AOBO) to execute code on virtual
machines.F!

Pacu can run commands on EC2 instances using AWS Systems Manager Run Command.®!
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Network
access
contral list

LF

Compromised
Amazon EC2

Forensic Server




Demo 4.3.3

Network Isolate EC2 Instance



5. Threat Hunting




Demo 5.2

IoC Hunting in AWS



Demo 5.3.1

Hunting for AWS Persistance



Demo 5.3.2

Hunting for Cloud Lateral Movement



Impair Defenses: Disable or Modify Cloud Firewall

Adversaries may disable or modify a
firewall within a cloud environment to
bypass controls that limit access to cloud
resources.

Procedure Examples

ID Name Description

S1091 Pacu Pacu can allowlist IP addresses in AWS GuardDuty. "]



Demo 5.3.3

Impair Defenses ANWS



Questions?




