


Dredge
An Open Source 

Framework for Cloud IR



Santi
Abastante

/intro

Cloud Security Engineer
Incident Responder
@Solidaritylabs



Argentina?



Why Dredge?



Cyber IR Cycle



SIEM Pricing - 1



SIEM Pricing - with Alerts



And What about CSPM?





Security Operation’t



Operational Costs



1. Setting Up Dredge





Dredge Setup - Configs



Dredge Setup - Log Retrieval



2. Log Retriever



Data Collection | Code Repos - Github



Github Logs



Demo 2.4
Getting Github Logs



3. Cloud Status for IR



Cloud Persistance TTPs



AWS IAM



Demo 3.1
Getting AWS IAM Users



4. Incident Response



Execution - Cloud Administration Command

Execute Commands from a Cloud Server



Execution - Cloud Administration Command



Demo 4.3.3
Network Isolate EC2 Instance



5. Threat Hunting



Demo 5.2
IoC Hunting in AWS



Demo 5.3.1
Hunting for AWS Persistance



Demo 5.3.2
Hunting for Cloud Lateral Movement



Impair Defenses: Disable or Modify Cloud Firewall

Adversaries may disable or modify a 
firewall within a cloud environment to 
bypass controls that limit access to cloud 
resources. 



Demo 5.3.3
Impair Defenses AWS



Questions?


