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Human Process Compromise is a variation Business Process Compromise
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The IP Of The USSR 

https://rv-css.com/wp-content/uploads/2024/05/Fundamentals-of-Sociology-Volume-1.pdf
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Stability in terms of the predictability of behaviour

• Stability in terms of the predictability of the behaviour of an object (process) in a certain measure under the 

impact of: the external environment, changes of the object (process) itself, governance.

VS
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Dynamic programming approach
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Information Bubbles and Geofencing
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Reading news inside the bubbles example
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Jumping outside the Bubbles

• VPN + LLM one of the options to jump outside the Bubble



Artificial Iintelligence Angle
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Roles and current status of AI

• Connecting the dots and extracting patterns

• Understanding and producing information in the foreign languages and 

with consideration of the cultural specifics

• Adopting information flow to the particular target audience or even 

personality

• It used human generated datasets for the training already

• IoT data can be a source to adjust and adopt AI models in (near) realtime
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IoT angle of HPC - What IoT knows about humans
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• Not So secured (too many limitations, too many 

architectures to secure)

• Not So regulated (New devices appear way ahead 

regulations)

• Provides additional and unexpected connectivity and 

coverage

• Not represented enough in the majority of Risk models

• Widely exloited by Criminals and National States 

Interests aligned groups

•  Widely leveraged for variety of similar activities

Why IoT Angle
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Filling the timing gaps induced by the 

time law
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Too much trust in IoT
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IoT and Biometrics Agle

• Facial recognition systems are connected to city cameras. 

• Underground offers a service of collecting data from CCTV cameras 

on request:
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Iot cloud
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https://moldstud.com/articles/p-leveraging-iot-for-predictive-analytics-in-retail-operations
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Your data is already there

• We refer to operational logs, cleaning 

environment 2D map on your 

Device to supplement our user 

profiling on you, and optimize and 

personalize the content of the App 

accordingly.  We will also customize 

our advertisements or third-party 

advertisements
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Example of Privacy notice
• Smart Hub interactions: such as query terms, ... clicks on buttons… “Like,” “Dislike,” and “Watch 

Now” buttons… other information you directly .. your zip code;

• With your separate consent, recordings of voice commands

• we obtain information viewed on your Device (including the networks, channels, games, websites 

visited and programs), as well as content purchased, downloaded, or streamed through Samsung 

application

• If you use Samsung IoT services, device information from IoT devices necessary to provide you with 

such services

• If you log into your Samsung account, information associated with your Samsung account, such as 

your Samsung account ID, name, and age

• We may, and may allow third parties to, use third-party analytics services such as Google Analytics 

and verification services, such as Campaign Manager 360. The information we obtain may be 

disclosed to or collected directly by these providers and other relevant third parties



26 | ©2023 Trend Micro Inc.

Example of the notice how the information being used

• provide you with generic ads on your Device (for this purpose, we will process your PSID, Tizen ID 

for Advertising (TIFA), as well as other information such as generalized location and other 

estimated or inferred information (e.g., IP address, and estimated TV size based on Model ID));

• deliver advertising, sponsored content, and promotional communications including 

personalized advertisements using information collected by us and 

third parties with your separate consent to Interest-Based Advertisements, 

such information as collected through Visual Information Services or 

data provided by advertisers and media agencies 

• generating aggregated insights relating to the use of the Device for the use of business partners 

and advertisers;
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IBA + ACR? INTEREST-BASED ADVERTISEMENTS SERVICE PRIVACY NOTICE example

• your device model, operating system versions, device configurations and settings, IP address, device 

identifiers, and other identifiers.

• Device Usage and Log Information. We collect information about how, when, and for how long you use your 

devices, including your interactions with the IBA Service and Samsung and third party apps and services on 

the devices (such as a listing of apps on your devices).

• Viewing Information. Device viewing history includes information about the networks, channels, 

websites visited and programs viewed on your Device and the amount of time spent viewing them. 

… information about the on your Samsung Device and the amount of time spent viewing them. We 

sometimes refer to this service as Automatic Content Recognition (ACR). 
• Statistical Information. ..generalized location and estimated age group. 

https://smarthub.termsnprivacy.com/terms/NG_en/NG_en.html
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https://image-us.samsung.com/SamsungUS/samsungbusiness/samsung-
ads/pdfs/SamsungAds_OneSheet_TVAdRetargeting_v7_feb2020.pdf
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https://www.youtube.com/watch?v=tBJvvidg1gU
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• Targeted Attack. 

− Attacker sniffs the outgoing traffic and can understand the smart-home devices’ behaviors, identify 

household activities patterns, and use the patterns for physical assault.

• ISP-level Tracking. 

− Internet providers can learn the patterns of the households’ daily life. 

− Such information can be used for targeted advertising based on user behaviors or other activities, 

potentially violating users’ privacy

• Adds some value to manipulation capabilities?

https://par.nsf.gov/servlets/purl/10298285
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IoT Sensors

https://mosis.eecs.utk.edu/publications/anand2019spearphone.pdf
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https://netsec.ethz.ch/publications/papers/han_ACComplice_comsnets12.pdf
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Adding Car as another IoT
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IoT vs older approaches

What Old school Social media networks time IoT  end global connectivity

Identity C00lDude12 Nice_Helene Ivan Danko 

Location Pretend where you want Can pretend but exposed and 
verifyible time to time, mostly 
outdoors

High precision in location and timing indoors 
and outdoors

Habbits What is exposed 
intentionally, can be 
faked and  biased

Exposed intentionally or not 
intentionaly, trough the human as 
a proxy who can control the scale

Real habbits in the physical world are 
sourced directly from the physical sensors, 
with limited human control on the scale, 
timing and precission

Virtula/Physical 
appearance

Virtual Virtual/partly physical Physical

Timing Ocasionally Regularly Near real time data
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Weaponization
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Hyper-personalized targeting, tracking and social engineering attacks

https://adint.cs.washington.edu/#
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Man in the browser attacks

• it’s quite easy to push cognitive 

agenda directly to the readers, by 

faking impression and insights  of 

particular humans about particular 

events instead of redirecting 

financial transactions to the 

attacker owned accounts.
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IoT Sensing and feeding us with information, both are exploitable

• Targeting physical events

• Sensing ongoing situation

• Affecting the trajectories if needed
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Information Bubbles at families, business entities, social groups level



How to deal with it
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AI in EU
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ZeroTrust upsidedown

• Apply ZeroTrust like principles as 

an early warning of public 

opinion manipulation 

campaigns. Together with that 

maybe we can find other use 

cases for this.



Life in the bubbles is often more comfortable, choose you 

bubbles wise and jump outside at least time to time!

Conclusion
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