
Making IOT great 
again

Our journey to save EV chargers from trash
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Disclaimer

• This presentation does not reflect the opinion of our employer.

• There is no judgment against the company behind the product.

• All the efforts were made to save appliances from being useless, nothing more.
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• David Durvaux

• Engineer in computer sciences

• Working in cybersecurity during the day

• Enjoy to understand how things works…for 

a long time

Who are we?

• Marc Durvaux

• PhD in electronics and telecommunication

• Spent his career the R&D for 

telecommunication and space systems

• Enjoy building electronic devices and low-
level programming
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The story of Powerdale Nexxtender Home

Our journey toward a solution

Reflection on IOT todays

Conclusion
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What happened?

[TLP:GREEN]



Powerdale ecosystem in a nutshell

• Nexxtmove.me

• Authentication

• Telemetry

• Monthly charge reports for charge back

B
L
E

[TLP:GREEN]

• Nexxtmove mobile app

• Configure the charger

• Collect data if WiFi is 

disabled

• Upload data to 
nexxtmove cloud 

platoform



Impact timeline

26/06/2023: 

PowerDale

Bankrupt

17/07/2023: 

MyDiego took

over Neextmove

February 2024: 

MyDiego

removed

customers

accounts without

prior notice

April 2024: a

command is sent 

over Internet to 

downgrade 

chargers to 6A 

max



• Hardware becomes unmaintained

• About 50.000 appliances installed in the Benelux

• Heavy stock (around 2000) of appliances for some resellers

• Some installers get prosecuted by their customers for

o Not being able to charge anymore

o Degraded service to 6A, the minimal current to allow charging
(instead of up to 3x 32A)

o ...

• Customers are unable to charge except if

o they accept a 6A limit (or have a version without WiFi enabled)

o They had configured beforehand the charger in "Open" mode

▪ Anyone can charge without any restriction...

Real impact for resellers, installers and customers?

Now we have a challenge but no working 

communication with the EV charger...

Picture generated by Microsoft Copilot
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The "official" advice? Let's trash it...

Test Achat on 17/05/2024

Union Wallonne des Entreprise

on 26/04/2024
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Available communication channels

RS 485 

(modbus) Debug?

LTE

(Quectel)ESP32

(BLE + WIFI)

• Powerdale datasheet mentions for the 

Nexxtender Home product:

• WIFI (later)

• Bluetooth

• OSCP (Open Smart Charging Protocol)

• OCCP (Open Charge Point Protocol)

• Use to communicate with Nexxtmove

Proximus

SIM card
ARM CPU

BLE

RFID

EPROM
FRAM
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How did we gain back access?

• A mix of reversing and a nice collaborative effort!

• User and installer applications were still available in Google Play Store and Apple App Store

• ESPHome BLE Client for Powerdale Nexxtender EV Charger from Geert Meersman

• Already include most of the BLE protocol

• Developed as an integration with Home Assistant

• nexxtender-ble offering a basic Bluetooth communication implementation via a PicoW

• As usually:

• You are not alone on the idea ☺

• You are stronger working with others

• Authentication with the appliance?

• PIN code generation algorithm is in the installer app

• Lessons learned: if there are 2 apps, might be good to look at both ;)

• It is actually a vulnerability: from visible appliances, you can find the PIN and control it 
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An insight into the BLE protocol

Note : an in-depth description of BLE protocol is well beyond the scope of this talk

• First step: detect the presence of the charging station (the peripheral) 

▪ The peripheral broadcasts advertising messages

▪ The central device initiates an active scanning

Figure source : https://learn.adafruit.com/introduction-to-bluetooth-low-energy

▪ From the device(s) responses, collect MAC address and device name

• The latter let us known that it is a Powerdale charging station ==> stop scanning
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An insight into the BLE protocol (cont'd)

• Second step: establish a secured communication channel 

▪ Create client

▪ Send "connect to device" command

▪ Send "secure connection" command

• Provide PIN code when receiving call-back "passkey request"

▪ Check the connection

• Get device information in reading characteristics of "device information service"

• Compare product number and serial number to stored values

• Avoid to connect to another charging station in the radio coverage area

• Third step: enter communication loop

▪ Initialize callbacks from the "receive service" 

• Process data from callbacks asynchronously (e.g. data measurements)

▪ Send periodic time sync commands

▪ Send configuration and operational commands on request
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GATT transactions

Source: https://learn.adafruit.com/introduction-to-bluetooth-low-energy/gatt

Figure source : https://learn.adafruit.com/introduction-to-bluetooth-low-energy

• GATT server: 

• hold the Attribute Profile (ATT) lookup data

• Service and characteristic definition

• GATT client: sends requests to the service (incl. writing characteristics)
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GATT messages

Source: https://learn.adafruit.com/introduction-to-bluetooth-low-energy

Defined by the BLE peripheral itself.

Break data in logical entities containing chunk of data.  

Distinguished by its UUID:
1) 16 bits UUID for official BLE services
2) 128 bits UUID for custom services

Data chunk (1..N per service)

1. Pre-defined 16 bits UUID
2. Custom 128 bits UUID

Encapsulate a single data point (which could be an array)
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An insight into the BLE protocol (cont'd)

• Commands are sent to the charging station by writing to a single characteristic

▪ Configuration parameters

▪ Time 

• The charging station has (no) more direct Internet access

• The ESP32 gateway acts as a NTP client

▪ Start / Stop charging Eco or Max in the open and private modes

• Responses are received as notifications

▪ Spontaneous (measurements)

▪ Results from a command (e.g. read parameters)

• Data are packed in 128 bits word that have to be parsed

• ESP32 implementation based on the NimBLE library
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A few words on the software architecture

• Hardware constraints

• ~380 kB RAM

• 1 physical radio for both WiFi and BLE

• Off-the-shelves libraries

• BLE, WiFi, Webserver, NTP client, MQTT client, SPIFFS

• FreeRTOS running in background

• Stack size / process ~8kB

• Watchdogs defined in libraries

• > 6 asynchronous processes

→ Static buffers for ”large” arrays

→ Flags to trigger ”long” activities in background loop 

  e.g. send BLE command, publish MQTT message, write to file system
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Demo – Module setup

ESP32 exposed itself 

as an access point 
running a small 

webserver waiting for 

initial configuration

All the parameters 

needed to generate 
the PIN code ☺
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Demo – Appliance Operation
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Demo – MQTT data
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Powerdale Neextender Home owner?

• There are now at least 4 solutions:

1. Pay a subscription to nexxtmove.me

2. Use one of the 3 projects which 

implement the protocol to connect with 

your appliance

• All offers the minimal sets of features 

to enable again the appliance and 

charge a car.

Picture generated by Microsoft Copilot
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To be or not to be open-source?

• We are big supporter of open-source but...

▪ How to prevent abuse and illegal uses?

• Some safeguard in the code

• Can be associated only once to an EV 

charger

• The PIN code vulnerability cannot be fixed

▪ Distribute the solution as a "full" package 
through a Powerdale appliance reseller

• Published implementation are only partial to address 

this issue

Picture generated by Microsoft Copilot
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“What happened with Powerdale is an exception...”

And many others...
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What the design flaws here?

1. Relying on cloud for essential features

• Infrastructure might not last for the full product life

• Key features should work with local authentication and ideally no mobile application

• Local HTTP server for key settings

• Public APIs

• …

2. Exposing publicly the elements required for BLE communication

• It saved us...

• They cannot be changed
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Doing the same for other IOT?

• One might believe it could be an interesting 

"business" but...

▪ You need test devices

▪ It took 8 months of work (so far)

▪ We had luck 

• Other similar projects 

• Authentication flaw

▪ Deploying at scale is a risky business

• Need support

• Need to handle all the exceptions

Instead of having to reverse, IOT should keep a 
minimal set of features independently of any 3rd 

party support.  A bike should be functional without a 

4G connection and a cloud infrastructure.

Picture generated by Microsoft Copilot
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Legal track – some hope?

1. European Commission directive 2024/1799 from 

13th June 2024 (part of the Green Deal)

▪ common rules promoting the repair of goods 
("Right to Repair Directive”)

▪ Going into the right direction but not 

sufficient in this case...

Food for thought: is it really acceptable to 

purchase devices that could be "bricked" at any 

time for any reason?

Picture generated by Microsoft Copilot
[TLP:GREEN]

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401799


Conclusion

✓ The experience was fun, and our goals are reached (EV charger saved)

✓ As for any project, we faced issued, had a bit of luck and learned a lot.

But...  It also raise many points

As professionals, hackers, passionate knowing that we should pay attention to the number of 

electronic wastes we produce

• Couldn't we design devices that could last? 

• Shouldn't praise for open APIs for some key essential's features?

• Should the code be stored by an escrow in case of bankrupt?

• ...

We don't have a magic solution but feel that something is wrong.
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Thanks!

Contacts:

• David Durvaux: @ddurvaux / david@autopsit.org

• Marc Durvaux: marc@autopsit.org

• Daniel Galinski: info@lookwatt.be

Thanks for SmartWatt (https://www.smartwatt.be/) for 

providing test devices!

Alternative implementations:

• Geert Meersman ESPHome project: 
https://github.com/geertmeersman/nexxtender

• nexxtender-ble: 
https://github.com/toSvenson/nexxtender-ble

Picture generated by Microsoft Copilot
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https://www.smartwatt.be/
https://github.com/geertmeersman/nexxtender
https://github.com/toSvenson/nexxtender-ble
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