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Case Study



BGP Hijacking Stats by OECD



2013 State Sponsored BGP Hijacking

The Italian hacking group "Hacking Team" was involved in a state-
sponsored BGP hijacking incident. They collaborated with the Italian 
Special Operations Group to manipulate the Border Gateway Protocol 
(BGP) and divert internet traffic.



BGP Hijacking Before and After



2016 BGP MITM by China



TRACEROUTE Based Apparoch 



Internet Routing Table based Approach



2018 Amazon DNS BGP Hĳacking

• myetherwallet.com  reports AWD DNS Hijacking on 
the same day On 24th April, 2018 Amazon /24 x 4 
Networks are BGP Hijacked


• eNet( AS 10297) of Columbus, OH announced 
more specific of Amazon Route from 11:05 to 
13:03 UTC


• 205.251.192.0/24, 205.251.193.0/24, 
205.251.195.0/24, 205.251.197.0/24, 
205.251.199.0/24

Reference : https://dyn.com/blog/bgp-hijack-of-amazon-dns-to-steal-crypto-currency/

http://myetherwallet.com
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Normal Operation(DNS Layer)
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Hĳacked Operation(DNS Layer)
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Activation of ZeroSSL Certificate
developers.kakao.com SSL Certificate

http://developers.kakao.com


Incident Analysis



Warming Up



Retrieve the most current Internet address allocation data from 
each Regional Internet Registry.

1. Handling RIR Database
Basic Skills

Command to learn: wget



Illustrate the distribution of Countries of which IPv4 addresses 
allocated with respect to Regional Internet Registries.

Handling RIR Database
Basic Skills

Consolidate all allocated ipv4 record from the downloaded RIR 
data into a single file.



As of today, how many IPv4 addresses have been allocated in total 
on the day?

Handling RIR Database
Basic Skills

Visualize Yearly IP allocation trends



Visualize the Internet ROUTE to Luxembourg DNS

2. The Internet Route Visualization
Basic Skills



What else you can do with Command-Line Analysis

• DDoS Detection and Analysis


• Webshell Detection


• SQL Injection Analysis


• Compromised Assets Detection


• Attacker Infra Tracking


• Command and Control Detection


• RAT Backdoor Detection


• Data Exfiltration Detection


• State-Sponsored Cyber Adversaries Tracking



codepresso.io
Basic Skills

http://codepresso.io


BGP Hijacking Detection



In Aug 2013, the Italian surveillance software company Hacking 
Team was involved in a significant incident of BGP (Border 
Gateway Protocol) 


It is hijacking against the subnet of 46.166.163.0/24 from the 
notorious Bulletproof-hosting provider Santrex. BGP hijacking 
involves manipulating internet routing tables to misdirect traffic 
intended for a specific IP range to an unexpected destination. This 
can intercept data, reroute traffic for surveillance, or disrupt 
services.


In this case, it was reported that the Hacking Team used BGP 
hijacking to redirect traffic for their purposes, likely as part of their 
cyber surveillance and intelligence-gathering activities.

Incident Description 
State-Sponsored BGP Hijacking



whois -h whois.cymru.com “ 46.166.163.0 ”


16125|46.166.163.0|46.166.160.0/21|LT|ripencc|2010-12-16|CHERRYSERVERS1-AS, LT


Who Owns the prefix 46.166.163.0/24
State-Sponsored BGP Hijacking

wget https://ftp.ripe.net/pub/stats/ripencc/2013/delegated-ripencc-20130801.bz2


bzcat delegated-ripencc-20130801.bz2 | awk -F"|" '$4~/^46.166/{print $0}'

• As the hijacked prefix was 46.166.163.0/24, we should look up prefixes with the 
preceding 46.166 from the bz2file 


• Three allocated IP blocks satisfy the condition. 

• As 16,384 is 2 to the power of 14, 32-14 is the subnet mask, and which is 18 

• Prefix of the network address is 46.166.128.0/18 

• The ipv4 record that satisfies the condition has been allocated to GB since 20101216

http://whois.cymru.com


University of Oregon Route View Archive Project
State-Sponsored BGP Hijacking



• updates.20130701.0115.bz2


• updates.20130703.0400.bz2


• updates.20130703.0645.bz2


• updates.20130703.0700.bz2


• updates.20130703.0830.bz2


• updates.20130816.0930.bz2


• updates.20130821.0300.bz2


• updates.20130821.0400.bz2


• updates.20130822.0730.bz2


• updates.20130822.1330.bz2

https://archive.routeviews.org/bgpdata/2013.08/UPDATES/
State-Sponsored BGP Hijacking



University of Oregon Route View Archive Project
State-Sponsored BGP Hijacking

• ASN having BGP Sensors (270,006,254 Lines)



University of Oregon Route View Archive Project
State-Sponsored BGP Hijacking



Retrieving BGP data
State-Sponsored BGP Hijacking



Filter BGP announcing with 46.166.163.0/24
State-Sponsored BGP Hijacking



Identify BGP Hijacking Attempt
State-Sponsored BGP Hijacking



Identify the Prefix Owner
State-Sponsored BGP Hijacking



Visualization 
State-Sponsored BGP Hijacking

BEFORE:20130701.0000

AFTER:20130822.0000


