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Mercator

What is Mercator?
Mercator is a Web application used to manage the mapping of an information system as
described in the ANSSI Guide to Information System Mapping.

What is mapping?

Mapping is a way of representing an organisation's information system and its
connections with the outside world. The term ‘cartography’ refers to a schematic
representation of a set of information.

Cartography <-> Inventory

Who is Mercator?
Mercator was a cartographer. He was the author of the Mercator
projection, which is a conformal projection, i.e. it preserves the
angles of the Earth's surface.

(very useful for sailing in the 16th century).




Mercator
Methodology

Implementing IS mapping iIs a strategic project.

Stages of implementation :

* Management support

* Define objectives and requirements
* |dentify stakeholders

* Gather information on IS assets

* Model the IS architecture

* Analyse and validate the mapping

* Communicating and using the map




Mercator
Ontology

Nicolas Hartmann

The aim Is to reference and classify
detalled knowledge about each
component of an information system.

The elements inventoried are related on
the basis of organisational, functional,
technical and data flow dependencies. Philasophe allemnand,

1833 — 1905

Existence and essence
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Epistemology

The way In which knowledge of the system Is acquired and
validated.

It explores the assumptions and approaches used to
understand and document how the IS works, ensuring that
the information collected is reliable and relevant.




Mercator
Capability / Authority

Capability: This is the ability of objects or systems to perform
certain actions or carry out specific tasks. In other words, It Is
what an object (an application, a server, a service) can do
within the information system.

Authority: This term refers to the authorisation or delegation
granted by a responsible person (such as a head of
department) to allow access to or use of a resource or system.
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Configuration # Objective

*The current configuration often reflects a static state that
may no longer match your objective.

*Systems evolve quickly, with additions, modifications, or
removals that are not always correctly implemented.

*Basing a mapping on this state can lead to inconsistencies.

You should not start building all your cartography
based on the actual configuration.




Mercator

Why map?

Mapping is an essential tool for managing an information system. Mapping provides information on all the
components of the IS and makes it easier to understand by presenting it from different angles.

Four digital security challenges :

Controlling the information system: mapping provides a common, shared vision of the information system
within the organisation.

Protecting the information system: mapping makes it possible to identify the most critical and most
exposed systems, to anticipate possible attack paths on these systems and to put in place appropriate
measures to protect them.

Information system defence: mapping makes it possible to react more effectively in the event of an incident
or digital attack, to qualificate the impacts and to predict the consequences of the defensive actions taken.

Information system resilience: mapping helps to identify the organisation's key activities afin defin a
business continuity plan and is an essential tool for crisis management, whether digital or not.
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Composition of a map

1. Business view

- The ecosystem view presents the different entities or systems with which the IS interacts to fulfil its
function.

- The business view of the information system represents the IS through its main processes and information.

- The RGPD view presents the processing operations with their processes, applications, information and
security measures.

2. Application view

- The application view describes the software components of the information system, the services they offer
and the flux of data between them.

- The administration view lists the perimeters and privilege levels of users and administrators.

3. Infrastructure view

- The logical infrastructure view illustrates the logical partitioning of networks, in particular through the
definition of IP address ranges, VLANs and filtering and routing functions ;

- The physical infrastructure view describes the physical equipment that makes up the information system or
IS used by It.
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Levels of granularity
Each stage has its own level of granularity.

Level 1 minimum granularity :

Initial elements essential to digital security
operations

Level 2 intermediate granularity:

Digital security-oriented mapping. Vital
iInformation systems (SIIV) must have
mapping at this minimum level of maturity.

Level 3 fine granularity:

Exhaustive and detailed mapping,
Incorporating digital security requirements.
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Granularita 3
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Calculation of maturity level

Presence of information :
- N0o description

- NO person in charge

- no type ...

Links between elements :

- entity without relationships

- process without operations

- application that does not support any process
- server without applications

Calculation :
compliant elements / total elements

% represents the effort required to comply

Miveaux de maturité Niveau de maturité 1

Granularité minimale de niveau 1 : informations indispensables.
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Top panel

- Views
- Preferences

- Documentation /
Reports

Left panel

- Data entry

Mercator
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Acme corp.
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Links between objects
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Exploration
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Network infrastructure
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Reports

Information system mapping report

Lists GDPR

Supported entities and applications | - Registers of processing operations
List of information system entities and their supported applications

List of processing operations, applications, databases

Applications by application group and related information.
List of applications by application group

. Audit
Logical servers
List of logical servers by applications and managers Maturity levels

| | | Lists the levels of maturity achieved by the various

Analysis of security requirements mapping objects.
List of security requirements between macro-processes, processes,
applications, databases and information. Updates / changes

. . . Traces the changes made to the map over the last 12
Logical server configuration months

List of logical server configuration

Physical infrastructure inventory
List of equipment by site/location
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Information system mapping report
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Physical inventory

List of equipment by site/location
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'-.I'.:IIII'-Jl':l‘lU'I-l‘-'-WMHQmmﬂmthMHl:ﬁmmumthMHﬂ

Ain

A B - D E F &
Site Room Bay Asset Name Type Description
Site A Building 0 Workstation Workstation 1 ThinThink 460 Station de travail compta
Site A Building0d  BAIE101 Server Mainframe 01 Type 404 Central accounting system
Site A Building 0 Workstation Workstation 1 ThinThink 460 Station de travail compta
Site A Building0®  BAIE101 Switch Switch 2 Alcatel 430 Description switch 2
Site A Building0 BAIE101 Router R1 Fortinet Routeur prncipal
Site A Building0®  BAIE101 Sécurité Magic Gate Gate BIG Magic Gate
Site A Building 1 Phone Phone 01 MOTOROAL 3110 Telephone de test
Site A Building 1 Wifi WIFI_02 ALCALSYS 3001 Borne Wifi 2
Site A  Buildingl BAIE102 Storage Oracle Server Oracle Server Main oracle server
Site A Building 1 Phone Phone 01 MOTORCAL 3110 Teléphone de test
Site A Building 1 Wifi WIFI_02 ALCALSYS 3001 Borne Wifi 2
Site A Buildingl BAIE103 Server Serveur A3 System 840 Serveur mobile
Site A Buildingl BAIE103 Storage DiskServer 1 DiskServer 1 Description du serveur d stockage 1
Site A Building 1 Phone Phone 01 MOTORCAL 3110 Teléphone de test
Site A Building 1 Wifi WIFI_02 ALCALSYS 3001 Borne Wifi 2
Site A Building 2 Peripheral PER_01 IEM 3400 important peripheral
Site A Building 2 Wifi WIFI_01 Alcatel 3500 Borne wifi 01
Site A Building2  BAIE201 Server Mainframe T1 HAL 340 Mainframe de test
Site A Building2 BAIE201 Server Serveur Al System 840 Description du serveur Al
Site A Building2 BAIE201 Switch Switch de test Mortel A39 Master test switch.
Site A Building 2 Wifi WIFI_01 Alcatel 3500 Borne wifi 01
SiteB  Building 3 Workstation Workstation 2 ThinThink 410 Station de travail accueil
Site B Building 3 Phone Phone 02 IPhone 2 Description phone 02
SiteB  Building 3 Securite Sensor-1 Sensor Temperature sensor
Site B Building3  BAIE301 Server Serveur Ad Mini 900/2 Departmental server
SiteB  Building 3 Workstation Workstation 2 ThinThink 410 Station de travail accueil
Site B Building 3 Phone Phone 02 IPhone 2 Description phone 02
SiteB Building3 BAIE301 Switch Switch 1 Mortel 2300 Desription du premier switch.
Site B Building3  BAIE301 Router R2 CISCO Routeur secondaire
SiteB  Building3  BAIE301 Sécurité Magic Firewall Firewall The magic firewall - PT3743
SiteB Building 4 Workstation Workstation 3 ThinThink 420 Station de travail back-office
SiteB  Building4 Peripheral PER 03 HAL 8100 Space device
SiteB Building 4 Phone Phone 03 Top secret red phne Special AA phone
SiteB  Building4 Wifi WIFI_03 SYSTEL 3310 Borne Wifi 3
SiteC  Building 5 Peripheral PER 02 IBM 5600 Description
SiteC  Building>  BAIES01 Server Serveur A2 System 840 Description du serveur A2
SiteC  Buildingd BAIES01 Switch Switch 3 Alcatel 3500 Desciption du switch 3
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Analysis of security requirements

Macro-Processus 2

Processus 3

1 Queue Manager

Database 1
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1 |Macro-Processus C 1 AT Processus C | AT Applications C 1 AT Basesdedonnées C | AT Informations CIAT
2 |Macro-Processus1 2 1 Processus 1 213 1 Application 1 1111
3 |Macro-Processus1 2 1 Processus 1 213 1 Application 2 2 2 2 2 Database 2 1111 information2 2111
4 |Macro-Processus 1 2 1 Processus 1 213 1 Application 2 2 2 2 2 Database 2 1111 information 3 r
2 |Macro-Processus 1 2 1 Processus 1 23 1 Queue Manager Database 1 12 Information 1 1322
B |Macro-Processus1 2 1 Processus 1 23 1 Queue Manager Database 1 12 information 2 2111
7 |Macro-Processus 1 2 1 Processus 1 213 1 Queue Manager Database 1 12 information 3 -
8 |Macro-Processus 2 12 Processus 3 2'3 1 Application 4 2 Data Warehouse 2 2 2 2 information 2 2111
3 |Macro-Processus 2 12 Processus 3 23 1 Application 4 2 Data Warehouse 2 2 2 2 information 3 -
10 |Macro-Processus 2 il 2 Processus 3 213 1 Application 4 2 DB Compta 2 2 2 2 Données du client 2222
11 |Macro-Processus 2 12 Processus 3 213 1 Application 4 2 DB Compta 2 2 2 2 Information 1

2
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Denormalise the links
between macro-processes,
processes, applications,
databases and information

Analyse the differences In
requirements between each

object.
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Updating the cartography

1

Objet

v M Ecosysteme

3

Entités

B c D E F G H 1 ] K L M M o
Action | 052021 06/2021 072021 08/2021 09/2021 10/2021 1172021 12/2021 012022 02/2022 03/2022 0472022 05/2022

A

Relations

(== BN R = Ty B

10

Systéme d'Information
Macro-Processus

11

12

13

Processus

14

16

Activites

17

149

Opérations

20

21

22

Taches

23

24

Acteurs

26

27

Informations

29

31
32

Applications
Blocs applicatif

33

35
36
37

39

a1

42
43

45
46
47

Applications

Services applicatifs

Modules applicatif

Bases de donnees

Flux

Track changes made to the
map over the last 12 months

Track the updating of the map

Demonstrate that the map is
regularly updated
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Link with ISO 27001

Section Titre

A5.09 Inventory of information and other related assets
A.5.10 Proper use of information and other associated assets
A.5.12 Classification of information

A.7.08 Location and protection of equipment

A.8.32 Change management

A.8.06 Sizing

7SN
ISO
NS/

27001 A.8.08 Management of technical vulnerabilities
A.8.23 Network partitioning
A.8.19 Information security in supplier relationships
A.5.24 Information security incident

A.8.14 Redundancy of information processing means
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CVE Search

CVE Search Configuration

This screen allows you to configure the sending of notification by email when CVEs are detected on applications.

Detect CVEs based on the Message sujet *
name of installed applications [MERCATOR)] CVE Detected

Sent from *

mercator@mail.local

o *

security@mail.local

(N

Provider *

https:/lcvepremium.circl.u

CVE-Search provder (ex: https-//cvepremium.circl.lu)

m Test Mail Test Provider




Mercator

Certificate expiry

Configuration des alertes d'expiration des certificats

This screen allows you to configure the sending of notification by email when certificates expire.

Subject *

Send notifications before the
certificate expiry date.

[CERT] These certificates are about to expire

Sent from *

mercator@mail.local

Ticket creation

fo*

mercator@mail.local

Sending reminders

Certificates that expire in *

1 month v
Every *
never d

() Send one mail per expired certificate
(® Send one mail with all expired certificates

() Send one notification for each expired certificate
(® Repeat expired certificate notifications

oon [
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Application available on GitHub https://github.com/dbarzin/mercator
under GPLv3 Open Source Licence

Users

Universities, Hospitals, Laboratories,
Banks, Administrations

Contributions
15 contributors

Roadmap
Link with Monarc
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