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Trust No Router



THE BEGINNING

2



3https://blog.talosintelligence.com/active-exploitation-of-cisco-ios-xe-software/

curl -k -X POST "https://<DEVICEIP>/webui/logoutconfirm.html?logon_hash=1"

https://vulncheck.com/blog/cisco-implants

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
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PRIORITY 1 –  CYBERDEFENCE RESPONSE
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MANDATORY TRAINING
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MANDATORY TRAINING
MODULE 2

7



MANDATORY TRAINING
MODULE 2
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https://www.youtube.com/watch?v=m9iXvXrWZgE



MANDATORY TRAINING
MODULE 3
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MANDATORY TRAINING
MODULE 3
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Model family ‘market’ share
ASR 5.70%
CBR 0.30%
CSR 0.37%
ES 10.85%
ISR 74.77%
WS 8.02%

Grand Total 100.00%



PRIORITY 1 –  CYBERDEFENCE RESPONSE
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UNPLUGGING AWARDS 2023 - COUNTRY
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Country
Original unique IPs 
< 16/10/2023

New unique IPs  
> 18/10/2023 % reduction Devices removed

US 21825 11417 47.69% 10408

CN 5769 495 91.42% 5274

PH 7050 5409 23.28% 1641

IN 4978 3522 29.25% 1456

BR 2749 1453 47.14% 1296

FR 2876 1678 41.66% 1198

DE 2170 1059 51.20% 1111

AU 2456 1347 45.15% 1109

MX 4693 3604 23.20% 1089



UNPLUGGING AWARDS 2023 - ORG
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Organization
Unique IPs 
< 16/10/2023

Unique IPs > 
18/10/2023 % reduction Devices removed

Chinanet 1994 42 97.89% 1952

CHINA UNICOM China169 Backbone 1290 38 97.05% 1252

COMCAST-7922 1825 839 54.03% 986

AMAZON-02 1205 219 81.83% 986

ATT-INTERNET4 1844 960 47.94% 884

UNINET 3581 2709 24.35% 872

Globe Telecoms 4004 3390 15.33% 614

TELEFONICA BRASIL S.A 1196 586 51.00% 610

CTC. CORP S.A. TELEFONICA EMPRESAS 2740 2202 19.64% 538

Linkt SAS 1818 1294 28.82% 524

China Mobile communications 
corporation 499 32 93.59% 467

MICROSOFT-CORP-MSN-AS-BLOCK 563 179 68.21% 384

Huawei Cloud Service data center 380 0 100.00% 380

AMAZON-AES 444 70 84.23% 374



PLUGGING IN
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18th

19th

20th



PATCH DEPLOYMENT
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COMMUNITY CONVERSATION
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ASYMMETRIC CAPABILITIES
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QUALITY CONTROL
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FUNCTIONAL SPECIFICATIONS
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50% COMPROMISED IS NOT TOO BAD
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HAPPY NEW YEAR
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THIS IS FINE
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DARKNESS
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Security research engineering tech lead and at Cisco Talos



NOT COMPROMISED, SO VULNERABLE

24Hat-tip to Jérôme Francillon / Orange CERT-CC



25

show ip ospf 
show inventory 
show eigrp protocols 
show iox-service 
show platform software iox-service 
show ip interface brief 
show power inline 
show lldp 
show standby 
show vrrp 
show ip route 
show version 
show running-config 
show license summary 
show dlep config 
show platform 
show subsys 
show flow monitor 
show ip dns view 
show ip name-servers 

https://blog.talosintelligence.com/active-exploitation-of-cisco-ios-xe-software/

Create admin 
account

Perform 
reconnaissance

Clear logs & 
delete account



SAMPLE VICTIM ASS
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v3



V2 NOT FORGOTTEN

27

v3 v2
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DISTRIBUTED 
ARCHITECTURE



ADVERSARY PROFILE
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• Persistent, motivated, and capable
• “Corporate” behaviour
• Clear technical objectives

• Targeting tier 2 operators & ISPs
• Avoiding Cisco, Shadowserver, Amazon & MS
• and Chinese telcos
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THE TRUTH IS OUT THERE



31

THE TRUTH IS OUT THERE



OPERATIONAL RELAY BOX NETWORK
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22/05/2024 : https://cloud.google.com/blog/topics/threat-intelligence/china-nexus-espionage-orb-networks/

“… a competitive differentiator 
among ORB network contractors 
in China appears to be their 
ability to cycle significant 
percentages of their 
compromised or leased 
infrastructure on a monthly 
basis”



ORB2
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• clusters of activity publicly tracked as APT31 and 
Zirconium have been reported by multiple trusted 
third-party sources to utilize the network.

https://www.cert.ssi.gouv.fr/uploads/CERTFR-2021-CTI-013.pdf

https://www.sekoia.io/en/glossary/apt31/



WHAT CAN WE DO ABOUT IT?
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• Reduce & manage your attack surface
• Don’t put admin interfaces on Internet

• Support legislation for mandatory
 vendor-controlled patching (opt-out) 

• Notify the affected organisations 

• Take your network engineer out for a beer & ask 
them to pressure Cisco not to do stupid 
(e.g. web-interface enabled by default)

• Dynamically block ORB node IPs at the firewall



CONCLUSIONS
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State threat actors based in PRC** are using : 
• Market-driven competitive-services ecosystem for APTs
• Providing globally distributed private ‘tor-like’ network
• Distributed management and maintenance of 40K+ nodes
• Targeting tier2 operators,  avoiding GAFA etc.
• Their network is stable, or even growing slightly

• For once it’s not the Equation Group
compromising Cisco devices
(ref. EXTRABACON, EPICBANANA, …)

** according to Mandiant attribution
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Thank you!

socials: @jamesatack@infosec.exchange
mail : contact@onyphe.io

Attack Surface Discovery & Management

• Internet connected objects & URLs

• Threats, critical vulnerabilities and risks https://onyphe.io/



DATA COLLECTION
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1.2 Billion 
service 
banners

Potential
IOS XE
devices

Implant check

Exploit check

CVEs
Tags

https://www.onyphe.io/docs/write-ups/our-10-commandments-for-ethical-internet-scanning

Scan 
Internet

Crawl URLs

https://github.com/onyphe/material/blob/master/datamodels/vulnscan-7.json
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