
I Need Access: Exploit Password 
Management Software To Obtain 
Credential From Memory
EFSTRATIOS CHATZOGLOU



Introduction
• We examine:

• which modern PMs store plaintext credentials in their process?

• to which extent the leaking information reveals repetitive patterns?

*The term credentials may refer to either the “username”, or “password”, or 
“both”.



Overview



Overview
• Cleartext credentials in the process: 
• Over 50% of Password Managers (7/12)

• Over 70% of Password Manager Browser Plugins (9/12)

• 100% in Browsers (5/5)



Scenarios
• 6 scenarios (S1 to S6)

• Focused on the most common one: Open the password manager and dump the 
process (S1)



Results (desktop apps)

Credential Leakage



Results (desktop apps)

Repetitiveness of Leaked Credentials



Results (browser plugins)

Credential Leakage



Results (Browsers)

Credential Leakage



Results



Results
• Two CVE IDs: CVE-2023-23349 (Kaspersky) and CVE-2024-9203 (Enpass)

• Tool URL: https://github.com/efchatz/pandora

• Study URL: https://link.springer.com/chapter/10.1007/978-3-031-65175-5_5



The Pandora Red Teaming Tool



Key Features
• Different modes to search for credentials (Full, Fast, Local)



Key Features
• Identify which PM is installed.



Key Features



How it works



Methodology
First Method: Pattern-based (Keeper example)



Methodology
Second Method: Repetitiveness (Keeper example)



Methodology
Pattern cases:

• Identifying the pattern before or after credentials. Gathering the relevant characters until 
finding consecutive spaces (0x00) or a specific number of characters, say, 200.

• Identifying common keywords that can pinpoint credentials. Common examples of such 
keywords are “type”, “login”, or “value”, etc. These keywords may be present before or after the 
credentials.



Methodology
Repetitiveness case:

• An additional evaluation method to identify correctly the leaked credentials and shorten out   
junk data, if possible.

• Use all identified data and check how many times they exist within the dump.

• Example: In the Roboform app, we can identify with the relevant pattern 136 possible master 
passwords, but only one of them can be found exactly 1 time within the dump.



Implementation (Pattern-based)



Implementation (Pattern-based)



Implementation (Pattern-based)



Implementation (Repetitiveness)



Demonstration (Dashlane)



https://github.com/efchatz/pandora?tab=readme-ov-file#avira

Demonstration (Avira)



Strengths
• In most cases, only user’s permission is needed (1Password high integrity).

• In some browser plugins, no master password is required to open the vault.

• Usually, this methodology is a stealthier way to find credentials (dump LSASS vs 
dump PM process).



Limitations
• Patterns may change between PM’s versions.

• Repetitiveness is unstable, i.e., the count can change between each PM’s 
execution.

• Identifying the correct pattern may be challenging.



Takeaways
• Most PMs keep credentials in plaintext.

• These credentials can be identified.

• In most cases, the exploitation is easy.

• Needs access to user’s machine.

• In some cases, the vault can be unlocked by the attacker; this applies to some browser plugins.

• Exploitation may differ between PM versions.



Q&A
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