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about://me

❑ Engaged in computer security since 2002

❑ Focus on Mobile Security for the last 6 years

❑ Senior Security Researcher @Microsoft

@Ch0pin

/Ch0pin



about://agenda

➢ WebViews: The Benefits and Drawbacks 
of Using Web Content in Mobile Apps 

➢ Comparative overview of Ad-SDKs 
WebView Characteristics 

➢ Results - Summary

➢ Takeaways

➢ Why Ad SDKs



Disclaimer !



about://SDKs/pros_&_cons

✓ Time and Effort Savings

✓ Reduced Development Cost

✓ Ease of Integration

✓ Maintenance and Update

Data Privacy Concerns

Potential vulnerabilities

Lack of transparency

Third party code trust !!



about://SDKs/pros_&_cons



about://webviews

A WebView is a component which enables 
developers to display web content directly in their 
application



about://webviews/settings/content_access

❑ Content accesscontent://com.example.provider/path/to/file



❑ Content accessjavascript:alert(1)

❑ JS execution

about://webviews/settings/js_enabled



❑ Content accessfile:///data/data/com.example/myfile.html

❑ JS execution

❑ File access

about://webviews/settings/file_access

false true



❑ Content access

❑ JS execution

❑ File access

about://webviews/./file_access/risks

Man In The Disk

loadUrl("file://sdcard/--------------)



❑ Content access

❑ JS execution

❑ File access

❑ File access from 
file URLs

about://webviews/./f_access_ff_urls
file:///data/data/com.example.webviews/files/a.html

file:///data/data/com.example.webviews/files/


❑ Content access

file:///data/data/com.example/
files/a.html

❑ JS execution

❑ File access

❑ File access from 
file URLs

file:///data/data/com.example/
b.html

about://webviews/./f_access_ff_urls

file:///data/data/com.example/files/
file:///data/data/com.example/files/
file:///data/data/com.example/


❑ Content access

❑ JS execution

❑ File access

❑ File access from 
file URLs

about://webviews/./f_access_ff_urls/risks

Risks ?



❑ Content access

❑ JS execution

❑ File access

❑ File access from 
file URLs

❑ Universal access 
from file URLs

about://webviews/./universal_aff_URLs

file:///data/data/com.example.webvie
ws/myfile.html

*://



❑ Content access

❑ JS execution

❑ File access

❑ File access from 
file URLs

❑ Universal access 
from file URLs

about://webviews/./universal_faff_URLs
file:///data/data/com.example.webviews/myfile.html



❑ Content access

❑ JS execution

❑ File access

❑ File access from file 
URLs

❑ Universal access 
from file URLs

❑ JavaScript Interfaces

Java JavaScript

Class foo {
    …
}

myWebView.addJavascriptInterface (new foo(), "fooObj")

about://webviews/JS_Interfaces



❑ Content access

❑ JS execution

❑ File access

❑ File access from file 
URLs

❑ Universal access 
from file URLs

❑ JavaScript Interfaces

about://webviews/JS_Interfaces

(1)
(2)

(3)



❑ Content access

❑ JS execution

❑ File access

❑ File access from file 
URLs

❑ Universal access 
from file URLs

❑ JavaScript Interfaces

about://webviews/JS_Interfaces



about://webviews/abuse



about://ad_SDKs



about://ad_SDKs/adoption

https://play.google.com/sdks/categ
ories/ads

✓ Adoption by installs or version

✓ Retention by app



about://ad_SDKs
✓ Easy integration

✓ Comprehensive 
documentation



Showcases



Source: https://www.bleepingcomputer.com/news/security/android-
apps-with-spyware-installed-421-million-times-from-google-play/

Source: https://news.drweb.com/show/?i=14705

- This SDK collects information on files stored on Android 
devices

- It is able to transfer files to attackers

- Can substitute / upload clipboard contents

about://spinOK



about://spinOK



about://spinOK

HTTP

s.hisp.in



about://spinOK



about://spinoK



about://spinoK

Source: https://github.com/DoctorWebLtd/malware-iocs/blob/master/Android.Spy.SpinOk/README.adoc



about://ad_SDKs/Showcases/1

300.000.000+

Adoption



about://ad_SDKs/Showcases/1

HTTP

Controller script 

File:///path/to/script 



about://ad_SDKs/Showcases/1



File:///path/to/script

about://ad_SDKs/Showcases/1



about://ad_SDKs/Showcases/2

Adoption

500.000.000+



about://ad_SDKs/Showcases/2

HTTP

Controller script 

File:///path/to/script 



about://ad_SDKs/Showcases/2



about://ad_SDKs/ Showcases/2



about://ad_SDKs/ Showcases/2



about://ad_SDKs/ Showcases/2



about://ad_SDKs/Showcases/3

Adoption

1.000.000.000+



about://ad_SDKs/Showcases/3

HTTP

Controller HTML file 

File:///sdcard/path/to/script 



about://ad_SDKs/Showcases/3



about://ad_SDKs/Showcases/3/JSInterface

✓ More than 200 functions exposed via a JS Interface

✓ Capabilities:

▪ Get Device info including OS version, Brand, free 
space, free Memory, Headset , device volume 

▪ Get file(s), delete file(s), set file content, download

▪ Send intents, start applications



about://monetizing_SDKs/summary

Show case File Access File Access from File URLs Universal Access from File 
URLs

JavaScript Interface / 
Exposed methods

SpinOK Yes Yes Yes 31

1 Yes Yes Yes No

2 Yes No No > 80

3 Yes Yes Yes > 200



about://monetizing_SDKs/TakeAways

✓ Monetizing SDKs + WebViews 

✓ What you see is … ?

✓ Now you know



Questions ?

about://thank_you
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