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The Ouroboros of Cybercrime
Witnessing threat actors go from Pwn to Pwn’d.

https://flare.io/
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About us
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Offensive Security Background Mathematics and Criminology Background

Cyber Threat Intelligence Researcher Cyber Threat Intelligence Researcher

British gentleman pursuing Professor Moriarty’s career path 
(legally)

French Lady on a mission to uphold Sherlock Holmes’s legacy 
(minus the hat)

https://flare.io/
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What if C2 operators also fell victim to their own skim : 
the biter bit.

https://flare.io/
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Command & Control (C2) Servers
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PREMISE

frailedfederaldemeanour.com

Bob (Our Victim) Attacker

Malware!

https://flare.io/
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Infostealers & C2s: The Exfiltration Link
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Bob (Our Victim) Attacker

Malware!

https://flare.io/
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DATA

https://flare.io/
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Data
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4,258 Stealer Logs

25% cross-forum logs

https://flare.io/
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C2 Detection with Viriback and URLScan
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DEVELOPING SCOPE

11,000 C2 Hostnames 8,049 C2 Hostnames

https://flare.io/
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The BITERS BIT
From thousands to few.

https://flare.io/
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The bitters bit
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FROM THOUSANDS TO FEW.

1 C2 IP 1 C2 IP

1 C2 IP3 C2 IPs1 C2 IP

https://flare.io/
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ir 362

cn 41

it 32

gov.cn 12

com 362

Extension

Second-level domain

Full domain

https://flare.io/
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The bitters bit
FROM THOUSANDS TO FEW.

https://flare.io/
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BEGINNING OF SUSPISCIONS

https://flare.io/
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Beginning of Suspiscions

>100 credentials

https://flare.io/
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Beginning of Suspiscions

~30 credentials

https://flare.io/
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The Malware Maestro

https://flare.io/
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The Malware Maestro
ACCESS.

Raccoon[.]biz/logs
Raccoon[.]biz/reg

❑Raccoon[.]biz

❑Faceless[.]cc

❑Scanner[.]to

❑Stealer[.]app

https://flare.io/
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The Malware Maestro
ACCESS.

Asuka - Trojan

PrivateLoader – Malware Loader

Mystic – Multi-Functional Malware

Username Password

admin HW4*********

[UNKNOWN] adm*******

Hashed Victim

https://flare.io/


The Maestro’s SYMPHONY
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The Malware’s Symphony
QUADRUPLE THREAT.

AsukaMystic PrivateLoader Raccoon

https://flare.io/
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Movement I – Initial Infection
THE MALWARE SYMPHONY

PrivateLoader

Malware Loader

Deliver Malicious Payloads

https://flare.io/
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Mystic

Delivers Payloads

PrivateLoader

https://flare.io/
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Movement II – System Exploitation
THE MALWARE SYMPHONY

Mystic

Multifunctional Malware

❑ Stealing data
❑ Keylogging
❑ Persistence

https://flare.io/
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Mystic

Delivers Payloads

PrivateLoader

System 
Exploitation

Raccoon

https://flare.io/
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Movement III –Data Extraction
THE MALWARE SYMPHONY

Raccoon

Infostealer

❑ Loggin Credentials
❑ Cookies  
❑ Wallets

https://flare.io/
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Mystic

Delivers Payloads

PrivateLoader

System 
Exploitation

Raccoon

Data Extraction

Asuka

https://flare.io/
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Movement IV –Persistence
THE MALWARE SYMPHONY

Asuka

Trojan

❑ Maintain Control
❑ Persistent Backdoors

https://flare.io/
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Mystic

Delivers Payloads

PrivateLoader

System 
Exploitation

Raccoon

Data Extraction

Asuka

Persistence & 
Control

Maximum 

exploitation

https://flare.io/
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FROM LOGS TO ACTION: 
Practical Applications in Security

https://flare.io/
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Stealer Logs

C2 Database

C2

C2 Database

https://flare.io/


Estelle Ruellan
Cyber Threat Intelligence Researcher

Stuart Beck
Cyber Threat Intelligence Researcher
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