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Laurent Clévy
* Reverse engineering / pentesting embedded systems i T &
- Former Forensic analyst in a SOC/CERT + some reverse engineering [ it

@lorenzo2472.bsky.social

141 abonné-e-s 464 abonnements 55 posts

Reverse engineering, files formats and crypto.
github.com/Iclevy

Free time contributions ( )
- Canon RAW v2 and RAW v3 file formats reference documentations
* Following Magic Lantern (aka ML) activity and hacking since years

* Reversed in 2012 Canon , with python tool to
recompute digital pictures signatures.

* BeerRump 2022 talk about (decryption and signature)
* An antivirus in 68000 assembly ( )


https://github.com/lclevy/odd_verify
https://www.rump.beer/2022/slides/camera_jailbreak_v2_green.pdf
https://github.com/lclevy/Uvk

MOTIVATION

Curiosity & learning

Executing native (ARMvy) code on my camera (Canon EOS R6)

Goal: Find away to and recent Canon cameras,
(FIR format).



DISCLAIMERS

DigIC (Digital IC) : System on Chip from Canon inside their digital cameras.
Digic and EOS are Canon

There is no need to decrypt updates to access Digic 8 and Digic 10 firmware
internals. Anyone without technical skills from EOSR/RP
(Digic 8) and EOS R5/R6 (Digic X) cameras with

No decryption key, neither firmware dumps will be dropped with this talk.

This talk is about :
Opinions are my own, not my employer, neither Magic Lantern team


https://www.magiclantern.fm/forum/index.php?topic=25305.0

DIGITAL CAMS ARE COMPUTING DEVICES

Digital Single Lens Reflex (DSLR) or Mirrorless Interchangeable Lens (MILC)
cameras are complex devices

(main, AF, peripherals, GPU, face recognition, network ops, ...)
* ARM-Ag, ARM-M4 (mpu), Tensilica Xtensa (net), Takumi GV550 (gpu)
* Several instances of RTOS (DryQS)
- Wifi, Bluetooth, Ethernet, GPS, USB, HDMI
* RAW image processing at 10-30 frame/sec

Dedicated System on Chip for Canon:

And hackers have managed to run Doom on it !

(Doom on RP by @coon)
(which CPUs per Digic generation)


https://www.youtube.com/watch?v=fAoIjXZYu70
https://wiki.magiclantern.fm/digic

STANDING ON GIANTS SHOULDERS

CHDK, Canon Hack DevKit (pocket cameras)

* Enhancing official firmware
- RAW, LUA scripting,...

- Loaded from sdcard, only in memory
m Magic Lantern

Magic Lantern (DSLR)
* Created by Trammell Hudson ( )

* 2010-2018 main contributors: Azex (main dev), G3ggo (reverse), Arm.Indy (crypto), ...
- Code execution happened via (FIR format, version 4)

* 2018-2025: Names_are_hard (main dev), Kitor (reverse), Coon, Petabyte, Turtius, ...
- Starting EOS R model : Code execution via access, then native code


https://chdk.fandom.com/wiki/CHDK
https://trmm.net/Magic_Lantern_firmware/

LEGACY MAGIC LANTERN CODE EXECUTION

BROKEN IN 2018

Before EOS R and since 2010, code execution is achieved
by forging custom updates with

which is broken since EOS R model (09/2018)

* “Cryptography of FIR format changed” -

- @_kitor & @A1ex managed to execute native code oy ]
then dump firmware access

- but UART access for casual ML users | e

Game over: R1o and R50 (2023), CBasic and UART are

What exactly changed in 2018 within FIR format ?



FIR FORMAT
AND UPDATE PROCESS



UPDATER & FIRMWARE : CHICKEN & EGG

Inside the FIR file, mainly two parts :

1. Codeto the update : Updater Main header
2. to update : Firmware records Signatures
Updater

The updateris a minimal OS version able to update all the
flash memory, including the bootcode.

Firmware records

During update process, the camera
1. Loads FIR file into memory (main OS)

2. Rebootinto instance
3. Apply firmware records : write them into the flash
4. Rebootinto



AUTHENTICITY AND CONFIDENTIALITY

Updater and firmware records are both signed and encrypted

Main header
: : : Signatures
1. Main OS is running:
T ( ( ) S Updater
reboot into updater
2. Updateris running: Firmware records
if ( ) then:

( )
3. Apply update records, and reboot

=> if you can forge the updater signature, you obtain code execution !



FIRV4 FORMAT, 80D 1.0.3 EXAMPLE

——.T1r header-——

Bx000:
Bx010:
Bx020:
Bx024:
Bx028:
BxB2c:
Bx0830:
Bx083u:
Bx0838:

BxB3c:
BBl -

modelId = ©x80POO350

version = b'1.08.3"

checksum = 80x2uU2Ub6el

updaterl header = Bxb® 1

updaterl offset = 0x120 Maln header
updater2 offset FFHFFHFF

firmware offset

updater3 offset = Oxffrfrff

filesize = Ox1b97uUcP

Bx0

| | d = BB L2200

oo
(2]
>

BxeLud :

ox_0x0_6x20 Bx2u_oxuu_oxbReaens taklee ex193d13e

Sianatures

AES decryption header

Bx120:

—— updaterl (ciphered) — Uodater

Firmware header

AES decryption header

“Bx25a3F0: b'5bedBbactBes 006509allbOcedc 395288365330 c0ad283a6113013a00869e T
0x25al10: ——Ffirmware (encrypted]-l-_-| rmware

AxTh9TUrA ———end nf sncrunted firmware—

Main header

N
-
o Regions table
)]
.5 Signatures
8 AES decryption header —
'
e —
. I: Firmware header ¢
CCD AES decryption header
o
J
Y

Regions table defines

are signed



NEW FIR: EOS RAND LATER (>2018)

.........

EGXGGG:
! Bx018:
| 9x020:
onozu:
1 Ox028:
EGXGEC:
1 9x030:
CNCENE
EOxG%S:
! BxB3c:
1 0x0L0:

modelId = ©x30000U42U
version = b'1.8.0"
checksum = Bxfd78ae56
updaterl header = 8x100

updaterl offset = 8x120 Maln header

rrrrrrrr

updater2 offset = Oxffffffff
firmware offset = Bx2f1050
updater3 offset = Bxffffff
filesize = Bx2071bcO

Ox0

shal seed = Bx0

1 BxBul:

Oxt Bx0 0x20 Ox2U Bxil Ox1RetTAtabhsF1050 ©x1d8ebTe

Signatures

AES decryption header

18x128: —— updaterl (ciphered) ——
i 1 En:d ————— F Updater

Firmware header

AES’decryption header

 0x2f1080: ———Ffirmware (encrypted)-Firr:
16x2071bcB: ———end of encrypted ﬁrﬁJal;‘m—wa re

Very similar to FIRvy, but

Signatures section is bigger
* now has 4 values of 32 bytes,

* instead of 2 values of 20 bytes (hmac-shai)

AES decryption header is shorter
* Now has 32 bytes

* Previously was 112 bytes

It seems only crypto has changed.
AES decryption with 2010 key is failing



DUMPING AND FINDING
CRYPTO CODE



CBASIC DUMPING AND CIPHER.BIN

CBasic interpreter is available for some Canon cameras:
- EOSR, RP (Digic 8). EOS R6, R5 (Digic 10)
. . . . private sub Initialize()}
- This script will dump the camera firmware: saveAllRomImageToFila()

end sub

Let's dump EOS R firmware, grep for cipher string © and AES constants

There is code called cipher.bin, copied to RAM (ox200000-0x20afoo range)
Beginning of cipher.bin code looks like this:

= 0x800000
if funcl ( ’ , 0x20, , 0x20 ) :
func?2 ( , O0xbfe00100, 0x100, , 0x10 )

data is inside cipher.bin region, so required inputs are:
0x100 bytes at oxbfeoo100 and FIR content at
thus, why not testing dumped code as Oracle through emulation ?




UNICORN EMULATION

statically

reverse crypto
functions

and their inputs

just
emulate code
and observe



fam

EMULATION SETUP FOR UPDATER

DECRYPTION

cipher.bin

FIR file

(256bytes)

Romo
(dump)

copy

1. Copy cipher.bin to

ram

cipher.bin

e—— jump

FIR file

(256bytes)

romo

2. Jump to cipher.bin to

decrypt updater

1. loading FIR data at ox800_oo00 (RAM)

2. setup ROMo at oxeooo0_oo0 (only
cipher.bin will be used)

3. copy cipher.bin code from flash
(oxe0039_000) to RAM (0x200_000)

4. setup data at oxbfeoo_100

5. setup stack and memory space for
malloc()/free()

6. jump to 0x200_001, as this is Thumb
code



Unicorn

D8_O RAC L E - PY S C RI PT ._ . The Ultimate CPU emulator

It worked ! Because cipher.bin has been designed to be moved to RAM,
interactions with DryQOS are restricted to malloc/free. We are very lucky !

And, if the (like previously),
we can write a python tool to decrypt updater from a camera using a dump
from another (Digic8) camera:

>python d8 oracle.py -u -r roms\ fir\

Input is update file fir\

allocating 0x20c6400 bytes at 0x800000 for FIR file

Oracle is rom file roms\ loaded at 0xe0000000

Emulating at 0x200000. Code copied from 0xe0039000
dumping verified and decrypted updaterl (0x800120-0xae5030) to file

Above, we decrypt EOS using a cipher.bin from EOS
without knowing the key and algorithm (I.E. we use dumped code as Oracle)

What about decrypting firmware records now ?

.bin



LET'S DECRYPT RECORDS

cipher.bin We have to locate
the decryption call in updater

FIR file
updater call

1
2.
|_firmware | 3
4
5

Look for crypto constants : AES detected

Look for AES expansion function (sbox table)

Found references to oxbfeoo_100 and ox2057c4 again !
Seed1 (256bytes)

|dentify required memory / registers context

romo
ram
3. Calls updatera to
decrypted decrypt firmware records



DECRYPTION CALL INUPDATER

This is where decryption is called in EOS R 1.8.0 updater:

0081fef0 movs r0,#0x10

0081fef2 1dr , [PTR DAT 00820024] ; 0x2057C4
0081fefd4d 1sls r2,r0,#0x4 ; 0x10<<4 == 0x100
0081fef6 1ldr rl, [PTR DAT 00820028] ; Oxbfe00100
0081fef8 str r0, [ ]=>local b0 ; stack+0, 0x10

008lfefa mov
0081lfefc bl decrypt

It seems AES key is derived from 2 seeds values at oxbfeoo100 and ox2057¢c4

decrypt ( , seedl data=0xbfe00100, seedl size=0x100, =0x2057C4, seed2 size=0x10)
hall) rl r2 r3
Unicorn decrypt() arguments setup: mu.reg write ( , 0x2057C4 )
emulation starts at ox81fefy mu.reg_write ; 0x10 ) # 0x100 in R2
o - c ite ( , FIR ADDRESS ) //
so r1and are filled my emulation ™ -

EMU START ADDRESS = 0x81lfef4



LET'S IMPROVE

Let's decrypt firmware records for another Digic8 camera (250d), using EOS R dump

>python d8 oracle.py fir\250d CCF20101.FIR

Oracle i1s rom file eosr_llO/ROMO.BIN loaded at 0xe0000000

Emulating cipher.bin at 0x200000.
dumping verified and decrypted updaterl

dumping 80000436 1.0.1 firmware.bin

Code copied from 0xe0039000
(0x800120-0xaf0df0)

to file 80000436 1.0.1 updaterl.bin

called around 0x82c200-0x82c20c

(0xaf0e20-0x2a57160)

...then records table can be displayed using dump_fir.py (from ML project)

: 0x0100
: 0x0100
: 0x0100
: 0x0100
: 0x0100
: 0x0100
: 0x0102
: 0x0200
: 0x0200

0x000000£8
0x015639a0
0x016dbe80
0x0173fc38
0x0173£fc50
0x0173ffb8
0x01f0ae88
0x01f0afa8
0x01£f0b100

0x015638a8
0x001784e0
0x00063db4
0x00000014
0x00000364
0x007caecc
0x0000011c
0x00000153
0x0005b237

0xe0040000
O0xelbb0000
0xelf50000
0x£f0000000
0x£f0350000
0xf05a0000
0x00000000
0x00000000
0x00000000

0x00026979
0x00002666
0x00000£f5c
0x00000019
0x00000189
0x0000eel4
0x00000064
0x00000066
0x0001999%a

Main code loaded at oxeo040_o000



DIGIC8 DECRYPTION



LOCATE INTERESTING CRYPTO FUNCTIONS

Looking for crypto constants, and where they are used

Data Constants

Name Family Flags Address
used by sha256_update() Rijndael_sbox AES 0x63-0x7c-0x77-0x7b (x205288
SHA256_h SHA256 O=6a-0x03-0xe6-0x67 (205600
SHAZ256_K SHAZ256 Ox<%2-0xSa-0x2f-0x3% (205680

used by key_expansion()

This allows identifying these functions which high probability, and arguments
could be:
- At ox204ado: (context, data_ptr, data_size)

- At ox2042dc: (key, key_size, expanded_key)

where these functions are called and their arguments values with
Unicorn hooking



SHA256 USAGE: 2 CASES SPOTTED

= 0x800000
if funcl ( , , 0x20, , 0x20 ):
func?2 ( , 0xbfe00100, 0x100, , 0x10 )

Input is update file fir\EOSR@180.FIR
allocating 8x2071cP@ bytes at 0x800000 for FIR file
Oracle is rom file roms\eosr_110.BIN loaded at Oxe@GB006O

Emulating cipher.bin at 8x200080. Code copied from GxeB839000 Offset and size from regions
20Uad®: sha256_update R1/data=800000 R2/size=20 RO/ctx=f00000O . : .
20Uad®: sha256_update R1/data=800024 R2/size=Uli RO/ctx=f0OBOOH Inside funca() .table : for reglon_s #0 1o #2_ '
20Uad®: sha256_update R1/data=800100 R2/size=2f0f50 RO/ctx=f0O0OO0 likely used by verify() function
20ud7U: decrypt R1=bfe@P100 R2=100 RO=80000O R3=2057cl
20Uad@: sha256_update R1l/data=bfe@0100 R2/size=100 RO/ctx=f13d7d8 _
20Uad@: sha256_update R1/data=2057cl R2/size=1@ RO/ctx=f13d7ds Inside func2/decrypt() K o
2042dc: aes_key_expansion R1=108e6l R2=10 RO=2057dl AES key generation :

Updater decrypted ? True
dumping verified and decrypted updaterl (8x800120-8xafle58) to file 80000U2U_1.8.0_updaterl.bin
found decryption function called around ©x82b2ac-8x82b2b8
Emulating AES decryption at @x82b2ac within updaterl
dumping 80000U24_1.8.0_firmware.bin (Oxaf1080-0x2871bce)
decryption successful ? True



HOW DECRYPTION IS WORKING

(FIRV5/DIGIC8) ?

* Like previously : AES128 CTR, for updater and firmware records (Dmit, 2009).
 D8_key = sha256( bfeoco1o0o_seed + 2057¢4_seed )[:16]
* is at offset +8 in encryption headers (FIR file):

---updaterl header---

Bx188: encrypted length - @x2fec2e text inside Updater code:
Bx1084: 2foc2o 5

8x1082: b'3083ad661100660000268+c120000600085° Verlfy & Decrypt V5
8x126: ---encrypted content---

---firmware header---

ex2fed4e: offset to encryption header = 8x18

@x2fed44: offset to ciphertext = 8x38

@x2feda8: length, including header(s) (from Bx2{Bd4@) = Bxld63abe

@x2f@d58: encrypted length = @x1d63a38
AvIfAdcd - 1dR3azA

@x2fed58: b'2efclE8000608006000000080968d9800 "
@x2f8d78: ---encrypted content---

8x28547a8: --end of encrypted content---



SIGNATURE VERIFICATION



CANWE FORGE VALID SIGNATURES ?

SIGNATURE SCHEME IS ECDSAWITH SECP256R1

thm about XF605

Ponguin user from ML forumes first cited secp256r1 algor

B8205188 char param_r[Bx28] = "\xfA\xfH\xff\xff\xB68\x08\x88\xB1\x08\xB8\xBA\X0B8\x60\ xBE\x08\x88 \x08\x80\x08\x08 \ x T F\xf P\ X A\ F e PAxf E e Py P\ xF e i xff
@82051a8 char param_a[Bx2B8] = "“\xfA\xfH\xf\xff\xB68\x88\x88\xB1\x0B8\xB8\xBA\Xx0B8\xB0\ xBE\xB8\x80 \x08\x80\x08\x08 \ x T T\ xf F\xfF I xF A\ Of P Fxf fyxf fixf A ffixfc
882051c8 char param_b[Bx28] = "Z\xc65\xdB8\xaa:\x93\xe7\xb3\xeb\xbdUv\x98\x86\xbce\x1d\xB6\xbB\xccS\xba\xT6 ; \xce=>\"\xd2 K

@82051e8 char param_g[Bx41] = "\x84k\x17\xd1\xf2\xel, BG\xTB\xbc\xeb\xe5c\xa4@\xT2w\x83 }\xB1-\xeb3\xab\xT4\xal19E\ xdB\x98\xc2\ x960\ xe3B\xe2 \xfe\x1a\x7 T\ x9b\xBe\xe7
BB82851eB \xebJ|\xBf\x9e\x16+\xce3Wk1*\xce\xcb\xb6@h7\xbfQ\xf5

BB285229 char data_285229[Bx3] = "\xB8\xBB", B

8820522c char param_n[Bx2B] = “\xfA\xfH\xf\xfF\xB8\x88\x88\xB8\x T M\ xfF\xf A\ xf i\ ffixffixbe\xe6\xTa\xad\xa7 \x17\x9e\ x84\ x T3\ xb9\xca\xc2\xTcck0

BB28524c int3Z_t data_ZB524c = BxZ8

BB285258 * data_ZB85258 = param_r

BB285254 1int3Z_t data_ZB5254 = BxZ8 . . .

06205258 void* data 205258 = param_a secp256r1 parameters in EOS R cipher.bin

BB28525c int3Z_t data_ZB525c = BxZ8

BB285268 * data_285268 = param_b

B8285264 int3Z_t data_2B85264 = 8x41

BB2B85268 * data_ZB5268 = param_g

BBZ2B526c dint3Z_t data_ZB526c = BxZ8

BB285278 * data_ZB5278 = param_n

= 0x800000

Start OfC|pherb|n . if verify( , pubkey x= , size x=0x20, pubkey y= , size y=0x20 ):
decrypt ( , 0xbfe00100, 0x100, , 0x10 )


https://neuromancer.sk/std/secg/secp256r1
https://www.magiclantern.fm/forum/index.php?topic=26809.0

VERIFICATION, USING SECP256R1 (V5 AND V6)

= Tir neader—-— :
0x000: modelld = Bx80000U2L Region #0 Hasha sha256(reg|ons #oto #2)
0xP18: version = b'1.8.0"

UXO2UT T ENECRSUN = OXTd 7846506 .

UXO20T Updaterl header = UX100 = ( )

0x028: updaterl offset = 0x120 Sha256 reglons #3

9x02c: updater2 o
0x030: firmware o
0x03U: updater3 o
0x038: filesize =
Ox03c: Ox0e .
0x00: shal seed = 6x0 Signature ( ) at offsets oxb4 and oxd8
Oxeud: extd Ox0 Ox20 Ox24 exud Bx1e0 Ox2fe+58 Ox2f1e58 Bx1d8eb7e

Uxwes: 26 b cYse/lUc/lbto/deaeYl/a/dbvalsudd ldaldyosesldssco fsYabctYoutabecbedc”

OxP8c: 20 b'uUEeb29826e7355Ucl3ebd122¢TaclaT-60UUBE69eTF9196Ue2Tb9bfd9612U18L"

0x8b8: 20 b'96cbueddsullFDBERRAK ﬁﬂlu&h@sﬁ@f&lﬂ@fa@-ﬁﬁ@@?ahb?h—’—’cla_h;-:cl-sta—"

Ox0dd: 20 b'c358e3a 352c88c885660621Uf1990af5aab8+2585c36235993d9a67d31781 "

——==lpdaterl Tieader—

0x180: encrypted length = 0x2fe+30 = pUbIlC key fOI’ dIgIC 8 or 10

exled: ex2fef2s I
0x1e3: b’ LlOOdeOl10000000081c1900(!§0%&59n #2

0x120: ——— updaterl (ciphered) —

———tirmware neader———

0x2f1858: offset to decryption data = 8x16 . - -
Ox2f1e54: offset to encrigted data = 8x30 |f ECdsa Verlflcatlon( / haShl, ) then
0x2f1058: total firmware length (including header) = ©x1d88b78. starts at Bx2f1050 - o .

- . cipher.bin will decrypt Updaterz

0x2+1068: encrypted length = Oxldd&ﬂ@lon #3

Ox2f1esl: ©x1dsebue

Bx2f1068: b'e8fc19000PRRREEEERRARARRAR1EdFEE " |f ecdsa verification( , , )then

0x2f1088: ——firmware (encrypted)-—

8x2071bc®: —end of encrvpted firmware—- Updaterl W||| decrypt Flrmwa re records

n
m
rt
mom n i
[c2]
-
i
1l
1
t
i
i
1l
2}

Signature ( ) at offsets ox6¢ and oxgo

@ = -h -h
n
m
rt
I
[<2]
=

el

()

=

(@)

S5

+

R

rr
£




VERIFICATION TOOL: D81o_VERIF.PY

E:\perso\d8_oracle>python d818 verif.py fir\EOS5RO1808.FIR
{
"model_id": 2147484768,

EOS R, v1.8.0, digic8

"checksum™: 4252544598,

"11": 32,
"r1": 91166556806707211677561475345490150438537835026616945616003020740357461425884,
"12": 32,
"s1": 320773049400766500543064153668133856724018465311999383194067303560046024340828,
"13": 32,
"r2": 682061415465418555545077434113515458570860020057892142691674722806721626094671,
"14": 32,

"ot . AeICancoIfRTC7eIRR7R7E310444167/221021316375816530A6327175ARAIAARAZATO720836481
"h1™: "c7bece9@6bB7711ca319966672088+545935a3ea45cadde396f4ch95h5cd4enc™,

"ho". "agcaAceaphfdg3h1213abh341hhho73e84hA-08d84fa00fad20a8hd7e389184R3"
"vi™: true,
“y2"; true

F:\d8 oracle>python d81@ wverif.py fir\EOSR6128.FIR
1
"model_id": 2147484755,

ersion": 1.2.0", EOS R6, vi1.2.0, digic1o
"checksum”: 2616886988,
"11": 32,

"rl": 47792633328137182841597573660849506701647492004364937443793298288611644489372,

"12": 32,

"s1": 426679546889850361865556263335159067808619858313438828649114817624814805785529,

"13": 32,

"r2": 374984778883468250577853373628788729135323887357649688212516754808355619588183,

"14": 32,

e CT7EA21193506A3A8R] 37003067021 38A8CAA1 IRCACAARNTTACO]TR163703810103124656744 ,

"hi": "67749f5cb22{937ab%b1a329f4df631f5F1701edac7c72a153b57e52612eb262" )

“ha". "Ceapbpica] f7o3anenT 1820 can1f428can1hlccdfoAARa - cAhhoofRAc3]de] ")
"vi": true,
my2t. true

This tool extracts and verifies ECDSA/SEC256R1
values for Digic 8 and Digic 10 cameras

. and v2 are verification results

of respectively signatures ri+s1 (header+updaters)
and r2+s2 (firmware records)

. and h2 are sha256 values

|1 to |4 are length of r and s values (seen 31)

{
"model_id": 2147484726,
ndigic": 8, (j F
"version": "1.8.1", 250 / VerSIOn 1.0.1
"checksum": 4888511187,
"l1": 31,
"rl": 431683uU61U63T7U86T7891167756371U9267634282128259901209387U172815803308575968U535,
"i2v: 32,
"s1": 6853058567185358U657U281579U8998879673772189U65141686U063U275596820U68U937584,
"13": 32,
"r2": 331193366514691458830087074545856109006333035815155234087942885083180151926064,
"lygv: 32,
L~ LI '4'?!"-\')'42‘21“'2'?(-\“021GRR'J'?’JF-\‘I')'JQF\AO'?'JFJ‘!'JR(-’N:'JE'&1?E'J’QRR?R‘IRRR'&Q1A"J’HA'RRQOQTI’-’IRRE'}'}119‘
"hl": "6c5ab250f016b8e279dc87fB656U50a3b2c9665bfedcllcOU2b5a3fe7d66U533",
"ha": "5Aa81a3eR8c0872edAedfcilcOebofAdledba?2317eablA1f5Ac925237860DTIUR"
"v1l": true,
"y2": true

}



C O N C L U S I O N @ TUhenljlf:nz;r:)PU emulator

* Unicorn emulation enables decryption of recent digic8 camera updates, given a
camera dump from the same Digic generation (because a unique key is used), by

Open source script d8_oracle.py demonstrate this (see my github).

* but, we were lucky with emulating the whole , itis usually more difficult.

* We described and experimented version 5 of signature and decryption schemes:
signing scheme : ECDSA/secp256r1 (FIRv4 was HMAC).
anymore without private keys to obtain code exec.

* 2020, EOS R5 release (Digic 10) : the secp256r1 pairs and

* AFAIK, Digic 8 decryption key is valid with models R, RP, 250d, G7x m3, god.
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