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BIO

Laurent  Clévy
 Reverse engineering / pentesting embedded systems

 Former Forensic analyst in a SOC/CERT + some reverse engineering

Free time contributions (like this talk)

 Canon RAW v2 and RAW v3 file formats reference documentations

 Following Magic Lantern (aka ML) activity and hacking since years

 Reversed in 2012 Canon Original Data Decision implementation, with python tool to 
recompute digital pictures signatures. 

 BeerRump 2022 talk about old FIR updates version 4 (decryption and signature)

 An antivirus in 68000 assembly (https://github.com/lclevy/Uvk)

https://github.com/lclevy/odd_verify
https://www.rump.beer/2022/slides/camera_jailbreak_v2_green.pdf
https://github.com/lclevy/Uvk


MOTIVATION

Curiosity & learning

Executing native (ARMv7) code on my camera (Canon EOS R6)

Goal: Find a way to execute native code on EOS R and recent Canon cameras, 
via updates (FIR format). 



DISCLAIMERS

DigIC (Digital IC) : System on Chip from Canon inside their digital cameras. 
Digic and EOS are Canon trademarks

There is no need to decrypt updates to access Digic 8 and Digic 10 firmware 
internals. Anyone without technical skills can dump firmware from EOS R / RP 
(Digic 8) and EOS R5/R6 (Digic X) cameras with Canon Basic scripting (DIGIC 8, 
DIGIC X models)

No decryption key, neither firmware dumps will be dropped with this talk.

This talk is about personal work. 
Opinions are my own, not my employer, neither Magic Lantern team

https://www.magiclantern.fm/forum/index.php?topic=25305.0


DIGITAL CAMS ARE COMPUTING DEVICES 

Digital Single Lens Reflex (DSLR) or Mirrorless Interchangeable Lens (MILC) 
cameras are complex devices
 Multiples CPUs (main, AF, peripherals, GPU, face recognition, network ops, …)

 ARM-A9, ARM-M4 (mpu), Tensilica Xtensa (net), Takumi GV550 (gpu)

 Several instances of RTOS (DryOS)

 Wifi, Bluetooth, Ethernet, GPS, USB, HDMI

 RAW image processing at 10-30 frame/sec 

Dedicated System on Chip for Canon : DigIC

And hackers have managed to run Doom on it !

https://www.youtube.com/watch?v=fAoIjXZYu70 (Doom on RP by @coon)

https://wiki.magiclantern.fm/digic (which CPUs per Digic generation)

https://www.youtube.com/watch?v=fAoIjXZYu70
https://wiki.magiclantern.fm/digic


STANDING ON GIANTS SHOULDERS

CHDK, Canon Hack DevKit (pocket cameras)
 https://chdk.fandom.com/wiki/CHDK

 Enhancing official firmware

 RAW, LUA scripting,…

 Loaded from sdcard, only in memory

Magic Lantern (DSLR)
 Created by Trammell Hudson (https://trmm.net/Magic_Lantern_firmware/)

 2010-2018 main contributors: A1ex (main dev), G3gg0 (reverse), Arm.Indy (crypto), …

 Code execution happened via custom firmware updates (FIR format, version 4)

 2018-2025 : Names_are_hard (main dev), Kitor (reverse), Coon, Petabyte, Turtius, … 

 Starting EOS R model : Code execution via Cbasic or UART access, then native code

https://chdk.fandom.com/wiki/CHDK
https://trmm.net/Magic_Lantern_firmware/


LEGACY MAGIC LANTERN CODE EXECUTION 
BROKEN IN 2018

Before EOS R and since 2010, code execution is achieved 
by forging custom updates with valid hmac-sha1 signatures

which is broken since EOS R model (09/2018)
 “Cryptography of FIR format changed”

 @_kitor & @A1ex managed to execute native code 
then dump firmware via UART access

 but UART access is not suitable for casual ML users

Game over: R10 and R50 (2023), CBasic and UART are locked !!

What exactly changed in 2018 within FIR format ?



FIR FORMAT 
AND UPDATE PROCESS



UPDATER & FIRMWARE : CHICKEN & EGG

Inside the FIR file, mainly two parts :
1. Code to apply the update : Updater 

2. What to update : Firmware records

The updater is a minimal OS version able to update all the 
flash memory, including the bootcode.

During update process, the camera

1. Loads FIR file into memory (main OS)

2. Reboot into updater OS instance

3. Apply firmware records : write them into the flash

4. Reboot into main OS

Main header

Updater

Signatures

Firmware records

Updater

Firmware records



AUTHENTICITY AND CONFIDENTIALITY

Updater and firmware records are both signed and encrypted

1. Main OS is running: 
if signature_is_valid(updater) then: 

decrypt(updater)
reboot into updater

2. Updater is running: 
if signature_is_valid(firmware) then:

decrypt(firmware)

3. Apply update records, and reboot

=> if you can forge the updater signature, you obtain code execution !

Main header

Updater

Signatures

Firmware records

Updater

Firmware records



FIR V4 FORMAT, 80D 1.0.3 EXAMPLE

Main header

Regions table
Signatures

AES decryption header

Updater

Firmware header

Firmware

AES decryption header

Main header

Regions table

FIR file

Updater

Firmware

Signatures

AES decryption header

AES decryption header

Firmware header

Regions table defines which data regions are signed
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NEW FIR: EOS R AND LATER (>2018)

Very similar to FIRv4, but

Signatures section is bigger
 now has 4 values of 32 bytes, 

 instead of 2 values of 20 bytes (hmac-sha1) 

AES decryption header is shorter
 Now has 32 bytes

 Previously was 112 bytes

It seems only crypto has changed.

AES decryption with 2010 key is failing

Main header

Regions table

Signatures

AES decryption header

Updater

Firmware header

Firmware

AES decryption header



DUMPING AND FINDING
CRYPTO CODE



CBASIC DUMPING AND CIPHER.BIN

CBasic interpreter is available for some Canon cameras:

- EOS R, RP (Digic 8). EOS R6, R5 (Digic 10)

- This script will dump the camera firmware:

Let’s dump EOS R firmware, grep for cipher string ☺ and AES constants

There is code called cipher.bin, copied to RAM (0x200000-0x20af00 range) 
Beginning of cipher.bin code looks like this:

0x2057xx data is inside cipher.bin region, so required inputs are:
0x100 bytes at 0xbfe00100 and FIR content at 0x800000 
thus, why not testing dumped code as Oracle through emulation ?

FIR_ADDRESS = 0x800000

if func1( FIR_ADDRESS, 0x205784, 0x20, 0x2057a4, 0x20 ):

func2( FIR_ADDRESS, 0xbfe00100, 0x100, 0x2057C4, 0x10 )



UNICORN EMULATION



EMULATION SETUP FOR UPDATER 
DECRYPTION

1. loading FIR data at 0x800_000 (RAM)

2. setup ROM0 at 0xe0000_000 (only 
cipher.bin will be used)

3. copy cipher.bin code from flash 
(0xe0039_000) to RAM (0x200_000)

4. setup data at 0xbfe00_100

5. setup stack and memory space for 
malloc()/free()

6. jump to 0x200_001, as this is Thumb 
code

Rom0 
(dump)

updater

firmware

FIR file

(256bytes)

0x200_000

0x800_000

0xe0000_000

0xbfe00_100

ram

ciphered
1. Copy cipher.bin to 
ram

cipher.bin

copy

cipher.bin

rom0

FIR file

(256bytes)

2. Jump to cipher.bin to 
decrypt updater

updater

firmware

jump



It worked ! Because cipher.bin has been designed to be moved to RAM, 
interactions with DryOS are restricted to malloc/free. We are very lucky !

And, if the decryption key is unique to all digic8 cameras (like previously), 
we can write a python tool to decrypt updater from a camera using a dump 
from another (Digic8) camera:

Above, we decrypt EOS RP update v1.6.0 using a cipher.bin from EOS R 1.1.0 
without knowing the key and algorithm (I.E. we use dumped code as Oracle)

What about decrypting firmware records now ?

D8_ORACLE.PY SCRIPT

>python d8_oracle.py -u -r roms\eosr_110.BIN fir\EOSRP160.FIR

Input is update file fir\EOSRP160.FIR

allocating 0x20c6400 bytes at 0x800000 for FIR file

Oracle is rom file roms\eosr_110.BIN loaded at 0xe0000000

Emulating cipher.bin at 0x200000. Code copied from 0xe0039000

dumping verified and decrypted updater1 (0x800120-0xae5030) to file 80000433_1.6.0_updater1.bin



LET’S DECRYPT FIRMWARE RECORDS

We have to locate 
the decryption call in updater

1. Look for crypto constants : AES detected

2. Look for AES expansion function (sbox table)

3. …

4. Found references to 0xbfe00_100 and 0x2057c4 again !

5. Identify required memory / registers context

0x200000

0x800000

0xe0000000

0xbfe00100

ram

ciphered
3. Calls updater1 to 
decrypt firmware records

call

cipher.bin

rom0

FIR file

Seed1 (256bytes)

updater

firmware

decrypted



This is where decryption is called in EOS R 1.8.0 updater:

It seems AES key is derived from 2 seeds values at 0xbfe00100 and 0x2057c4

Unicorn decrypt() arguments setup:
emulation starts at 0x81fef4
so r1 and stack+0 are filled my emulation

DECRYPTION CALL IN UPDATER

0081fef0  movs r0,#0x10

0081fef2  ldr r3,[PTR_DAT_00820024] ; 0x2057C4

0081fef4  lsls r2,r0,#0x4           ; 0x10<<4 == 0x100

0081fef6  ldr r1,[PTR_DAT_00820028] ; 0xbfe00100

0081fef8  str r0,[sp,#0x0]=>local_b0 ; stack+0, 0x10

0081fefa  mov r0,r7

0081fefc  bl decrypt

decrypt( FIR_ADDRESS, seed1_data=0xbfe00100, seed1_size=0x100, seed2_data=0x2057C4, seed2_size=0x10)

r0           r1                    r2                 r3                   stack+0

mu.reg_write(UC_ARM_REG_R3, 0x2057C4 )

mu.reg_write(UC_ARM_REG_R0, 0x10 )  # 0x100 in R2

mu.reg_write(UC_ARM_REG_R7, FIR_ADDRESS )  // R0

EMU_START_ADDRESS = 0x81fef4  



Let’s decrypt firmware records for another Digic8 camera (250d), using EOS R dump

…then records table can be displayed using dump_fir.py (from ML project)

LET’S IMPROVE D8_ORACLE.PY

>python d8_oracle.py fir\250d_CCF20101.FIR

...

Oracle is rom file eosr_110/ROM0.BIN loaded at 0xe0000000

Emulating cipher.bin at 0x200000. Code copied from 0xe0039000

dumping verified and decrypted updater1 (0x800120-0xaf0df0) to file 80000436_1.0.1_updater1.bin

found decryption function called around 0x82c200-0x82c20c

Emulating AES decryption at 0x82c200 within updater1

dumping 80000436_1.0.1_firmware.bin (0xaf0e20-0x2a57160)

+ tag  + foffset  +   size   + moffset  +    ?

--------------------------------------------------------

0x01: 0x0100 0x000000f8 0x015638a8 0xe0040000 0x00026979

0x02: 0x0100 0x015639a0 0x001784e0 0xe1bb0000 0x00002666

0x03: 0x0100 0x016dbe80 0x00063db4 0xe1f50000 0x00000f5c

0x04: 0x0100 0x0173fc38 0x00000014 0xf0000000 0x00000019

0x05: 0x0100 0x0173fc50 0x00000364 0xf0350000 0x00000189

0x06: 0x0100 0x0173ffb8 0x007caecc 0xf05a0000 0x0000ee14

0x07: 0x0102 0x01f0ae88 0x0000011c 0x00000000 0x00000064

0x08: 0x0200 0x01f0afa8 0x00000153 0x00000000 0x00000066

0x09: 0x0200 0x01f0b100 0x0005b237 0x00000000 0x0001999a

Main code loaded at 0xe0040_000



DIGIC8 DECRYPTION



Looking for crypto constants, and where they are used

 aes_sbox used by key_expansion()

 sha256_k used by sha256_update()

This allows identifying these functions which high probability, and arguments 
could be:

 At 0x204ad0 : Sha256_update(context, data_ptr, data_size) 

 At 0x2042dc : Aes_key_expansion(key, key_size, expanded_key) 

Let’s trace where these functions are called and their arguments values with 
Unicorn hooking

LOCATE INTERESTING CRYPTO FUNCTIONS



SHA256 USAGE: 2 CASES SPOTTED 

FIR_ADDRESS = 0x800000

if func1( FIR_ADDRESS, 0x205784, 0x20, 0x2057a4, 0x20 ):

func2( FIR_ADDRESS, 0xbfe00100, 0x100, 0x2057C4, 0x10 )

Inside func1()

Inside func2/decrypt()

Offset and size from regions
table : for regions #0 to #2 :

likely used by verify() function

AES key generation ?

seed1 seed2
verify

decrypt



 Like previously : AES128 CTR, for updater and firmware records (Dmit, 2009).

 D8_key = sha256( bfe00100_seed + 2057c4_seed )[:16]

 IV is at offset +8 in encryption headers (FIR file): 

text inside updater code: 
Verify & Decrypt V5

HOW DECRYPTION IS WORKING 
(FIRV5/DIGIC8) ?



SIGNATURE VERIFICATION



FIR_ADDRESS = 0x800000

if verify( FIR_ADDRESS, pubkey_x=0x205784, size_x=0x20, pubkey_y=0x2057a4, size_y=0x20 ):

decrypt( FIR_ADDRESS, 0xbfe00100, 0x100, 0x2057C4, 0x10 )
Start of cipher.bin : 

Ponguin user from ML forums first cited secp256r1 algorithm about XF605

CAN WE FORGE VALID SIGNATURES ?
SIGNATURE SCHEME IS ECDSA WITH SECP256R1

secp256r1 | Standard curve database Canon XF605: Digic DV 7 == Digic X rebranded for camcorders?

secp256r1 parameters in EOS R cipher.bin

https://neuromancer.sk/std/secg/secp256r1
https://www.magiclantern.fm/forum/index.php?topic=26809.0


VERIFICATION, USING SECP256R1 (V5 AND V6)

Hash1 = sha256(regions #0 to #2)

Hash2 = sha256(regions #3)

Signature (R1,S1) at offsets 0x6c and 0x90

Signature (R2,S2) at offsets 0xb4 and 0xd8

Pk = public key for digic 8 or 10

If ecdsa_verification(pk, hash1, r1+s1) then 
cipher.bin will decrypt Updater1

If ecdsa_verification(pk, hash2, r2+s2) then 
updater1 will decrypt Firmware records

Region #0

Secp256r1 signatures

Region #1

Region #2

Region #3

R1
S1

R1
S1



VERIFICATION TOOL: D810_VERIF.PY

This tool extracts and verifies ECDSA/SEC256R1 
values for Digic 8 and Digic 10 cameras

• v1 and v2 are verification results 
of respectively signatures r1+s1 (header+updaters) 
and r2+s2 (firmware records)
• h1 and h2 are sha256 values
• l1 to l4 are length of r and s values (seen 31)

EOS R, v1.8.0, digic8

EOS R6, v1.2.0, digic10 250d, version 1.0.1



CONCLUSION

 Unicorn emulation enables decryption of recent digic8 camera updates, given a 
camera dump from the same Digic generation (because a unique key is used), by using 
dumped code as Oracle.
Open source script d8_oracle.py demonstrate this (see my github).

 but, we were lucky with emulating the whole cipher.bin, it is usually more difficult.

 We described and experimented version 5 of signature and decryption schemes: 
Canon moved to asymmetric signing scheme : ECDSA/secp256r1 (FIRv4 was HMAC).
No one can forge FIR signatures anymore without private keys to obtain code exec. 

 2020, EOS R5 release (Digic 10) : Canon changed the secp256r1 pairs and AES key(s).

 AFAIK, Digic 8 decryption key is valid with models R, RP, 250d, G7x m3, 90d. 
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THANK YOU !

@lorenzo2472.bsky.social
GitHub - lclevy/d8_oracle: digic8 decryption experiments using emulation

https://github.com/lclevy/d8_oracle

