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About us



What is Kaitai Struct?
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• tool for dealing with binary formats

• declarative language (.ksy) for specifying arbitrary binary formats

• parser generator for 12 programming languages

• serializer generator for 2 programming languages

What is Kaitai Struct?
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parsingserialization 
(Java and 
Python only)

What is Kaitai Struct?
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What can you use Kaitai Struct for?
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● Reverse engineering unknown binary file formats or protocols
○ Iterative process, try and fail, rinse and repeat
○ Once it scales, you want to automate it

● Creation of separate reference parser (to challenge and test 
correctness of existing implementation)
○ Existing library: hand-written? generated from spec?
○ Safe implementation
○ Guidance for fuzzing

● Porting specifications of formats between languages
○ Got support in Python → want support in JavaScript, etc.

What can you use Kaitai Struct for?

7



Kaitai workflow
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Kaitai workflow
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meta:
  id: hello_world
seq:
  - id: one
    type: u1

class HelloWorld(KaitaiStruct):
    # ...
    def _read(self):
        self.one = self._io.read_u1()

kaitai-struct-compiler

hello_world.ksy hello_world.py

└─  one = 0xFF = 255

class HelloWorld(KaitaiStruct):
    # ...
    def _read(self):
        self.one = self._io.read_u1()

hello_world.py

class KaitaiStream:
    # ...
    def read_u1(self):
        return struct.unpack('B', self.read_bytes(1))[0]

kaitaistruct.py (runtime library)

input binary file
parsed data

1. Compilation

2. Parsing



Why Kaitai
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• write once, use everywhere

• standard way to describe binary formats

• library of format specifications

• GraphViz diagrams

• visualization and dumping tools
▪ Web IDE
▪ console visualizer (ksv)
▪ ksdump

Why Kaitai



➔ write once, use everywhere
 1 .ksy spec = 12 parsers
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Why Kaitai

public class HelloWorld extends KaitaiStruct {
    // ...
    private void _read() {
        this.one = this._io.readU1();
    }

class HelloWorld < Kaitai::Struct::Struct
  # ...
  def _read
    @one = @_io.read_u1
  end

meta:
  id: hello_world
seq:
  - id: one
    type: u1

class HelloWorld(KaitaiStruct):
    # ...
    def _read(self):
        self.one = self._io.read_u1()

and others (C++, C#, Go, JavaScript, Lua, Nim, Perl, PHP…)

Java

Python

Ruby

.ksy spec



➔ standard way to describe binary formats
  no single standard
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Why Kaitai

GIF Microsoft Word .doc



➔ library of .ksy format specifications
185 specifications

Why Kaitai
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formats.kaitai.io

https://formats.kaitai.io/


Why Kaitai
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formats.kaitai.io
➔ library of .ksy format specifications

185 specifications

https://formats.kaitai.io/


➔ GraphViz diagrams
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Why Kaitai



➔ visualization and dumping tools
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Why Kaitai

Web IDE (ide.kaitai.io)

input binary file

.ksy format spec

object tree

https://ide.kaitai.io/
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GIF format structure

Offset 
(hex)

Byte sequence 
(hex)

Meaning

00 47 49 46 ASCII string ‘GIF’ – “magic number” (GIF signature)

03 38 39 61 ASCII string ‘89a’ – GIF version

06 01 00 Logical screen width: 1 pixel

08 01 00 Logical screen height: 1 pixel

0A 80 Packed field: enable Global Color Table

0B 00 Background color index

0C 00 Pixel aspect ratio

0D FF 80 00 First color in the palette: orange (#ff8000)

10 FF FF FF Second color in the palette: white (#ffffff)

Header

Logical 
Screen 

Descriptor

Global 
Color 
Table
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Thanks!

https://kaitai.io/

https://github.com/kaitai-io

@kaitai_io

https://gitter.im/kaitai_struct/Lobby

https://kaitai.io/
https://github.com/kaitai-io
https://x.com/kaitai_io
https://gitter.im/kaitai_struct/Lobby

