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French stealer ecosystem: The resurgence skid gangs in cybercrime landscape_

Genesis of this talk

% 2024 French cyberattacks:
A wave of attacks saw credentials stolen from streamers to compromise
major French companies.

—>  Undocumented threat actors:
Our investigation uncovered new, smaller groups behind these attacks,
about whom little information was publicly available.

—> lgnoring the smaller threat:
This focus overlooks the threat posed by smaller, more discreet groups,
which target individual users and accumulate fewer victims.
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Anatomy Anatomy of groups Why watching and
of stealers and their lack of understanding them +
awareness matters
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Anatomy of
Stealer
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The example of Nova_

> A representative French threat:

The sordeal/Nova Group is an ideal case study.

> Tracking their evolution:
We've followed the group from their early,
less-sophisticated days.
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Welcome to NovaSentinel

Products Sold

W://t-.ma/kz%
-

IM! NOVA SENTINEL

NovaSentinel 1 Month
€4.80

‘W://t.me/w%
K

r‘(! NOVA SENTINEL
°

NovaSentinel 1 Year
€39.80

Go shopping >

Customers

Products

W://tv.m/w%
.-

'M] NOVA SENTINEL

NovaSentinel 3 Month
€12.80

W://&W/Jci@‘[
-

r1 NOVA SENTINEL

NovaSentinel 2 Years
€69.80

W://t.m/w%
.

r1 NOVA SENTINEL

NovaSentinel 6 Month
€21.80

idtl-"’:/ Vt.me/s0i0,, 2
.

r1 NOVA SENTINEL

Nova Sentinel Lifetime
€79.80




The evolution

Nowa stealer’s evolution (2023-2025)

> Enhanced obfuscation:
JS obfuscation still reversible

> Targeting high-value data:
cryptocurrency wallets, bank accounts,
and password managers

_ p_2265301861_flat_hUNCHbackneverhereemperorofmayhem([],

mEgarAndomnameforobfuisuselessde!

> Frequent rebranding: +stdout”]: tHehuNchbackisuse :
The group regularly rebrands ItS malwa re ; : " [ jcmEgarAndonmamPfor[_)l?fuisuseles.sdestro_\.fer.'I'

> Develop interfaces:
Better ergonomy and Ux

("Browsers ge tart cookies check");
const glLucONe =sisneve = oc = ["gmail"”, "youtube", "onoff", "xss.is", "pronote", "ovhcloud", "nulled", "cracked", "tikto
"yahoo", "gmx", "aol", "coinbase", "binance", "steam", "epicgames", "discord", "paypal", "instagram", "spotify", "onlyfans",
"pornhub™, "origin", “amazon", "twitter", "aliexpress", "netflix", "roblox", "twitch", "facebook", "riotgames", "card", "telegram",
nmail"];

("Browsers importante sites");
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How it works (still pretty simple) _

Key Infrastructure Elements

Third-Party
SETUPSTEALER —> Services_
|> W (eg.Gofile)
N\ J
> Selling Website \ - \ -
! Sellmg Telegram 72\ Host Collection
> Telegram/Discord Bots: Website_. [—> orDzscord Bots_——> @ ;\/Ial?)ai;e —> Website._
' =/ Implan
Used to set up the stealer Sell Malware 48 « Agg?egaagtig?ﬂen
and receive stolen data. Token T i Information
b . " Receive Stolen | (Exﬁltrate Stolen | b .
> Third-Party storage Services Data_ )%\ Data_ |

> Data Collection Website:
A dedicated platform for Process Flow_

stolen information.
P1(Build ParametersviaBot) iy 2 P2 (HostImplanton Gofile) Jly 2 P3(Collect Stolen Data via Website)
>
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How it works (still pretty simple)
Dashboard

=
-
ENova Blight | Mitps://Lme/blightnova

File Successfully Stolen
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Spreading the malware

Targeting and distribution

> Focus on personal users:
Nova's distribution methods, such as fake video streaming sites and video game

cheats, demonstrate a clear focus on individual, not corporate, targets.

> Corroborating evidence:
The nature of the stolen data, a large volume of personal accounts and credentials,
supports this conclusion, further distinguishing Nova from groups that target
corporate networks.

GONE FISHING

Un jeu d’horreur coopératif ou la péche devient une question de survie

| TELECHARGER MAINTENANT
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Features

« P logger

Similarities with opensource tools

« System info &

A broader ecosystem « Roblox Cookie ¢ rom Chrome,Opera, ox and Edge &

« steamLoginSecure+sessionld Token Stealer (steam login cookie) from Chrome(not a client) ™

es-SavedLoginDetails-BrowserAutofill-CreditCards from basically all chromium browsers

> Widespread Techniques R

om all types of installation(59chi

> co m m on I nfra St ru ctu re » Auto Screenshot as .png [

« Records 5s clip from wel

> Shared Targets

For example, a stealer called "Bytestealer"
is one of many.

« Fully open sour Sasy

Because much of the source code for these typesC
is often leaked or sold, it's possible to find thousands of
them, each with slight or big variations.
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Anatomy of groups
and their lack of
awareness_
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The ecosystem of French speaking cybercrime actors (2nd half of 2024)
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Group management_

Organizational structure

The cybercrime ecosystem has adopted a
corporate-like
structure with defined roles:

> Dev/Owners
> Community Managers

> Support

This centralized structure on platforms like
Telegram

and Discord allows these groups to scale
their

operations efficiently.
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Ezekiel

Our team

xCasquette

ova’s hierarchy:

- Ziorax
- Shiris

Staff Manager:
- dams

Staff:
- Kazura
-MAT

Support:
- Seevitaa
- Midas

- Besx

- Devil

There is the responsable of Discord/Guilded/Telegram:

Telegram:
-dams

Discord:
- Kazura
- M4T

Guilded:

- KSCH
-T.

Contact T.




Who are they

Nova - Recruitment

T — o > Methodology of research:
B3 Nonpartags We compiled information from their self-doxxed data, shared
* Indique une question obligatoire language, habits, and recruitment methods to establish these
profiles.

What language do you speak? *

> Background:
Between 15 and 25 years old, still in school or university.

Votre réponse

> Motivation:
Primarily for "fun" and a small amount of profit, with little to

O no understanding of the real harm their actions cause.
O No

Are you in exam period ? *

> ldentity:
Drawn in by the "hacker myth," they see themselves as
masters of their craft.

° - 1JI B c -

If yes, which diploma?

Votre réponse

What's your availability? * salut je suis KSCH je voulais préciser que je ne fais plus parti de ce projet depuis Hi, I'm KSCH. | wanted to clarify that | haven't been part of this project for a few
) quelques mois déja je sais pas si tu peux éditer ton rapport ¢a serait sympa j'ai pas months now. | don't know if you could edit your report. That would be nice. |
) envie que la police pense que je suis encore dans ce genre de projet hyper don't want the police to think I'm still involved in this kind of hyper-toxic
yaus tepome toxique! peace et super article! project! Peace, and great article!
& Jaime - © Réagir O Like & React

Suivant Effacer le formulaire
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Few examples of how we managed to understand who
are the admin_

Operational insights: Exploiting human weakness

> Lack of SecOps:
A significant vulnerability is the poor security culture
among group administrators.

> Careless personal sharing:
Members often post personal photos and details from
their holidays.

> The power of pseudonyms:
Reused pseudonyms are a major weakness.

I'm unavallable today, I'm going on hollday, I'll open my messages

l'adresse :

allez y pour avoir une chance de rencontrez afin de lui faire

une retourner acrobatigue et de lui voler son tel

I g
®3)) Copyright Gatewatcher 2025 17



Diversification of cybercrime activities

Additional administrator activities

> Revenge porn groups:
Some administrators of these groups are also

involved in revenge porn or Onlyfan leak groups.

nho content

heeded




Diversification of cybercrime activities

Additional administrator activities

> C2 for DDOS activities:
They advertise these services on their Telegram channels and actively
participate in the attacks.

. Epsilon (Closed)

PandoraC2

Pandora is a powerfull C&C bypassing DDoS protection like :
cloudflare, ovh, xdp, ddosG, and more!

With 24 differents methods for game server, websites, voice chat
(ts, discord, tlg) you can adapte the methods to your target for
better results

Our telegram channel : https://t. me/pandorac?
For more infermations or to buy contac

Telegram
Pandora C2
[mfedsfucker

~ .
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Mova Sentinel
=R /=

Hello,
For the first time, we are partnering with a C2 (botnet). %
AbyssC2 offers its services to extinguish your enemies. b4

We're running a special promotion: €22 for one month's access to
Nova and AbyssC2. g

Check out their power proofs here: &

If you're interested, don't hesitate to contact us. (Limited offer)
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Diversification of cybercrime activities

Additional administrator activities

> Hacking companies and reselling data:
We found a specific case involving the Epsilon group,
which was responsible for hacking media and other companies in France.

> This group was known for selling stolen data on the cyber black market,
and their 2024 breach resulted in the exposure of millions of customer records.

Q Epsilon ()

I BreachForums
S DATABASE | BreachForums
Hello, 27 September | dumped all the customer data
from the French company # ¥ (containing 545k
&

e . .
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Specific case of Epsilon regarding diversification

Epsilon: A case study

> Epsilon was a French stealer group that
compromised and sold data from several
companies.

> They sold their stolen data on multiple forum.

> The uniqueness of their messages across different
forums is a key indicator.

> This consistency allows us to confidently attribute
the messages to the same group.

Copyright Gatewatcher 2025

SPORT2000 DATABASE
by ChatNoir7331 - Thursday April 18, 2024 at 01:03 PM

ChatNoir7331 Hello, today | dumped all the customer data from the French store (containing 4m3 customers)

I'm selling all the customer data

Total Records: 4,376,038

mail;email_valide;optin_courrier;addresse_valide;montants_credits;solde_points;ca_tic_12_derniers_mois;nb_tickets_12_derniers_mois;ca_ttc_24_derniers_mois;nb_tickets_24_derniers_mois;ca_ttc_36_derniers_m
ois;nb_tickets_36_derniers_mois;date_premier_achat,date_dernier_achat;segmentation_rfm;segmentation_comportementale
Format: CSV

Country: France
ﬂ Columns: prenom;nom;email;civilite;date_naissance;date_creation;adresse;code_postal;ville;numero_mobile;id_mag;nom_magasin;n_carte;nembre_livret_sport;avec_enfant,wallet;opti s;mobile_valide;optin_e

Samnle:

Mar 2024

Contact me on ie\egrawl@dnvuco '

AVATAR

PalachBotPidar Hello, 18 April | dumped all the customer data from the French store -omaumg 4m3 customers)
floppy-auck I'm selling all the customer data.

Monk3oBaTent:

)_mobile;id_mag;nom_magasin;n_carte;membre_livret_: ;avec_enfant;wallet;optin mobile_valide;optin_email;email_valide;optin_courrie
derniers_mois;ca_ttc_24_derniers_mois:nb_tick mois;ca_ttc_36_derniers_mois;nkb_ticke derniers_mois;date_premier_a
ate_dernier_achat;
Format: CSV

Sample:



Specific case of Epsilon regarding diversification

Revolut Pro accounts and money
laundering

> This account has multiple interactions,

including scam reports.

> The account holder attempted to

purchase Revolut Pro accounts

> The link between the purchase

~

&) c

request and previous activities
(stealer or database sales) is currently
unknown.

opyright Gatewatcher 2025

AVATAR

PalachBotPidar
loppy-AucK

Perncrpauns: 19.03.2024

MoHeAenbHik & 2147 @€ 0 #

LieHa: 20003 negotiable
KOHTaKTLI: telegram: @dovuco

Hello, 18 April | dumped all the customer data from the French store NS (containing 4m3 customers)
I'm selling all the customer data.

Total Records: 4,376,038

;::’:Ju::wu 2 Country: France
Columns:
prenom;nom;email;civilite;date_naissance:date_creation;adresse;code_postal;ville;numero_mobile;id_mag;nom_magasin;n_carte;membre_livret_sport;avec_enfant;wallet;optin_sms;mobile_valide;optin_email,email_valide;optin_courrie
raddresse_valide;montants_credits;solde_points;ca_tic_12_derniers_mois;nb_tickets_12_derniers_mois;ca_ttc_24 derniers_mois;nb_tickets_24_derniers_mois;ca_ttc_36_derniers_mois:nb_tickets_36_derniers_mois;date_premier_a
chat;date_dernier_achat;segmentation_rfm;segmentation_comportementale
Format: CSV )
AVATAR

0ppy-AncK

Context: Today, an escrow sale was conducted for the purchase of a Revolut Business account for $700. However, both the seller and the escrow have blocked and removed me from the escrow group. | simply wish to report and
request the banning of the mentioned XSS account above, with supporting screenshots.

KoHTeKCT: cerogHa Gbina npoBejeHa CANKa yCoBHOrO AEnoHMpoBaHWA 4Ns NOKyNky GusHec-akkayHta Revolut 3a 700 gonnapos CLUA. OfHaKo 1 NPoAABEL, 1 YC/I0BHOE AENOHUPOBaHMe 3a6NOKMPOBAM MEHS 1 YAaNWN U3 TPy bl
YCNOBHOMO AENOHMPOBaHKSA. 51 POCTO X04y COOBLMTL M NONPOCKTL 3a6/0KMPOBATL YNOMAHYTYIO BLILUE YYETHYIO 3aniCh XSS, NPUAOKVE NOATBEPKAAIOLINE CKPUHLLIOTBI.

I

v
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Specific case of Epsilon regarding diversification

Connecting the dots

> A chat exchange between a scammer and a post
publisher helped us identify his Telegram pseudonym.

> The pseudonyms chatnoir (@dovuco) and La
Debrouille (@ladebrouille0) are connected by these
posts, though we don't know if they are the same
person.

> We believe an administrator or a member of the Epsilon
group is involved in drug trafficking
in Grenobles, France, and may be advertising
these activities.

~ .
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OME@To@aT.

write terms?

)

ALLO COCO 38
wdiRéouverture aujourdhui

Livraison dans tout Grenoble

LE GRAMME A 60€

( %/ TRES TRES BON PRODUIT PAS COUPE !! )

Contact : @ladebrouille0

*Reopening today
Delivery through all Grenoble
60€/gram

Very good uncut product
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Why watching and
understanding them

‘ matters
\
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The underestimated power of these groups

> Risk to companies:
While these groups see their activities as a "game"
they create substantial risks for companies.

> Vulnerability through employees:
The main threat comes from employees who reuse personal
and professional passwords

> "Combolists" are a threat:
These groups compile "combolists" (lists of usernames and passwords) from various breaches, which are
then sold to more sophisticated attackers.

> Gateway to more serious attacks
> |Importance of monitoring:

Keep an eye onthese seemingly minor actors as part of an effective
cybersecurity strategy.

~ .
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The underestimated power of these groups

Observed actors

& saleof stealers

~ .
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<_-2 Data collection
and resale (1AB)

iﬁ: Stealer infection

Cyber criminels

Theft of user
data

@.‘l’o Espionnages

\ @ Ransomwares

@ Destruction
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Key takeaways and conclusion

We mapped out the French Stealer ecosystem, revealing the structure and connections
between the different French-speaking groups..

> Technical insights on stealers:
Learn how these stealers operate

> Profiling threat actors:
By analyzing cybercriminal interactions and OpSec errors, we can identify and

disrupt these groups and better understand who they really are.

> Epsilon group case study:
See how one group’s activities extend into illicit fields like drug trafficking,

underscoring the broader impact of these operations

This group still needs to be monitored sometime and authorities must explain by
sensibilization that these activities are illegal with big risks and are not a game!

=~ .
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Sources

Stealing with flair: French young actors unveiled

Nova Stealer, The Malware Made in France

MaaS appeal: an infostealer rises from the ashes

=~ .
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28


https://info.gatewatcher.com/hubfs/GATEWATCHER%20REPORT%20-%20Infostealer_EN_01-2025.pdf
https://www.gatewatcher.com/en/lab/nova-stealer-the-malware-made-in-france/
https://www.elastic.co/fr/security-labs/maas-appeal-an-infostealer-rises-from-the-ashes

£3) GATEWATCHER
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