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French stealer ecosystem: The resurgence skid gangs in cybercrime landscape_

Genesis of this talk

2024 French cyberattacks: 
A wave of attacks saw credentials stolen from streamers to compromise 
major French companies.

Undocumented threat actors: 
Our investigation uncovered new, smaller groups behind these attacks, 
about whom little information was publicly available.

Ignoring the smaller threat: 
This focus overlooks the threat posed by smaller, more discreet groups, 
which target individual users and accumulate fewer victims.
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Anatomy of 
Stealer_
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The example of Nova_

> A representative French threat: 
The sordeal/Nova Group is an ideal case study.

> Tracking their evolution: 
We've followed the group from their early, 
less-sophisticated days. 
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The evolution_ 

Nova stealer's evolution (2023-2025)

> Enhanced obfuscation:
JS obfuscation still reversible 

> Targeting high-value data:
cryptocurrency wallets, bank accounts, 
and password managers

> Frequent rebranding:
The group regularly rebrands its malware 

> Develop interfaces: 
Better ergonomy and Ux
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How it works (still pretty simple)_

> Selling Website

> Telegram/Discord Bots: 
Used to set up the stealer 
and receive stolen data.

> Third-Party storage Services

> Data Collection Website: 
A dedicated platform for 
stolen information.

Key Infrastructure Elements
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How it works (still pretty simple)_
Dashboard 
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Spreading the malware_

Targeting and distribution

> Focus on personal users: 
Nova's distribution methods, such as fake video streaming sites and video game 
cheats, demonstrate a clear focus on individual, not corporate, targets.

> Corroborating evidence: 
The nature of the stolen data, a large volume of personal accounts and credentials, 
supports this conclusion, further distinguishing Nova from groups that target 
corporate networks.
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Similarities with opensource tools_

A broader ecosystem

> Widespread Techniques

> Common Infrastructure

> Shared Targets

For example, a stealer called "Bytestealer" 
is one of many. 

Because much of the source code for these types of stealers 
is often leaked or sold, it's possible to find thousands of 
them, each with slight or big variations.
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Anatomy of groups
and their lack of 
awareness_
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The ecosystem of French speaking cybercrime actors (2nd half of 2024)_
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Group management_

Organizational structure

The cybercrime ecosystem has adopted a 
corporate-like 
structure with defined roles:

> Dev/Owners

> Community Managers

> Support

This centralized structure on platforms like 
Telegram 
and Discord allows these groups to scale 
their 
operations efficiently.
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Who are they_

> Methodology of research: 
We compiled information from their self-doxxed data, shared 
language, habits, and recruitment methods to establish these 
profiles.

> Background: 
Between 15 and 25 years old, still in school or university.

> Motivation: 
Primarily for "fun" and a small amount of profit, with little to 
no understanding of the real harm their actions cause.

> Identity: 
Drawn in by the "hacker myth," they see themselves as 
masters of their craft. 
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Few examples of how we managed to understand who 
are the admin_

Operational insights: Exploiting human weakness

> Lack of SecOps: 
A significant vulnerability is the poor security culture 
among group administrators.

> Careless personal sharing: 
Members often post personal photos and details from 
their holidays.

> The power of pseudonyms: 
Reused pseudonyms are a major weakness. 
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Diversification of cybercrime activities_ 

Additional administrator activities

> Revenge porn groups: 
Some administrators of these groups are also 
involved in revenge porn or Onlyfan leak groups.
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Diversification of cybercrime activities_

Additional administrator activities

> C2 for DDOS activities:
They advertise these services on their Telegram channels and actively 
participate in the attacks.
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Diversification of cybercrime activities_ 

Additional administrator activities

> Hacking companies and reselling data: 
We found a specific case involving the Epsilon group, 
which was responsible for hacking media and other companies in France.

> This group was known for selling stolen data on the cyber black market, 
and their 2024 breach resulted in the exposure of millions of customer records.
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Specific case of Epsilon regarding diversification_

Epsilon: A case study

> Epsilon was a French stealer group that 
compromised and sold data from several 
companies.

> They sold their stolen data on multiple forum.

> The uniqueness of their messages across different 
forums is a key indicator.

> This consistency allows us to confidently attribute 
the messages to the same group.
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Specific case of Epsilon regarding diversification_

Revolut Pro accounts and money 
laundering

> This account has multiple interactions, 
including scam reports.

> The account holder attempted to 
purchase Revolut Pro accounts

> The link between the purchase 
request and previous activities 
(stealer or database sales) is currently 
unknown.
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Specific case of Epsilon regarding diversification_

Connecting the dots 

> A chat exchange between a scammer and a post 
publisher helped us identify his Telegram pseudonym.

> The pseudonyms chatnoir (@dovuco) and La 
Debrouille (@ladebrouille0) are connected by these 
posts, though we don't know if they are the same 
person.

> We believe an administrator or a member of the Epsilon 
group is involved in drug trafficking 
in Grenobles, France, and may be advertising 
these activities.

*Reopening today
Delivery through all Grenoble
60€/gram
Very good uncut product
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Why watching and 
understanding them 
matters_



Copyright Gatewatcher 2025 25

The underestimated power of these groups_

> Risk to companies: 
While these groups see their activities as a "game" 
they create substantial risks for companies.

> Vulnerability through employees: 
The main threat comes from employees who reuse personal 
and professional passwords

> "Combolists" are a threat: 
These groups compile "combolists" (lists of usernames and passwords) from various breaches, which are 
then sold to more sophisticated attackers.

> Gateway to more serious attacks

> Importance of monitoring: 
Keep an eye onthese seemingly minor actors as part of an effective 
cybersecurity strategy.
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The underestimated power of these groups_ 
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Key takeaways and conclusion_

We mapped out the French Stealer ecosystem, revealing the structure and connections 
between the different French-speaking groups..

＞ Technical insights on stealers: 
Learn how these stealers operate 

＞ Profiling threat actors: 
By analyzing cybercriminal interactions and OpSec errors, we can identify and
disrupt these groups and better understand who they really are.

＞ Epsilon group case study: 
See how one group’s activities extend into illicit fields like drug trafficking, 
underscoring the broader impact of these operations

This group still needs to be monitored sometime and authorities must explain by 
sensibilization that these activities are illegal with big risks and are not a game!
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Sources_

Stealing with flair: French young actors unveiled

Nova Stealer, The Malware Made in France 

MaaS appeal: an infostealer rises from the ashes

https://info.gatewatcher.com/hubfs/GATEWATCHER%20REPORT%20-%20Infostealer_EN_01-2025.pdf
https://www.gatewatcher.com/en/lab/nova-stealer-the-malware-made-in-france/
https://www.elastic.co/fr/security-labs/maas-appeal-an-infostealer-rises-from-the-ashes
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Thank you
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