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Agenda

• Motivation: why rooting a router and where to begin?

• Introducing today’s target: TP-Link ER605 v2

• Reopening closed (back)doors and reversing LuCI scripts

• Demo time!



Why rooting a router?
• Most consumer and business-grade network devices do now allow 

root access these days

• Facilitate VR
• Dynamic reverse engineering
• Decrypting other firmware versions
• Exploit development

• Fun and profit
• Better value for your money, get more features
• Bounty programs
• Doing crimes

• Yet, network devices run some kind of Linux (mostly)



OpenWRT and its derivatives
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• Loosely speaking, there are as many router 
OSes, as there are vendors…

• …however, there are way more similarities 
among them than one may think



OpenWRT and its derivatives (continued)

• Simon Wunderlich “OpenWRT vs FCC – forced firmware lockdown?”, Wireless Battle of the Mesh, 2015 

• Many used to support OpenWrt as an alternative, but not 
anymore. E.g., WiFi 6 routers are not supported (Broadcomm SoC)
•  https://openwrt.org/meta/infobox/broadcom_wifi

https://openwrt.org/meta/infobox/broadcom_wifi


The firmware lockdown may have backfired

• OpenWRT did not go away, instead we have dozens of forks with 
various degrees of ”freshness”

• The proprietary derivatives of OpenWRT are unlikely to provide root 
access 

• Rather than disabling “unwanted” functionality to common users, 
it hides unforgivable* bugs and ”interesting engineering 
decisions” 

*https://www.ncsc.gov.uk/report/a-method-to-assess-forgivable-vs-unforgivable-vulnerabilities
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Where to begin?
• There are three ways to achieve this (from easy to hard):

• Read the documentation, user guides, and forums
• Study the recurring/historical vulnerabilities, maybe they 

didn’t fix something in the model you are looking at?
• Find a new vulnerability and pop up a reverse shell

• Things to look at:
• Backdoors, e.g., “technical support features”
• Web-based UI – we have never seen one without bugs
• Any functionality that translates settings from a WebUI into 

the system



Read the docs: Sierra Wireless

*https://source.sierrawireless.com/airlinkos/XR90-
5.1/reference/system/howto/diagnosticshell/
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Historical vulnerabilities: proprietary OpenWRT

Not derived 
from OpenWRT



Recurring vulnerabilities: DrayTek

10 Stack 
buffer 

overflows

8 OS 
command 
injections



Today’s target: TP-Link ER605 v2

• Based on the MediaTek MT7621 SoC with 5 10/100/1000 Mbps 
Ethernet ports

• Used to “support” OpenWRT 

• https://openwrt.org/toh/tp-link/er605_v2
• https://github.com/chill1Penguin/er605v2_openwrt_install/

https://openwrt.org/toh/tp-link/er605_v2
https://openwrt.org/toh/tp-link/er605_v2
https://openwrt.org/toh/tp-link/er605_v2
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TP-Link: no more OpenWRT



TP-Link: CVE-2024-21827



TP-Link: CVE-2025-7851

Getting root this way requires having 
root or obtaining that private key.



But then it gets more interesting…

Same private key is now used to sign firmware 
(remember that “can’t downgrade fw” post?)



Finding another way

• We could try to downgrade the firmware, but our goal was to 
study the latest version

• We needed some kind of OS command execution
• At the very least, we could create that “image_type_debug” file, and 

proceed with the good old “backdoor”

• We had to take a step back and find a “quick and easy” target



LuCI: the short(est) intro

• After some back and forth, we decided to look at LuCI
• https://github.com/openwrt/luci/wiki/

• Clean, extensible, and easily maintainable web user interface for 
embedded devices ©

• Built around the Unified Configuration Interface (UCI) principles that 
serves as a system for centralizing the configuration of OpenWRT 
services

• Uses the Lua programming language and splits up the interface into 
logical parts, e.g., models and views

https://github.com/openwrt/luci/wiki/
https://github.com/openwrt/luci/wiki/


LuCI and TP-Link: past research

https://www.talosintelligence.com/vulnerability_reports

https://www.zerodayinitiative.com/blog/2023/4/21/tp-link-wan-side-vulnerability-cve-
2023-1389-added-to-the-mirai-botnet-arsenal
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Reversing TP-Link’s LuCI scripts
• The LuCI files are compiled into Lua Bytecode, and are executed by 

the Lua Virtual Machine (LVM)
• Typically, it’s trivial to convert Lua Bytecode in human-readable 

scripts, but we couldn’t

Did they 
modify 
LVM?

https://luadec.metaworm.site

https://luadec.metaworm.site/


Lua Bytecode: the header block*

*Kein-Hong Man, esq. “A No-Frills Introduction to Lua 5.1 VM Instructions”

Header signature (“\x1bLua” or 0x1b4c7561)

Lua version (high hex digit – major; low hex digit – minor)
Format version (0 == official version)

Endianness (0 == big; 1 == little)
Size of int (4 bytes by default)
Size of size_t (4 bytes by default)
Size of an instruction (4 bytes by default)
Size of lua_Number (8 bytes by default)
Integral flag (0 == floating point; 1 == integral number type)



Lua Bytecode: constant lists

08 00 04 01



Lua Bytecode: constant lists

08 00

“module\x00”

04 01



Lua Bytecode: constant lists

08 00 04 01

16.0 
(0x4030000000000000)

16 (0x10)



TP-Link’s Lua Bytecode
08 04



TP-Link’s Lua Bytecode (fixed)
08 04 04 01



TP-Link’s LuCI: they’ve missed one thing
• Wireguard VPN private key setting



TP-Link’s LuCI: CVE-2025-7850
Newline characters are not 

sanitized
• Wireguard VPN private key setting



Demo time!



Takeaways

• There is always a way to root a “locked down” router, especially if 
its operating system is not built from the ground up*

• Often, one does need to know how to emulate firmware images or 
have any hardware hacking skills to root a network device

• Stand on the shoulders of giants – study documentation, forums 
and prior work

• “Locking down” forks of open-source firmware can only introduce 
more security issues

* That’s (almost) never the case!
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