
Hacking for hoodies: 
MISP edition

• https://jeroenpinoy.website
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response, CTI
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A very short intro to MISP
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Adversary 
details

• Only interested in Häagen-Dazs, 
Magnum ice cream is not good enough

• Can jump 2m high

• Potential defense strategy: Keep 
Häagen-Dazs ice cream on shelves 
higher than 2mPicture by Alexandre Dulaunoy, cropped version of picture found on flickr.

https://www.flickr.com/photos/adulau/52929780293/in/photolist-2oDdXCR-2q52hvF-2jhrAQ3-2oVrUnk-2qyt31F-2qw3mKX-2oiMBWi-2oVrLG7-2nyvBDU-2514M8X-TGk8F8-2mheJTH-2pn6DGn-2jvy4vJ-6ETAY3


Sharing / 
collaboration

• Other victim reports cat can reach 
2.20m. This led to significant loss of ice 
cream (and pizza toppings), despite 
implementing proposed strategy

Picture by Alexandre Dulaunoy, cropped version of picture found on flickr.Photo by Klara Kulikova, as found on unsplash.

https://www.flickr.com/photos/adulau/52929780293/in/photolist-2oDdXCR-2q52hvF-2jhrAQ3-2oVrUnk-2qyt31F-2qw3mKX-2oiMBWi-2oVrLG7-2nyvBDU-2514M8X-TGk8F8-2mheJTH-2pn6DGn-2jvy4vJ-6ETAY3
https://unsplash.com/photos/person-holding-pizza-with-cheese-and-green-leaves-QATxlTPJImo?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Example use case

Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & 

Control

Actions on 

objective



How things got 
started

Photo by NASA, as found on unsplash.

https://unsplash.com/photos/space-shuttle-columbia-launches-from-the-kennedy-space-center-084iI8XTfN0?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Getting familiar with 
Cerebrate

https://github.com/cerebrate-project/cerebrate 

1.Can it help us?

2.How is it built?

https://github.com/cerebrate-project/cerebrate
https://github.com/cerebrate-project/cerebrate
https://github.com/cerebrate-project/cerebrate


Model-View-Controller 
(MVC) CakePHP 
application

As found at https://developer.mozilla.org/en-US/docs/Glossary/MVC , CC-BY SA 3.0 

https://developer.mozilla.org/en-US/docs/Glossary/MVC
https://developer.mozilla.org/en-US/docs/Glossary/MVC
https://developer.mozilla.org/en-US/docs/Glossary/MVC
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/


Cerebrate security findings (broken 
access control)

• Vulnerability allowing group admins to add any local organisation to their 
org group (no CVE assigned)

• Vulnerability allowing group admins to inject users into organisations not 
managed by them (no CVE assigned)

• Vulnerability allowing privilege escalation from org admin to site admin in 
some scenarios (no CVE assigned)

• Vulnerability allowing privilege escalation from org admin to community 
admin in same organization (no CVE assigned)

• Vulnerability allowing users to view user settings of any other user (gcve-1-
2025-0003)



Hoodie?

• “Personal opinion” -> get to the point to “deserve to wear 
a hoodie”

• For this and future projects

• Trigger for memory and sort of trophy

• Can also be for development or other contributions

•echo

•print

•printf

•<?= ?>short echo tags



Approach

Photo by Alexandre Dulaunoy, as found on flickr.

https://www.flickr.com/photos/adulau/53979708518/


Using my 
(beautiful) eyes

Manual code reviewing and exploratory 
testing

+ Some LLM usage because why not



Tools

• IDE, with step debugger, “find all usages”…

• PHPStorm (with Xdebug), PyCharm, …

• LLMs (Kagi Search/Assistant) 

• GitHub

• Burp Suite Community Edition

•echo

•print

•printf

•<?= ?>short echo tags



Specific focus 
areas

• Prioritize critical components

• Look for specific vulnerability types

• Pivot on recently disclosed vulns

• Look at config options for inspiration

Picture by Alexandre Dulaunoy, cropped version of picture found on flickr.

https://www.flickr.com/photos/adulau/52929780293/in/photolist-2oDdXCR-2q52hvF-2jhrAQ3-2oVrUnk-2qyt31F-2qw3mKX-2oiMBWi-2oVrLG7-2nyvBDU-2514M8X-TGk8F8-2mheJTH-2pn6DGn-2jvy4vJ-6ETAY3


1. Looking at 
critical 
components

Photo by Alexandre Dulaunoy, as found on flickr.

https://www.flickr.com/photos/adulau/53979708518/


Critical 
components: 
Users & 
Authkeys

Photo by Alexandre Dulaunoy, as found on flickr.

https://www.flickr.com/photos/adulau/15438261867/in/photolist-2oDdXCR-2nhGLDo-MzWrXF-pwe8oK-R9hUp-2uej6e-dzNRju-5GLpGY-6u78tZ-eWYKgU


MISP user & role types

•Site admin

•Sync users

• Organisation admin

• Plebs (publisher, user, read-only user)…









Check for 
organisation ID is 
missing!



Impact

• Can see data of other organisations

• Can potentially become “sync user” -> privilege escalation

• Can potentially become part of the host organization -> 
privilege escalation

•echo

•print

•printf

•<?= ?>short echo tags



Critical 
components: 
Logs

Photo by Alexandre Dulaunoy, as found on flickr.

https://www.flickr.com/photos/adulau/15438261867/in/photolist-2oDdXCR-2nhGLDo-MzWrXF-pwe8oK-R9hUp-2uej6e-dzNRju-5GLpGY-6u78tZ-eWYKgU






Impact

• Potential lateral movement

• Potential privilege escalation

• Extra powerful attack chain combined with the previous 
vulnerability

•echo

•print

•printf

•<?= ?>short echo tags



2. Looking for 
specific 
vulnerability 
types

Photo by Alexandre Dulaunoy, as found on flickr.

https://www.flickr.com/photos/adulau/53979708518/


Specific 
vulnerability 
types

Picture by Alexandre Dulaunoy, as found on flickr.

https://www.flickr.com/photos/adulau/53979708518/
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Code patterns - XSS

• echo

• print, printf, sprintf

• <?=

•echo

•print

•printf

•<?= ?>short echo tags



Reflected 
XSS



Code patterns – Remote Code Execution

• include, include_once, require, require_once

• exec, shell_exec, system

•echo

•print

•printf

•<?= ?>short echo tags



Code patterns – SQL injection

• query

• SELECT

•echo

•print

•printf

•<?= ?>short echo tags



Code patterns – SSRF

• file_get_contents, curl_exec

• fopen, fsockopen

•echo

•print

•printf

•<?= ?>short echo tags



Broken Access Control:
The MISP ACLComponent

• Lists access control rules per endpoint

• Convenient list of all API endpoints / attack 
surface

• https://github.com/MISP/MISP/blob/2.5/app/Controller/Component/ACLComponent.
php 

https://github.com/MISP/MISP/blob/2.5/app/Controller/Component/ACLComponent.php
https://github.com/MISP/MISP/blob/2.5/app/Controller/Component/ACLComponent.php
https://github.com/MISP/MISP/blob/2.5/app/Controller/Component/ACLComponent.php


Check for 
modification 
permission is 
missing!



Impact

• Injection of data into other orgs events, even with a read 
only user!

• Event reports and some attribute type data

• For example on a threat intel provider instance!

• Injection of XSS payload

•echo

•print

•printf

•<?= ?>short echo tags



3. Use 
previously 
disclosed vulns 
as inspiration

Photo by Alexandre Dulaunoy, as found on flickr.

https://www.flickr.com/photos/adulau/53979708518/


Another auditlog 
endpoint also 
missing ACL





Impact

• Data leaked (events, users, …)

• Potential lateral movement

•echo

•print

•printf

•<?= ?>short echo tags







Placeholder – gif if exploited vulnerability

• On view of event report – XSS is triggered which

• Turns off csp_enforce setting (if triggered by site 
admin) and reloads the view with a specific query 
param

• On reload, creates an authkey and sends its to attacker 
controlled endpoint

•echo

•print

•printf

•<?= ?>short echo tags



4. Reviewing 
config options

Photo by Alexandre Dulaunoy, as found on flickr.

https://www.flickr.com/photos/adulau/53979708518/




5. Just review 
all the code 
(commits) and 
changelogs

Photo by Alexandre Dulaunoy, as found on flickr.

https://www.flickr.com/photos/adulau/53979708518/




Impact

• None in a way, since the functionality was broken at the 
time of discovery ☺

• For the “fixed” functionality

• SSRF

• Local file disclosure (patched?)

• Recommendation: only use it on internal systems with very 
limited access

•echo

•print

•printf

•<?= ?>short echo tags



Consolidated 
findings

Photo by Markus Winkler, as found on unsplash.

https://unsplash.com/photos/magnifying-glass-on-white-table-afW1hht0NSs?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Findings – currently 34 MISP “security” 
commits related to things I reported

Severity Amount

Critical ? 2 minimum

High ?

Medium ?

Low ?



Findings – other CIRCL tool “security” 
commits related to things I reported

Tool Commits

Cerebrate 5

Vulnerability-lookup 7

Rulezet 2

Flowintel 1

Lookyloo 1

Lacus 0



Recommendations for  
MISP users - 1

• Update frequently

• Limit site admin usage

• Monitor site admin activity

• Site admin user creation

• Auth key creation

• Limit site admin specific pages to allowlisted IP 
ranges



Recommendations for  
MISP users - 2

• Update frequently

• Review authkey creations (in scope of the 
vulnerability I mentioned)

• Install MISP-modules on separate server or in 
container

• If you can, provide your feedback to the MISP 
project team. If you notice some bug or potential 
improvement, don’t be afraid to reach out



Recommendati
ons for MISP 
project team

• If you are interested, join the club!

• Continue fostering community 
engagement

• Look into optimizing automated testing 
flows

Picture by Alexandre Dulaunoy, cropped version of picture found on flickr.

https://www.flickr.com/photos/adulau/23917726291/in/photolist-29rLgZG-2pMRA9r-2ocNRQG-2n8uDs5-2pZ2AmN-2nhMETQ-2q2DBGq-LjLvZ7-CrwAKe-dLb6cH-QEiBPK


Personal 
reflections



Time waste?

Photo by Nik on Unsplash

https://unsplash.com/@helloimnik?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/brown-eggs-in-a-box-LUYD2b7MNrg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Photo by Nik on UnsplashPhoto by Alexandre Dulaunoy, cropped version of photo found on flickr.

https://unsplash.com/@helloimnik?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/brown-eggs-in-a-box-LUYD2b7MNrg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://www.flickr.com/photos/adulau/14776905411/in/photolist-2oDaLAA-qCpZ7B-2pYaB2M-2j98ri7-eewWz-7sSHZN-2pv4RzJ-BUuR8a-ovMvae-ftiosS-aLCaDk-LjLvZ7-ahbpVL-65Z3Gd-8RxJXJ


Personal reflections

• A word on LLM usage
• Beneficial in some areas

• Makes you go down rabbit holes

• Got better -> some recent usable findings

• Even reviewing commits can help / be fun

• What’s next???
• Similar work -> continue on this path

• Sync review

• Work on documentation, automated testing



Thank you.
Is there anyone who CAN 
have a question?

@wachizungu@infosec.exchange

@wachizungu

https://jeroenpinoy.website
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