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Outline

❑ My other ClassLoader is your 
ClassLoader: Recap

❑ Reviving Parcelable Objects in 
action

❑ New insights and additional facts

❑ Takeaways / Q&A

❑ Basic concepts

❑ Revisit previous 
exploitation techniques



ClassLoaders in a nutshell

❑ Definitions

❑ Types

❑ Bootstrap

❑ Extension

❑ Application

❑ Android
❑ Dalvik VM

❑ ARTBootClassLoader

PathClassLoader

DexClassLoader



Parcelables & Serializables



Known Issues

Serializables

CVE-2014-7911 (Jan Horn)

CVE-2015-3825 (Peles & Hay)

CVE-2021-0928 (M. Bednarski)
OpenSSLX509Certificate

CVE-2017-0806 (M. Bednarski)

? Parcelables



Vulnerability Pattern



Exploitation Techniques

Reconstruct the class



Exploitation Techniques

Reconstruct the class



Exploitation Techniques

Import the apk as lib

✓Get the dex files

✓Use dex 2 jar



Exploitation Techniques

Import the apk as lib

o Size

o Dup. Classes / 
Errors



Exploitation Techniques

Dynamic Code Loading

o “Borrow” the ClassLoader of the target 
app

o Use reflection …

o Send the object to the target



Exploitation Techniques

createPackageContext

Flags: CONTEXT_INCLUDE_CODE | 
CONTEXT_IGNORE_SECURITY 

Dynamic Code Loading



Exploitation Techniques

Dynamic Code Loading



Exploitation Techniques

Technique Class Size Cons

Class Reconstruction Small Unsuitable even for medium 
sized classes

Import as a library Any Size, Duplicate Classes, Errors

Dynamic Code Loading Medium Package visibility limitations ?



Summary

❑ Android uses parcelables besides serializables for inner and inter 
process communication 

❑ In several cases, Android applications attempt to retrieve these 
objects in their exported components from intents sent by other 
apps. 

❑ We saw various techniques we use to efficiently create these 
objects and send them to the target. 



Hey Dimitrios ! Gongrats on 
your BH presentation

Hey, thanks! Glad you liked it 
!!

Well… it was nice but hmm…

What do you mean ?

Parcelize that…

Parcel… what ?
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❑ Intercept a parcelable 
object

❑ Store it

❑ Revive and modify

❑ Send it to the target



ActivityA

ActivityB
Interceptor

Target Attacker



Intercepting the parcel

com.foo.bar /.Interceptor



Intercepting 

the parcel

@com.foo.bar/.Interceptor 



Store



Reuse



Demo





ActivityA (exported)



ActivityB (not exported)



Takeaways

❑ Multiple exploitation techniques

❑ Misuse is widespread

❑ The perceived safety of needing another app is 
misleading !

https://thehackernews.com/2025/01/google-bans-158000-malicious-android.html



Q&A

https://i.blackhat.com/EU-24/Presentations/EU-24-Valsamaras-
My-other-classloader.pdf

https://github.com/Ch0pin/medusa
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