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DRM 101 - Widevine (Simplified)

Device Provisioning
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DRM 101 - Widevine (Simplified)

Netflix and Chill
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DRM 101 - Widevine

L1 L2 L3

Decryption TrustZone TrustZone Software

Processing TrustZone Software Software
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DRM 101 - Widevine Level 3

Interface: EME
L3: libwidevinecdm.so

Interface: OEM Crypto
L3: libwvhidl.so*

* Depends on Android version
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Prior Work - Break L3 using DFA

Seems like I’m late to 
the party..
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Prior Work - Break L3 using Reverse Engineering

“someone” reverse-engineered a 
newer version of L3 
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🍿

Prior Work - Break L3 using Reverse Engineering

“someone” reverse-engineered a 
newer version of L3 
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Prior Work - Pirating Tutorial

Good starting 
point!

Describes a 
working setup to 
dump the key
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Prior Work - Scientific Research

Really nice for a 
more detailed 
explanation of 
the protocol
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The Widevine Playground

A
Key extraction 

using Differential 
Fault Analysis
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Dumping the Keybox from Memory
Using Frida

1. Install Android emulator
2. Run Frida script which hooks munmap
3. Scan memory for keybox
4. Profit?
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Dumping the Keybox from Memory
Using Frida

1. Install Android emulator
2. Run Frida script which hooks munmap
3. Scan memory for keybox
4. Profit?

There must be a more 
lightweight approach
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Dumping the Keybox from Memory
Using Qiling

Qiling is a binary emulation framework
The OS layer is replaced with python code

Supports many operating systems:
Linux, Windows, Android, … 
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Dumping the Keybox from Memory
Using Qiling

LIEF can trick the linker into thinking it’s an executable
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Dumping the Keybox from Memory
Using Qiling

Set up the emulator context for Android



44

Dumping the Keybox from Memory
Using Qiling

Stub missing syscalls
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Dumping the Keybox from Memory
Using Qiling

Replace complex Android functions with our own 
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Dumping the Keybox from Memory
Using Qiling

Let the loader do its magic and execute our target function
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Dumping the Keybox from Memory
Using Qiling

Let the loader do its magic and execute our target function

This is L3
log 
output!
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Dumping the Keybox from Memory
Keybox Structure

Size (Bytes)

Device ID 0x20

Device Key 0x10

Data (version specific) 0x48

Magic (“kbox”) 0x4

Checksum 0x4

Total: 0x80
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Dumping the Keybox from Memory
Using Qiling

And now it’s just simple memory scan ;)
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Dumping the Keybox from Memory
Recap

1. Convert the libwvhidl.so library to an executable
2. Use Qiling to load the executable
3. Hook munmap
4. Run the Widevine L3 initialization function
5. The memory is not cleared before munmap
6. Leak the keybox by scanning for the “kbox” magic bytes
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A
Key extraction 

using Differential 
Fault Analysis

B
Reverse 

engineering the 
obfuscation

C
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keybox from 

memory

The Widevine Playground
That was easier 
than expected
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Strong obfuscation?
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What to attack?

Each vendor gets a 
unique version of 
the L3 code

The keybox is 
generated on first 
use

The keybox is 
stored encrypted 
as ay64.dat using 
a unique key
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What to attack?

Each vendor gets a 
unique version of 
the L3 code

The keybox is 
generated on first 
use

The keybox is 
stored encrypted 
as ay64.dat using 
a unique key

We want 
this key!
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AES DFA in 5 simple Steps

1. Identify the AES operations
2. Inject a fault at a precise location that corrupts the internal 

state
3. Generate many faulted outputs for the same input
4. Throw the result into phoenixAES
5. Profit?
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AES DFA in 5 simple Steps

TraceGraph can be used to display memory reads and writes on 
an execution trace.
The trace is loaded from an SQLite database.

We can use Qiling to create such traces! 
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Finding the Fault Position - TraceGraph
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Finding the Fault Position - AES
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Finding the Fault Position - AES

4x lookup tables
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Finding the Fault Position - AES

4x lookup tables

1x small lookup table
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Finding the Fault Position - AES

4x lookup tables

1x small lookup table

Code processing 
the tables
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Finding the Fault Position - AES

Some large loop
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Finding the Fault Position - AES

KeyExpansion

AddRoundKey

for i in range rounds-1:

    Substitution

    ShiftRows

    MixColumns

    AddRoundKey

Substitution

ShiftRows

AddRoundKey
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Finding the Fault Position - AES

KeyExpansion

AddRoundKey

for i in range rounds-1:

    Substitution

    ShiftRows

    MixColumns

    AddRoundKey

Substitution

ShiftRows

AddRoundKey

This inner loop should be easy to 
spot, same addresses executed 
over and over again



71Two blocks repeated, 5+4=9 times

Finding the Fault Position - AES
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Finding the Fault Position - AES

KeyExpansion

AddRoundKey

for i in range rounds-1:

    Substitution

    ShiftRows

    MixColumns

    AddRoundKey

Substitution

ShiftRows

AddRoundKey

9 repetitions
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Finding the Fault Position - AES

KeyExpansion

AddRoundKey

for i in range rounds-1:

    Substitution

    ShiftRows

    MixColumns

    AddRoundKey

Substitution

ShiftRows
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10 rounds
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Finding the Fault Position - AES

KeyExpansion

AddRoundKey

for i in range rounds-1:

    Substitution

    ShiftRows

    MixColumns

    AddRoundKey

Substitution

ShiftRows

AddRoundKey

9 repetitions

10 rounds

AES-128
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Finding the Fault Position - AES

KeyExpansion

AddRoundKey

for i in range rounds-1:

    Substitution

    ShiftRows

    MixColumns

    AddRoundKey

Substitution

ShiftRows

AddRoundKey



76AES setup and first round

Finding the Fault Position - AES
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Finding the Fault Position - AES

KeyExpansion

AddRoundKey

for i in range rounds-1:

    Substitution

    ShiftRows

    MixColumns

    AddRoundKey

Substitution

ShiftRows

AddRoundKey
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Finding the Fault Position - AES
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AES DFA in 5 Simple Steps

1. Identify the AES operations

2. Inject a fault at a precise location that corrupts the internal state

3. Generate many faulted outputs for the same input

4. Throw the result into phoenixAES

5. Profit?

✓
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AES DFA in 5 Simple Steps

1. Identify the AES operations

2. Inject a fault at a precise location that corrupts the internal state

3. Generate many faulted outputs for the same input

4. Throw the result into phoenixAES

5. Profit?
Needs to be 
between the 
last two 
MixColumn 
operations

✓
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Finding the Fault Position - AES

Estimated fault position
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To introduce the fault, we just skip 
an instruction.

The position is correct, when after 
introducing the fault exactly 4 
bytes change in the output for the 
same input.

FAULT TARGET: 0x75e
EXP: 63616161616161616161616161617961
GOT: 86DF0153F2AE873342C62AF241EBDF5C
FAULT TARGET: 0x75f
EXP: 63616161616161616161616161617961
GOT: 96FAE82DC0166648E5CB4BB081E7A3A3
FAULT TARGET: 0x760
FAULT TARGET: 0x761
EXP: 63616161616161616161616161617961
GOT: 3B61616161B461616161F1616161796C
Total count: 1
FAULT TARGET: 0x762
FAULT TARGET: 0x763
FAULT TARGET: 0x764
FAULT TARGET: 0x765
EXP: 63616161616161616161616161617961
GOT: F261616161436161616114616161793E
Total count: 2
FAULT TARGET: 0x766

If all bytes change, the 
fault is introduced too 
early!

AES DFA
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AES DFA
original output

faulted outputs

tracefile
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AES DFA
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Decrypt the Keybox from Storage
Recap

1. Create an execution trace
2. Find the AES code using TraceGraph
3. Inject faults between the last two MixColumns operations
4. Write the faulty outputs to a file
5. Use phoenixAES to recover the encryption key
6. Decrypt ay64.dat to get the keybox
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A
Key extraction 

using Differential 
Fault Analysis

B
Reverse 

engineering the 
obfuscation

C
Dumping the 
keybox from 

memory

The Widevine Playground
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Reverse Engineering

The Initialization function _lcc01 creates a VM and sets up a 
vendor specific key.

The VM has handlers for platform dependent operations 
(filesystem accesses, device name, …).

The VM code is encrypted.
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Reverse Engineering
VM Code Decryption

Each function has its own encryption key and a checksum for 
the decrypted code.

We can just hook the code that verifies the checksum to dump 
the decrypted functions at runtime to a file.

The code flow is indirect, but we recover it from a trace.
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Reverse Engineering
Code reconstruction

The code is not too hard to reconstruct at this point. 

• Take shortcuts by using FindCrypt
• Reconstruct the keybox generation and encryption

• Keybox encryption key is just SHA1 hash of the device 
unique id

You can find a more 
detailed analysis on 
our blog!
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Reverse Engineering
Code reconstruction

The code is not too hard to reconstruct at this point. 

• Take shortcuts by using FindCrypt
• Reconstruct the keybox generation and encryption

• Keybox encryption key is just SHA1 hash of the device 
unique id

You can find a more 
detailed analysis on 
our blog!

This actually has not 
changed in newer 
versions
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Generate the Keybox from Scratch
Recap

1. Reverse engineer the Keybox generation
2. Create a custom implementation
3. Request a new device certificate from the Widevine servers
4. Request a license for the media you want to play
5. Obtain the media decryption key using your RSA key
6. Decrypt the media
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A
Key extraction 

using Differential 
Fault Analysis

B
Reverse 

engineering the 
obfuscation

C
Dumping the 
keybox from 

memory

The Widevine Playground

Tracer and
fault injection

Memory 
scan on 

munmap

Dump after 
checksum 
verification

Qiling emulator



Contact: @_localo_
Email: felipe@neodyme.io
Blog: blog.neodyme.io
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Now it’s your turn!

Want to try it 
yourself? The 
entire code is 
available on 
GitHub!

You can find 
the blogpost 
over here!


