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Problem statement



Why perform mobile device analysis?



• Relies on available artefacts 

• Comes with a tool: Mobile 

Verification Toolkit (MVT)

• MVT for iOS:

• Filesystem Dump: might 

have an impact on artefacts

• iTunes Backup

Let’s zoom into the Amnesty report



The genesis
Let’s do something 

but we don’t know what…

To find something

But we don’t know what…



• We assumed mobile could be a target 

(it’s a computer after all)

• We heard (thanks Sarah) around a beer 

that there is something called

“sysdiagnose”

• A bit of Googling showed just a few 

scripts for a very limited coverage

• So…

The story



• Initially we started before ;)

• MVT has a strong emphasis on 

using device backup (contains

private data)

• Sysdiagnose is a diagnostic feature 

intended to be used by Apple 

support and developers (minimal

impact on user privacy)

Why not simply using Amnesty MVT?



Sysdiagnose structure

Results of commands

./logs : device logs including Power Logs

./Preferences: device preferences

./summaries: extract from Power Logs

./system_logs.logarchive: system logs

./WiFi: Network and Bluetooth informations

many other info :)



Sysdiagnose Analysis Framework (SAF)

Sysdiagnose

Analysis

Framework

txt

plist

sqliteips

gzip

…

json

jsonl

report

tar.gz



• Feel free to 

• Use it

• Extend it

• Propose changes

• …

Sysdiagnose Analysis Framework (SAF)

• FOSS-licenced, under the European Union Public License (EUPL)
https://github.com/EC-DIGIT-CSIRC/sysdiagnose

https://github.com/EC-DIGIT-CSIRC/sysdiagnose
https://github.com/EC-DIGIT-CSIRC/sysdiagnose
https://github.com/EC-DIGIT-CSIRC/sysdiagnose
https://github.com/EC-DIGIT-CSIRC/sysdiagnose
https://github.com/EC-DIGIT-CSIRC/sysdiagnose


• We have a tool to parse 

sysdiagnose files (kind of)

• Amnesty and Citizen labs 

confirmed the idea to be relevant

• But…

• We (commission) have >10k 

iOS/iPad OS devices in the MDM 

(EC owned and BYOD)

The outcome?



Growing up



Our approach – Building blocks (I)

Analysis Collection



• Requires using RemoteXPC com.apple.coredevice.feature.capturesysdiagnose 

+ developer mode (*) + remote debugging tricks (**), pairing certificate and 

local VPN

• Or requires human intervention. There are 2 methods to start sysdiagnose 

generation:

• 2 volume + power buttons

• AssistiveTouch virtual button

Generating sysdiagnose
Collection

* iOS 17.4 or newer

** See:

https://github.com/khcrysalis/Protokolle

https://github.com/StephenDev0/StikDebug

 

https://it-training.apple.com/tutorials/support/sup075
https://it-training.apple.com/tutorials/support/sup075
https://github.com/khcrysalis/Protokolle
https://github.com/StephenDev0/StikDebug


• 2 API functions

Apple MDM API calls
Collection



• Requires developer mode (*), remote debugging tricks (**), pairing certificate 

and local VPN

• Or requires human intervention. 

Collecting sysdiagnose

From the device directly Using a computer

Collection

* iOS 17.4 or newer

** See:

https://github.com/khcrysalis/Protokolle

https://github.com/StephenDev0/StikDebug

 

https://github.com/khcrysalis/Protokolle
https://github.com/StephenDev0/StikDebug


That does not scale up
Collection



Long 

term

• Share using Shortcut

• iOS companion app

Short 

term

• Proximity support (kiosk)

• DWP application (self-service)

Short 

term

Our approach – EU Phone Check

DWP EC Store

• Fallback to traditional methods

• Keep an eye on commercial products and Apple proving API function

MQA Librarian

CollectionAnalysis



Collection

• iOS App, pushed automatically by MDM

• User Instructions

• Generating sysdiagnose

• Sharing sysdiagnose through App

• Monitors for sysdiagnose file creation & completion

• Uploads to server

• Lists reports

iOS companion app



Collection

• IT Proximity team support

• Raspberry Pi & touchscreen

• Mobile Quick Acquisition library on a 
Custom UI with:

• Instructions

• Pre-defined acquisition profiles

• Monitors for sysdiagnose archive creation

• Uploads data to EU-Send

Proximity team (Kiosk)



Collection

• Computer app, installed via DWP EC Store

• User Instructions 

• Generating sysdiagnose

• Trusting computer

• User plugs phone on DWP computer

• App auto-detects sysdiagnose archive creation,
extracts it from phone and uploads it to EU-Send

DWP application (self-service)



• Eager to see more Off The Shelf apps

• Eager to have Apple to add MDM API commands to allow to generate + 

collect forensic artefacts remotely

• … ?

Other
Collection



Our approach – Building blocks (II)

Analysis Collection

Data storageShort term

Long term

EU Send

On device telemetry



• You have data (collection)

• You can convert the data (SAF)

• Now do something with it !

Time for Data analytics



• SAF: analyser

• Splunk

• Timesketch

• Grep, jq, yara …

Data analytics 
Analysis



Examples

• Accounts linked to phone

• iTunes accounts (+ evolution)

Analysis

• Sandbox violations



• Battery consumption 

(2 snapshots of same device)

• App usage

Analysis



Examples
Analysis

• Treasures in unifiedlogs / logarchive (containing a 2-3 day timeframe)

Activity 1 482 769

Log 11 065 315

Loss 792

Signpost 203 478

Simpledump 28 414

Statedump 20 222

Debug 29 070

Default 9 973 320

Error 281 182

Fault 149 436

Info 632 307

https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries 

https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
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Example: Crashlogs

• Crashlogs (long history, easily tampered)

• Logarchive (short history, more difficult to tamper)

Analysis



Example: Crashlogs

• Apple Security updates mention components:
• Accessibility

• CoreAudio

• ImageIO

• Messages

• RPAC

• WebKit

• …

Analysis



Today



Our approach – Building blocks (III)

Analysis Collection

Analysis engine

Data storageShort term
Long term

EU Send

On device telemetry



Overview of the architecture CollectionAnalysis



• The Commission has kicked off a Mobile Device Security (MDS) 

Programme, led by DG DIGIT that involves several DGs, aiming to develop:

• A risk-based mobile security policy, foreseeing security by design and by default 

across the lifecycle of mobile device applications.

• Capabilities in cybersecurity operations for mobile devices, namely in the areas of 

threat hunting, threat intelligence, malware analysis, forensics, cybersecurity monitoring, 

vulnerability management and cybersecurity incident response.

• Collaboration within and outside of the Commission. 

We didn’t stop there 



Future



Future

Extend the secure digital workplace to 
mobile devices. Detect attacks and 
compromises targeting the mobile 

devices. Respond to incidents related to 
mobile devices

Confirm the 
effectiveness of 

the approach

Release in Open 
Source as many 

pieces as possible

Do this AT SCALE



• Clearer timestamp from Apple Threat 

Notifcation straight in the notification

• Trusted group sharing IOC, detection 

techniques…

• Other organisation working on similar tools – 

we are stronger together

• [DREAM] official support from Apple & 

Google and how to check integrity of 

mobile devices

What do we still miss?



• Continue to support the sysdiagnose analysis framework (SAF) with 

• New artifacts (crash logs, unified logs…)

• New iOS / iPad OS versions

• Release more in open-source

• Splunk Technical Addon for SAF

• iOS Companion App

• Workshop at hack.lu 

In the plans



Thank you

Source code: 

• Sysdiagnose Analysis Framework (SAF): https://github.com/EC-DIGIT-CSIRC/sysdiagnose

• Splunk Technical Add-On: https://github.com/EC-DIGIT-CSIRC/ec_digit_saf_ta

Christophe Vandeplas
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christophe.vandeplas@ext.ec.europa.eu

Darío Borreguero Rincón
@darizotas

dario.borreguero-rincon@ec.europa.eu

David Durvaux
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david.durvaux@ec.europa.eu
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