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AMNESTY ENGLISH WHO WE ARE WHAT WE DO COUNTRIES GET INVOLVED LATEST Q DONATE NOW
INTERNATIONAL
,Jl
D

SHARE
< RESEARCH

Forensic Methodology Report: How to catch
NSO Group’s Pegasus

July 18, 2021

Recently added

My_an_mar: Urgent need_ to suspend

Why perform mobile device analysis?

Google finds more Android, i0OS zero-days used to install spyware

March 29, 2023 08:00 AM 0

By Sergiu Gatlan
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Let’'s zoom into the Amnesty report

10. MOBILE DEVICES,  Relies on available artefacts

[S\EE?TI}.\IEIL{I\TNYD « Comes with a tool: Mobile

Verification Toolkit (MVT

« MVT for iOS:

Much of the targeting outlined in this report involves Pegasus attacks targeting iOS devices. It is important to
note that this does not necessarily reflect the relative security of iOS devices compared to Android devices, or
other operating systems and phone manufacturers.

n .
L]

In Amnesty International’s experience there are significantly more forensic traces accessible to investigators [ J F I I esyste m D u m p l I I I g I lt
L]

on Apple iOS devices than on-stock Android devices, therefore our methodology is focused on the former. As
a result, most recent cases of confirmed Pegasus infections have involved iPhones.

L]
This and all previous investigations demonstrate how attacks against mobile devices are a significant threat h a Ve a n I m p aCt O n a rtefa CtS

to civil society globally. The difficulty to not only prevent, but posthumously detect attacks is the result of an
unsustainable asymmetry between the capabilities readily available to attackers and the inadequate
protections that individuals at risk enjoy.

While iOS devices provide at least some useful diagnostics, historical records are scarce and easily tampered
with. Other devices provide little to no help conducting consensual forensics analysis. Although much can be
done to improve the security posture of mobile devices and mitigate the risks of attacks such as tho
documented in this report, even more could be achieved by improving the ability for de:
technical experts to perform regular checks of the system'’s integrity.

 iTunes Backup

Therefore, Amnesty International strongly encourages device vendo
devices more auditable, without of course sacrificing any secut
Platform developers and phone manufacturers should re

<tar understand the challenges faced by HRD:
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European
Commission

STTTR ST
e W T
LA
e
e




The genesis

Let's do something

but we don’t know what...

To find something

But we don’t know what... . —~



The story

* We assumed mobile could be a target
(it's a computer after all)

* We heard (thanks Sarah) around a beer
that there is something called
“sysdiagnose”

« A bit of Googling showed just a few

scripts for a very limited coverage

—
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Why not simply using Amnesty MV T?

* Initially we started before ;)

« MVT has a strong emphasis on
using device backup (contains
private data)

« Sysdiagnose is a diagnostic feature
iIntended to be used by Apple
support and developers (minimal
impact on user privacy)
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v [p sysdiagnose_2023.05.23_21-41-36+0200_iPhone-
» @ ASPSnapshots
» B brctl
» I crashes_and_spins
» @ errors
» I ioreg

Sysdiagnose structure -

» B Personalization

» I Preferences
A ¥ @ RunningBoard
[ ._RunningBoard_state.log
Results of commands SETE
» [ summaries
» B system_logs.logarchive
» [ TimezoneDB
. . . . » I WiFi
Jlogs : device logs including Power Logs
I= apfs_stats.txt
\ ckksctl_status.txt
codecctl.txt
/Preferences: device preferences o
- - p error_log.txt
fileproviderctl.log
\ fileproviderctl_check.log
fileproviderct/_dump.log
hidutil.plist
hpmDiagnose.txt
kbdebug.txt
launchetl-dumpstate. txt

. /summaries: extract from Power Logs

|
‘ /system_logs.logarchive: system logs R
l ———_y
‘ JWiFi: Network and Bluetooth informations o s

= otctl_status.txt
pcsstatus.txt

many other info :) S

= README.txt

= remotectl_dumpstate. txt

= security-sysdiagnose.txt
smcDiagnose. txt
= spindump-nosymbols.t
sweutil_show.txt
sysdiagnose.log
tailspin-info.tx*

meint-
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Sysdiagnose Analysis Framework (SAF)

tar.gz
|

i
\

(" txt

IIEI plist

ips Sqlite ; O
]iil'gzk) IIEI il: ) =
Sysdiagnose
Analysis -
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Sysdiagnose Analysis Framework (SAF)

 Feel free to
Use it

Extend it

Propose changes

open source

OSS-licenced, under the European Union Public License (EUPL)

F
https://github.com/EC-DIGIT-CSIRC/sysdiagnose
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https://github.com/EC-DIGIT-CSIRC/sysdiagnose
https://github.com/EC-DIGIT-CSIRC/sysdiagnose
https://github.com/EC-DIGIT-CSIRC/sysdiagnose
https://github.com/EC-DIGIT-CSIRC/sysdiagnose
https://github.com/EC-DIGIT-CSIRC/sysdiagnose

The outcome?

* We have a tool to parse
sysdiagnose files (kind of)

 Amnesty and Citizen labs
confirmed the idea to be relevant

 But...

* We (commission) have >10k
i0S/iPad OS devices in the MDM
(EC owned and BYOD)
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Our approach — Building blocks (|

Collection
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Collection

Generating sysdiagnose

* Requires using RemoteXPC com.apple.coredevice.feature.capturesysdiagnose
+ developer mode (*) + remote debugging tricks (**), pairing certificate and
local VPN

» Or requires human intervention. There are 2 methods to start sysdiagnose
generation:

« 2 volume + power buttons

* AssistiveTouch virtual button

*iOS 17.4 or newer
** See:

https://qgithub.com/khcrysalis/Protokolle
__https://qithub.com/StephenDev0/StikDebug

/\ m European |
Commission
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https://it-training.apple.com/tutorials/support/sup075
https://it-training.apple.com/tutorials/support/sup075
https://github.com/khcrysalis/Protokolle
https://github.com/StephenDev0/StikDebug

Collection

Apple MDM A P! ~nils

2 API functions

Device Management /| Commands and Queries lands and Queries |

Web Service Endpoint nt

Trigger Sysdiagnose Exect

Starts sysdiagnose tool to gather diagnostics inform

lagnhose File
/ run sysdiagnose archive files.

1ac05 10.7+ | tvOS 9.0+ | vision0S 1.1+ | watchQOS 10.0+

\ j0st.example.com/mdm
|

The command to query a device for specific information.
Content-Type: applicationfx-apple-aspen-mdm

i0S 4.0+ | iPadOS 4.0+ | mac0S10.7+ | tvOS 9.0+ | visionDS 1.1+ |

URL

PUT https://yourmdmhost.example.com/mdm

HTTP Body

DeviceSysdiagnoseRun The command to query a devic
Content-Type: application/x-ap

Respnse Codes JUST KIDDING -

200 oK ?: ted fil
DeviceSysdiagnose A response from the device confirming sysdiagnose execution is running in the background. 4 = € requestec tile
) - Response Content-Type: applicationfxml
Response Content-Type: applicationfxml

7\
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Collection

Collecting sysdiagnose

* Requires developer mode (*), remote debugging tricks (**), pairing certificate

and local VPN
* Or requires human intervention.
From the device directly Using a computer

*iOS 17.4 or newer

** See:

https://qgithub.com/khcrysalis/Protokolle
________htips://qgithub.com/StephenDev0/StikDebug

-
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https://github.com/khcrysalis/Protokolle
https://github.com/StephenDev0/StikDebug

That does not scale up

2019 Pegasus report
Let's parse from Amnesty
sysdiagnose and MVT release

First drafts of the 2021
sysdiagnose analysis Seems the ideais
framework with CERT-EU ot too stupid

2023
Sysdiagnose
Analysis
Framework

#FIRSTCONF23

Automation and
collection at
scale

2025
How can we
scale?

Collection
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Our approach — EU Phone Che

L4  MDM

m MOBILE DEVICE MANAGEMENT
.

4 MOA
Librarian

J

MQA Librarian « Proximity support (kiosk)

* iOS companion app « DWP application (self-service) )

. J .

» Fallback to traditional methods

H European
Commission




Collection

IOS companion app

iOS App, pushed automatically by MDM

User Instructions
» Generating sysdiagnose

» Sharing sysdiagnose through App

Monitors for sysdiagnose file creation & completion

Uploads to server

Lists reports

H European
Commission



Collection

Proximity team (Kiosk)

* |T Proximity team support
« Raspberry Pi & touchscreen

« Mobile Quick Acquisition library on a
Custom Ul with:

* Instructions
* Pre-defined acquisition profiles

* Monitors for sysdiagnose archive creation

» Uploads data to EU-Send

H European
Commission



DWP application (self-service)

Computer app, installed via DWP EC Store gowss

Desktop applications

- Categories

|| S
" | 0 categories selected v
J | caregories seie |

User Instructions

Drivers  Mobile applications

Collection

EU Phone Check x Q

Sort by

| Alphabetical ;\lz

° G e ne ratl n g SySd Ia g nOS e ! | Appd rs: (Search text: EU IPhone Check) pm—
| Application Descript%oh o o Last update Action
[ Tru Sti n g CO m p u te r' Version Categories Last update
R [EU] Phone Check Share diagnostic data with EC DIGIT CSOC for a EC DIGIT CSOC >
ol security check Uninstall
i 11.20.2.16 31-12-2025

User plugs phone on DWP computer

App auto-detects sysdiagnose archive creation,
extracts it from phone and uploads it to EU-Send

Security check ) ( Mobile

H European
Commission



Collection

Other

« Eager to see more Off The Shelf apps

« Eager to have Apple to add MDM APl commands to allow to generate +
collect forensic artefacts remotely

¢ ... 7
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Our approach — Building blocks (Il)

. MQA
Librarian

Long term
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Time for Data analytics

* You have data (collection)
* You can convert the data (SAF)

S,

7 | lllat -

* Now do something with it ! _
i

T

2%ty

‘-."."-\,‘.-.'-"-‘)/

Tl )))
Il

!

|

|

|

|

s
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Data analytics

« SAF: analyser splu nk ‘>

* Splunk

 Timesketch

* Grep, jq, yara ...

timesketch

Digital Forensics Timeline Analysis

|

"
e g e ek



Examples

* Accounts linked to phone

1 index="sysdiagnose_*" module=logarchive  "data.category"=LocalStorageService

2 ( "Read LocalStorage serverSettings" OF "LocalStorageService write new serverSettings")
3 | rex field=data.message "emails:({7?<emails>[*\]11+\1)"

4 | stats count by emails, hnsq

1 index="sysdiagnose_*" module=logarchive "data.category"=Default_Oversize

2 "Initially loaded" "iTunes accounts"

3 | rex field=data.message "Initially loaded (?<num_accounts>[8-9]+) iTunes accounts"
4 | stats wvalues(num_accounts) by host

e iTunes accounts (+ evolution)

 Sandbox violations

index="sysdiagnose_x" module=logarchive data.subsystem="com.apple.sandbox. reporting”

1

2 | rex field=message "(7?<sandbox_origin>[*:1+): (?<sandbox_process>[*\(1+)\([8-91+\) (7?<sandbox_action>Ywt)\([@-91+\) (7<sandbox_access_request>[* 1+) (7<sandbox_target>.*)3"
3 | eval host_index = host."(".index.")"
4

| stats values(host), values(sandbox_access_request), dco(sandbox_target), values(sandbox_target) by sandbox_process

m European
Commission




1 index="sysdiagnose_x¥Z" module=powerlogs "data.apollo_module"=powerlog_battery_level
2 | timechart span=5m avg("data.raw level") BY case_id

« Battery consumption

(2 snapshots of same device)

Al

2:00 A 12:00 Pp 12:00 AM 12:00 P 12:00 AM 12:00 FM 12:00 AM 12:00 FM 12:00 AM 12:00 Pt 12:00 AM 12:00 P 12:00 AM 12:00 FM i
sat Moy 30 Sun Dec Mon Dec 2 Tue Dec 3 Wed Dec 4 Thu Dec & Fri Dec &

n

1 index="sysdiagnose_x¥Z" module=powerlogs "dataz.apollo_module"=powerlog_app_usage_by_hour

® App usage 2 | timechart span=1h max{"data.screen time (seconds)") by "data.bundle id"

referonces
Ll COHNCH - CONLod
a_niin nl SO [y
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Examples

 Treasures in unifiedlogs / Iogarchive (containing a 2-3 day timeframe)

Activity 1482 769 Debug 29 070
Log 11 065 315 Default 9973 320
Loss 792 Error 281 182
Signpost 203 478 Fault 149 436
Simpledump 28 414 Info 632 307
Statedump 20 222

https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries

H European
Commission



https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
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https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
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https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries
https://www.ios-unifiedlogs.com/post/ios-unified-logs-parsing-all-my-sql-queries

Example: Crashlogs

° CraSh|OQS (long history, easily tampered) 1 index="sysdiagnose_*" module=crashlogs

2 | timechart count by data.name

° Logarchive (short history, more difficult to tamper)

1  index=sysdiagnose_* module=logarchive "data.process"="/System/Library/CoreServices/ReportCrash" "Formulating fatal"
2 | rex field=message "\]({7<process_name>,+)§"

3 | stats count, values(host) by process_name

m European
Commission




Example: Crashlogs

» Apple Security updates mention components:

. Accessib_ility iI0S 18.4.1 and iPadOS 18.4.1
CoreAudio

ImagelO
Messages

RPAC "' {08 16.7.12 and iPadOS 16.7.12

Released April 16, 2025

CoreAudio

¢ WebK|t min
Released September 15, 2025
° ... Img
isa
ImagelO
Spe

Avallable for: IPhone 8, iPhone 8 Plus, IPhone X, IPad 5th generation, IPad Pro 9.7-Inch, and IPad Pro 12.9-

Det  jneh 1st generation

CVI Impact: Processing a malicious image file may result in memory corruption. Apple is aware of a report that
T this Issue may have been explolted in an extremely sophisticated attack agalnst specific targeted
individuals.

Description: An out-of-bounds write issue was addressed with improved bounds checking.
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Our approach — Building blocks (lIl)

i MOA
Librarian

Long term

* X

€%
ap
splunk> x \=J « N L%

X o, %

On device telemetry
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Overview of the architecture

Collection

~

Evidence
Indexation

e

. MQA
Librarian

N

Evidence
Processing

- Collection

Analysis
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We didn’t stop there

 The Commission has kicked off a Mobile Device Security (MDS)
Programme, led by DG DIGIT that involves several DGs, aiming to develop:

» Arisk-based mobile security policy, foreseeing security by design and by default
across the lifecycle of mobile device applications.

« Capabilities in cybersecurity operations for mobile devices, namely in the areas of
threat hunting, threat intelligence, malware analysis, forensics, cybersecurity monitoring,
vulnerability management and cybersecurity incident response.

* Collaboration within and outside of the Commission.

m European
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Future

Extend the secure digital workplace to
mobile devices. Detect attacks and
compromises targeting the mobile

e devices. Respond to incidents related to

== mobile devices

. J

Release in Open

Source as many -
T pieces as possible
[ effectiveness of

the approach -
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What do we still miss?

* Clearer timestamp from Apple Threat
Notifcation straight in the notification

 Trusted group sharing IOC, detection
techniques...

.......
.....

ey

« Other organisation working on similar tools —
we are stronger together

« [DREAM] official support from Apple &
Google and how to check integrity of

European
Commission
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In the plans

« Continue to support the sysdiagnose analysis framework (SAF) with
* New artifacts (crash logs, unified logs...)
* New iOS /iPad OS versions

» Release more in open-source

« Splunk Technical Addon for SAF

« iOS Companion App

| oo,

oo "
oo




Thank you -

Source code:
+ Sysdiagnose Analysis Framework (SAF): https://github.com/EC-DIGIT-CSIRC/sysdiagnose

* Splunk Technical Add-On: https://github.com/EC-DIGIT-CSIRC/ec_digit_saf ta

Christophe Vandeplas David Durvaux Dario Borreguero Rincén
@cvandeplas @ddurvaux @darizotas

christophe.vandeplas@ext.ec.europa.eu david.durvaux@ec.europa.eu dario.borreguero-rincon@ec.europa.eu
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